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/laBaniTe 3HAKOMUTHCS!

OmunTtpnn Kytbipes

CuctemHbin agmuHuctpatop ¢ 2008 roga
Ncnonb3yto obopyaosaHmne MikroTik ¢ 2014 roaa
Ceptndunkatbl: MTCNA, MTCRE, MTCTCE



Yero MpI XOTUM ?

JlabopaTopHbIe CTEeHAbI TOMOTAIOT HAM:

» H3y4daTh ceTeBble TEXHOJIOTHH, HOBBIN PYHKIIMOHAT

» 'TecTHpoOBaTh TOIIOJIOTUHM U KOHPUTYPAITUHU TTepe
BHeJpeHHUeM

> BbIMOMHATH MOUCK Tpo0OJieM, He BHOCSI U3MEeHEHHS B
YXUBYIO CETh



Kakue ecTth c11OCOOBI?

»  Bsars oxanky RouterBOARD oB
+ PeanbHOE 000pynOBaHME
- HeoOxommMa rtomaib Ajist pa3MeleHust
= Bbicokast 1leHa mpy OOJIBIINX TOTIOIOTUSIX
= [lepexsiro4aTh TMHKU NPUIETCS BPYYHYIO

» Hcronb30BaTh OSMYISITOPbI
+ DKOHOMMUS MecCTa
+ Huskasa croumocTh
+ Harnsanocts
+ Jlerko COXpaHsITh U IEPEHOCUTH TOTIOJIOTUU
- He Bcé moxkHo amynupoBarh (Wi-Fi aganrepsi, 4umm KOMMYTaIiMN)



Level number

Price

Initial Config Support
Wireless AP

Wireless Client and Bridge

RIP, OSPF, BGP protocols
EolP tunnels

PPPOE tunnels

PPTP tunnels

L2TP tunnels

OVPN tunnels

VLAN interfaces
HotSpot active users
RADIUS client

Queues

Web proxy
User manager active
sessions

Number of KVM guests

RouterOS X86 winu

{0 (Trial )

mode)

no key

24h trial
24h trial
24h trial
24h trial
24h trial
24h trial
24h trial
24h trial
24h trial
24h trial
24h trial
24h trial

24h trial

24h trial

none

1 (Free
Demo)

required reg volume only

Bri6upaem o6pas

3 (WISP
CPE)

yes
yes(*)

unlimited

200

200

200

200
unlimited

1

yes

unlimited

yes

10

Unlimited

4 (WISP) 5 (WISP) (Controller)

$45
15 days

yes
yes
yes

unlimited
200
200
200
200

unlimited
200
yes

unlimited

yes

20

Unlimited

$95
30 days
yes
yes
yes
unlimited
500
500
500
unlimited
unlimited
500
yes
unlimited

yes

50

Unlimited

6

$250
30 days
yes
yes
yes
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
yes
unlimited

yes

Unlimited

Unlimited

Cloud Hosted Router ?

License” Speed limit Price

[ Free 1Mbit FREE ]
P1 1Gbit $45
P10 10Gbit $95
P-Unlimited Unlimited $250

* TpuanbHbIi pexunm 60 aHel Ha
INLEeH3Mn Ntoboro ypoBHsA!
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Brioupaem amyssiTop

GNS3: Graphic Network Simulator @
GNS3’

Kiuent u cepBep mog Windows u Linux

CepBep MOXXeT OBITh 3allyLLEH:
* Ha noxanpHOM XOCTE
* HayganénHowm xocre
* B roroBoii BUpTya/IbHOU MalIHe

[TosBomsier 3amyckars 06pa3sl [0S, [OL, QEMU, 106aBisiTh B TOMOIOTUA
BUPTYa/sibHbIe MamuHbI VirtualBox 1 VMware, a Taxoke KOHTeHHepbI
Docker

B03MOXXHOCTB COEeAUHATD YCTPOUMCTBA PA3HBIX BEHIOPOB

B HanmmMumu BCTpOEeHHBIN MTPOCTOM KOMMYTATOP

Muarerpanus ¢ Wireshark

B03MO)XXHOCTB 9KCTIOPTA/MITOPTA TOTIOJIOTHU BMeCTe ¢ oOpa3aMu
OrpomHoe co0011IeCTBO MTOTb30BATEIEN
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Brioupaem amyssiTop

UNetLab: Unified Networking Lab m

UNEtLab 2 = EVE'NG Emulated Virtual Environment

Next Generation

KnueHt - 6pay3ep, cepBep — Ha Linux
CepBep MOXKeT ObITh 3aMyIIEH:

 Haxocre Debian-based Linux
* B roroBoii BUpTya/IbHOU MallHe

[TosBonsieT 3amyckars 06pa3bl [0S, IOL, QEMU, a Taxke KOHTeITHepPbI
Docker

B03MOXXHOCTB COeUHSTD YCTPOMCTBA Pa3HbIX BEHJOPOB

Wuarerpamus ¢ Wireshark

CpencTBO 3MY/ISLIMM BCE-B-OJHOM

MHorononp30BaTeIbCKUH JOCTYII

Menspnii pacxon O3Y
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- GNS3: 00111t BUz B

* Gtatic-route - GNS3 | _ (O] x|
File Edit Vew Control MNode Annotate Tools Help

= OF>- » HC Fmilcoaam

All devices @ '~ Topology Summary (=[]
@ ATM switch » PC2
> O et
& o7 » O Rz
> @
a ) CHR-stable e
R1
Cloud
g @ Ethernet hub
@ Ethernet switch
Q Frame Relay switch
Mat
g o &9 ROS_@6
R2
B ypcs
Servers Summary 3]
(=) GNS3 ¥M (GNS3 ¥M) CPU 0.0%, RAM 25.2%
) gns3-host CPU 3.1%, RAM 34.0%
PC1 PC2
e — =l
+New appliance template | 4 T |




GNS3: no6aBnssem o6pas CHR

* GNS3 =100 x]
File Edit View MNode Tools Help
—
-— £ S .. D =T == A [ BB WL L P ~~ N
E * Preferences 20X

0
I

Server

GNS3 ™M
Packet capture * New QEMU ¥M template [ 7] X]

¥ Built-in Server
Ethernet hubs Please choose a server type to run your new QEMU Y¥M,
Ethernet switches

Cloud nodes
~VPCS Server type
VPCS nodes
¥ Dynamips
I0S routers ® Run this Qemu ¥M on the GNS3 YM

~ I0S on UNIX g
TOU Devices Run this Qemu Y1 on my local computer

~ QEMU
B rrr—
~ VirtualBox
VirtualBox ¥Ms
¥ VMware
VMware VMs
~ Docker
Docker Containers

6 General |Qemu VM templates |

.Nn 1S £ .M 4

l Next > | Cancel

Mew Edit Delete

- oK | Cancel Apply




GNS3: no6asnsiem o6paz CHR

HUmsa VM Ooném O3Y

* New QEMU ¥M template EE3 * New QEMU ¥M template [ 2]
QEMU ¥M name QEMU binary and memory
Please choose a descriptive name for your new QEMU virtual machine. Please check the Qemu binary is correctly set and the virtual machine has enough memory to work.
ame; \CHR—stabIel Qemu binary: | fusr/binfgemu-system-x86_64 (v2.5.0) v
This 1s a legacy ASA YM RAM: l 128|MB >
< Back | Mext > Cancel < Back | Mext > Cancel

10



GNS3: no6asnsiem o6paz CHR

Tvn moaK/II0YeHU s

* New QEMU ¥M template

Console type

Please choose the console type. Telnet will connect to the serial console of the machine, YNC wil

connect to graphical output of the machine.

vnc

Mote: You don't need to install anything on the YM itself.

< Back

Mext >

Cancel

YKaspIBaeM o0Opa3

* New QEMU ¥M template

Disk image

Please choose a base disk image For your virtual machine.

® Existing image

Disk Image (hda}:

New Image

chr-6.38.1.Img

< Back

Einish

[ 2] ]

Cancel

11




GNS3: no6aBnssem o6pas CHR

* GNS3 =100 x]
File Edit View Node Tools Help
- . B A TT D o PO s 1mmm e A PN T
E * Preferences 20
General '_namu AR famnlatac [
Server * QEMU ¥M configuration B
GNS3 ™M
Packet capture l CHR-stable ‘
~ Built-in — .
Ethernet hUl?S General settings | MDD = CD/DYD  Network | Advariced settings
Ethernet switches
Cloud nodes Template name: CHR-stable
~VPCS
VPCS nodes Default name Format: {namg}-{q}
~ Dynamips Symbol: +Jsymbolsfrouter_firewall. svg | Browse..,
108 routers —————
* TOS on UNIX Category: Routers EI bt
IOU Devices

RAM: 128 MB 2

¥ QEMU
Q vCPUs: 1 =

~ VirtualBox

.Nn 1S £ .M 4

VirtualBox VYMs Qemu binary: lusrjbinjgemu-system-x86_64 (v2.5.0) v
¥ VMware Baot priority: HDD -
VMware VMs
~ Docker Console type: ¥no -

Docker Containers

ok || cancel Delete

- ‘ oK | Cancel Apply




GNS3: no6aBnssem o6pas CHR

* GNS3 (=P
File Edit Yiew Node Tools Help
- £ S . > e == — — — = i
T CEDEDTER L] — x|
e —
General [ | CHR-stable [
6 Server
GNS3 VM General settings HDD CDJDVD Network Advanced settings
Packet capture
~ Built-in Adapters: |s =
Ethernet hubs )
Ethernet switches First port name:
Cloud nodes Mame format:  |Ethernet{0}
~VPCS
VPCS nodes Segment size: |0 =
¥ Dynamips
BaseMAC: | _i_ i i i i
I0S routers £ ===
~ I0S on UNIX Type: Intel Gigabit Ethernet (e1000) -
IOU Devices

~OEMU Use the legacy networking mode
&m_
~ VirtualBox
VirtualBox ¥Ms
¥ VMware
VMware VMs
~ Docker
Docker Containers

.Nn 1S £ . 4

| OK Cancel

Hew Edit Delete

- oK Cancel Apply




Co3maém obpas x86

> cd "C:\Program Files\gemu"
> gemu-img create -f gcow?2 "d:\ros\hda.qcow2" 1024M

> gemu-system-i386w -hda "d:\ros\hda.qcow2" -cdrom "d:\ros\mikrotik-6.38.1.iso" -
m -boot d 128 -net none

(Floemu =]
Machine Yiew
Welcome to MikroTik Router Software installation

ove around menu using 'p’ and 'n’ or arrow keys, select with ’spacebar’.
, ;

Select all with “a’, minimum with “m’. Press i’ to install locally or 'q’ to
ancel and reboot.

hotspot routing

1 ppp ipub security

1 dhcp kum ups

1 advanced-tools lcd user-manager
1 calea mpls wireless@

1 dude multicast

1

gps ntp

L
L
L
L
L
L

lsystem (depends on nothing):
ain package with basic services and drivers




GNS3: BHelllHUe ceTUu

Cloud

* untitleds - GNS3 M=] B3

File Edit Yiew Control Node Annotate Tools Help

B OF> > BC FmlloQAamD

End devices @® “ Topology Summary @®
D e
hat [ i o
et  Cloud1 configuration

: B ypcs = z

ethi Ethernet interfaces | TAPinterfaces = UDPtunnels | Misc.

& etht

T gns3tap0-0 v Add Add all

(Woemo | etho

\ ethi
m gns3tap0-0
qemul

e
mf, ) pC2

Show special Ethernet interfaces

Reset OK Cancel Apply

+New appliance template ¢ >

15




GNS3: BHelllHUe ceTUu

ITpocroit NAT 6e3 HacTpoek (Tonbko B GNS3 VM)

* untitleds - GNS3 =101 x]

File Edit W¥ew Control Node Annotate Tools Help

B OF> > BHBC FmIloQa@

End devices @® “ | Topology Summary (=1E3]
» ) Cloudt
@ cloud @ n-i
@ rc1
L » O rc2
B yecs
Nat1

PC1

Servers Summary E®
£ GNS3 YM (None)
£ gns3-host CPU 0.3%, RAM 25.3%
€3 yM CPU 0.2%, RAM 5.4%

Sl Ol %

+New appliance template | ¢ »




,0,0,0,_0,0_0,_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0

129,000, 0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_.\
o O L0, 0 0 000,000,000 000000000 - g g e g e g e g v
[ € =€ =€ = )= 0000500
.... ..{
- 4 = )=

UNetlLab: 3a/IOrMHUINCH

GVG # Main #~ Management ~ & System ~ © Information ~ ©2016 Eve-NG & admin = Signout

. System status
&% File manager  current position ~ root B Sytemn st

@ sSystemlogs

X Stop All Nodes
New Name Add folder

gilmle | ®la| =2z
B Count of chr.unl Choose UNL Lab for more info
I OSPF Lab.unl
I pppoe.unl
I test x86 images.unl

I test x86 images_clonel.unl

17



UNetLab: pabouee mpocTpaHCTBO

ks +

>0 S Y

(4
©

P O©C e

Add an object
Connect node
Nodes
Networks
Startup-configs
Pictures
Configured objects
More actions
fresh topology
Free Select
Status
Lab details
Close lab
Lock Lab

Logout

External

M Billing H NAS

=] =

m Mikrotik12
&= o @

B Mikrotik4 W Mikrotik11

W Mikrotik10

ikroti (0
W Mikrotiks ; @ @
—~ l
B Mikrotik6 U @ B Mikrotik9

B Mikrotik7 W Mikrotik8

18



CONFIGURED NODES

NAME = TEMPLATE

NAS mikrotik

Mikrotik3 mikrotik

Mikrotik4 mikrotik

Mikrotiks mikrotik

Mikrotiké mikrotik

Mikrotik7 mikrotik

Mikrotik8 mikrotik

Mikrotik9 mikrotik

Mikrotik10 mikrotik

Mikrotik11 mikrotik

Mikrotik12 mikrotik

Billing mikrotik

El | B E E E E E| EE E
Bl | B ) E | E R E | E | E ) E E
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~0=0=0=0
08
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%
o%e'
o2 -0

-2~ 0=0=0=0=0=0
0a0a0,0,0,0,0,
AR A A AR . F N r_\ AR

UNetLab

120200,
..'..Q..
109 ®

.I-.
4

CIIMCOK ceTeHu

)
X
(44
o
=
-
il
4
(o]
w
a4
-
2
LL
<
o
v

Net-NAS-e1

Net-NAS-e7

20



UNetLab: craTrycHast uHpopmaius

STATUS

EVE-NG version:2.0.2-26

QEMU version:2.4.0

UKSM Status: enabled

Role: admin

POD: 0

38% 33% 0% 22»

CPU usage Memory usage Swap usage Disk usage on /

0 0 12

running IOL nodes running Dynamips nodes  running QEMU nodes

0 0

running Docker nodes running VPCS nodes

21



UNetLab: ro6asnsiem o6pa3z CHR

# wget https://download2.mikrotik.com/routeros/6.38.1/chr-6.38.1.img.zip
# unzip chr-6.38.1.img.zip

# mkdir /opt/unetlab/addons/gemu/mikrotik-stable
# mv chr-6.38.1.img /opt/unetlab/addons/qgemu/mikrotik-stable/hda.qcow?2

# /opt/unetlab/wrappers/unl_wrapper -a fixpermissions



-O-O-0-O5-O-O-0-0O-00-O0-O-O0-0-0-O0-00-0-05-00-00-05-0

1200000000 050,00 0,000 0 000,0,0,0,0,0,0,0,0,0
p=e-e-02 %% e2e-0-0-0-0"0
age Soed
L5 Pa®

UNetLab: ro6asnsiem o6pa3 CHR

Add a new object
A Node

& Network

[l Picture

O Custom Shape
A Text

ADD A NEW NODE

Template Nothing selected

mik

MikroTik RouterOS
T Y S S SRR




UNetLab: ro6asnsiem o6pa3z CHR

ADD A NEW NODE

Template

Number of nodes
to add

Image

Name/prefix

Icon

uuiD

CPU

RAM

Ethernets

Startup
configuration

Delay (s)

Console

Left

Top

MikroTik RouterOS

3

Konuuyectso HOp,

mikrotik-stable

Haw o6pas

Router

Router.png

o3y

NHTepdeiicbl

Tun noaKnoyeHuUsn

298

177

Save Cancel

24



UNetLab: BHeinHUe ceTH

pnetX copunarkésaHbl ¢ ethX

@ root@eve: ~

ADD A NEW NETWORK

Number of
networks to add

Name/Prefix

Type

Left

Top

25



-O-0-O-0-O-0-0-00-05-00-0-0-0-O-05-0O-0-0-0-0-00-F
00000000000 000000000000000000000000000000000000
0200000000000 04050,0,0,0,0,0,0,0,0,0,0,0,0,9%

-2e% 020%20%0%0%0%0%0%0%0%0%0%0 %0 %0 % % %" _____
p-e-e-ee® o%e-ezezez0 0;
% o2
’ge; o.o

UNetlLab: BHeniHUe ceTH

NHutepdencobl B VMware

» M Network Adapter 1 T Ntk v | ¥ Connect oD
» MH Network Adapter 2 VMNet2 v /] Connect
» @ Network Adapter 3 VMNet3 v ] Connect
» MH Network Adapter 4 VMNet4 v ] Connect
» MH Network Adapter 5 VMNet5 v ] Connect
» #m Network Adapter 6 VMNets v | M| Connect
» MH Network Adapter 7 VMNet7 v [/ Connect
» MH Network Adapter 8 VMNet8 v [/ Connect
» M Network Adapter 9 VMNeto v [v] Connect
R DY v
[ Save ] [ Cancel ]
&

26



[logktroyaeM BHeUIHME YCTPOMCTBA!

CHR B VMware, nogkntoueH USB moaem

(% Edit settings - CHR (ESXi 6.5 virtual machine)
| Virtual Hardware | VM Options
- AUUNGIU UISK | AUU TIELWOIR dudpier a AUU ulner uevice
» [ cPU 1 v O a
» @l Memory {F‘ MB
b (2 Hard disk 1 [._'123— MB
> SCSI Controller 0 " LS Logic Parallel
USB controller 1 ¥ 0
» X Network Adapter 1 VM Network ] Connect
» =X Network Adapter 2 VMNet2 W] Connect
» [ Video Card Specify custom settings
&2 USB Device 1 HUAWEI Mobile v
Save || Cancel

27



..H..il.ll.I)..H..GDQGDQCDQCHI.4I.
0o0,0.0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_.\
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lw"ﬂﬂl.(.. .4..!..1“”

[logkitoyaeM BHelIHME YCTPOMCTBA!

ion Settings Dashboard

Safe Mode | Session:[192.168.15.25| Memoy/327.1 M8 M5 |
A& Quick Set
5 CAPSMAN
# Interfaces

3 Wireless g
2 Bidge Interface |interface Lst  Ethemet  EolP Tunnel | [P Tumnel | GRE Tumel VLAN VRRP Bonding LTE.
e EEIIIE Fing
°3 Mesh 7 | Type [Actual MTU [L2MTU [Tx [Rx |Tx Packet (p/s)  |Rx Packet [p/s)  [FP Tx [FP Rx [FPv
&l P N R ¢.0ether1 Ethemet 1500 11.7kbps 2.9kbps 2 4 Obps Obps
3 5 X 4->ppp-outl PPP Client Obps 0 ] O bps Obps
< MPLS z
2 Routing P
e T Ports | Remote Access |
& Qeues (=]
B Fies Name 7 |Used By ]cr.ametsamnm Flow Control
] Log Susbl none
B Radi usB [=] E3
Koo 1 [v]
B New Teminal |47 [Device  [Vendor [Name [Seral Number | v %
5 11 Linux 3.35-64 ehci_hcd _ EHCI Host Controller 0000:02:020 480Mb_. |
© Dude 2items 12 Huawei Technologes  HUAWEI Mobile 420 Mb...
KvM A ux 3.3 Ci_ :02:00.1
= 22 VMware VMware Vitual USB Mouse 12 Mbps
% B Stnot 23 VMware Vitual USB Hub 12 Mbps
Manual
@ New WinBox
B et
1item

Sitems.
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[logkitoyaeM BHelIHME YCTPOMCTBA!

Ana npobpoca ycrponcts PCl n PCI-Express noHaaobsTca:

* [lpoueccop n matepuHCKaa nnata, nogaepxunsatrowme IOMMU - cpegmn
Intel aTo Core-i7 socket 2011; Bce Xeon, kpome E3-1200

* VMware nan KVM
* Ymenble pykn ©

[naTtbi-kommyTaTopbl PCle

MikroTik
Blde
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) 0202020%0%0%0%0%020%0%0%0%0%0%0 %08,
- L3-8

Bonpochi?

y

Byay paa oTBEeTUTb Ha BOMPOCHI No e-mail:
dku368[at]gmail.com

30
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MIKror s

WF

bnaromapuHocTu!

KomnaHuun MikroTik 3a otanuHoe
obopyaoBaHuWe M Hallly BCTpeyy

O
MARKET Komnanuu WiFiMarket 3a nomouub B

CETEROE OKPumeHnE MOArOTOBKE Npe3eHTaunmn 1 opraHn3aumio
TpeHunHros MikroTik
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Crniacu0o 3a BHUMaHue!



