ABAP

TesexKoM

SIP ALG

B >K3HW onepaTopa CBA3Y
M 00S1aYHOU TenedoHUN

YBenmuymBamTe CBOO
TEXHONOTIMHYECKYHO OCHALLUEHHOCTb



/ MPOEKTDI

ABAW  vore-Dy

Tes1iekoMm OBJIAKA

ABAR
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/ NJTIAH BbICTYNJIEHUA

/ Yo Takoe SIP ALG. / Korna Heobxonnm SIP ALG.

/ 0630p SIP/SDP npotokonos. / SIP tarimayT.

/ Kakune npobnembl BO3HMKAIOT. / Kak BbigBnaTh npobiemsi.

/ Kak SIP ALG ncnpasnset npobnemsl. / SIP Direct Media.

/ Hactpoiika SIP ALG. / Kak nsbexats SIP ALG.
ABAHE
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/ Y3HAUTE BOJIbLUE

[1s3Bup AtTnac

https://youtu.be/tM7wyKdnIKA

https://mum.mikrotik.com/presentations/US17/presentation_4321_1496084451.pdf

MUM B CaHkT-lNeTepbypre / 16 Mapta 2018

https://youtu.be/Anub6ZYg25yM

https://mum.mikrotik.com/presentations/RU_PT18/presentation_5103_1521442154.pdf
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/ YTO TAKOE SIP ALG

ALG

4TO 3TO BOOOLLE
O3Ha4aeT?

ABAHE
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/ YTO TAKOE SIP ALG

/ ALG - Application Layer Gateway - w03 ypoBHS
MPUAOKEHUS.

/ Pabotaet Ha BepxHeM (7] yposHe OSI.

/ SIP ALG - w03 NpUKIafHOro YpoBHSA 1 paboTtaeT
c SIP Tpagukom.

/ Takxe vMeeT Ha3BaHue: "SIP helper”, "Service ports".

ABAP
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/ SIP/SDP NMPOTOKOJT

SIP/SDP

MPOTOKO

0J159 YEro OH HY>XeH"?

TesiekoMm

i) 88003334456 (2 sales@avantelecom.ru @ www.avantelecom.ru



/ SIP/SDP NMPOTOKOJT

/ SIP - npoTokon nHnumaumn ceccuin - Session Initiation Protocol
[REGISTER, INVITE, CANCEL, BYE v np).

/ SDP - npoTtokon onvcaHum ceccuii - Session Descripton
Protocol (gorosapusaemca o RTP).
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[lpnmep SIP naketa - REGISTER - nons Via 1 Contact

11:22:

11:22:

11:22:

11:22:

17
+0

+8

192 .168.08.31:50810

.902472
.B208582
17.
+08.
17.

923054
685490
928544

.B08518
17.

937062

REGISTER

461 Unauthorized

REGISTER

200 0K

/ SIP/SDP NPOTOKOJ / [MAKET REGISTER

REGISTER sip:192.168.8.254 SIP/2.8

Via: SIP/2.6/UDP .168.0.31:5010;branch=z0hG4bK1815978!
From: @ =51p:9811@192.168.0.254:5060>; tag=480227016

To: 811 <sip:0811@192.168.0.254:5060>

call-ID: 227631944014843-18617480914151@192.1658.6.31
C5eq: 1 REGISTER

Contact: <sip:011@192.168.0.31:50160>

Max-Forwards: 78 o

Expires: 3600

Supported: path

User-Agent: Fanvil X3 1.3.384.1694

Allow: INVITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY,
Content-Length: @

i) 88003334456

(2 sales@avantelecom.ru
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/ SIP/SDP MPOTOKOJ / [TAKET SDP

[pumep SIP/SDP naketa - REGISTER - nnong "0=", "c=" 1 "m=" !l

11:

11:

11:

11:

11:

11:

11:

11:

11:

32:

32:

32:

32:

32:

32:

32:

32:

32:

32.
+0.
32.
+0.
32.
+0.
32.
+0.
32.
+0.
32.
+0.
32.

33.

34.

192.168.68.31:5618

643471
8080557
644028
836615
680643
6082813
683456
169736
793192
832982
826174
814172
840346

331374

555956

INV (192.168.6.31:10628)

192_.168.06._254:5060

481 Unauthorized

ACK

INV

(192.168.8.31:1080828)

160 Trying

200

(192.168.68.254:15988)

ACK

160828

160028

RTP (g722) 2172

> > 15988
RTP (g722) 2118
= L3 15988

]

INVITE sip:*43@192_168.8._254;user=phone SIP/2.8

Via: SIP/2.8/UDP 192.168.8.31:50160;branch=z9hG4bK7761321287
From: 811 {Sip:ﬂllﬁlgz.lﬁﬁ.ﬂ.254:5555};tﬂg=135421ﬁ?24

To: "*43" {5ip:*43ﬂ192.lﬁﬁ.B.254;user=phun93

call-ID: 172691163740-241588893412216§192.168.6.31

CSeq: 1 INVITE

Contact: {sip:3115192.153.5.31:55133

Max-Forwards: 78

Supported: replaces, join, path, 188rel

User-Agent: Fanvil X3 1.3.384.1694

P-Early-Media: supported

Allow-Events: talk

Allow: INVITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY, IN
Content-Type: application/sdp

Content-Length: 398

v=8
0=/4/123814085 41982042 9979299682 IN IP4 192.168.8.31 >
s=A conversation

=

[c=IN IP4 192.1686.6.31 _—

t=0 0

M=audio 18628 RTP/AVP 9 0 8 18 2 4 T8Il >
a=rtpmap:

asrtpmap:8 PCMU/8000

asrtpmap:8 PCMA/8000

asrtpmap:18 G729/8000

i) 88003334456

(2 sales@avantelecom.ru
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/S
/S
/T
/S

/ BAXKHO MOHUMATb

P-cepBep nomkeH 3Hathb [P-agpeca tenedoHoB.
P-cepBep v TeiepoHbl B 04HON CETU — MPobSieM HeT.

D0DSIEMbI HaYMHAOTCA Npu ncnonb3oBaHn NAT.

P ALG paboTtaet Tonbko ¢ npaBunamu NAT.

/ YcTpoiicTBa He 3HaloT, 4To 1x nakeTsl n3merun SIP ALG.
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/ A B YEM MNMPOBJIEMA?

/ TenedoH He MOXET NPUHUMATL 3BOHKN (pernctpnposaTthea).

/ OOHOCTOPOHHASA CbILUNMOCTS.
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/ A B YEM MNMPOBJIEMA?

[loueMy Tak nponcxoaunT?

/ YctporictBa 3a NAToM 3HatoT TOSIbKO CBOW agpec -
afipec B Ballle flokanbHOW CeTU - Cepbin aapec.

/ YctponicTtso nepegaet SIP cepsepy cBoli cepblit agpec.

/ SIP cepsep He MOXeT faTb OTBET Ha Ball Cepbli afpec.

ABAP
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SDP 6e3 SIP ALG

POYTEP

192.168.0.1

192.168.0.31

~

REGISTER sip:avantelecom.avantele.com SIP/2.0
T GIP/2.0/UDP 192.168.0.31:5 nch=z9hG4bK1076223587290572529; rport
From: * T esip:0llgavantelecom.avantele. com: 5060>; tag=2717716575
To: " " <sip:Bll@avantelecom.avantele. com:5060=
Call-ID: 200632423390186-620124428194368@8192.168.6.31
C5eq: 1 REGISTER
act: dﬁlp:ﬂll@lgz.lﬁﬂ.ﬂ.al:EHIG;_:::"_:,

= T,

Max - Forwsro=——y7

Expires: 3600
Supported: path
User-Agent: Fanvil X3 1.3.384.1694

Allow: INVITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY, INFO, PRACK, UPDATE, MESSA

‘fawtent-Length: 2]

/ A B YEM NPOBJIEMA?

SIP CEPBEP

i O
i O
O

i

i O
i O

193.233.5 .201
4

REGISTER sip:avantelecom.avantele.com SIP/2.0
B J2.8/UDP 192.168.08.31: nch=zo0hGabK1076223

From: " T Lsip:0ll@avantelecom.avantele. com: 5060=; tag=
To: ® " ezip:8ll@avantelecom.avantele.com:5068>
Call-ID: 20063242330186-62012442819438@8192.168.8,31
CSeq: 1 REGISTER

EOTTSCT: <51p:011@192.168.0.31:5010> —

Expirres: 2b88

Supported: path
User-Agent: Fanvil X3 1.3.384.1694
Allow: INVITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY,

i) 88003334456 (2 sales@avantelecom.ru

& www.avantelecom.ru

Content-Length: @
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/ SIP ALG
Kak SIP ALG pewaeT npobnemebi?

/ SIP ALG - 370 cBoeobpazHbii NAT Tonbko Ha BEpXHEM
[7) ypoBHe.

/ VncnekTupyeT BxogdLLme nakeTbl U nepes nokngaHuem
BHOCUT B H/X U3MEHEHUS.

/ SIP ALG vn3MeHdaeT floKanbHbIi afpec-nopT Ha BHeL-
HUW afpec-nopT B NakeTax B nakeTax SIP B nonsx
‘contact™ n “via".

SIP ALG n3meHseT nokanbHbIM agpec-nopT Ha BHELL -

HUI agpec-nopT B naketax SDP B nonax "m”, o™ n “c™.
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/ KAK SIP ALG PELLUAET NMPOBJIEMbI?

[TpoxoxpeHune naketa REGISTER

POYTEP

192.168.0.1

192.168.0.31

~

REGISTER sip:avantelecom.avantele.com SIP/2.0

&1z 51P/2.0/UDP 192.168.0.31:5010 branch=29hG4bK1076223587290572529; rport
From: * " sgip:0llgavantelecom.avantele.com:5060>; tag=2717716575

To: " " =sip:Bll@avantelecom.avantele. com:5B60=

Call-ID: 20863242339186-02012442819438[192.168.06.31

CSeq: 1 REGISTER

Tact: =51p:011@192.168.0.31:5010=>

Expires: 3600

supported: path

User-Agent: Fanvil X3 1.3.384.1694

allow: INVITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY, INFO, PRACK, UPDATE, MESSA
Content-Length: @

SIP CEPBEP

i O
i O
O

i

i O
i O

193.233.5.201

tele.com SIP/2.0
: SIP/Z2.0/UDP 212.19.6.166:50 branch=zohG4bK1754628

From: ™ v =51proIT elecom.avantele.com:5860=;tag=
To: *® " =gip:0ll@avantelecom.avantele.com:5060>
rall-ID: 167883181131825-179642839832576@0192.166.6.31
CSeq: 1 REGISTER

SSaract: i 212,

lax-Forwards: 78

cxpires: 3600

supported: path

Jeer-Agent: Fanvil X3 1.3.384.1694

411ow: INVITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY,

Content-Length: @

i) 88003334456 (3 sales@avantelecom.ru & www.avantelecom.ru TENEKOM



/ KAK SIP ALG PELLUAET NMPOBJIEMbI?

[poxoxpeHune naketa SIP/SDP

POYTEP
192.168.0.1
192.168.0.31
'.'~ u"'

.
~, -

-
ey et
. -

-
- -
~a -
s -=
e =
R L L

INVITE sip:*43@avantelecom.avantele.com;user=phone SIP/2.0

$FTET SIP/2.0/UDP 192,168.0.31:5010; ch=z9hG4bK1841331866303606934; rport
From: - —avantele.com:5060>;tag=008623127

To: "*43" <sip:*43@avantelecom.avantele.com;user=phone>

Call-ID: 1821667421783-273216449358F192.168.0.31

C5eq: 1 INVITE

@ <51p:011@192.163.ﬂ.31:%

Max-Forwaras: 70

Supported: replaces, join, path, 1@@rel

User-Agent: Fanvil X3 1.3.384.1694

P-Early-Media: supported

Allow-Events: talk

Allow: INVITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY, INFO, PRACK, UPDATE, MESSAGE
Content-Type: appllcatlonjsdp

Content-Length: 239

=8
-:l-'-_'_____.——
Jo=011 164445748 546426177 IN IP4 192.168.0.31
v 1es 1951 >

TC=IN IP4 192.168.0.31

t=

Tm=audio 10006 RTP/AVP 8 @ 101 >
a= :

SIP CEPBEP

i
i

i
i

193.233.5.201

O
O
O
O

INVITE sip:*43@avantelecom.avantele.com;user=phone SIP/2.0

Via: SIP/2.9 15030; branch=z9hG4bK39054741760729
From: <siprotiesvantetecon. avantele, com: 5060>; tag=2443239'
To: "*43" <sip:*43@avantelecom.avantele.com;user=phone>
Call-ID: 32749515128939-25391111112552@192.168.0,31

CSeq: 1 _IL
ContéLt: <51p:011@212.19.6.166:5010=

Max -Forwards. 7@

Supported: replaces, join, path, loérel

User-aAgent: Fanvil X3 1.3.384.1694

P-Early-Media: supported

Allow-Events: talk

Allow: INVITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY, INFO, |
Content-Type: application/sdp

Content-Length: 239

=l

E:Gll 148264673 266474325 IN IP4 212.19.6.166
=IN IP4 212.19.6.166 4__:)

t=0 0

[m=audio 10088 RTP/AVP 8 0 101 —:>

i) 88003334456 (2 sales@avantelecom.ru
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He BCe MapLUpPYThI
OANHAKOBO NOJIE3HbI

CyllecTBYOT MapLIpyTH3aTopsl,
KOTOpble NMET HeMPaBUIbHYHO
peannsaumnto SIP ALG!!
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/ HACTPOUKA MIKROTIK / OMLWI SIP ALG

Hactponka SIP ALG B ip->firewall->service_port
MMeeT BCero Tpu onuun!

/ NedontHoe 3HaveHume 9060,5061,
Port: / SIP ALG vHcneKT1pyeT TobKO yKa3aHHble NopThl,
" / npumeHuM k Tpadumky TCP n UDP,
/ HeNb34 MCMONb30BaTh AMana3oH NopTos.,
/ MOXHO yKa3aTb A0 8 3Ha4YEeHNN.

S|p direct / OedbonTHoe 3HaveHMe B yes.
di / Onuwg paspewaeTt uav 3anpeLiaeT UCnosb3oBaHmne
media RE-INVITE mexaruama.

n / DedontHoe 3HadeHMe 1 yac.
Slp timeout / TlpumeHnma k UDP-Tpaduky.

ABAP
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lcer Rules | MAT | Mangle | Raw Service Ports | Connections | address Lists | Layer? Protocols |

v

/ HACTPOUKA SIP ALG

s > ip firewall service-port
set sip ports=5060,

|Name 4 |F‘orts
@ decp
@ ftp z1
% ®h323
no | Wirc GEET
@ pplp

| iR
@ sip 5060 >
[ — &0

R

@ udplite

|SIP Direct Media | SIP Timeout I+ 5061 Si p_d i rect_ med ia=yes
sip-timeout=3600
- disabled=no

2 jtems (1 selected)

Mame: |si|3 | Ok
Parts: |S060 s Cancel
[ ] SIP Direct Media Apphy

SIP Timeout: |00:10:00

Disabl

e d

) 88003334456

ABAR
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/ KOIQA SIP ALG HEOBXOANUM?

[lpobnema! Yto penatb?

[lepe3arpy>kaeM poytep — He MOMOTJIO.
CbpacbiBaeM ceccuto - He MOMOINO.

BuikniouyaeM/BkntovaeM SIP ALG - ectb pesynbraT

UTor - HenpasunbHble BbiBogbl 0 SIP ALG!

ABAP
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/ KOFQA SIP ALG HEOBXO0ANM?

[1Ba Tnna yctponcts

(Bl )~

NOT
NAT AWARE NAT AWARE
YcTponcTBO 3Haer, Yctpouncteo HE 3Haer,
yTo OHO 3a NAT yTo OHO 3a NAT

ABAR
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POYTEP

192.168.0.31 192.168.0.1

~

REGISTER

l=- branch=29hG4bK175462844252026531; rport
From: *® IpT gavante lecom.avantele.com:5060>;tag=146371000

To: " <s1p:01l@avantelecom.avantele.com:5060>

Call-ID: 16208831811310825-1790420398325760192.168.0. 31

CSeq: 1 REGISTER

=3 . <51p:011@212

Max-Forwards: 78

Expires: 3600

Ssupported: path

Jser-Agent: Fanvil X3 1.3.384.1694

81low: INVITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY, INFO, PRACK, UPDATE, M
Content-Length: @

L5

/ KOIQA SIP ALG HE HY>KEH
[TakeT REGISTER ot NAT AWARE TenegoHa

SIP CEPBEP

i O
i O
O

i

i O
i O

193.233.5.201

REGISTE ip: ntele.com SIP/2.0
branch=z9hG4bK175462
From: ™ ZEIpTOUIT ntelecom.avantele.com:50606>;tag
To: "™ " <sip:0ll@avantelecom.avantele.com:5060>
Call-ID: 162083181131025-17990420839832576@192.168.0.31
CSeq: 1 REGISTER

Seatact: <51p:011@212

Max-Forwards: 70

Expires: 3600

Supported: path

Jser-Agent: Fanvil X3 1.3.384.1694

allow: INVITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY

i) 88003334456 (2 sales@avantelecom.ru

& www.avantelecom.ru
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/ KOIQA SIP ALG HE HY>KEH

SIP server c HacTponkon NAT=yes

POYTEP

192.168.0.31 192.168.0.1

~

HEGLSTER sip:awantelecom.avantele.com SIP/2.0
- 2.8/UDP 192,168.0.31; nch=zahG4bK1876223587290572529; rport
From: ® ¥ =sip.0llgavante lecom,avantele.com: 5068=;tag=2T17716575

To: " " =gip:@ll@avantelecom.avantele,com: 58608
Call-TD: 20063242339186-6201244281 94380192 . 168.8. 31
€Seq: 1 REGISTER

BT =51p:011@192.168.0.31:5010>
EE;:;;;:;H-dt+~¥e— -:EE::::}

Expires: 3600

Supported: path

User-Agent: Fanwil X3 1.3.384.1694

Allow: INVITE, ACK, OPTIONS, BYE, CAMCEL, REFER, NOTIFY, INFO, PRACK, UPDATE, MESSA
Content-Length: @

NAT=YES
SIP CEPBEP

i O
i O
O

i

i O
i O

193.233.5.201

nch=z9hG4AbK1676223567290572520; rport

From: * " esip:BlIGavantelecom. avantele. con: 5860>; tag=2717716575
To: * " =sip:@ll@avantelecon.avantele.com: 50668

Call-TD: PBBAIFA2FIVNA6-621244261 94360192 . 166, 6. 31

C5eq: 1 REGISTER

: :51p:u11@192_1ﬁa.n_31:5@

L}:pl"?i: Ae00

supported: path

User-Agent: Fanvil X3 1.3.384.1604

Allow: INVITE, ACK, OPTIOMS, BYE, CANCEL, REFER, NOTIFY, INFO, PRACK, UPDAT

i) 88003334456 (2 sales@avantelecom.ru

Content-Length: 8
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/ KOIQA SIP ALG HEOBX04AMM? / BbIBO/1bl

NOT NAT NAT
AWARE AWARE

SIP server

C HAaCTPOWNKOW E
NAT=yes

SIP server

be3 HacTponKku
NAT=yes

ABAHE
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/ BbIABJTEHUE NMPOBJIEM.

/ CHumaem tpadumk [0 SIP ALG.
/ CHumaem tpadpuk MOCIIE SIP ALG.
/ AHannzunpyem 8 WIRESHARK.

/ 1Ba cnocoba Packet Snifer 8 Mikrotik.

ABAP
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/ BbIABJIEHWE NMPOBJIEM

CHuduHr tpaduka oo SIP ALG. Metop stream
e =

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al 7® ™ X @ Q C =

A | Apply a display filter ... =Ctrl-/= =

@ | Q

Welcome to Wireshark

Capture
...using this filter: [[] [udp port 37008 B3 -]

wix1cbdb28aedbl

any

Loopback: lo

enp3s0

nflog

nfqueue

usbmonl

usbmon2

usbmon3

usbmon4

usbmon5s

usbmone

usbmon?

usbmon8

usbmon9
&) Cisco remote capture: cisco
& Random packet generator: randpkt
&) SSH remote capture: ssh

T

ABAE
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/ BbIABNEHUE NPOBJIEM

CHuouHr tpaduka oo SIP ALG. MeTop stream

BTest Server

- Bandwidth Test
|| Make Supoutrif  Email
ﬂ Manual Flood Ping
-ﬁ New WinBox Graphing
E- Exit IP 5can

MALC Server
Metwatch

Packet Sniffer

Ping

ABAR
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/ BbIABNEHUE NPOBJIEM

CHuduHr tpaduka oo SIP ALG. Metop stream

Packet Sniffer Settings Packet Sniffer Settings

General 5treaming|n||;eg{ Eeneral Streaming Filter

[/ Streaming Enabled
e

IP Address | s

IPvé Address |

Packets

Connections

il

Directior ]any

Filter Operatior i or

stopped

> tool sniffer
/tool sniffer> set streaming-enabled=yes streaming-server=192.168.2.21 filter-interface=bridge

[tool sniffer> start

i) 88003334456 (3 sales@avantelecom.ru @& www.avantelecom.ru TENEKOM




/ BbIABNIEHWE NPOBJIEM
CHuouHr Tpadmka go SIP ALG. Nwem SIP nakeT

M “Ethernet (udp port 37008
File Edit ‘iew Go  Capture Analyze Satistics | Telephony  “WWireless  Tools  Help

A m @ ol R &@==F  VoIPCall

| apply a display filker ... <Ctrl- = AN ]

Mo, Time Source Destination GSM g o

— 1@.- 192.168.08.31 193.233.5. 232 Strearn Snalysis 18 + S@58 Len=!
2 29. 193.233.5.201 192.168. @. ISUP Messages :;quest: OPTIONS :
3 38- 193.233.5.201 192.168. @. TE , quest: OPTIONS .
4 31- 193.233.5.201 192.168. @. :;quest: OPTIONS .
5 32— 193.233.5.201 192.168. 2. MTP3 Y quest: OPTIONS .
6 33- 193.233.5.201 192.168. @. RTE » cquest: OPTIONS :

! 7 37- 192.168.0.1 192.168. @. e , |CF Offer - T

i 8 43. 192.168.0.1 192.168. @. ICP ACK - T
9 43. 193.233.5.201 192.168. @. SCTP Y quest: OPTIONS :
10 43- 192.168.0.31 193.233.5. SMPP Operations atus: 200 CK |

i 11 43. 192.168.8.31 192.1658. @. UCP Messages andard query @

! 12 43 192.168.@.31 B.8.4.4 andard query @

i 13 43. 192.165.0.1 192.168. @. H.225 andard query re

i 14 43. 192.168.8.31 192.165. @. SIP Flowes randard query @

1

! 15 43. 192.165.0.1 192.168. @. SIP Statistics :andard query e
16 43- 192.168.0.31 193.233.5. :quest: REGISTER

WSAP-WSP Packet Count

17 43. 193.233.5.201 192.168. @. ACKELLOUMEN . stus: 4@l Unautl
18 43. 192.168.0.31 193.233.5.201 SIP 810 Request: REGISTER
19 43. 193.233.5.201 192.168.@.31 SIP 633 Request: OPTIONS :
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/ BbIABNEHWUE NPOBJIEM

CHuouHr Tpadumka go SIP ALG. Nwem SIP naket

EEN
EEH
53.
EER
5=,
o2,
52,

{—u

EE]
&2

52,
g2,
52,
EEN
52,
=2,
EEH
=2,
EER
53.

7
i

ot

am Prot
net:

)

ot

am Prot

3
a
e
7
1
2

233,

233.5.2@1
5 251

192.168.08.31 sIF £33 Request: OPTIONS sip:@11@192.165.@.31:5018 |
162 168 & =1 TR £33 Rennest:s ABTTONS =fr-M11M1G2 168 A 31 -5ma |

233.
233.
233,
168,
168,

168,
168.
168,
168,
168,
168,
233,
1a&,
233.
233.

bytes

Sre:
ocol

Sre:
ocol

&1 9c
22 42
12 9@

eS Se

28 a2 42 11 f@ dé c@ a8 2@ 1f cl e @85 .

13 c4

M wireshark . SIP Flows - wireshark_pcapng_1FECODE2-BCTA-43ED-0076- 00853734687 20803051 74801_a01708

To
<5ip01@192,168.0.31:5010

From
"Unknown" <sipiUnknown@ 193,233,520

Start Tirme
28.545126

Stop Time  Initial Speaker

33,5454 193.233.5.201

Comments

OPTIONS
OPFTIONS 200

State

CALL SETUP
call SETUP

Protocol Packets
P 5

lnl vl

4 s - e 4 Ao
PRSI R Lo R R O

43.652091
43.728478

A3 B5TAR 193 2795201
43,739302 3192.168031

uy SRS T P

"Mes" <sipid11@avantelecormn avantele,com:S060 "Mes" <sipid1@avantelecom,avantele,com: 3060 5P 4

REJECTED  REGISTER 401

43,730288 [D03,225 5 20

43740078
44433744

001011 02, 168.0.315.030.
<sip011@192.168.0.31:5010

EENEEL)
43750560
48731367

1 = Ll ‘sp Ll
"Unknown" <sip:Unknown@193,233.5.201

<sipihAACOc383e13d 283@224.01.75

[l Sy e ey a vy
193,233.5.201
192,168,031

<sipihAC0c383e13d283@224.0.1.75

OFTIONS 200
MOTIFY 200
SUBSCRIBE

H CECCEETOR
Sl 2 CaLL SETUP

S Call SETUP ———

servers.net -

Cancel Frepare Filker | |Floy Sequence| | P Play Streams Help

L7 e . g — S i ¥ [ o R O R A g W) R 2 R )

22 12 4 fe Q2 20 02 20 Q@ @2 2@

) 88003334456

(2 sales@avantelecom.ru

@ www.avantelecom.ru
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/ BbIABNEHWUE NPOBJIEM

CHuouHr Tpadumka po SIP ALG. AHanmnanpyem SIP naket

M “Ethernet (udp port 37008)
File Edit ‘iew Go Capture Analyze  Statistics  Telephony  Wireless  Tools  Help

Adm 2@ [|[MREB Rex2=2F LI F EQaQqH

.| | frame. number == 16 or frame.number == 17 or frame.number == 18 or frame . number == 20

Source Diestination Rrobacal—Langbh—Ink

192.168.9.31 193.233.5. 201 SIP 539 Request: REGISTER sip:avantelecm.auantel@ng) [
To TS ot OGS DB 1P 663 S tatus—Aai—trautherized—]

192.168.2.31 193.233.5.2@1 SIF 818 Request: REGISTER sip:avantelecom.avantele.com (1 binding) |
193.233.5.201 192.168.@. 31 SIp 681 Status: 200 OK (1 binding) |

Frame 16: 639 bytes on wire (5112 bits), 639 bytes captured (5112 bits) on interface @
Ethernet II, Src: Reouterbo 27:eS:iSe (4c:Se:@c:27:e5:Se), Dst: Shenzhen_£4:9c:55 (S@:af:73:64:90:55)
Internet Frotocol version 4, Src: 192.168.8.1, Dst: 192.168.8.39
User Datagram Protocol, Src Port: 56848 (56848), Dst Port: 37028 (37088)
TZ5P: Ethernet:
Ethernet II, Src: FanvilTe 13:d2:83 (@c:38:3e:13:d2:83), Dst: Routerbo 27:e5:5e (4c:Se:@c:27:e5:5e)
Internet Protocol Yersion 4, Src: 192.168.8.31, Dst: 193.233.5.201
User Datagram Protocel, Src Port: S@12 (521@), Dst Port: S@6@ (506@)
v session Initiation Protocol (REGISTER)
Request-Line: REGISTER sip:avantelecem.avantele.com SIP/2.@

¥ Messy Header
$PH2. @/UDF 192.168.0.31:5018;branch=z9hG4hk 3279542212731 ;rport

From: "4328%2334 320026503220 262" «<sip:@11favantelecom. avantele. com: 5068y jtag=80417282
To: "\32@%233%32@4265432@4 262" <sip:@ll@avantelecom. avantele. com:S@E@>
Call-ID: 12@512279611835-2242717258235358[0192. 168, @.31
CSeq: 1 REGISIER
< Contact: <sip:@ll@192.168.0.31:5018> >
Max-Forwards: 7@
Expires: 3608
Supported: path
User-ggent: Fanwil X3 1.3.354.1654
&llow: IMYITE, A&CK, OPTIONS, BYE, CRNCEL, REFER, NOTIFY, INFD, PRACK, UPDATE, MESSAGE
Content-Length: @

ABAP

i) 88003334456 (3 sales@avantelecom.ru @& www.avantelecom.ru TENEKOM



/ BbIABNEHUE NPOBJIEM

CHuouHr Tpadumka nocne SIP ALG. MeTop file

Packet Sniffer Settings =E Packet Sniffer Settings

General Streaming Filter |

Gen Efﬂ|| Streaming Filter

Tl 100
Memory Limi kb e ——

(] Only Headers
Memory Scroll

(::EEEEH'I! |test.pv:ap |:—'

File Limi | 1000 | kt

Interfaces
MAC Address

MAC Protocol |

=
B
£

FanY

]

fr g

IP Address |

&
8

IPve Address |

Packets

Packets
IP Protocol |

Connections

Connections
Port: |

Hosts

Hosts

L L L L L O |3

cPU: |

Protocols

Protocols
Directior |:—.|m.l

LR |

Filter Operatior |or

stopped

> tool sniffer
[tool sniffer> set file-name=test.pcap filter-interface=ether1
[tool sniffer> start
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/ BbIABNNEHWUE NPOBJIEM

CHunouHr tpaduka nocne SIP ALG. MeTog file

—
Iﬁﬁ? Syskem I*

! Queles

|| Files

g:::lius IEI | Backup || Restore | | pload. ., |

% Taols |File Marne ] |T';.f|:|e |Creatiu:un Time| -
[Elca.crt .crk File 1684 B Mow/25/2016 1

Mew Terminal =l client.crt .tk File S.3KE  MNow2s 2016 1
IE' LD [=] client, ke ey File 1704 B Mow/25/2016 1
Dpub direckary &prf18/2015 0

MetaROUTER [skins directory lanfn1f19701
@ Partitian =|ta, ey File Ba6 B Mo 2kl e-l
=| tesk File: 1000.2 KiBE  Mar/0S/2015 1

g Make Supout, rif T —

& Manual

@ Mew WinBox

[l Exit

+|
7 items (1 selected) |18.? MiE of 128.0 MiB used 85% free

/tool sniffer> stop
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/ BbIABNEHWUE NPOBJIEM

CHuouHr Tpaduka nocne SIP ALG. AHanuzunpyem SIP naket

M “Ethermet (udp port 37008)

File  Edit  ‘iew Go  Capture  Analyze  Statistics  Telephony  “Wireless  Tools  Help
im0 DREB es=F 852 aaan

L | Frame,number == 4550 or frame.number == 4552 or frame.number == 4554 or frame.number == 4556

Mo. Time  Source Destination Protocol  Length  Info
455@ 42. 212.19.6.166 193, 233.5.2@1 5IP 639 Request: REGISTER sip:avantelecom.avantele.com (1 binding)
4552 4@- 193.233.5.201 212.19.6.166 sIF 663 Status: 481 Unauthorized
4554 42 212.19.6.166 193.233.5.2@1 5IP 809 Request: REGISTER sip:avantelecom.avantele.cem (1 binding)
4556 4@- 193.233.5.201 212.19.6.166 sIF 680 Status: 200 0K (1 binding)

Frame 455@: 639 bytes on wire (5112 bits), 639 bytes captured (5112 hits) on interface @
Ethernet II, Src: Routerbo 27:e5:5e (4c:5e:@c:2¥:e5:5e), Dst: Shenzhen_64:9c:55 (S5@:af:73:84:9c:55)
Internet Protocol Yersion 4, Src: 192.168.8.1, Dst: 192.168.0.39
User Datagram Protocol, Src Port: 48761 (4@761), Dst Port: 37008 (37008)
TZ5P: Ethernet:
Ethernet II, Src: 20:00:02 20:00:00 (22:200:20:22:20:0@), Dst: 20:02:00 20:02:20 (22:20:22:20:00:22)
Internet Protocol Yersion 4, Src: 212.19.6.166, Dst: 193.233.5.2081
User Datagram Protocol, Src Port: S@1@ (5@1@), Dst Port: 5062 (5268)
v Session Initiastion Protocol (REGISTER)
Request-Line: REGISTER sip:avantelecom. awvantele.com SIF/2.@
v Message Header

<7 Via: SIP/2.@/UDP 212.19.6.166:sala;branch=z9h64bW
From: "\ o205 2005 220 Tus e adieaaat TprrBthierarrel T E.ComiS@aR: jtag=309373270
To: "W32@%233432@426543204262" «<sip:@ll@lavantelecom. avantele. com:5@62>
Call-ID: 11@352242717258-235388041798001592. 168.0.21
CSeq: 1 REGISTER
<< Contact: <sip:0l1212.19.6.166:5810> I
Hax-Foruwards: 7@
Expires: 2622
Supported: path
User-Agent: Fanwil X3 1.3.384.1634
8llow: INWITE, ACK, OPTIONS, BYE, CANCEL, REFER, NOTIFY, INFO, PRACK, UPDATE, MESSAGE
Content-Length: @
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/ BbIABNEHWUE NPOBJIEM

[lpoume MHCTPYMEHTDI

/ tcpdump c HyxHbIMK KTlodamu (-w 65535).

/ SNGREP.
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/ SIP TIMEOUT

bbIBAET Tak, NaLaHbl.
OTBanmBaeTcd TenedoH.
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/ SIP TIMEOUT / KAK 3ABNCAET COEOVMHEHWNE

1/ Mpoucxogut oTkntoyeHne VIHTepHET-COeaANHEHMA N0 KaKUM-NN60
MPUYMHaM.

9 | Yctpouctso, Haxofsaweecd 3a NAT, otnpaBnseT 3anpoc B CTOPOHY
SIP-cepBepa.

3/ Cozpaetcs owmboyHas 3anucek B Tabnuue conntrack.
4, /| VIHTepHeT coefmHeHne BocCTaHaBINMBaETCS.

5 / NAT He MOXeT Nonyy4nTb KOPPEKTHYO MHPOPMALMIO 4151 HOBbIX
3anpocos.
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/ SIP TIMEOUT / KAK PABOTAET

/ SIP timeout - cyeTumk, B cekyHaax, KOTOPbIA MOCTOAHHO YMEHbLLIAETCH.
/ YctpoiictBa noctosiHHo obMeHuBatoTcs Keep Alive 1 ap. naketamu.

/ SIP timeout - nogaepxusaetca Keep Alive n gp. naketamu.

/ T sip timeout > T keep alive n gp. SIP-nakeToB (Hanpumep, REGISTER).

/ Hanpuwmep, T register expire = 5 MunyT, T sip timeout = 10 MuHyT.
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/ SIP DIRECT MEDIA

/ SIP Direct Media nossonaet RTP Tpaduky mexay asyma SIP-cepsepamm
NpoXoguTb, UCKIIHOYAsA LEHTPasIbHbIN cepBep.

/ SIP-cepBep oTBeTcTBeH 3a ycTtaHoBMeHne Direct Media noTtoka.

/ Korga coeguHeHne ycTaHOBMIEHO Nepek/iloYeHne Meama NoToka Ha
npyron cepsep ocyuwiectengaercsa MmexaHnsmom RE-INVITE.
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/ SIP DIRECT MEDIA

SIP Direct Media BbikJitoueH.
Cxema npoxoxgeHusa RTP

s "¢
SIP CEPBEP
SIP CEPBEP
1777/ POYIEP i O
/ey - CHEHe) o
Y/1/1/) O SIP CEPBEP 1777171 O

1 /111/i O

177177] O A
177///Be :
177177 o) «Q'

177777i O Q~

U[[/eR ~-----
ABAR
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/ SIP DIRECT MEDIA

SIP Direct Media BiJito4eH.
Cxema npoxoxgeHusa RTP

SIP CEPBEP
SIP CEPBEP
1777/ POYIEP .

i O
i O

/[ SIP CEPBEP I O

min O b "m
O

-
RTP .Y UI[[/Ae
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/ SIP DIRECT MEDIA / HACTPOWKA

Firewalling Service <sip=

Mame: |sip Ik, >

Parks: |S060 — Cancel

C: SIP Direct Media :D

SIP Timeouat: (00 10:00

Disable

|ena|:|||3|:|

> ip firewall
[ip firewall> service-port set sip sip-direct-media=yes
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/ MPAKTUYECKWE COBETDbI

Kak nsoexxatb SIP ALG coscem

He ucnonb3ymnte NAT:

Boigenute cepBepy TefiedoHNUMN BHELWHWUN afpec.
OpraHunsaunsa VPN kaHanos Mexay oducamum.
Mcnonb3osaHue knmneHTta VPN Ha TenedoHax.

BoicTaBnamTe B HacTpomkax sip extension nat=yes.
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Bnapncnas BupsicoB

OMPEKTOpP Mo Pa3BUTUIO

JINYHBIVM MODUNBHBIN

+7 914 777 36 80
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