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TOTAL RESULTS

2,002,951

TOP COUNTRIES

Brazil 295,270

Indonesia 152,894
China 145,051
Russian Federation 134,764



Password: |*

Add/Set Connect To RoMON Coni
| frEF!. ROR: wrong username or password

- Managed | Neighbors
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AMMNAPATHbINA CEPOC HACTPOEK

KHonKa Reset, KOHTaKkTHaa naowaaka, lNepembivka

Bbikntoyaem nutaHue
* 3axkmmaem Reset / 3amblKkaemM KOHTaKTbI

* He otnycKada HaxkaTblh Reset/3aMKHYTble KOHTaKTbl, NOJaeM NMUTaHUE Ha
MapLLpPyTU3aTOpP

Buanm ACT-muraet, otnyckaem Reset — HacTpomku cbpoweHbl!




PE3YJ/IBTAT AMNMNAPATHOIO CBPOCA

* CbpacbiBaeTca naponb AgMmnHa
e CbpacbiBaeTca KOHPUrypaums

* CoxpaHsieTca coaepXmnmoe BHYTPEHHEero AmuckKa

* Bo3BpallaeTe cebe KOHTPOb




«CBPOC» C NOMOLLBHD NETINSTALL

* CbpacbiBaeTca naponb AgMmnHa
e CbpacbiBaeTca KOHPUrypaums

* TepsieTca coaep>KMmoe BHYTPEHHEro AUCKa

* Bo3BpallaeTe cebe KOHTPOb




CMEUMASIBHBIE METOAbl U CVE-2018-14847

* Wikileaks: Vault 7 Project: Chimay Red
* BasuCert/WinboxPoC

* BigNerd95/WinboxExploit NGT ==



https://nvd.nist.gov/vuln/detail/CVE-2018-14847
https://wikileaks.org/ciav7p1/cms/page_16384604.html

YTO NOTPEBYETCA!?

* loctyn K nopty Winbox TCP/829 | nuan MAC
* RouterOS 6.29-6.42 Current
* RouterOS po 6.40.8 BugFix

* Python (c pwltools)




T a22:

sootitabbin: ~/vinbox/NinboxExploit-nastesd '




YTO NOTPEBYETCA!?

e loctyn K nopty Winbox TCP/8291
* RouterOS 6.29-6.42 Current
* RouterOS po 6.40.8 BugFix

* Python (c pwltools)




KEEP OLD
CONFIGURATION

| <5 _—"1

- MikraTik Neacs

It

-

[T N T
' Label | MAL adfeis S Moda  Siahs  Soltwan D[ TWTINVE (O
DOY  Heda Fesdy Ko  [compermm i FOF
=E N e T ey l .
QIReMI. (COEOMDICL O '
IP adcesn | /|
J £ Flashig
Gatomay |
lretaloton frashed nacesthaly B
B aud rater [ | T
Mako fopey | Net bostng Cancel | ; !
Fachage:
Sely | __] I
From £\ Byvie J |
HNave Vierwon Dasogtor |

Frosmotange 632

L amoiings B33

ARRLYO4- s Oepends on nothing

Frodar0S loe onil evgn Routw@00RD ¢, inchude: M ogpoted Meabue:
Fondtr5 Toe snad maps Boue@00R00. wciuoe 3 pcoonnd b




KEEP OLD Sop 2
CONFIGURATION " ; - .y R

IP adden |

* CkaumBaem Netinstall

apxutektypon npoueccopa MikroTik

FradarS loe onil evpn Roue@0ARD ¢, inchude: M ogpoted eabue:

* 3anusaem Netinstall'om ctapyto Cromorines 673 o5 o ks BsoONRDL e e b
Bepcuto RouterOS ¢ ycTaHOBNAEHHbIM

dnarkkom Keep old configuration!

* CBOAMM peLLeHME 334a4M K TUMOBOMY

ARLIO4S-Svwps Depends on nothing




A 4YTO ECNN?

* [loxuTtar

* [TonyyaTt gocTyn K Naponam

* Pa3BepHyYT cHUpdep
* BepHytbca Ha [CUT CENSURED]-Link




PROTECTED ROUTERBOOT

=E|

v Routerboard OK

Model: |RouterBOARD 941-2nD|
T R Upgrade

Settings \

Boot Device: nand-if-fail-then-ethq‘H?J OK
CPU Frequency: ESOMHZ 3< Cancel
Boot Protocol: |bootp ;\ Apply .
E Reformat Hold Button: |00:00:00 é
= ~
e __| Force Backup Booter —
_| Silent Boot

V| Protected Routerboot

Wrong Reformat Hold Button

Error in Reformat Hold Button - time interval in range [00:00:05;00:05:00] expected!

............................




PROTECTED ROUTERBOOT

[admin@ ] > /system
routerboard settings print
boot-device: nand-if-fail-then-

ethernet

cpu-frequency: 650MHz
boot-protocol: bootp
force-backup-booter: no
silent-boot: no

protected-routerboot: enabled
reformat-hold-button: 20s
reformat-hold-button-max: 21s

Reformat Hold Button: |00:00:00

V| Routerboard oK
Model: |RouterBOARD 941-2nD

Upgrade |

Settings ]

Boot Device:  nand-if-fail-then-ethe 3\

CPU Frequency: ESOMHZ

Boot Protocol: bootp l Apply

_| Force Backup Booter
_| Silent Boot
| Protected Routerboot

Wrong Reformat Hold Button

Error in Reformat Hold Button - time interval in range [00:00:05;00:05:00] expected!

............................




PROTECTED ROUTERBOOT

* Otkntoyaet nbom goctyn K RouterBOOT yepes KOHCONbHbLIN Kabenb
* Otkntovaet onepauunto KHonkn RESET gna 3arpyskm ¢ Netlnstall

* Noctyn K RouterOS Bo3moKeT TONbKO ecnn 3Haelwb napoab AgMnHa
* OTKAOYUTb MOXKHO ToNbKO 13 RouterOS

* OtdopmaTtmposatb NAND MOKHO TONbKO 3HAA 3a4aHHbIN UHTEPBAA B KOTOPbIN
AOJ/IKHA 6bITb HaxkaTa KHonka RESET (MHTepsan mexay reformat-hold-button u

reformat-hold-button-max)




PROTECTED ROUTER BOOT «MNOMA/ZIN B UHTEPBA/T»

|) RouterQOS, all of its files and configuration is completely and irreversibly erased by

nand re-format;

2) all RouterBOOQOT settings are reset to defaults;

3) Board is rebooted;

4) As boot from NAND fails, it goes to etherboot automatically;

5) Netinstall is required to reinstall RouterOS.




PROTECTED ROUTER BOOT

|) RouterOS, Bce eé dannbl n KOHPUrypauma NOAHOCTbIO 3aTPYTCA B pe3yabTaTe
dopmaTtmpoBaHna NAND;

2) Bce RouterBOQOT HacTtpomnku copocatca B Defaults;
3) "eneska” nepesarpysnTcs;

4) U3 ownbkn 3arpyskn ¢ NAND, 3arpy3ka nepenget Kk etherBoot aBTomatmyecku;

5) MNotpebyeTtca nepeyctaHoBKka RouetrOS c nomowbio Netinstall.




|ﬂl Ay H I- P E I;] |ﬂ| Resources

Uptime: |01:05:30 ok
ROS HE GECKOHEYEH = wmesss Lo
. Free Memory: 8.6 MiB CPU r
Total Memory: 32.0 MiB | IRQ

CPU: |MIPS 24Kc V7.4

S

| Total Sector Write. 4 I

Bad Blocks: fU.b

Architecture Name: |smips
Board Name: |hAP mini

Version: |6.40.4 (stable)

uild Time: |Oct/02/2017 08:38:30

Factory Software: 6.40.4




CMACMBO 3A BHUMAHWE!

3aaaBaliTe BONpPOChl NO Npe3eHTauum




