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OnTtrmmuszauma Firewall

2675 tems (1 selected)

Name CPU ' Usage
total 97.0 _
firewall 825 IS
2672 o acc forward
2673 o acc forward
2674 Kdrop forward
¢
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PuabTpbl RouterOS

e External Filter
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PuabTpbl RouterOS

e External Filter

* Flags connection-tracker
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PuabTpbl RouterOS

 External Filter
* Flags connection-tracker

 From IP Header
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PuabTpbl RouterOS

External Filter
Flags connection-tracker

From IP Header

From Protocol Header
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PuabTpbl RouterOS

External Filter
Flags connection-tracker

From IP Header
From Protocol Header

Used connection-tracker
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PuabTpbl RouterOS

External Filter

Flags connection-tracker
From IP Header

From Protocol Header
Used connection-tracker

From payload
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External Filter

* AaHHble 13 BbILIECTOSLIErO 3aroAOBKa (Hanpumep Ethernet )
* mac address
* AaHHble 13 NpoMAEHHbIX NpoLieccoB RouterOS
* Interface
* mark-packet
* routing-mark v routing-table

* Hotspot status
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Flags connection-tracker

« COCTOSIHME COEAMHEHME HAa MOMEH

[POXOXACHWA NdKCTd

* new, Invalid, established, related

« Dnaarm NAT-a

* srcnat m dstnat
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From IP Header

* src u dst appeca

. TTL

* Protocol

R acet size
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From Protocol Header

* SrC 1 dst NopTbl AAS tCP MAM UdP MPOTOKOAQ
* tcp-mss (aAs tcp)
* tcp-flags (ans tep)

* Icmp-options (AAs Icmp)
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Use connection-=-tracker

connection-bytes
connhection-rate
connection-limit

per-connection-classifier
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From payload

* content
s NOSt

* layer/-protocol
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CteH,

» Forward — |00000pps

EERE e [ 5%
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Al
R ¢sethert Bthemet = 5000 10222 61.0kbps SMops 57 ....102873
R &Pvlan2 VLAN 1500 10218 3.5kbps 745 Mbps 3 9 360
R &Pvian3 VLAN 1500 10218 3 5kbps 745 Mbps 3 9358
R &P vland VLAN 1500 10218 3 5kbps 745 Mbps 3 9 360
R &P vland VLAN 1500 10218 3.5kbps 74 5 Mbps 3 9359
R &P vianb VLAN 1500 10218 3 5kbps 745 Mbps 3 9360
R &pvlan7 VLAN 1500 10218 3. 5kbps 745 Mbps 3 9 360
R &Pvlans VLAN 1500 10218 3.5kbps 745 Mbps 3 9 359
R &P vian9 VLAN 1500 10218 3.5kbps 745 Mbps 3 9 359
R 4pvlan10 VLAN 1500 10218 3. 5kbps 745 Mbps 3 9 359
R &Pvlanii VLAN 1500 10218 3.5kbps 74 .5 Mbps 3 9359
R &Pvlani2 VLAN 1500 10218 3 5kbps 745 Mbps 3 9360
4;vether2 Ethemet 1500 1580 0 bps 0 bps 0 0
¢ivether3 Ethemet 1500 1580 0 bps O bps 0 0
ala oL 4 Ml o 4 1iCcNnn 1iCONn NL. . NL.. . n n
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Connection-Tracking

« Chain = forward

- Accept = Established, Related, Untrack

 Block = Invalid

+ CPU 96%
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Connection-Tracking

| 10.11.101.97: PPS (6m 26c)
130 Kpps ‘ : : ~ 130.0 Kpps
120 Kpps
100 Kpps 102.4 Kpps
80 Kpps
>
| 10.11.101.97: CPU (6m 26¢) : : : : 51.2 Kpps
100 | : : ; s : :
20 ,,,,,,,,,,,,,,,,,,,,,,,
: : : : -0 pps
60 SRS amMIMo ~AdmIMO 4~ AUm ARG @ TR m
SRR - - A - R R R I s
R R ) A i i e O 4 R O
P T T e T T e T o T e T e e e B e [ S I B e T = = e
— — — — i
40 o
MWH cpeln MaKcC
20 bps 91.74 Kpps 102 Kpps 116.34 Kpps
: pps 22,59 Kpps  134.91 Kpps 1.42 Mpps
0 1
m ho-"amInNo-~amImo amIne oo
=R EEE R R R R R TR
B B T S i B s R s R B s
[ T T T e T e T T e T o e B B e R R o B B R e T e e e
’T' — — — —
()]
o
nocn MWH cpen MaKcC
[] avgCPU [cpea] 96 16 69.77 98
B CPUO [cpea] 95 % 16 % 73.62 % 98 %
B CPUl [cpea] 96 % 15 % 73.85 % 98 %
B CPU2 [cpea] 98 % 16 % 74.23 % 98 %
@ CPU3 [cpea] 97 % 16 % 74.08 % 98 %
B CPU4 [cpea] 97 % 16 % 74.15 % 98 %
B CPUS [cpea] 96 % 16 % 74.08 % 98 %
W CPU6 [cpea] 96 % 16 % 73.92 % 98 %
B cPU8 [cpea] 96 % 16 % 74,31 % 98 %
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Drop all Forward

* HacTpamBaem «3akpbITbin» firewall
» Chain=forward action=drop

R 5576
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Paspewuntb Tpadpuk

* Interface — vlan2-6 (~45kpps)
seNetwork — 192.168.2-6.0/24

« Allow to all
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PaspewunTtb TpadpmK

* In-interface-list = +21% CPU (56%)
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PaspewunTtb TpadpmK

* In-interface-list = +21% CPU (56%)

» src-address-list = +24% CPU (59%)
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PaspewunTtb TpadpmK

* In-interface-list = +21% CPU (56%)

» src-address-list = +24% CPU (59%)

- Raw / untrack = +0% CPU (35%)

MikroTik.Me



* Interface — vlan/ (9kpps)

* Network — 192.168.7.0/24

NG ot~ o 192.168.255.7

MikroTik.Me



* NAT Rule (dstnat)

* Firewall In-Interface

* dst-nat flag = +24% CPU (59%)

BGci=acdress [9).1668.255./ and port = + 176 CRUSEIEE)
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srchat

/ip firewall nat
add chain=srcnat out-interface=etherl\
action=src-nat to-address=5.19.245.3

/interface gre
add local-address=5.19.245.3 \
remote-address=3.3.3.3
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srchat

/ip firewall raw

add chain=output out-interface=etherl \
action=notrack

/ip route
set pref-src=5.19.245.3 \
[ find dst-address=0.0.0.0/0 ]

4%
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3%
N
%
o

DSTNAT

«[lna Halumx yenen nogxoant dst-nat n netmap.
[locneaHee ABndaeTcAa 6osiee HOBbIM U YI1y4LLIEHHBIM BapnaHTOM repBoro,
JIOrM4YHO UCMOJIb30BAaTh €r0. »
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DSTNAT

/ip firewall nat

add chain=dstnat dst-address=5.19.245.3 protocol=tcp \
dst-port=25 in-interface=etherl action=netmap \
to-addresses=192.168.100.2 to-ports=25
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DSTNAT

/ip firewall nat *7
add chain=dstnat dst-address=5.19.245.3 protocol=tcp \
dst-port=25 in-interface=etherl action=netmap \

to-addresses=192.168.100.2 to-ports=25

; ;

1. He ykasbiBanTe NOPT, €C/IN OH HE MEHAETCA
2. He ykasbiBanTe agpec, ecnm oH oguH Ha nHTepdence
3. netmap He onAa «npobpocos» NOpTOB. icnonb3ymnTte dstnat
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DSTNAT

/ip firewall nat

add chain=dstnat dst-address=5.19.245.3 protocol=tcp \
dst-port=25 in-interface=etherl action=netmap \
to-addresses=192.168.100.2 to-ports=25

/ip firewall nat

add chain=dstnat protocol=tcp dst-port=25 \
in=interface=etherl action=dst-nat \
to-addresses=192.168.100.2

Xx10 3%
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DSTNAT

* netmap
* AATOPUTM pacyeTa appeca
* M3MEHEHUE aAPECa B 3arOAOBKE MaKeTa

e dst-nat

* USMCHCHNC dAPECd B 3dI OAOBKE T1dKCTd
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DSTNAT

- RBI100AHX2
* netmap = 9| 0Mbps (CPU [00%)

* dst-nat = 930Mbps

7%
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IPSEC m Firewall
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IPSEC m Firewall

/1p ipsec policy
add dst-address=192.168.1.0/24 src-address=192.168.100.0/24 \

sa-dst-address=4.4.4.4 sa-src-address=5.19.245.3 \
level=unique tunnel=yes
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IPSEC m Firewall

/1p ipsec policy
add dst-address=192.168.1.0/24 src-address=192.168.100.0/24 \

sa-dst-address=4.4.4.4 sa-src-address=5.19.245.3 \
level=unique tunnel=yes

/ip firewall nat

add chain=dstnat protocol=tcp dst-port=25 \
in-interface=etherl action=dst-nat \
to-addresses=192.168.100.2
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IPSEC m Firewall

NOMMHECKNIN MHTEPDEMC OTCYTCTBYET
[ locae cHaTus ESP 3aroAoBka nHTepdenc octaétca npexHum (etherl)

B 3aroAoBke nakeTa

R 260! [0/ 24

gstloon 68, 100.0/24

[ 1pn obpatlueHm Ha 25 MopT TpaduK MOMaAET MnoA npaBnAo NAT
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IPSEC m Firewall

/ip firewall raw

add chain=prerouting in-interface=etherl \
ipsec-policy=in,ipsec action=notrack
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IPSEC m Firewall

* | lakeT npeaHasHaveHHbIn AAa [Psec

TPaHCOOPMaLIM

* | lomaaET Mo NpaBMAO srcnat U yxe He MOoMaAeT
noa IPsec policy Tak kak 3aronoBoOK OYAET M3MEHEH

Ele [0, 166.100.100 ->192.168.1.55

B0 D [19.245.3 = |92.168.1.55
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IPSEC m Firewall

/ip firewall raw

add chain=prerouting in-interface=Bridge-Local \
ipsec-policy=inipsec action=notrack
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PPP

/interface 12tp-client
add connect-t0=6.6.6.6 name=I2tp-outl \
password=userl user=passl

/ip firewall mangle

add chain=forward out-interface=I12tp-outl \
protocol=tcp tcp-flags=syn tcp-mss=1421-65535 \
action=change-mss nhew-mss=1420

add chain=forward in-interface=I12tp-outl \
protocol=tcp tcp-flags=syn tcp-mss=1421-65535 \
action=change-mss hew-mss=1420
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PPP

* [YHHEAb C MUMHMMAABbHbIM |itter

¢ CTabUAbHOE COEAMHEHME

* Yepe3 PPP (AOAKHO™) NPOXOAUT MHOIO OOABLLIMX
nakeToB (> 1000)

* Buaeo

* CHMHXPOHM3ALMA AAHHDIX

oo irame (= | 500)
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PPP MLPPP

DparmeHTauma [P naketa Ha PPP nakeTo

ROHTPOAb MOCAEAOBATEABHOCTM PPP MakeToB

CbHopKa Ha APYrOM KOHLIE B MCXOAHBIM [P makeT

+4 bamTa K 3aroAOBKY

| loaaepxka MLPPP ¢ AByx CTOpPOH
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PPP MLPPP

* BblumcamTe npaBnAbHO MITU y PPP nHTepgenca

» Vkaxumte MTU Ha PPP uHTepopence

* VkaxumTe MRRU paBHbIM MakCMMaAbHOMY pasmepy

rnakeTa B Ballen cetn +4 bamTa
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PPP MLPPP

Interface d2tp-out1> [=] E3 L2TP Server [=] E3
General | DialOut Status  Traffic oK Enabled OK
Name: ||2tp-out1 Cancel Max MTU: | 1460 Cancel
: i Max MRU: |1460
Type: |L2TP Client Apply Apply
Actual MTU: |S000 Disable MRRU: |5004 -
Max MTU: |1460 -
Comment
Max MRU: | 1460 +
Copy
MRRU: |5004 v
Remove
Torch - |v/ mschap2 | | mschap1
| chap | pap
Use IPsec: no 2
M L P P P |Psec Secret:
Caller ID Type: |ip address *

| One Session Per Host
| Allow Fast Path
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PPP MLPPP

Cloud Core Aouter

CCR1009-7G-1C-15+

wvm_ .
Cloud Core Aouter

¥ ’)
CCR1009-76-1C-15+

wiscoTik <
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PPP MLPPP

Jumbo Frame 9k

Of| x m] | B3
CPU: |all * Start CPU: |all ¥ Start
Stop Stop
Close Close
New Window New Window
Name CPU Usage | [ Name CPU Usage T|v
cpul 87.0 NN |+ ||| cpud 720 IS *
networking 0 61.5 N networking 0 375 8
|2tp 0 1775 8 ethemet 0 1808
ethemet 0 800 |2tp 0 1658
cpu7 6.0 | cpub 551
cpud 55| spi 5 501
Fragmentation Fragmentation

~15%
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Multicast
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Multicast

* boablown pps (Igmp)

* boAbLLME NakeTbl (IsMp)
* lgmp, ospf

* He UCMoAb3ynTe connection-tracker
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Multicast

/ip firewall raw

add chain=prerouting in-interface=etherl \
dst-address-type=multicast action=notrack
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Custom chain

|. Forward
2. Forward
3. Forward
4. Forward
5. Forward
6. Forward

e Eeh Vahka

il i Eorerd
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Custom chain

» CBOW LIEMOYKM AAST KOHTPOAS TpadmKa
* Jump - nepenTH B LIEMOYUKY

e Return - BbIMTU U3 LIEMNOYKMA
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Custom chain

* | lopspok:
|.Camble 0ObEMHBIE MpaBMAa MO PPS
2.interface
3.Ip Header

4. Protocol Header

>.Payload
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Custom chain

* HananTe obliMe MPU3HAKM AAS MPABUA
(HanpaBAeHMe Tpadumka)

* Interfaces (external filter)

* Addresses, protocol (ip header)
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Custom chain

/ip firewall filter

add chain=forward in-interface-list=wifi \
action=jump target=chain-wifi

add chain=chain-wifi protocol=tcp dstport=80,443 \
action=accept

add chain=chain-wifi protocol=udp dstport=53 \
action=accept

add chain=chain-wifi action=drop

MikroTik.Me



3aKpbITb AOCTYN K
cauTam

HeobXOAMMO 3aKpbITb AOCTYM K COLIMAABHBIM CETSM
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3aKpbITb AOCTYN K CaUTaMm

* Co3AaTb address-list ¢ AOMEHHBIMU MMEHAMM

3aKPbITbIX CanTOB
» Co3paTb NpPaBMAO B filter

* Appec dst HaxoamTca B address-list

» Drop Bcex nakeTos
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3aKpbITb AOCTYN K CaUTaMm

/ip firewall address-list

add list=Site-VK address=vk.com

add list=Site-VK address=www.vk.com
add list=Site-VK address=userapi.com
add list=Site-VK address=pp.userapi.com
/1p firewall filter

add chain=forward out-interface=etherl\
dst-address-list=Site-VK action=drop
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3aKpbITb AOCTYN K CaUTaMm

Firewall [=] E3
Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists ’ Layer7 Protocols
| = &Y : Block Site v

Name /| Address Creation Time
@ BlockSite vk.com Aug/18/2018 12:48:53
.. vik.com
D @ BlockSite 87.240.125.71 Aug/18/2018 12:48:53
.» vik.com
D @ BlockSite 87.240.180.136 Aug/18/2018 12:48:53
.. vik.com
D @ BlockSite 87.240.1259.133 Aug/18/2018 12:48:53
@ BlockSite www.vk.com Aug/18/2018 12:45:03
.o www.vk.com
D @ BlockSite 87.240.182.224 Aug/18/2018 12:45:03
@ BlockSite userapi.com Aug/18/2018 12:50:09
... userapi.com
D @ BlockSite 95.213.4.234 Aug/18/2018 12:50:09
@ BlockSite pp.userapi.com Aug/18/2018 12:50:15
. Pp.uUserapi.com
D @ BlockSite 93.186.238.50 Aug/18/2018 12:50:15
... Pp.userapi.com
D @ BlockSite 87.240.182.228 Aug/18/2018 12:50:15
... Pp.uUserapi.com
D @ BlockSite 87.240.182.232 Aug/18/2018 12:50:15
... Pp.uUserapi.com
D @ BlockSite 87.240.182.234 Aug/18/2018 12:50:15
. Pp.uUserapi.com

D @ BlockSite 93.186.238.34 Aug/18/2018 12:51:40

14 items out of 56
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3aKpbiTb AOCTYN K CaUTaM
NMpobAema

CtaA MeaAeHHO paboTtatb UHTepHeT
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3aKpbITb AOCTYN K CaUTaMm

x| IO

[0

BoccraHoBneHue naponsa RouterOS

R roas14 c nAacnanuiacma cn ALITIAOMIA FDADDLILILIAALA

ﬁ 3neMeHThl

@ Cetb

D Pecypcbl

Kypc MTCNA 3,4 |

@ BpeMeHHbie WwKasbl

@ Opeitmbol - { > ®3am40b BpemeHHoit wkanbl 1) (2) 0 mc - 15,00 ¢

MpaBuTb l 1000,0 mc 2,00 ¢ 3,00 ¢
@ CeTeBble 3anpochbl ) B‘f;!.' ("" ; :?;én?
00 8000 0 000B0GOONGD 0
@ MakeT 1 peHaepuHr T 0 80000 0
€ savaseript n cosurs 1N Ve EmI I DaEInI0tIvIII000000IROnn00NN
@ 0630p
nmsa 1000,0 mMc 2,00c
> [ mikrotik.me Ml 00 o1 0
[[Z] Co6biTue Unload BbinonHeHo 0
(5] Ctunn anHynupoBsaHbl M i 000 00000
(5] Ctunm nepecumTanbi 0 000 000 e
(5] CxkpunT oueHeH 0 0 0 0
@ CTunu aHHynMpoBaHbl — cTpoka 45:473 0
TaliMep 5 ycTaHOBNEH — cTpoka 84:463 0
MakeT aHHynMpoBaH 000 0 000
Makert 000 (N[
KomnosauTtHas [ I 010
Kpacka 00 0 i
5| CKpuNT oueHeH 0 010 0 0
> < widget_community_messages.php — vk.com D @0 0)000
MonHas c6opka Mycopa 0

E) - v - ~

3,00c

0

500c 6,00 ¢

BbiJ10

4 ceKyHAbI

0

0

0
0

a G a»

4,00 ¢
4

(][]

500c

a» @

o G a G
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3aKpbiTbh AOCTYN K CautTaMm

BoccTaHoBneHune naponsa RouterOS Kypc MTCNA 3, 4 n 5 oktsbpsa 20,
A Ats TS A Ao rL L 1% sesie AATCAL
[w i] Elements Console Sources Network Performance Memory Application Security Audits
® © Y Q | View = == [ Groupbyframe | [J Preservelog @ Disable cache | [J Offline Online v
Filter L) Hide data URLs @ XHR JS CSS Img Media Font Doc WS Manifest Other
20000 ms 40000 ms 60000 ms 80000 ms 100000 ms 120000 ms 140000 ms

Name A  Status Type Ini
|| jquery.minjs?10 200 script (in)
|| main.css?10 200 stylesheet (in}
|_| mem5YaGs126MiZpBA-UNirkOUuhp.woff2 200 font jqu
|_| mem5YaGs126MiZpBA-UNirkOVuhpOgc.woff2 200 font jgu
|_| mem8YaGs126MiZpBA-UFUZ0bbck.woff2 200 font jau
|_| mem8YaGs126MiZpBA-UFVZ0b.woff2 200 font jqu
|| mikrotik.me 200 document 0
|| openapi,js?146 CTan O (failed) script (in|
|| openapi.js7146 (failed) script (in|
| | pricetable.css710 3 200 stylesheet (in|
|| recaptcha_rujs M M H yT bl 2 script ap|
| rtrg?p=VK-RTRG-36315-alEJ5 (failed) (in|
|| shares?95 (failed) script (in|
|| style.css?10 200 stylesheet (in|
| | team.css710 200 stylesheet (in}
|| watch,js 200 script (in)

\%equests | 1.4 MB transferred | Finish: 2.8 min | DOMContentlLoaded: 2.3 min | Load: 2.3 min
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NMpobAaeMma

* MHorme canTbl MCMOAb3YIOT BUOAMOTEKM\AP

COLIMAABHbIX CETEM
e /AaMKM, YaTbl, BUAXKETbI N T.M.A.

» KaXAbIM BHELLHMM pecypc (Css, )s...) B html koae

YCTAdHABAMBACT COCAMHEHNCE.
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NMpobAaeMma

Raxpaoe coeamHenme [ CP oxmaaeT nakeT ¢ pAaramm

syn,ack

[ lay3a Mexay monbiTkamm YCTaHOBUTb HOBOE
COEAMHEHME

HECKOABKO MOMbITOK YCTAHOBUTb HOBOE COEAMHEHME

DKCMOHEHLMAABHBIV POCT BPEMEHM 3arpy3Ki, B

3aBUCMOCTW OT KOAMYECTBA BHELLUHKMX PECYPCOB
Mikrorik.Ve



PeLueHMe

CoobLWNTb KAMEHTY, YTO COEAMHEHME HEBO3MOXHO
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PeLueHMe

/ip firewall filter

add chain=forward out-interface=etherl \
dst-address-list=Site-VK protocol=tcp \
action=reject reject-with=tcp-reset

add chain=forward out-interface=etherl \
dst-address-list=Site-VK action=drop
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x o [

PeLueHMe

E 3neMeHTbl

@ Cetb

[ Pecypcsi

D E

o

< > @ 3anucb BpeMeHHOW wkanbl 7 > (*)0mc-15,00c

PeLueHue
3.5 ceKyHAabl

MpaBuTb ’l 1000,0 Mc 2,00 c 3,00 c 4,00 c

T — ‘ e

m CeTteBble 3anpochl s ® oo
D

D eromamee | % | U
©) savascriptucosaran || | [ ER0DOONVNNDI0OD0O0ORDORODNOINOVOOONOTIRONNO]
9 0O630p
AMS 1000, 3,00 ¢

0 mc
\

2,00c
|

4,00

> < mikrotik.me

Cob6biTe Unload BbinonHeHo

Taiimep 886 ycTaHOBNEH

CTunu nepecynTaHbi

CKpWNT oLeHeH

(5] CTunmn anHynnposaHbi

@ CTtunu aHHynupoBaHbl — cTpoka 45:473
Taimep 1 ycTaHoBNeH — cTpoka 84:463
MakeT aHHynuMpoBaH

MakeTt

KoMnosuTHas

Kpacka

(] CkpunT oueHeH

—

' @
00) DOIGE=N0)00800000000000000000000000000000000000000

0
0
0
0
|
0

0 oo0000 0
0 ooee0l
000
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Apyrou nopt SSH

13MeHWTb nopT SSH co cTopoHb! ISP
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Apyrom nopTt SSH

m] [E3
v % 7 | |
JName ¢ |Port }Available From Certificate H'
@ api 8728
@ api-ssl 8729 none
@ fip 21
@ ssh 22
o tene e ]
o b 279 IP Service <ssh> =] E3
@ www &y Name: |ssh | OK
Port: 22 Cancel
Available From: : - Apply
Disable
enabled
‘\8 tems (1 selected)

I3MEHNTB MOPT TOABKO CO CTOPOHbLI MPOBaMAEDPA
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NMpobAaeMma

* HeT BO3MOXHOCTM YKa3aTb HECKOABKO MOPTOB

* HeT BO3MOXHOCTM CO3AATb HECKOABKO INnstance

* HeT BO3MOXHOCTU MPMBA3aTb K MHTEPDENCY
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PeLueHMe

lcnoab3oBaTb NAT
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Apyrom nopTt SSH

/ip firewall nat
add chain=dst-nat in=-interface=etherl \

protocol=tcp dst-port=5555 \
action=redirect to-port=22
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Apyrom nopTt SSH

/1p firewall nat
add chain=dst-nat in=-interface=etherl \

protocol=tcp dst-port=5555 \
action=redirect to-port=22

/ip firewall filter
add chain=input in-interface=etherl \
protocol=tcp dst-port=22 action=accept \
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Apyrom nopTt SSH

/ip firewall nat

add chain=dst-nat in-interface=etherl \
protocol=tcp dst-port=5555 \
action=redirect to-port=22

/1p firewall filter

add chain=input in-interface=etherl \
protocol=tcp dst-port=22 action=accept \
conhection-nat-state=dstnat
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Bonpocbi?

 MikroTik.Me

* Vasilevkirill.com
* https://t.me/mikrotikme

* https://vk.com/mikrotikrus

MikroTik.Me



