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CopeprkaHue

O6wwme ceeaeHuna o IPS/IDS

Mpobnema oTCYTCTBMA BCTPOEHHOIO
¢yHKUMOHana B RouterOS n BapnaHTbl peleHnmn

O630p 6ecnnaTHOro peweHus Suricata
o MpuHumn paboTbl
o Pabota co cnnckamu npasun
o  WHTterpauyma c firewall RouterOS

OTtnpaBKa Tpaduka routerOS

o  Port mirroring
o  TZSP-pcap

SELKS — roToBoe pelwieHune

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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OSI

firewall vs IDS/IPS

firewall IDS/IPS
4 B
firewall filter L7/content * 7 MpuknagHoW ypoBeHb 7 [poBepka curHaTypamu
firewall filter L7/content * 6 [peacraBuTeNnbHbIN YpOBEHD 6 [MoBeneHuyeckan nposepka
firewall filter * 5 CeaHCOBbIN ypOBEHb 5
A it
firewall filter 4 TpaHCNOPTHbI YpoBeHb 4
firewall filter 3 CeTeBoit ypoBeHb 3
bridge firewall 2 KaHanbHbliA ypoBeHb 2
1 Pusnueckunit ypoBeHb 1

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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O6bwue ceeaeHus o IPS/IDS

3apaua IDS (Intrusion Detection System) coctonT B 0O6Hapy»XeHUU 1 perncTpaumum atak, a Takxe
onoBelweHnn Npu cpabatbiBaHMK ONpeaeneHHOoro npasuaa. B otanume ot mexcetTeBoro sKpaHa,
KOHTPONMPYIOLWEro To/NbKO napameTpbl ceccuun (IP, Homep nopTa u coctoaHue ceaseit), IDS

«3arnagbiBaeT» BHYTPb nakeTa (4o ceabmoro yposHs OSI), aHanusnpya nepegaBaemble AaHHbIE.

IDS ymetor:

" BbIABNATb PA3/INYHbIE BUAbI CETEBbIX aTakK

06HapyXMBaTb NOMNbITKM HEABTOPMU30BAHHOIO A0CTYNA UM MNOBbIWEHNA NPUBUIETUNA
noasneHue spegoHocHoro MO

OTC/IeXXMBATb OTKPbITUE HOBOrO NOPTa U T. A,

IPS (Intrusion Prevention System) - cuctema npeaoTBpalleHns aTak.

IDS moryT camocTosTeNbHO nepecTpamBaTb NAKETHbIN PUNLTP UK NpPepbiBaTb ceaHc, oTcblnaa TCP
RST.

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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[Mpobnema oTcyTCTBMA BCTPOEHHOro GyHKLUMOHaNa B RouterOS m
BapMaHTbl peLleHnm

RouterOS — ato Knaccmueckui firewall ¢ HekOoTOpPbIMKM AONOAHEHUAMM:
* Layer 7 filter — BO3MOXHOCTb NOMCKa NO perynapHbiM BbipaxeHnam B 2kb naketa
e Content filter — pyHKUMA NOUCKa B HEWIMPPOBAHHbIX NAaKeTax COAEPHKUMOTro
* TLS host - NMo3BonsaeT conoctaBnaTb Tpadpuk https Ha ocHoBe nmeHu y3na SNS SNI

*  Bo3MoXHO HacTpanBaTb NoBeAeHYECKME GUABLTPbI HA OCHOBAHWM KONMYECTBA COeANHEHUN
N UX YaCTOTbl

B RouterOS HeT ¢dyHKUMoHana IDS/IPS yacTb pyHKUMIN MOKHO peannsosaTb Ha L7/content
filtering — uto noTpebyeTt 6onblINX TPYAO3aTPAT N ByAeT AOCTAaTOYHO HEIDPEKTUBHO

TaK ke NnoaobHble HACTPOMKU CHU3AT NPOM3BOANTENBHOCTb Hawero firewall

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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corporative
Internet P

network
Ip address
to address TZ5P¢
list mirror port
API/SSH
telnet
MoaxnioyeHme Suricata IDS/IPS SUR&AT IPS pobasnAaeT agpeca Nnoao3pUTENbHbIX
— port mirroring u tzsp ycTpoucTs B
— 9
. /ip firewall address list
OTnpaBKa KOMaHA, ¢ IPS moxeT :
BbITb OCYLLECTBEHA C na ysennyeHna nponsBoanUTeIbHOCTH
Suricata
ncnonbsosaHuem API, ssh, IDS/1PS NpPOuU3BOAUTE/IBHOCTU UCMNOJ1b3yeEM
telnet /ip firewall raw

He 3abbiBaem npo H6esble CNUCKK

He 3abbiBaem Tectn poBaTb

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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O630p 6becnnaTHOro peweHua Suricata

BecnnaTHoe pelwweHune IDS / IPS GPLv2
Suricata paboTtaeT B MHOrONOTOYHOM peXKUMe

BO3MOXXHOCTb annapaTHOro yckopeHuna Ha ctopoHe GPU

Noppepxnsaetca IPv6
. [BMXOK aBTOMaTn4yeckn onpegensaet npotokosnbl IP, TCP, UDP, ICMP,
HTTP, TLS, FTP, SMB, SMTP n SCTP
6. WHTepdelicbl n aHann3aTopbl, HaNUcaHHble ana Snort (Barnyard, SU ATA

Snortsnarf, Sguil n . A.), 6e3 popabotok paboTatoT 1 c Suricata

I N

7. OcHoBY mexaHM3Ma geTeKTUPoBaHMA B Suricata cOCTaBAAIOT NpaBuaa
(rules)

8. He nogaepxusaet TZSP

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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MpuHumnn pabotbl Suricata )
Suricata

Linux server

*  WM3HauanbHO Suricata nony4vaeTt
TpaduMK Ha HTePENC, YKA3aHHbIN B

HaCTpOM,KaX . Tpad)MK AHanu3 Action
/etc/suricata/suricata.yaml — EthO —®  tpaguka > | peiicteus

* [lo npaBMaam yKasaHHbIM B paiine

KOH}UrypaLmm c MOMOLLLbIO CUTHATYP

B /etc/suricata/rules npoucxoant

obpaboTka Tpaduka n YKasaH B HacTpoikax lMpasuna u3

P P d) /etc/suricata/suricata.yaml /etc/suricata/rules firewall

AeTeKTUpoBaHMe yrpos anpa Linux
* [loBegeHne No yMOAYaHUIO

npegnonaraet 3anucb

obHapyKeHHbIX yrpos B log
3anucb B 3anucb
*  TaK e eCTb BO3MOHOCTb UCMONHATb AononutensHoe MO B Log

pa3nyHble AENCTBUA

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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PaboTa co cnnckamum npaswuna Suricata

1. CobcTtBeHHbIN dopmaT npaBuA rules,

2. TpaBunioO COCTOUT U3 TPEX KOMMNOHEHTOB:
* peuncTtsue - pass, drop, reject nnm alert
*  3aro/iIoBOK - IP/NoOpT NCTOYHMKA U HAa3HAYEHUS
* onucaHue (4YTo UCKaTb).

3. B HacTpolikax Mcnosb3yoTca nepemeHHble, MO3BONAIOWME, HAaNnpUMep,
CO34aBaTb CYETYMKMU.

4. TMpwn 3TOM MHPOPMALMIO U3 MOTOKA MOXKHO COXPaHATb ANA
nocaeAyoLwero Ucrno/ib30BaHMs.

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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NuTerpaumsa c firewall RouterOS

1. Ha forum.mikrotik.com ecTb peanusauua nHrerpaumm c routeros
* PHP ckpunt 6eperT ip agpeca Hapywutenen us /var/log/suricata/fast.log u
nobasnaet nx yepes API B agpec amct mikrotik
* PHP ckpunT beperT ip agpeca Hapywmntenem ns 6a3sbl AaHHbIX
barnyard2(gononnutensHoe MNMO) n pobasnset nx yepes APl B agpec anct
mikrotik

2. Mpuem Tpaduka ot mikrotik
* Ha interface
* TZSP port — TpebyeTca BupTYyanbHbi MHTEPDENC U agononHutenbHoe MO — trafr
(mikrotik.com) nnu tzsp2pcap (github)

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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OTnpaBKa TpadunKa RouterOS

1. Port mirroting — dyHKuMa switch
» /interface ethernet switch set switchl mirror-source=ether2 mirror-
target=ether3

2. OrnpaBKa TpaduKa no npotokony TZSP
» /tool sniffer set streaming-enabled=yes streaming-server=192.168.x.x
» /ip firewall mangle add action=sniff-tzsp chain=prerouting sniff-
target=192.168.x.x sniff-target-port=37008

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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SELKS

1. bBecnnaTHoe roToBOE pelleHne ana paboTsl ¢ suricata s /\ V

2. Selks coctounT us
* Suricata — IDS/IPS aBuskek
* Elasticsearch 5.5.2 — noMcKoBbIN ABUXKOK
* Logstash 5.5.2 — cbop noros u nocneaytouwan nx obpabotka
* Kibana 5.5.2 — Beb6 nHTepdenc ana otobparkeHmna aaHHbIx U3 Elasticsearch
e Scirius — Beb nHTtepdenc ans ynpasaeHuma suricata n Hasmrauunm no kibana

* EveBox — anbtepHaTuBHbLIN BEO MHTEpdenc ansa ynpasaeHna cobbituamm suricata

3. MocTaBnseTcs B BMAE rOTOBOro iso obpasa.

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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SELKS

Rulesets @ Suricata Q (- Olast7d v A selks-user v

s ¥ fHome & Sources

sl Dashboeards

© SN ALERTS -
o SNAL Alerts activity g
Alerts tren
o svons ==
° - alerts
SN FILE-Transactions 9,681.0 135667 57017 on prev perios
© SNFLOW
° SNHTTP 8,000.0
© SNIDS
© SN OVERVIEW 6,000.0
o SNSMTP
© SNSSH + 0,
© SNSTATS 40000 1 38 /6
trend
© SNTLS
© SNVLAN 20000
Events viewer
[ — S —— |
System settings 09/19 11:42 09/20 06:10 09/21 00:39 09/24 21:03 09/2515:32
© Actions history
2 Manage accounts .
Rules activity
sid = Msg = Category = Hits =
2001330 ET POLICY RDP connection confirm -emerging-policy 102239
2016149 ET INFO Session Traversal Utilities for NAT (STUN Binding Request) emerging-info 11597
2016150 ET INFO Session Traversal Utilities for NAT (STUN Binding Response) emerging-info B203
2021747 ET TROJAN Win32.5py/TVRat Checkin ‘emerging-trojan 5450
2008795 ET POLICY TeamViewer Keep-alive inbound ‘emerging-policy 1385
2011716 ET SCAN Sipvicious User-Agent Detected (friendly-scanner) emerging-scan 1122
2008578 ET SCAN Sipvicious Scan ‘emerging-scan 1063
2012709 ET POLICY MS Remote Desktop Administrator Login Request emerging-policy 697
2001972 ET SCAN Behavioral Unusually fast Terminal Server Traffic Potential Scan or Infection (Inbound) ‘emerging-scan 67
2012328 ET MALWARE All Numerical .ru Domain Lookup Likely Malware Related .emerging-malware 429
2013504 ET POLICY GNU/Linux APT User-Agent Outbound likely related to package management emerging.policy 320
2025275 ET INFO Windows OS Submitting USB Metadata to Microsoft emerging-info 300
2014170 ET POLICY HTTP Request to .su TLD (Soviet Union) Often Malware Related ‘emerging-policy 289
2013505 ET POLICY GNU/Linux YUM User-Agent Qutbound likely related to package management emerging-policy 169
2018908 ET INFO Session Traversal Utilities for NAT (STUN Eindmg Response) emergmg-m(n 156
sansnnn T BB Mekiaiel Rl ichart Snuirra nensin 4 et o
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SELKS

s ¥ AHome & Sources ulesets @ Suricata Q O v  Olast7d v Aselksuser v
System status = Memory = Disk
=
I |
Suricata selks
Ruleset: Default SELKS ruleset Rulesactivity ~ Capture stats Memory usage Problem indicators
Description: Suricata on SELKS
Last updated: Sept. 24, 2018, 11 p.m.
. Rules activity Alerts activity
Ruleset actions Sid 2 Msg & Category = Hits = @sels
Edit 2001330 ET POLICY RDP connection confirm emerging-policy 102239 9,681.0
2016149 ETINFO Session Traversal Utiltes for NAT (STUN Binding Request) emerginginfo 11597
2016150 ETINFO Session Traversal Utiltes for NAT (STUN Binding Respanse) emerginginfo 8203 80000
2021747 ETTROJAN Win32.Spy/TVRat Checkin emerging-trojan 5450 50000
2008785 ETPOLICY TeamViewer Keep-alive inbound emerging-palicy 1385
2011716 ETSCAN Sipvicious User-Agent Detected (friendly.scanner) emerging-scan 122 40000
2008578 ET SCAN Sipvicious Scan emerging-scan 1063
2012708 ETPOLICY MS Remote Desktop Administrator Login Request emerging-policy 697 20000
2001972 ETSCAN Behavioral Unusually fast Terminal Server Traffic Potential Scan of Infection (inbound) emerging-scan 671 I I |
2012328 ETMALWARE All Numerical .ru Damain Lookup Likely Malware Related emerging-malware 429 0.0 - — el I-. k.. Ll II
2013504 ETPOLICY GNU/Linux APT User-Agent OutboLind likely related to package management emerging.policy 320 pare 1324 001200833 09121 0543 Gorz2 0152 0022 22:02 09123 18:12 - 06125 1031
2025275 ETINFO Windows OS Submitting USB Metadata to Micrasoft emerginginfo 300
2014170 ETPOLICY HTTP Request to 5u TLD (Soviet Union) Oten Malware Related emerging.policy 289

2013505 ETPOLICY GNUILinux YUM User Agent Outbound lixely related to package management emerging-policy 169 \‘H

2018308 ETINFO Session Traversal Utllities for NAT (STUN Binding Response) emerginginfo 156
2402000 ET DROP Dshield Block Listed Source group 1 dshield 87 “\
2000328 ETPOLICY Outbound Multiple Non-SMTP Server Emails emerging-policy 8
2023753 ET SCAN MS Terminal Server Traffic on Non-standard Port emerging-scan 74
2403329 ETCINS Active Threat Intelligence Poar Reputation IP group 30 ciarmy 73

tor 66

2522188 ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 95

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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SELKS
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SELKS
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Pe3ynbTtatbl paboTbl suricata B ceTn

1. O6Hapy»KeHHble yrposbl
* HecKo/IbKO NponyLleHHbIX BUPYCOB
* OO6GHapyXeHo HeueneBoe UCNOJ/Ib30BaHME PECYPCOB CETU UHTEPHET
e OO6HapyxeHo MO oTnpasastoLLee IOTUHbI M Naposn 6e3 WwndpoBaHUA
* 336/10KMPOBaHbI TOPPEHTbI
* 3abnokupoBaH teamveawer

* 3ab/10KMpPOBaHbI Pa3IMUYHbIE CKaHEPbl MOPTOB

2. Ontumusauus firewall

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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Obuwme pekomeHaaLMM NO BHEAPEHMUIO N MPOBAEMDI

1. [locne ycTaHOBKM CUCTEMbI €€ He CTOMT BK/H0YaTb Cpasy B 60eBomM perxkunme
2. CTouT 3anycTUTb AETEKTUPOBAHME YrPO3 /IOKa/IbHOMN CETU Ha OTAENbHOM rpynne ycTponcTs
3. Bo3moXHbl owMboYHbIe cpabaTbiBaHWA NpaBU

4. [obaBnsatb 6enble CNUCKM BO3MOXKHO B UCKAtoYeHUAX npaBua mikrotik firewall nnn B suricata
rules

5. Q6s3aTtenbHo genante benble CNUCKU — ip agpeca gateway, agpeca pa3/IMYHbIX NOCTABLMKOB
YCIYr U T4,

6. Cuctema He goNKHa IOMaTb PaboTbl YEro MO0 B CETU — €CNM 3TO He TaK, TO OTK/oYaeEM
H6N10KMPOBKU M pasbrpaemca B Yem Aeno

7. Meproanyeckn cTomT NpoBepATb PaboTy cncTembl

Kypcbl no Mikrotik ¢ rapaHTven pesynbTata
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CNACHBO
3A BHVMAHWE

[MprxoanTe Ha Ham KypCbl NO
Mikrotik n Asterisk



