M cnoab3oBaHWE BUPTYyaam3aumm Npu
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Llenb npe3eHTaumm

» [lo3HAaKOMMTb C rnpeKkpacHbIM MHCTPYMeHTOM EVE-NG
» [loKa3aTb OCHOBbI paboTbl C HUM
» [MoKaszaTb NpUMepbl KOHMUIYpaLum

» [lmowkn B PRO-Bepcmmn

MUM Moscow 2018



060 MHe

» AnekcaHap PomaHoB
» 8 net paboTbl B TeNIEKOMaXx
» 2 roja paboTbl B XOCTUHI -NpoBamnaepe

» MTCNA, MTCRE, MTCINE, MTCTCE, MTCWE,
MTCIPv6E, MTCUME.

» TpeHep ¢ 2016 roga (TR0412)

MUM Moscow 2018



OcBeleHne NpobiemMbl

M3meHeHne 60eBOU KOHDUIypaLymm YpeBATO NOC/IEACTBUAMM.
» [lepBoe npaBu/io MHXeHepa (PaboTaeT - He Tpoxb!!!)

» PUCK YPOHUTb peasibHYI0 CeTb

THIS IS FINE.

MUM Moscow 2018



0630p peLleHUN:

YTO AENIATDB?!
» JKcnepuMeHTUpoBaTb Ha 60eBoM xenese (HET!!!)
» CobupaTb TecToBble cTeHAbl M3 RouterBOARD (He Bcerga oHM eCThb)

» Wcnonb3oBatb BUPTYaJibHYO flabopaTtoputio (AA!!!)

MUM Moscow 2018



O630p CYLLECTBYOLMX N1abopaTOPUM:

» GNS3

» TpebyeTcsa NpUAOKEHUE-KIMEHT AN UCMOJIb30BaHMS
» HeT MHOrono/ib30BaTe/IbCKOro pexmma

» ECTb BCTPOEHHbIM MPOCTOM KOMMYTATOP

» EVE-NG

» KnueHtoMm siBnsietcs web-6paysep
» MHOrono/ib30BaTENbCKUN PEKMM

» JKOHOMMA ONepaTMBHON NAMATH Emulated Virtual Environment
Next Generation

» 0O6a npoekTta nogaepxmpatoT QEMU-3Mynaumio m 3anyck obpasos

pPa3/Int4HbIX BEHAOPOB.

MUM Moscow 2018



O npoeKTe EVE-NG

» [pogonxeHune nssectHoro rnpoekTta UNetLab

» EcTbB ABYX BapUaHTaX: BUPTYaJ/ibHaA MallMHa noj runepsm3op 1

yCTaHOBKa Ha bare-metal cepsep
» Tak)Xe MOXXHO pa3BepHyTb Ha Debian-based cucteme

» CKayaTb MOXHO Ha oduUMasIbHOM camTe hitp://eve-ng.net

» Ectb Windows u Linux Client Side

MUM Moscow 2018


http://eve-ng.net/

[locne yCcTaHOBKM

» login/pass B cMcTeMy: root/eve

» login/pass B Be6: admin/eve

» Heobxoammo aobaButb 06pasbl OS ¢ nomoulbto SFTP KaneHTa

(Hanpumep, Bitvise SSH client https://www.bitvise.com/ssh-client )

» CkaumBaeM RAW-o6pa3 CHR, pasapxmBupyem

» Konupyem img-o6pa3 CHR B nanky /opt/unetlab/addons/qemu/mikrotik-6.43.2
» Haxoasacb B 3ToM nanke, neperMMeHoBbIBaeM (an:

myv chr-6.43.2.img hda.qcow2
» WUcnpaBnaem paspelleHua Ha 3anyCcK rnocse Kaxaoro 4ob6aBsieHUA 00pa3oB:

/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

Mo*HO npucTynaTb K 1abopaTtopHbIM pabotam!!!

MUM Moscow 2018


https://www.bitvise.com/ssh-client

JlornH B uHTepdenc EVE-NG

1. HaTMBHaA KOHCOJ1b

» TpebyeTca ycTaHOBJIEHHbIM Habop npunoxeHumn Client Side
» CoaepxuT BCe Heobxoanmble .bat ana pabotsl (a19 Windows)
» YA06HO MCNO0/Ib30BaTb NPU 60IbLUMX MHCTANNALUMAX

» MOoXHO MUcnonb3oBaTtb CTOPOHHME MPUTOKEHNA-K/TUEHTDI

2. HTML5-koHCO/b
» He TpebyeT yCTaHOBKM AOMNONHUTE/IbHbBIX NPUIOKEHUM
» Bce HoAbl OTKpbIBAKOTCA B 6pay3epe

» Y106HO NpU KOHUrypaumm HE60IbLIOrO KOIMYECTBa YCTPOMCTB

MUM Moscow 2018



/leMOHCTpauumA

3anycKk BM

0630p UHTepdemca

Co3aaHue nabopaTopHOM paboThl
[lobaBneHune HoA
MHTEPKOHHEKTbI, KNaya, 6puax

Pazanume Native 1 HTML5

vV v v vV v VvV Y

MaccoBaa KoOHpUrypauus Hoj ¢ ucnosibzoBaHmem Xshell

» [Ana pabotbl Xshell npaBuM nyTn 1 umeHa B win10_64bit_putty.reg

v

Pa36op HECKO/IbKMX NPUMEPOB

» [lmowkn PRO-Bepcumn

MUM Moscow 2018



[Tntowku PRO-Bepcum

» [MMpoasuHyTbin Ul (User Interface)
» YcoBeplueHCTBOBaHA paboTa C TEKCTOBbIMM HAZNMUCAMM
» PejakTupyembid BHELWIHUM BUA IMHKOB

» BO3MOXHOCTb COo3aBaTb Npon3BOJibHbl€ JIMHUU

YBe/IMYEHO KOIMYECTBO BO3MOXKHbIX HOZ, B JTabopaTopHoM paboTe ¢ 63 g0 1024
Multiconfiguration 1 akcnopT/MMNOpT KOHMMrypauum c/Ha JI0KaJibHbIM KOMMbOTEP
Completely clientless, He TpebyeTcsa Client Side

v v. v Yy

BcTpoeHbl Docker-KoHTeMHepb!:
» Wireshark nHTerpmpoBaH B CUCTEMY
» HTML5-Desktop
» /Jpyrve f0n.BO3MOXHOCTU MPU MMHUMAJIbHBIX 3aTpaTax pecypcoB

O/ZIHOBPEMEHHbIM 3amnyCK HECKOJIbKMX 1abopaTopHbIX paboT

Hot-Links: coegMHATb HOAbl MOXXHO 6€3 MX OCTAHOBKMU

vV v v

HacTporka napameTpoB MHKa: delay, jitter, loss rate, data rate
» NAT-Cloud

MUM Moscow 2018




[Tpumepbl ToNosI0rMK: cemencTeo STP

g -

ACCESS
pr— Redundant
- L2 network

Tectnpyemble
TEXHOJI0TUMN:
« RSTP only
« RSTP with MST
* MST only

MUM Moscow 2018



CemenctBo STP: cobpaHHasa Tonosorua
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[Mpumepbl Tononorum: BGP L3VPN part 1

TecTupyemblie
TEXHOI0M MM
OSPF

MPLS

LDP

VRF
RR-cluster
BGP L3VPN
Sham link

Client1
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BGP L3VPN: co6paHHaﬂ TOMNOJIOrMA
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[pumepsbl Tonosiormu: BGP L3VPN part 2

» [prMepbl KOMAHA, A1 MAaCCOBOM KOHMUIypaLmm HOA:

» /routing ospf instance set default router-id=[/ip route get [find dst-
address in 10.10.1.0/24 gateway~"loop”| pref-src]

» /mpls ldp set transport-address=[/routing ospf instance get default
router-id ] lsr-id=[/routing ospf instance get default router-id ]

» :foreach i in=[/routing ospf interface find passive=no] do={/mpls ldp
interface add interface=[/routing ospf interface get Si interface]
disabled=no }

» :foreach MT in=[/ip neighbor find platform=MikroTik] do={/interface
set [find name=[/ip neighbor get SMT interface]] comment=("to_" .
[/ip neighbor get SMT identity])}

MUM Moscow 2018



Hal camT 1 pacnucaHume:
https://mikrotik-courses.ru

q MikroTik OdpMLManbHbIA TPEHUHT-NapTHep
v CO u rses MikroTik-Courses.ru — BeICTPbIiA U 3G PEKTUBHEIA cnocod M3yunTs

Bo3moxHocTk MikroTik RouterOS.

© O O

cneymanncta cepTuduKaToB CpesHWIA ropoaos
06yueHo Bbl1aHO bann noceTuan

MUM Moscow 2018
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