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CooepxaHue

KaK oTrnpasnTb mapLpyTbl NO/1b30BATENIO
CxemMa NoaKIYEHNS KNIMEHTOB
BapuaHTbl NOAKNOYEHNS KINEHTOB
Hactponku IPSEC xauth

Hactpoiiku IPSEC lkev2

Hactporku IPSEC |keV2 eap

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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Kak oTnpaBmTb MapLUpyTbl NONb30BaTENIO

« PPTP/L2TP/SSTP - proxy-arp, default gateway, cmak, static
route, rip, KnaccoBas MapwpyT13saums

 OpenVPN - push route/add route

* IpSec - split network

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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L2tp/PPTP/SSTP proxy arp

Mnrocobl

* He HyXXHbl aAMUHUCTPATUBHbIE NpuBMaernun anga 3anycka VPN Ha
N0/Ib30BaTeNbCKOM paboyen CTaHumm

* KnueHt Cpa3y B CETU KOMMNAaHUH

 [lpocToTa ANg HaYMHAKOLWMX AAMUHUCTPATOPOB

MuHycbl
* Tonbko ogHa ceTb 4na focTyna

* JlnwHue MaHUNynauunm C arp

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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L2tp/PPTP/S5TP default gateway

Fommiconderas [JononHutensHbie napametpel TCP/IP X

Mniocobl |
[ [ Mapametpsl IP DNS ~ WINS
| Obwwve

b n e rKaﬂ ycTa H O B Ka 3T0T Pnaxok WCMNONb3YETCA TONBKO NPY 0AHOBPEMEHHOM

MapameTpsi IP MoxHo HasHd  MOAKMIOYEHNN K NIOKANSHOM CETV 1 K CETM yaanerHoro aocTyna. Ecnn
NOAREPKUBAET 3Ty BosMoxH ~ PNIXOK YCTEHOBNEH, AaHHbIE, KOTOPEIE HE YAAETCA NEPEaaTs Yepes

° I_I OJIHbI VI KO HTp O/lb | napameTps: [P y ceTesoro ai  TIOKaMBHYI0 CETo, HANPABNRIOTCA B CET YAANEHHOMO A0CTYNa.
MNO1b30BaATENbCKOIO Tpa Cb NKa (® Monyuns IP-agpec asTq [] Vicronb30BaTs ocHOBHOM W03 B yA3NEHHOI CeTH

O Wenonssosats creaytol [J OmxniounTs pobasnenme MaplpyTa, OCHOBaHHOE Ha Knacce

* MynbTMNNaTOOPMEHHbIN

ABTOMaTVYECKOE Ha3HaYEHNE METPVKN
(® Monyuwms agpec DNS<

(O Vcrons3osate cneaytol

MuHycbl

» [lBoiHOEe noTpebneHune Tpaduka Ha
VPN KoHueHTpaTope

» [lononHuTenbHble 3a4ep>KKn Npwm
paboTe C BHELWHMMM KaHanamu

. | OK | Omvena

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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L2tp/PPTIﬁSTP Cmak

¢ J1erkasa yCtaHoOBKa An4 b
nonb30BaTensa

MuHycbl

% { ___JJ
Mikror ik

» TpebytoTca agMUHUCTPATUBHbIE

Teletel-PPTP % ' j
MPMBUNEINMM Ha 3aNYCK C =
nobassieHneM MapLLpyToB UK bons Bt iR i g ool £
onepaTtopa HaCTPOMKM CETH CORRSIUE NOAITGRERA. B

CMROUTE.DLL - ans ofHoBneHnA TabnuLb! MapLpyTU3aLmm

* HyxeH Windows server ans
cbopku naketa cmak

D Bonblue He NoKasblBaTb 3T0 cooblueHne Ana AaHHOro
COeaAUHEHWUA

* He HpaBuTCS BCMNOMWHATL Omera
MakapeBunua T

CocTosHWe NoaxnioYeHns

° B roz10Be 4yacto U rpa eT NecHYq E;:mme kHonky "Moakniounts" ang MOAKMOYEHMA.
paboTbl BHE ce HaxmuTe KHonky "OtveHa”.
»HoBbIM NOBOPOT»

* He nogxoauT AN OTAUYHbLIX OT
W|n dOWS OS MoaxniounTe Omvena CsoitcTea

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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L2tp/PPTP/SSTP/OpenVPN/Ipsec static route

Mnocbl

* He Hy>XXHbl aAMMHMUCTPATMBHbIE NpuBMnernun ans 3anycka VPN Ha nonb3oBatenbckon pabouen
CTaHUMM, €CTIN M3HAYaNbHO NPONMCaTb MOCTOSIHHbIE MAPLLPYThI

* [lpo3payHo A4Nng agMUHMUCTpATOpa — YTO Nponucan - To 1 paboTtaeT

* PaboTaeT Ha pa3fiMyHbIX ONEPaALMOHHbIX CUCTEMAX, KPOME MOBUNbHbIX

MuHycbl

* Ha knneHTe He06X0AUMMO pyKaMM NPONUCHIBaTb MapLIPYThI

* Ecnaun ncnonbayete bat ckpunTbl — UX HEOBXOAMMO 3anycKaTb M3 NO4 ALMUHUCTPATOPA
* WHorpa MapuwpyTbl yoanawTtcs

* He mMacwTrabupyertcs

* HeT NnonHOUEHHOM NoaaepXXkM B MOOUIIbHBIX OMepPaLMOHHbBIX CMCTEMAX

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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L 2tp/PPTP/SSTP rip

Mnrocobl

* He Hy>XXHbl aAMMHMUCTPATMBHbIE MPUBMAETUM ANS 3aNyCKa
VPN Ha nonb3oBaTenbCckom paboyen ctaHUUK

* MOXHO pacnpocTpaHaTb 60nblIOe KOMNMYECTBO MapLIPYTOB
* W3meHeHue Mapuwpytusaumm Ha VPN-knmeHTax Ha nety

RIP

* MOXHO GUNbTPOBATb MApPLIPYTbl A1 KOHKPETHbIX KIMEHTOB

MuHycbl

* Ha knneHTe He06Xxo0aAUMO YCTAHOBUTbL ponb caywatens RIP
* Ha VPN KoHueHTpaTope Tak xe TpebyeTcs NoAHATb rip

* B03MOXHO Ha K/IMEHTA OTMPaBUTb HE HYXKHble MapLIPyThI
* He nogxogut ang otanyHbix ot Windows OS

* [lnoxo naxHet

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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L2tp/PPTP/SSTP/Ovpn/IPseC knaccoBas
MapwpyTtmnsaumna/VLSM

Mniocobl
* Hwuyero NnponucbiBaTb HE HYXXHO Ha NoAb3oBaTenbCknx OS

* He TpebyoTcs agMMHUCTpaTUBHbIE NpuBMNernn ang 3anycka VPN

MuHycbl

« TpebyeTcs AONOAHUTENBHOE MNNAHNMPOBAHME ALPECHOr0 MPOCTPAHCTBA B OpraHmn3aumm
* HeT BO3MOXHOCTU NPOKMHYTb AOMNOHUTE/IbHbIE MApLIPYThI

» CnoxHo paboTtatb c cetamu 192.168.x.0/24

* MobwunbHble YCTPOMCTBA NO4, BONPOCOM

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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Mntocobl O p eL\/P N

* MynbTMnNNaThOpPMEHHOCTb
* OTAnyHag NpoxoanMocCTb

* CunbHoe wudpoBaHue

* MOXHO pacnpocTpaHaTb B Buae + o
NpefHaCTPOEHHOrO KAMEHTa MK <> @ @
KOHUIrypaLUMOHHbIX $harinos o (ahita. O <

MuHycbl

e 3anycKk 13 nog agMMHUCTpaTopa

e YctaHoBKa gononHutensHoro 10

B mikrotik otcytctByeT PushRoutes

B mikrotik otcytctByet UDP

B mikrotik paboTtaeT Ha ogHOM siape

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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IpSec split network

Mniocbi

e MynbTMNNaTOOPMEHHOCTb

* He TpebyoTca agMUHUCTpaTMBHbIE NpuBuaerun Ha OS
» [logaepxmBaeTt annapaTHoe wudpoBaHMe Ha RouterOS

e bbiCTpbIN

MuHycbI

* (CNnoXHO HacTpauBaTb

» OrtcytctByeT nHTepdeinc B routerOS

* HeT npsmon cBA3M ¢ MappyTusaumen

» EcTb HegopaboTku B nonb3oBaTenbcknx OC

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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CxemMa noaknyeHus

Internet
“"--llllll......
IpSec Tunngl by »
“‘-Illl...:.
L]
o* * Office
RoadWarrior Py = o
Client * Public:2.2.2.2/24

. A
=4 - .
- v A Workstation2
zz::tWIrI'IOI’ Server 192.168.55.222

10.5.8.20 Workstation1
192.168.55.221

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata

MikroTik
KJIMEHTOB

Internet Protocol Security (IPsec) - ato
Habop NPOTOKONOB ANA 3aWMTbl 0OMEHa
nakeTaMu Yyepes HesalulieHHble cetu IP /
IPv6, Takne Kak UHTepHerT.

|psec MOXHO MCMOJb30BaTh Kak Cnocob
MNOAKNOUYEHNS KITMEHTCKUX YCTPOMCTB B
CeTb NpeanpusaTus

1o CyTV 3TO TYHHENbHbIN ipsec Ha
nosib3oBaTens

[MoNUTUKM FreHepuUpyTCS Ha OCHOBE
Template
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Ipsec tunnel mode

Original IP Packet

IP Header TCP Header “

AH Tunnel Mode

New IP Header| AH Header IP Header TCP Header m

Authenticated

* [lakeT KOTOpbIM Mbl NAHMPYEM NepeaaTb NonagaeTt nog yciosus ipsec policy 1 nocne 3Toro NponcxoamTt
nobasneHune Hosoro IP 3aronoeka.

* B atom pexume IPSEC BbicTynaeT B pexxuMe nepeHocymka Tpadumka.

* He 6yayT pabotaTb NpOTOKO/bl MapLIpyTU3aLMW.

*  OpwurmnHanbHbIM 3aronoBok IP Tenepb Takxke 3awmdpoBaH.

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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BapuaHTbl noaKNYeHns ipsec A1 pasHbiX
ornepaumMoHHbIX CUCTEM

IPSEC
Windows MacOS/I0S Android
: XAuth (C
IKEv2RSA | | Ikev2 Eap || IKEV2RSA | | Ikev2 Eap Ao VON) EAP

Kypcel no Mikrotik c rapaHTmeli pesynbtarta

XAuth (Cisco
VPN)

XAuth (Cisco
VPN) EAP
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IPSec Policy Proposals (phase 1

Policies Policy Proposals | Groups Peers Peer Profiles Remote Peers Mode Configs  Installed SAs  Keys Users

| = |¢|® |T | Statistics
Name /| Auth. Algorithms Encr. Algorithms Lifetime PFS Group v/
default shal aes-128 cbc aes-192 ... 00:30:00 modp1024
ipsec shalsha256 aes-128 cbc aes-256 ...  00:30:00 none

IPsec Policy Proposal <ipsec>

Name: |ipsec 0

X]

Auth. Algorithms: [_| md5 V| shal Cancel

| null v/ sha256
| sha512
Encr. Algorithms: || null | des :
| 3des v| aes-128 cbe
| | aes-192cbc |V aes-256 cbc
: blowfish : twofish Remove
camellia-128 camellia-192

| camellia-256 [ | aes-128 ctr
| aes-192 ctr | aes-256 ctr
| aes-128gcm | | aes-192 gem
|| aes-256 gcm
Lifetime: |00:30:00 -

PFS Group: |none

[«

lenabled

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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IPEol

O]

Pools | Used Addresses
[H][=] 5] |V . .
Name / |Addresses Next Pool _V‘

IP Pool <ipsecpool>
Name: :ipsecvool
Addresses: [10.254.1.2-10.254.1.254

Next Pool: :none E

'8 items

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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IPSec Mode Configs

Policies Policy Proposals Groups Peers Peer Profles Remote Peers Mode Configs | Installed SAs  Keys Users

*=] 7]

: Name / |Respo...| Address Pool Address Prefix....| Split Include System D... |Src. Addr...
ipsec-usernetworks yes ipsec-pool 24 10.0.0.0/8 no

* request-only no

|IPsec Mode Config <ipsec-usernetworks> = E3
Name: vipsecuser-netwod(s
[v| Responder
ancel

Address Pool: :ipsecpool Il
Address Prefix Length: :24
Split Include: |10.0.0.0/8
[ System DNS
Static DNS: |

»

RS

Remove

.0.

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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Vicnone3oBaHue Ipsec IKEV2 ansa nogknroveHus kaneHTckmux OC.

|IPSec Peer

[o 6.44 MNocne 6.44

Kypcel no Mikrotik c rapaHTmeli pesynbtarta

o P " - -
Policies Policy Proposals Groups Peers | Peer Profiles Remote Peers Mode Corfigs  Installed SAs  Keys Users PEOI'C% P'ﬁs§ GEIS [e]ers ‘ Identities | Profiles | Remote Peers | Mode Configs | Installed SAs | Keys
= — el (@l = T
= Aoss Pot Auth, Method | Exchange .. = # Name Address Local Address Profile Exchange...
= Geig e scoc.o IPsec Peer <RW > [= &3
IPsec Peer <0.0.0.0/0> (5] E3 Y psec Peer <0.0.0.0/0> = E3 | ‘
MName: RW OK
General | Advanced General Advanced i ‘ 0 ‘ . ‘—ll
M - ress: |:: Cancel
Address: | WXV Policy Template Group: | | ‘
. - Port: N Appl
Port: | v Apply Notrack Chain: | ¥ s | ‘ PRl
r - Local Address: N 5
Local Address: v |v! Send Initial Contact Disable
v | e "
Profile: ipsec-user-ph1 * My ID Type: |auto 184 R
. ) | Comment | Exchenge Hode: TN |
= =] - r , HElMain
Auth. Method: |pre shared key xauth *| Mode Configuration: |ipsec-user-networks | 2
— L — V| Passive
Echagebiosediman KN ' [ Send INITIAL_CONTACT
emove icy: i ¥ el
[7] Passive Generate Policy: |port strict ¥ =
Secret: | Compatiblity Options: [ ] skip peerid validation
XAuth Login:
XAuth Password:
lenabled [enabled
enabled responder
1item
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IPSec Usei— no 6.44

Policies Policy Proposals Groups Peers Peer Profles Remote Peers Mode Configs  Installed SAs  Keys Users
v+.,_ ,? ,Semngs ;

: Name / |Password Address
test —

IPsec User <test> = E3
Tecerl ........... ]

Address: | N Apply

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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Policies Proposals Groups Peers Identities |Profiles Remote Peers Mode Configs Installed SAs Keys

#=llvixlia) vl [locne 6.44

 # | lpeer \Auth, Method _|%Auth Login | Remate ID [Mode Corfiguration

Mew IPsec Identity [=] E3
Peer: [RW E] OK |
Auth, Method: l re shared key xauth ¥ ancel
i ' ) s | Pexxum aBTOpu3aumm pre shared key
s | L Xauth (Cisco VPN - B mac0S/I0S)
%Auth Login: ‘ l
®Auth Password: l ]
)
Polcy Template Group: s « CBepcun 6.44 HacTporika
Na ] £ Nosb30BaTesnien nepeHeceHa B
My ID Type: [auto ;J pa3,£|,eJ'I
e o - /ip ipsec identity
Match By: [remote id »3J
[ = « [lng preshared key xauth -
Mode Configuration: |RW ¥~ .
Generate Policy: lportstrict E HeO6XO'D'MM pe)KMM pa6OTb| Ipsec
peers main
’enabled

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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IPSec&licies

[=][E3
Policies ’ Policy Proposals Groups Peers Peer Profles Remote Peers  Mode Configs  Installed SAs  Keys Users
[#][=] [][%] [Fing ]
# Src. Address Src. Port| Dst. Address Dst. Port|Proto... [Action  [Level | Tunnel |PH2 State | |v
[0°T =/0 /0 255 (... encrypt \
IPsec Policy <::/0.0->:/0.0> IPsec Policy <::/0:0->::/0:0>

General ‘Ad’b" Status General Action ‘Status

Src. Address: | BT Cancel Action: XS
[ ey |

‘ Cancel

|«

Src. Port: |~ Apply IPsec Protocols: |esp

[#] [ [ ][]
HHIE
3

b=
<

Dst. Address: |::/0 | Disable SA Src. Address: [0.0.0.0
Dst. Port: | »

Disable

SA Dst. Address: [0.0.0.0

- Comment
Protocol: | 255 (all) ‘ + Proposal: |ipsec-userph2
Copy p l P P l Copy
v| Template Remove Remove
Group: |default 13
enabled default Template enabled default Template [

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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P firevEll filter

Firewall Rule <4500,500> =] E3 W Firewall Rule <> =]

General | Advanced Extra Action  Statistics General | Advanced Exra Action Statistics

& { ___JJ
Mikror ik

it

Chain: ME Cancel Chain: M—JE Cancel
Src. Address: | |~ Apply Src. Address: | |+ Aoply
Dst.Addess: | |+ Dst.Address: | |+ __Disab'e
Protocol: [ 117 (udp) m - Protocol: j[so@psec-esp) ] ¥ ] -
Sre. Port: [ l 7 ’T‘ Src. Port —] v Copy
s Pot: (500500 | Y —
Aoy.Pot: | |~ py. ot |~ | [ ResetCamen |
In. Interface: ‘—‘ v Reset All Counters In. Interface: —| v
Out. Interface: [ﬁ v Out. Interface: —] v
In. Interface List: [] ‘@E - In. Interface List: (1[WAN ~ [3]a
Out. Interface List: [ ] v Out. Intefaceist: [ |+
PacketMak: | |+ PacketMark: [ |~
Connection Mark: l ] v Connection Mark: —] v
Routing Mark: :l v Routing Mark: —| v
Routing Table: [ﬁ v Routing Table: —] v
CommectionType: | |+« ConmectonType: | |+
Connection State: | |+ ConnectionState: [ |+
Connection NAT State: :l v Connection NAT State: : v

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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P firevEll filter

New Firewall Rule [ E3 || Frewall Rule <> [=] E3
General | Advanced Extra Action Statistics General Advanced ‘ Extra Action Statistics
Chain: | T \ﬂ Cancel Src. Address List: ||

Src. Address: l l 4 Apply Dst. Address List: l v | [ Apply

o %} v
Prtcat RS Commert

4

Content: v

Src. Port v Copy - Copy
Connection Bytes: l v

Dst. Port v Remove ) Remove

Connection Rate: v
Per Connection Classffier: ||

Any. Port: | |+ Reset Counters Reset Counters

i

In. Interface: v Reset All Counters ) Reset All Counters

Src. MAC Address: v

Out. Interface: [ ] v
Out. Bridge Port: | |~

In. Interface List: [_||WAN E2RS i

- In. Bridge Port: v

Out. Interface List: l ] v
In. Bridge Port List: | |~

Packet Mark: v
Out. Bridge Port List: v

Connection Mark: v
Routing Mark: I:] v IPsec Policy: lin ] ¥ :[ipsec H k2 -
Routing Table: | |~ TLS Host: v
ComectonTpe: v e roy. -~
Connection State: l ] v Priority: v
Comnecton NATStte: [ | v DSCP (T0S): | ~

TCP MSS: N/

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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P firevEll filter

Any. Pott: | |+ Reset Counters Reset Counters

Per Connection Classfier: |+
Src. MAC Address: ||

Reset All Counters

In.nteface: | |+ Reset Al Counters

New Firewall Rule =] E3 Firewall Rule <> =] E3
General | Advanced Extra Action  Statistics General Advanced |Edra Action Statitics
Chain: | ZEERE] [=] Cancel Sre. Address List: [~
Src. Address: | l = Apply Dst. Address List: ) Apply
{E— —— | ]
st Adress: Layer7 Protocol: v Dsde
) Content: l |
) Connection Bytes: v
) ’ﬁ Connection Rate: l ||

Out. Interface: ] v
Out. Bridge Port: v

In. Interface List: [][WAN E2RN
r In. Bridge Port: | v

Out. Interface List: —J v
: n.BidgePotlst: [ |v

Packet Mark: | |+ :

i Out. Bridge Port List: | |+

Connection Mark: —] v
Routing Mark: —| v IPsec Policy: |out z :|ipsec E -
Routing Table: ] v TLS Host: l | v
Connection Type: ] v Ingress Priority: | ¥
Connection State: —J v Priority: l |
Comnection NATState: [ |+ DSCP (TOS): v
TeP MSS: | | v

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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HacTpoWika Ipsec X-auth Ha 10S

CciIsco
Tvn IPsec
OnucaHue Lor
Cepsep VGt 110

YyeTHas 3anuchb test
napoﬂb 00000000000
CepTtudukat

Mms rpynnbl

OBLWNN KIIOY eeeeeceesee

MPOKCU

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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IKEv2 RFC/7296

* Pexunmbl obMeHa IKEv1 yctapenu — ncnonb3syetcs ynpoweHHbi 06MeH, Bcero 4 coobeHuns

« RF(C4555, IKEv2 Mobility and Multihoming Protocol (MOBIKE) - MexaHn3m obHoBneHus IP-agpecay
KnneHTa 6e3 nonHom nepereHepauun SA

* PSK u RSA-Sig ayteHTUdmKauma ACMMMeTpUYHag ayTeHTUdUKaLma
« Lifetime He HyXHbl
* NAT-T: looaep>XMBaeTCs N0 YMOMYAHUIO

« RFC3706 DPD: NMopoepxunsaetcs no ymMonyanuio - Dead Peer Detection (6onee 6bicTpoe ob6HapyxeHune
MepPTBbIX KIMEHTOB)

* RoadWarrior: nopgaepxusaetcst EAP u config payload(CP)
» Conpotusnenune DOS yny4weHo

« [nga pexxuma RSA-signature TpebytoTtcs ceptudukathbl

» BcrtpoenHasa nogaepxka B Windows®

» BcrtpoenHasa nogaepxka B |0OS™

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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IpSec IKeV2 co3pgaHue CA
[confcte <Toshtonplio> e D Ipv tKadTd

General ‘Key Usage Status

Mame:

Apply

Issuer: -
Certificates

Country: l e
Staten | Certificates |SCEP Servers SCEPRA Requests OTP CRL
Locality: | EE | Import H Card Reinstall H Card Verify H Revoke H Create Cert, Reque:
Orgarization: | [ ame |1ssuer |Common Mame |Subject lt... / [Key Size |t
s | I TestCl . Test-CA B 2048
commen ane: [ KLAT  [cert] |NERRECOR s Fest-CA i 2048
' KI certz Detail Mode server i 2048
Subject Alt, Name: |IP |#]::
Show Columns >
Key Size: 2048
Find Ctrl+F
Find MNext Ctrl+G
Certificate: |Test-Ca-template | ¥ | | Sign I Select Al Qrk+A
= Add INS
Remove DEL
Cn e AR v
— Sign
XL Signvia SCEP
Jitems (1 selected) oot -p Passphrase

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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|IPSec IKEv2 co3paHune ceptugpukaTa cepeepa

New Certificate Certificates

General ‘Kev Usage Status Certificates ’SCEP Servers SCEPRA Requests OTP CRL
Mame: lTemplate-server ElE] ’ Import H Card Reinstall ” Card Verify H Revoke H Create Cert, Reque
|Name llssuer |Common MName lSubject Alt... / ‘Key Size:
Template-ser... erver i 2048
KLAT Test-C¢  Show Categories Jest-CA i 2048
L Detail Mode
Common name - xenaTenbHo
Country: l Show Columns »
st | P s dns nms cepeepa
Locality: | Find Next Ctrl+G
Organization: | Select Al Crl+a SijeCt Alt. Na me - dns nMs
Unit: | add NS
cepsepa
Common MName: [server R [z
Subject Alt. Name: |1P | #]: ] «|
2items (1 slected) 990 via SCEP | Key usgate - tls server

Key Size: |2048 - v

Set CA Passphrase
Le

Days Valid: |3650

Certificate: ’Template-server |

[t (o T T est-CA-templat

CA CRL Host: |

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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IPSeSlKEVZ

Policies Policy Proposals Groups Peers ‘Peer Profles Remote Peers Mode Configs Installed SAs  Keys Users
[#][=] [#][%] [=] [¥]

# {Address Port ‘Auth. Method vExehange
0R 00.0.0/0 rsa signature  IKE2
IPsec Peer <0.0.0.0/0> [=] E3
Ty r—
Address: I :
-
Local Address: | |~
Disable
Profile: |ipsec-userph1 3
Auth. Method: |rsa signature +
. S Y
—l Exchange Mode: |IKE2 ¥ =
- ”‘ emove
[v| Passive
—  Cetcte[ ] [=]
Remote Certificate: |none | *

|enabled responder

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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% { ___JJ
Mikror ik

IPSec IKEv2 co3paHune cepTudmkaTta KIMeHTa

Name
Certificate <test2>

Name:

General | Key Usage Status

est2

7 |Issuer

Card Reinstall || Card Verify | Revoke Create Cert. Request

Certfficates | SCEP Servers  SCEP RA Requests OTP CRL
L = ? Import

Common Name |Subject Akt N...|Key Size

Certificates

Certificates |SCEP Servers SCEPRA Requests OTP CRL

‘E‘ ‘ Import H Card Reinstall H Card Verify H Revoke H Create Cert. Reque

'D

Issuer:

Country:
State:
Locality:
Organization:
Unit:

Common Name:

Subject Alt. Name:

Key Size:
Days Valid: |

test2

[DNs

2048
3650

(%] :ftest2

‘Name |Issuer ]Common Name |Subject Alt... / [Key Size:
erver i 2048
L KL Test-Cf  Show Categories Test-CA i 2048
[ Detail Mode
[ Show Columns >
[ Find Chrl+F
Find Next Ctrl+G
% Select all Chrl+a
[ Add NS
[ Remove DEL
i
2items (1 selected) 219N ¥ia SCEP |
Set CA Passphrase

Certificate: E | Sign |
. TN

-

CA CRL Host: |

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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IPSec IKEv2 HacTpourka Ha Windwos

OBwwe Mapametpsl bBesonactocs Cew  [Moctyn
Tun VPN:
IKEv2 v

Jobaeutb VPN-noakntoueHve
Mocraswwmk ycnyr VPN

LononHuTensHbIe NapameTps!

WmMs noakntoueHus ndposaHue aaHHbIX:

Wmsa nam aapec cepsepa

Tun VPN CsoiictBa

obA3aTenbHoe (0TKNIOYMTECA, ECAK HET WHPPOBaHWUA) v

MpoBepka noanMHHOCTH
(O MNpoTokon pacwmpetHoit Nposepky noanuHHoc (EAP)

(® Vicnons308aTh CEPTUPMKATLI KOMMLIOTEPOB

Twun AaHHbIX AnA BXOAA

Wms nonab3osatens (Heoba3aTenbHO)

Maponb (HeobazaTenbHO)

O
\/ 3anoMH1Tb MOM JaHHbIE ANS BXOAA

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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IPSeElKEVZ

£* Mactep umnopTa cepTudukaTos

Macrep nmnopra ceptudpmukatos

3TOT MaCTEP NOMOraeT KONUPOBaThb CEDTMd)MKaTbI, CNACKKM A0BEPUA U CNUCKKM OT3blBa
CEDTMd)MKaTOB C NOKanbHOro AUCKa B XpaHunuuie CEDTM¢MK3TOB-

CepTUhMKAT, BoIAaHHBI LEHTPOM CEPTUMKALUIM, SBNAETCA NOATEEMKACHUEN BalLe
NUYHOCTHU U COASPXUT MHd)ODMaLU’“O, HEOGXOAMM‘/'O ANA 3alUTbl AaHHbIX N1
YCTEHOBNEHNS 3ALUMILEHHBIX CETEBbIX NOAKMOYEHNIT, XpaHuaMwe cepTUdUKaTos —
570 06NaCTe CUCTEMBI, NPeaHasHa|eHHan ANA XPaHEHUA CEPTUDNKATOB.

PacronoXeHne XpaHnua
(O Texywwit nonb3osaTens

(® NokanbHblit KOMNbIOTED

[ANA NPOAOIKEHNA HAXMUTE KHONKY "Aanee”.

& Nanee OTtmeHa

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata

TpebyeTcsa UMNOpPTMPOBATL
cepTMduKaTbl NoNb30BaTENS B
¢dopMate pl2 B KOHTENHEpP
KOMMbOTEpA — Npw BbIrpy3ke u3
mikrotik yka3atb naposnb

/certificate
export-certificate ca

export-certificate rw-clientl
export-passphrase=1234567890

Takxe TpebyeTcs 3arpy3uTb
ny6nnuHbin knoy CA B
KOHTEeMHep KoMbloTepa
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BAT ong HaCTpO_l7IKI/I B Windows

@setlocal enableextensions

@cd /d "%~dpQ"

certutil -addstore -f "ROOT" CA.crt

certutil -p PassWord123 -importpfx cert.p12

powershell Add-VpnConnection -Name "vpn"-ServerAddress "vpnl.integrasky.ru” -
TunnelType ikev2 -EncryptionLevel Required -AuthenticationMethod MachineCertificate -
SplitTunneling -PassThru

OTKNOYMYEHHOE pacLLUMPEHHYO NPOoBEpPKY cepTudmkaTos, fobasbTe NnapameTp Tmna DWORD
nog umeHem "DisablelIKENameEkuCheck" B cneaytowmin nyto peectpa VPN-kAmeHTa.

reg add
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RasMan\Parameters” /v
DisableIKENameEkuCheck /t REG_ DWORD /d 1

copy vpn.lnk "C\Users\Default\Desktop\"

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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DHCP INFORM 3anpoc ot knneHTa

prerouting: in:etherl, proto UDP, 10.253.2.10:68->255.255.255.255:67, len 328
output: out:etherl, proto UDP, 1.1.1.1:67->10.253.2.10:68, len 328

Transaction ID: ©x4618eaed
Seconds elapsed: 6
Bootp flags: @x@0000 (Unicast)
Client IP address: 10.253.2.10
Your (client) IP address: ©0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: ©0.0.0.0
» Client address not given
Server host name not given
Boot file name not given
Magic cookie: DHCP
» Option: (53) DHCP Message Type (Inform)
» Option: (61) Client identifier
» Option: (12) Host Name
v Option: (55) Parameter Request List
Length: 6
Parameter Request List Item: (6) Domain Name Server
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (43) Vendor-Specific Information

N <l
lParameter Request List Item: (249) Private/Classless Static Route (Microsoft)l

» Option: (255) End
Padding: 0000

vy

.0

Kypcel no Mikrotik c rapaHTmeli pesynbtarta
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MapuwpyTbl y KnMeHTa

TPv4 Tabnuua mapupyTa

Macka ceTm Agpec wnw3a WHTepderc MeTpuka
0.0.0.0 10.211.55.1 16.211.55.3
255.0.0.0 On-1link 10.253.2.10
10.211.55.0 255.255.255.0 On-1link 16.211.55.3
16.211.55.3 255.255.255.255 On-1link 16.211.55.3
16.211.55.255 255.255.255.255 On-1link 16.211.55.3
16.253.2.10 255.255.255.255 On-1link 16.253.2.10
1¢ °rT o frc o arc arc o arc arc are On-1link 16.253.2.106
IT 137 .£13.0 £33.£33.£33.£33 16.211.55.1 16.211.55.3
127.0.0.0 255.0.0.0 On-1link 127.06.0.1
127.06.0.1 .255.255.255 On-1link 127.06.0.1
.255.255. .255.255.255 On-1link 127.0.0.1
169.254.0. 255.255.0.0 On-1link .254.228.220

.254.228. AT AASS A On-1link .254.228.220

Arr- Arc Arc A AnOD Ann

.168.0. 255.255.0. On-1link 16.253.2.16
255 255255 On-1ink 10.253.2.10
224.0.0. 240.0.0. On-1link 127.0.0.1
224.0.0. 240.0.0. On-1link 16.211.55.3
224.0.0. 240.0.0. On-1link 9.254.228.220
224.0.0. 240.0.0. On-1link 16.253.2.10
25 LN LG .255.255. On-1link 127.0.0.1
PSS .255.255. On-1link 16.211.55.3
PSS 32555255 On-1link .254.228.220
PSS 255255 On-1link 16.253.2.10

OCTOAHHbLIE MapuwpyThi:
OTcyTcTByeT

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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MapuwpyTbl y knneHTa macOS

Destination Gateway Flags Refs Use Netif Expire
default 192.168.191.1 UGsc 100 0 eno0
default 192.168.191.1 UGScI 1 4] ens
default 1link#17 UCsI 2 0 ipsecoO
10 10.253.2.11 UGSc 0 0 ipseco0
10.37.129/24 link#16 uc 1 0 vnicl !
10.211.55/24 1link#15 uc 1 0 vnic0 !
1A mEs A o1 1A nEs o 2 — c T ———
127 127.0.0.1 ucs 7 lo0
127.0.0.1 127.0.0.1 UH 31 803810 lo0
169.254 1ink#5 ucs 0 4] eno0 !
S -~

172.16/12 10.253.2.11 UGSc 0 0 ipsecoO

3 0 1wn
192.168.191 1ink#5 ucs 0 0 enl0 !
192.168.191 link#12 UCSsI 2 0 ens !
192.168.191.1/32 1ink#5 ucs 1 0 eno0 ]
192.168.191.1 6c:3b:6b:5:70:ef UHLWIir 57 6429 eno0 1199
192.168.191.1 6c:3b:6b:5:70:ef UHLWIir 1 1 ens 1199
192.168.191.1/32 link#12 UCsI 1 0 ens !
192.168.191.10/32 1ink#5 ucs 1 4] eno0 !
192.168.191.10 b8:e8:56:33:16:c6 UHLWI 0 26789 lo0
192.168.191.30/32 link#12 ucs 0 0 ens !
192.168.191.30 ac:87:a3:0:£0:43 UHLWI 0 12 lo0
224.0.0/4 1ink#5 UmCs 2 0 enl0 !
224.0.0/4 link#12 UmCSI 2 0 ens !
224.0.0/4 1ink#17 UmCSI 0 0 ipsecO
224.0.0.251 1:0:5e:0:0:fb UHMLWI 0 20 eno0
224.0.0.251 1:0:5e:0:0:fb UHMLWI 0 2484 ens
239.255.255.250 1:0:5@:7f:ff:fa UHMLWI 0 9 en0
239.255.255.250 1:0:5e:7f:ff:fa UHMLWI 0 665 ens
255.255.255.255/32 1link#5 ucs 0 0 en0 !
255.255.255.255/32 1link#12 UCsI 0 0 ens !
255.255.255.255/32 1link#17 UCSI 0 0 ipsecO
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IPSeSlKEVZ

12:46 w T - 12:47 w T - 12:54 o T - 12:54 w T -
{ About Certificate Trust Settings { General Profiles < Prof Profile < Profile Profile
Trust Store Version 2 .
| ca i0OS_client
@ -

ca 105 _chent
ca L @ i0S_client

Certdficate Certficate

More Details More Details

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata
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IPSeElKEVZ

12:48 w T 12:53 w T

Add Configuration Done < Genera VPN

* Ho 3710 He paboTtaet

Type
Status

2 » B norax ipsec Bbl yBuauTe

Description My IKEv2 Connection
~ My IKEv2 Connection

Server 2222 ‘ * No eap configured

Remote ID 2.2.2.2

« (Cenyac no yMOMYAHUIO

e ycTpoiictBa oT Apple TpebytoT
EAP asTtopusauuio(RADIUS)

Use Certificate [ » BapuaHTt 06xoaa - apple

Certicate configurator 2 — paboTaet
ToNIbKO Ha MacOS

[ or |

* Wnu pyyHoe cospaHue
.mobileconfig

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata




General

i
5 Mandatory

Restrictions

e Domains

@\ Global HTTP Proxy
K” DNS Proxy
e Content Filter

Certificates
2 Payloads Configured

Passcode

a\\ Wi-Fi

VPN

1 Payload Configured
AirPlay
@ AirPlay Security

[T AirPrint
=

@ Calendar

@ Subscribed Calendars
3 @ Contacts
“

E Exchange ActiveSync

™~ Google Account

i@ LDAP

o1

Type of connection enabled by this policy

IKEv2

Always-on VPN (supervised only)

Server

Host name or IP address for server

Remote Identifier

IPSeSlKEVZ

FQDN, UserFQDN, Address or ASN1DN remote identifier

Local Identifier

FQDN, UserFQDN, Address or ASN1DN local identifier

roman

Machine Authentication

Authentication type for connection

Certificate

Identity Certificate

Credential for authenticating the connection
Certificate: cert_export_roman.p12

Certificate Type

Type of the issued certificate (Machine Authentication only)

RSA

Server Certificate Issuer Common Name

Common name of the server certificate issuer

Server Certificate Common Name
Common name of the server certificate

Enable EAP
Enable extended authentication
Disconnect on Idle
Disconnect after given time idle
Never

Dead Peer Detection Rate

Detection interval for the connection

Medium

Disable redirects

Disable Mobility and Multihoming

Use IPv4 / IPV6 Internal Subnet Attributes

Enable perfect forward secrecy

Enable

check

YKa3biBaem identity
cepsepa(FQDN) n
KnaneHTa(common name)

[obaBnaem cepTUdPmKaTbl B
KOHUTypaumio

YKa3biBaem B HACTPOMKax
cepTUdUKaTbl KAMEHTA

Tak e 3anonHaem nona Server
certificate Common name —
nma ceptTudmKaTa cepBepa
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|IPSec IKEv2 + EAP

ew RADIUS Server =] E3
General | Status
Service: || ppp [ login
[ I hotspat [ wireless
L] thpp t ipsec
: H Called ID: | v
* Mikrotik User-Manager He ooman: | v | [ conmen
noaaepxueaet EAP method Address: [10.1.1.1 L cor |
Protacol: |udp I3 Remove
* Wcnonesyem Windows Server NPS secret: [123 | | [Reset status
. Authentication Port: |1812 ]
° Free Rad|us Accounting Port: |1813 ]
Timeout: ISDU l ms
[} Accounting Backup
Realm: | | w
Certificate: Inone l
Src. Address: I ‘ v

snabled
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|IPSec IKEZ + EAP

MeTog - eap radius

% { ___JJ
Mikror ik

Policies Proposals Groups Peers Identities |Profiles Remote Peers Mode Configs  Installed SAs  Keys

*/=| [v]%[a] 7

* ‘ |Peer
IPsec Identity <RW >

Auth, Method

YKasbiBaem cepTUdUKaT cepBepa

Kypcel no Mikrotik c rapaHTmeli pesynbtarta

= Certificate

Paolicy Template Group

My ID Type
Remote ID Type
Match By

Mode Configuration

Generate Policy

Peer:

Motrack Chain:

Auth, Method  |¥Auth Login Remote ID Mode Configuration
=1 E3
R [=] oK
g [eap radius ”ﬂ Cancel
- |+
Disabl
ez =
| =
Copy
m o
: lauto ][3‘
: lremote id ][3]
: [Rw %]~
: [port strict H?]

enabled




Vicnone3oBaHue Ipsec IKEV2 ana nogknroveHus knneHTckmux OC.

Windows Server NPS

Csovictsa mikrotik_ppp B
4 || RADIUS-knnenTs! u cepeepbl
5 RADIUS-kamenTs!
35 Tpynnel enewnix RADIUS-cepeepos
4 5] Momwmmn Hactpoums ycnosua ana ceTesoit nonmmki.

_| MoAnTHKK 3aNPOCOE Ha NOAKNIOYEHNE Ecnm ycnosua cooTeeTCTByI0T 3anpocy Ha noaxkniosermne, NPS GyaeT ncnonbsosats 3Ty NONMTUKY ANA aBTOPUSELIM 3aNPOCa Ha

& Cerentie nonnTnxn noaxnioyeHue. Ecnv ycnosnsa He COOTBETCTBYIOT 3aMpOCy Ha MOAKMIOYEHNE, CEPBEP CETEBbIX NONMTUK GyAeT NponycKaTs 3Ty NONMTHKY 1
= NPOBEPATL ADYTHE NONNUTUKYA (MDY VX HANMUYAM B KOHPUTYPaLUK).
_ Monwntnku pabotocnocoBHoctn

4 ™, 3awura goctyna k cetn
4 =M Cpeacrea nposepku pabotocnocoBHOCTH CUCTEMBI

% { ___JJ
Mikror ik

l 063op ] Yenosns | Orparmserns l MapameTps! [ i

. Yenosue T zHue
C 6 6 6 Wind
j[i ri! n::f]:;ﬂzenpoosﬂzz:l:’::e::gcnOCO HOCTWU CUCTEMBI DE3ONACHOCTH indows & rpynnb] HONb 308 omen UVMOVENOK\VPN foice
;3 Py PeEp £ Tun nposepku noanu...  CHAP OR (W) EAP OR (UMK ) MS-CHAP v1 OR (1) MS-CHAP v1 CPW OR (MITH) MS<C...
lD HETHBIE AaHHbIE &9 Tun nopra NAS Buptyanstana (VPN)
p Wl Ynpaenenue wabnonamn
MeToa NpoBepKy NOAAMHHOCTY -

Yiasate MeToab! NPOBEPKK NOANMHHOCTA, HeoGxommble Ana
COOTBETCTBMA 3TOI NONUTUKE.

CHAP

EAP

MS-CHAP v1

MS-CHAP v1 CPW
MSCHAP v2

MSCHAP v2 CPW

] PaP

[] PEAP

E g;g::::::l: He nposepea EOGX0AMMBIE ANA COOTBETCTBUA 3TOI MONMTHKE.

0K || Omvena NoGasnTs... || WasmeruTs... H Ynanute l
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Windows Server NPS

@ NPS (flokanere) Csovictea mikrotik_ppp [

4 RADIUS-knnenTb! u cepeepbl

5 RADIUS-kamenTs!
35 Tpynnel enewninx RADIUS-cepeepos

5 | Orpasmyerms | MapameTpbl

gn HaCTpouTs OrpaHMueHna ANA CETEBOM NOMMTUKA.
4 onuTiKkiA ECNnu BCE OrpaHUyeHIs He 0TBEYaIoT 3anpocy Ha NOAKMIOYEHNE, AOCTYN K CETU 3aNpellasTcs.
| Moautuku 33nNpoCoB Ha NOAK/HOYEHNE

) CeTeBble NOANTMKN Orparmyerns:

_| Monutukw pabotocnocoBHocTi Orpanuyerss A
— PaspewnTs ToNbKO AOCTYN KNMEHTOB, NOANMHHOCTL KOTOPbIX NPOBEPEHE YKa3aHHbIMU MeT
4 ™, 3awura goctyna k cetn L. Merogel nposepku
4 =M Cpeacrea nposepku pabotocnocoBHOCTH CUCTEMBI NOAAMHHOCTA

b =/ Cpeacreo npoeepku paBotocnocoBHocTn cuctembl BesonacHoct Windows o8 Tali-ayr npocTon Tune! EAP cornacyiotca mexay cepsepom ceTesbix nonumiak (NPS) u knuerTom B nopaaxe
33 Mpynnei cepeepoe oBHoBAEHMIT

o pecp '.S'O Taiin-ayr cearica Tune EAP:

B YuetHble panHble

1 My Ynpaenenue wabnoxamu [ Maermugukarop Microsoft: sawmuenHsii napons (EAP-MSCHAP v2)
BbI3bIEAEMON CTaHUWK

5 OrpaHW4eHUA No AHAM
HEAEAM W BPEMEHU CYTOK

Tun nopra NAS

Meree GesonacHsie METo /bl NPOBEPKM MOANMHHOCTH:
|neposarHan nposepka noanuHHoc (Microsoft), sepcua 2, (MS-CHAP-v2)

| Paspewnts cmery Napons no UCTeueH Cpoka ASHCTBUA
|nepposarHan nposepka noanuHHocT MaitkpocodT (MS-CHAP)
PaspewnTs cMeHy Napons no MCTEYEHMM CPOKa ASCTBUA
[7] WnepposariHan nposepia noanmHHoc (CHAP)
[[] Nposepka omxpeimem TecTom (PAP, SPAP)
[[] Paspewnts noaxniouerme KnneHTos Ge3 COrnacosaHs MeToAa NPOBEPKH NOAMMHHOCT
[7] Beimonxats Tonsko nposepky paboTocnocoBHOCTM KoMMsioTepa

< m >
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Vicnone3oBaHue Ipsec IKEV2 ansa nogknroveHus kaneHTckmux OC.

Windows Server NPS

@ NPS (flokanere) Csovictea mikrotik_ppp -

4 || RADIUS-knnenTsb! u cepeepbl
5 RADIUS-kamenTs!
35 Tpynnel enewnix RADIUS-cepeepos

IOGsopchnosun Orpanuyerus | TapameTps! l

HacTpout napameTpb! NS MOAUTUKKM CETH.

4[5 Noantuku
~| MonuTMKK 33NPOCOB Ha NOAKNOYEHNE
|\  Cetesble noAUTUKM
_ Monutuku pabotocnocoBHocTn
4 ™, 3awura poctyna k cetn
4 2 Cpeacrea nposepku pabotocnocoBHOCTH cucTeMbl
p =M Cpeacteo npoeepku paBotocnocoBHocti cuctemel BesonacHoctn Windows
3 Tpynnbi cepeepoe oBHoBneHuiT
B YuetHble panHbie
p Wl Ynpaenenue wabnonamn

Kypcel no Mikrotik c rapaHTmeli pesynbtarta

Ecnn YCNOBWA W OrPaHUYEHNA COOTBETCTBYIOT 3aNPOCY Ha NOAKNIOYEHWE, U NONMTMKE NPEAOCTaBNAET A0CTYN, TO N3PaMETPbl NPUMEHRIOTCA.

MNapameTpsi:

Atpubyre RADIUS

[/7] 3asucAwme ot
NOCTSBIWMKa

3awmTanocTynak ceti

MpuHyauTENBHOE
ucnonbzosaHue NAP

18 PacwupeHHoe cocToaHue

Mapuwpyrusauun u ynaness i
aocTyn

MNpatokon pacnpeaeneHua
NPONYCKHOM CNOCOGHOCTH
W MHOMOKaHaNbHbIX
coeauHerui (BAP)

T IP-duneTpe!

8 Wueposarie

2%y Napamerpe: IP

Yro6bl 0TNpasuTs AononHUTENbHbIE aTpByTel RADIUSknueHTam, BoiGepute
cTaHaapTHeit aTpuByT RADIUS 1 HaxmuTe kHonky “Mamerns". Ecnn aTpubyT He
3apaH, oH He ompasnseTca RADIUS«nmenTam. MNepeyers HeoBxopmbix aTpubyTos
cm. B aokymerTawm RADIUSknvenrTa.

AtpnbyTo!:
Wma 3HaveHve
Framed-Protocol PPP
Service-Type Framed




Vicnone3oBaHue Ipsec IKEV2 ansa nogknroveHus kaneHTckmux OC. M/%(/’O'_l.k

- vpn: ceolicTBa X
P

OBwme MNapametppl bBesonacHoce Cew  Moctyn
Tun VPN:
IKEv2 v

[ononHuTensHbIE NapaMeTpbl
npposarmne aaHHbIX:

06A33TENEHOE (OTKNIOYMTECA, ECNW HET WDPOBaHWA) v

MNpoBepka noanMHHOCTH
(® MpoTokon paclumpeHHoit Nposepky noanuHHocTM (EAP)

Microsoft: sawmwenHbIin napons (EAP-MSCHAP v2) (w v

Window_s Client —

(O Wcnonb30BaTte cepTM®MKaTh! KOMMLIOTEPOB

Ommena

Kypcel no Mikrotik c rapaHTmeli pesynbtarta




Vicnone3oBaHue Ipsec IKEV2 ansa nogknroveHus kaneHTckmux OC. M/%(/’O'_l.k

IPSec IKEvﬂOS/MacOS

17:50 7 il LTE @)
OTMEHUTb lkev2 Eap
Tun IKEv2

* Ho 310 He paboTaet

Onucanune lkev2 Eap

Cepsep 1111 J BapmaHT obxona - apple
YnanewHbiii ID 1111 configurator 2 -

NoxensReiA1D name pa6OTaeT TONbKO Ha
TETHOAKALLS MacOS

AyTeHT. Nonb3. VmMs nonb3osaTens

MmMsa nonb3oBaTtens name * MnM pquoe CO3lu|aHMe
Mapons  eeee .mobileconfig

MPOKCHU

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata



il General
Mandatory

L\ Restrictions

5

e Domains

g

~‘\;, Global HTTP Proxy
@ DNS Proxy

e Content Filter

Certificates
| 1Payload Configured

Passcode

= Wi-Fi

VPN
NN\ 1Payload Configured

AirPlay

AirPlay Security
AirPrint

Subscribed Calendars

=

E Calendar

2

2 @ Contacts
«

EE Exchange ActiveSync

”~ Google Account

w LDAP

Ncnonb3osaHue Ipsec IKEV2 anda nogknroyveHus kaneHTckmux OC.

VPN

Connection Name
Display name of the connection (displayed on the device)
name-connect
Connection Type
Type of connection enabled by this policy
IKEv2

Always-on VPN (supervised only)
Server
Host name or IP address for server
1111
Remote Identifier
FQDN, UserFQDN, Address or ASN1DN remote identifier
1119
Local Identifier
FQDN, UserFQDN, Address or ASN1DN local identifier
name|
Machine Authentication
Authentication type for connection
None
Certificate Type
Type of the issued certificate (Machine Authentication only)
RSA
Server Certificate Issuer Common Name
Common name of the server certificate issuer
common.name.server
Server Certificate Common Name
Common name of the server certificate
common.name.server
Enable EAP
Enable extended authentication

Disconnect on Idle

Disconnect after given time idle
Never

EAP Authentication

Authentication type for connection
Certificate

Identity Certificate
Credential for authenticating the connection

Kypcbl no Mikrotik ¢ rapaHTren pesynbTata

& { ___JJ
Mikror ik

Macﬁ/lOS

» [obasnseM ceptudukar B
KOHPUIypaumio

* YkasbiBaeM identity cepsepa(FQDN)
M KnneHTa(common name)

» Tak e 3anonHsem nong Server
certificate Common name - ums
ceptudukaTa cepsepa




BECMNATHbIA BEEUHAP

I PSEC VPN-TyHHenb yepes [PSec

INTERNET

[lpe3eHTauus
http://bit.ly/2HTuXn9

http://mikrotik-training.ru/webinar/
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CNACUBO
3A BHUMAHUE

[MprxoamnTe Ha Ham KypCbl NO
Mikrotik n Asterisk



