MUM Russia

September 06-07, 2019

MikroTik IKE2 VPN cBOMMWU pyKaMu:

S poOCTaa U NMOHATHAA NnowaroBas

MHCTPYKLMA - by lelta Tarlkln

MikroTik PRO, Ru55|a)

e N .
Mikror ik

Nikita Tarikin / nikita@tarikin.com [






CpaBHeHUe KNneHT-cepBepHbIX Trnos VPN

] L2TP L2TP/IPSEC + psk | OpenVPN PPTP SSTP
TCP GRE TCP

CKopocTb
paboTbl
CKopocTb
noAaknYeHns
TpebyeTtcsa
MolwHbIn CPU

BanaHcupyeTtcs

Mexay sapamu
CPU

Be3onacHocTb
DoctaBka
MapLUpyTOB
Pa6ota yepes
NAT

Hanunuwne
MHTepdenca

MonynsipHOCTb

ubP

BbicTpo

Het

[a

Hwu3skas
Het
[a

[a

Bbicokas

MeaneHHo

[a

Bbicokas
Het
[a

[a

OuyeHb BblcOKas

MeaneHHo

MepaneHHo

Het

Bbicokas
Het
Oa

[a

Bbicokas

BbICcTpO MeaneHHo
Het
[a [a
Hwnskas Bbicokas
Het Het
[a [a
[a [a
OuyeHb
BbIiCOKas Huskas

LIE B i

UDP, ESP

OueHb 6bICTPO

OueHb 6bICTPO

Ha
OueHb BbICOKad
Ha

Ha

Bbicokas

Nikita Tarikin / nikita@tarikin.com [



1. O4eHb BbICOKaA CKOPOCTbL paboThl
2. MrHoBeHHOe nogkKJsitoyeHue
3. Ou4eHb BbICOKUIN YpOBEHb 6€30MacHOCTH

Baqu 4. Mopaep>kka annapaTHoro WwrdpoBaHua
IKE 2? 5. Nopnep>xxmsaetcAa 60NbLLUNHCTBOM
Ve ¢ COBPEMEHHbIX ONnepauUnoOHHbIX CUCTEM

6. [locTtaBnAeT MapLlwpyTbl KIIMEHTAM

7. PaboTaet uepes NAT

8. AganTupoBaH ANA XaOTUYHbIX
MOOMJIbHbIX KaHaNnoB CBA3U

Nikita Tarikin / nikita@tarikin.com [






(—
VCTPOWCTBO ceTun AnA 6OHANHOK &4 ¢°
©
Instagram
e

Mow TenedoH

NHTepHeT

Nikita Tarikin / nikita@tarikin.com [



6 VYCTPONCTBO ceTu AA NPOABUHYTbIX &

—

Mown komnbroTep . _

NHeT

Nikita Tarikin / nikita@tarikin.com [



MikroTik
Router

YCTpOWCTBO ceTu A1A afMUHOB

DNS
Apache
Wordpress

Nikita Tarikin / nikita@tarikin.com [



tl

WWw
DNS https
Ethernet LTE _
1P e
TCP . ®
vlan
PPPOE

VCTPOWCTBO CETU ANA CETEBLIX UHXKEHEPOB ©& rp

WWwW

https

Nikita Tarikin / nikita@tarikin.com [



YCTpOMCTBO ceTn AnA Kant-cepdepoB ~

Q t.me/tropicalengineer

Nikita Tarikin / nikita@tarikin.com [






HukuTa
TapuKuH

CepTuurunpoBaHHbIN
CETEBOU MHXXEHEP
MikroTik PRO, Poccua

Nikita Tarikin / nikita@tarikin.com



MTCNA 99%
MTCRE 95%

HMKMTa MTCTCE 96%
TapnkuH MTCWE 84%
CepT”qJMHMpOBaHHbIVI MTCUME 900/0 * *
Mi?(?;'?'ﬁ(OSFIIASTKPochH MTCSE 94°; W " J

’b* X




Pacc! b Kak Ha

MikroTik ¢ Bugom Ha mope

BoicTynaTth Ha koHdepeHuymax MUM Ay6amposath KpUTUUECKME YHACTKI

MNyBAVKOBaTL CTaTbM U NOCTLI B COLY CETAX

VMeTb HaxeAHOro aBatapa Ha cnyJaii asapum
Ucnons3osaTts x3w 1rn MonCK KNNEeHTOoB MOHMTOPUHI MHPACTPYKTYPbI C
J 8 T k o'
MNpeanarate HoBblEe GUUN CTAPLIM KNMEHTAM
¢ > HAASKHOCTS ABTOMaTMUECKME Pe3epBHbIE KONWUK + KOHTPONL
PerynapHo HanoM1Harts o cebe Bonpocamv o
Kavecrase paﬁom HACTPOEHHbLIX cUCTeM Ucnone3oeare lone-term BETKY B NPOAAKLIHE
Wcneimbisats HoBbIE pelueHns B nabopatopusax
He 6yxate
He xuMuuuTh B NPOAaKLUHE HayunTbea yneibateca
Cnarb No HouYam OTuUnTBLIBATLCA HA BCeX 3Tanax

nNp Tb W UC cBOU 6 OTBETCTBEHHOCTL 06Il.lEH ve Pa3roBapueaTh Ha NOHATHOM A3bIKE
Kak 3a pa 6aTbiBaTb Ha
TexHonorunax MikroTik

C BU Ao MH a Mope‘) MNpeanarars 6eCNNaTHbIRA CHIP HOBLIM KNMEHTaM
/ M3beratb KNNEHTOB, pbie ULLYT rae f
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BNOKVMPOBaTL 3KPaH HOyTOYKa
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. Hactpoinka VPN cepsepa B
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. MNogkntoveHne Windows 10
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. NogknoveHne punnana
yepe3s poyTtep MikroTik

. KoHKypcC
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1. Hanunuune sHaHum ypoBHA MTCNA
(pekomeHoyeTcA)

2. RouterQOS 6.45 nnn HoBee

3. Bce ucnbiTaHmA cTporo B nabopaTopHbIX
YCNOBUAX (HACTOATENILHO PEKOMEHYIO)

4. [edonT KoHPpurypauma 6.45+

Nikita Tarikin / nikita@tarikin.com [



PA3 - PA3

UB IIPOI[AKHIEH
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O6HoBnAaem RouterOS 0o Bepcum 6.45 nnu Hoeee

& mikrotix.com

admin@192.168.88.1 (MikroTik) - WinBox v6.38.7 on mAP m@

Hardware  SofWang CAummadte—iBmininaeadossiet

Software Downloads ~ Changelogs Download archive  Route Session: [192.168.88.1) cPUa%  Uptime:00:28:22 M (1

RouterQS

(7| [ checkrorupdates | | eratie | oisable | [ rinstat |[ Lrscnedue || powngrade | | check
[rame 8 + |version Rutld Time scheduled |

6.44.5 (Long-term) 6.45.2 (Stable)

Gt R 16 i, P WP 0 MP 30 . LD LHG! By ( ) 6.38.7 Jun/20/2017 10:56:05
L2z e i S P R o o X e R ot 6.38.7 An/20/2017 10:55:05

6.38.7 2unf20{2017 10:55:05
6.38.7 Junj20/2017 10:55:05

Jun/20/2017 10:55:05

Main package =)

Extra packagos B = Reboot

SMIPS P e, o al

el package B = s 8 o Do you want to reboot the router?
Extra packages B G system L I Uploading Files (01119700

TILE cer O flashfoking Uploading roukeras-mipsbe-... (5.7 MB cf 10.5 MB at 1633.51 k) ';:ﬁg;; g
Main package = = Mt [07/2019 1 T T ———
Extra packages 1] B

The Dude server B =]

PPC A A P PTIOMAE RaTIeO P Tre0 PTAOE | 3. Ilepesarpyxaem
Main package B =)

Extra packages = =

—

1. KauaeM YCTAHOBOUHLHIM IakKeT
www.mikrotik.com/download

10.7 Mib of 16,0 MiD used

2. BanupaeM IakeT B KOPEHb
bamyIoBOY CUCTEME
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CobpacbiBaem RouterBoard kK 3aBoackomn v6.45+ KoHdurypaumm

[ XN ) admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

SafeMode | Session: |192.168.88.1

/ Version |Build Time

Name
B routeros-mipsbe 6.44.3
B advanced-tooks

Bdhep
 hotspot
®ipvé
B mpls
Sppp
i

Apr[23{2019 12:37:03
Aprf23{2019 12:37:03

6.44.3

Reset Configuration

[ keep User Configuration
[ | caPS Mode

[ o Default Config

[] Do Not Backup

Run After Reset: v

/

System -> Reset configuration

C6poc Ha 3aBOACKOWN KOHGOMT
NPUMEHNT OB6HOBNEHHbIE NpaBuna
doanpsonna, UHTeEPgENC NUCTOB,
yNy4LlLEHHbIE HACTPONKMU
6e30nacHOCTU UTTI..

RouterOS Default Configuration
The following default configur has been installed on your router:
RouterMode:

"WANputisvaadbyfkmdandomHodDHCPdmt
wnbssuudElhm\ethm (except WAN port etherl)

|»

ht-extension:
LAN Configuration:
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[MnaH gpencrTBui:

WAN IP/DNS apgpeca
YacoBow noAc
Hata/Bpema 4epe3 NTP
Loopback bridge

IP pool

o ko=
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Anpeca WAN IP n DNS ona IKE2 VPN cepBepa

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard HpOBepHeM 3allliCHr DNS:

|| 4| | safeMode | Session: 192.168.88.1 Ut ViMs e vpn ike2 Xyz
A Quick set Bl Anpec: 123.45.67.8

. CAPsMAN =
DHCP Client | DHCP Client Options
% Interfaces
1 Wireless + '
Bridge Interface Use P,,, AddD...|IP Address Expires After | Status v
— 333 defconf 200 (W) ~ (zsh)
w PPP etherl yes  yes 123.45.67.8/2¢ 00:09:33 bound . _
= switch Last login: Tue May 7 11:04:11 on ttys0@0l
0 Y Address List = ~ nslookup vpn.ike2.xyz
= s 7 Server: 192.168.88.1
=P Address: 192.168.88.1#53
Routing Address Network Interface v
D T°123.45.67.8/24  123.45.67.0 etherl - .
System P L0 1 — Non-augtioritative answer:
& Queues P192.168.88.1/24  192.168.88.0  bridge Name : vpn.ike2.xyz
Files Address: 123.45.67.8
Log
) 2~ I
RADIUS
B <, Tools 1 item
O )
fea] @ New Terminal
E = MetaROUTER
- P Partition
1))
(@] _ Make Supout.rif
| -
2 2 items
JG;/ 2 * DNS s3ammMcHM HacTpauBaKwTCHA depes NaHelb
5] © MNew WinBox yIpaBJIeHMA XOCTMHI' NpOBaiifiepa I permcTpaTopa

AOME@HHOI'O MMEeHM

123.45.67.8 nHa WAN mHTepodemce
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HeT neHer Ha cBoli IOMEH? &

[ BON ) admin@10.0.88.1 (vpn.ike2.xyz) - WinBox v6.44.5 on CHR (x86_64)

‘Session Settings  Dashboard

Ay Quick Set
| Interfaces
i Bridge

=2 PP

ARP
I* Accounting
I pddresses

DHCP Client
DHCP Relay
DHCP Server
DNS
[ New Terminal Firewal

| J Make Supout.tf  Ipsec

& Manual Kid Contral
9 New WinBox heighbors
Packing

Pool
Routes
SMB
SNMP

Services

Safe Mode Session:

Cloud

Cloud

= E3
DDNS Enabled oK
DDNS Update Intervals | |~
[ ] Update Time

Public Address: |34.87.15.122 |
DNS Mame: |6b3a0c358bFEFLFS,sn.mynetname.net | | Force Update

[Vl Use Local Address

Router is behind a NAT. Remote connecti...

cpuilov. W

IP -> Cloud

[lpoBepdaeM 3zanmcu DNS:
vsa: blabla.sn.mynetname.net
Anpec: 34.87.15.122
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HacTpanBaem 4acoBoun noAc

[ @ admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)
Session  Settings Dashboard

Safe Mode Session: |192.168.88.1

A5 Quick Set

i CAPsMAN

| Interfaces

i Wireless

7, Bridge

=3 PPP

=52 Swikch

“15 Mesh

8 1P )
& Routing [*
o) System [*
Q Queues

4i» Dot1x

| Files

|| Log

) RADIUS

& Tools

|| Mews Terminal

| . Make Supout.rif
& Manual

9 New WinBox

Time ’ Manual Time Zone

Time:

Date:

Time Zone Name:

Auto Upagrade

Certificates

Clock

Console
History
Identity
LEDs
License
Logaging
Packages
Password
Ports
Reboot
Reset Configuration
Resources

Routerbnard

GMT Offset:

10:08:02 Cancel

1anj0171970

v/ Time: Zone Autodetect

Europejtoscow | %]
+03:00

[ | DST Active

Systcen =>

Clocls
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HacTpovka aBTOMaTU4ECKOU CUHXPOHU3AUUN OaTbl N BPEMEHU 97O Baxgy

[ ] & admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

Session Settings Dashboard

(%[0 | safemode | Session:[192.168.88.1 | &

Asj Quick Set
5 capsman SNTP Client =] E3
| Interfaces [v| Enabled ,TI
1 Wwireless Mode: |broadcast
F Bridge Primary NTP Server:
sapep Secondary NTP Server:
== Switch
°12 Mesh Server DNS Names: s
P I 1.ru.pool.ntp.org $
& Routing [ [2.ru.pool.ntp.org |
[ oo System I" " Auto Upgrade Dynamic Servers: \:|
& Queues Certificates
& Dotix Clock Poll Interval:
[ Fies G Active Server: \:]
|| Log History LastUpdateFrom: | |
£ RADIUS Identity Last Update: \:] se t =y es
% Tools " LEDs Last Adjustment: ||
M ow Terriol | ucens =@.ru.pool.ntp.org,
| Make Supout.rif Logging t Bad Packet From:
Q Manca Packages Lttty | ‘ l.ru.pool.ntp.org,2.ru.pool.ntp.org
9 New WinBox Password ad Packet Reason: \:]
E Exit Ports
Reboot

Reset Configuration

Resources

AxTuBupyeM NTP client

Routerboard

SNTP Client

Scheduler Nikita Tarikin / nikita@tarikin.com




[ob6asnAem HoBbIW loopback bridge

L N
Session  Settings Dashboard

admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

(] Safe Mode Session: 192,168.88.1

As Quick Set

i CAPsMAN

| Interfaces

3 Wireless

= 1, Bridge

=2 PPP

= Switch

“15 Mesh

e IP )
2 Routing )
57 System )
Q Queues

<5 Dot1X

| Files

|E New Terminal

| . Make Supout.rif
&) Manual

Y New WinBox

B Exit

Bridge | Ports

[#][=] (<]

|Name
;33 defconf
R 4tbridge

<]
1 item out of 7

New Interface

General ‘STP YLAN  Status  Traffic

Mame:

Type:

MTL:
Actual MTU:
L2 MTU:

MAC Address:

ARP.

ARP Timeout;

Admin. MAC Address:

Ageing Time:

(o]

! Ibridge-loopback

Cancel

cruzn M)

A |Bridge

[

B Ienabled

[

: |o0:0s:00

[ ] 1GMP Snooping
[| DHCP Snooping

Fast Forward

Jll

Apply

17.4 kbps

»

/interface
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3apnaém IP agpec ona loopback bridge

® ® admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

Session Settings Dashboard

Session: 192.168.65.1 s W6
As Quick Set
1 CAPsMAN
| Interfaces EE] DD
S |address © | Network 1 0 O 8 8 1
1 ‘Wireless i l%l;i.eﬁzonf _ . . .

1, Bridge : EELAS
New Address

=L PPP
= Switch Address: |10.0.88.1/24

15 Mesh Metwork: %J
s 1P :

4 Routing

(o}

file el

Sl bridge-loopback

5 System
Q Queues Comment
4i# Dot1® Copy
|| Files

.| Log
) RADIUS
& Tools

/ip

Remove

interface=

MNew Terminal

| .. Make Supout.rif
& Manual
9 New WinBox
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[o6asnAem HoBbIv nyn IP agpecoB onAa IKEv2 VPN knueHToB

@ @ admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

Session  Settings Dashboard

Safe Mode Session: |192.168.88.1

A Quick Set

3 CAPsMAN

%8 Interfaces Pools |Used Addresses 1 o O 8 8 2 — 2 5 4
i Wireless E\E : hd hd b

i+ Bridge
L IName / lAddresses

cruoe B

Next Pool

=2 PP Pdefault-dhcp 192,168,88,10-192,168,88,254 none

=i Switch MNews IP Pool

Y15 Mesh -
MName: | pool vpn.ike2.xy2 ] K

5 I
% Routing Addresses: |10.0.88.2-10.0.83.254 ‘ v Cancel
w50 System
& Queues Comment
4ip Dot1X B
. opY

|| Files

7 Remove

Next Poal: |none H 3‘ o Apply

L)

A RADIUS

A, Tools

| New Terminal

| o Make Supout.rif
& Manual

Y New WinBox
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[MnaH gpencTBun

1. leHepupyem rnasHbii CA

2. ['eHepupyeM cepBepHYIO napy
cepTndmnKaT+KIIHOY

3. [eHepupyeM KNneHTcKne undposble
nognmcu

4. DKCNopTMpyem KIIMEeHTCKne noanmcu
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New Certficate [=] E3
< General K
oK
['eHepupyem rnasHbii CA SSL cepTudmkaTr —
v keyendpherment v data enciph@xment Cancel
— — — key agreement v/ key cert. sign Apply
v crl sign encpher only
admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips) f::::e;;::g’aymo 2::: sign Copy
Session  Settings Dashboard timestamp ipsec user Remove
|| C4| | SafeMode | Session:|192,168.88.1 cpuiov B ‘p’“l “‘":"t "5:‘ CEeEim Sign
/ emal‘ protec coae sign = e
A Quick Set tls client tls sarver N via
. CAPsMAN [zl Import
i Interfaces Cortcstes. |SCEP S Card Reinstall
L Wireless + N Im General |KeyUsage Status
& Bridge Name Name: |CA.ike2.xyz I] "
Cancel . . .
B ko oo - C o /certificate add name=CA.ike2.xyz
= — tsner = Copr country=RU state="Moscow Oblast"
‘ Rautig Consele £l e locality=Scolkovo
System History State: |Moscow Oblast Sign | . .
® Queues 1dentty Localty: [scolkovo Sign via SCEP organization=IKE2.xyz common-
< Dot1X s Organization Xyz mpor . .
Fies = e — name=ca.ike2.xyz subject-alt-
Looons Card Rens! | ) )
o :EDIUS Packages Common Name: |CA.ike2.xyz S Yo, i name:DNS : Ca - lkez " Xyz key_s lze=4096
3SSWOr b ) " = P A Set CA Passphrase | [ .
Rre T o e 8]lcasazxz * days-valid=3650 trusted=yes key-
0 Key Type: — L L -
[T - S = = usage=digital-signature, key-
5] € Manual eset Configuration ey Size: |4096 * ] .
= [ Days val: 3650 encipherment,data-encipherment, key-
ol 7 Exit Routerboard . .
vl SNTP lo x cert-sign,crl-sign
<_ Scheduler ‘
% Scripts
O Shutdown
Special Logn
Users

Watchdog
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Camo-nognuceiBaem HoBbI CA SSL ceptudomkar (Certificate Authority)

) ® admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

ssion Settings Dashboard

ﬂ SafeMode | Session: |192.168.88.1) cPuioo M (5

As Quick Set
3 CAPsMAN
[ Interfaces atificates ‘ SCEP Servers SCEPRA Requests OTP CRL
|
T wrsess ']E oL i i i[ l =
#5 Bridge imme General ||< U Stat
= e o
“ PP.? Mame: |CA.ike2.xyz |
= .
il
=P )
; SEEED ) ¥ Sign (Running)
> Dix T ot [cnieton [3] /certificate sign CA.ike2.xyz
ocal ] gn via
| Files CA: v
| Log ] Oroanzatl 5 Ry Host: -
2 RADIUS em (1 selected) Progress: Card Reinstall
X Tools ) Common Name: | ca.ike2.xyz
[ New Terminal . . =|. Set CA Passphrase
Dranamrs St . e ¥ coteze ) CAMO-MPOBOSIAALLEHWE CEBS
& Manual Key Type: RSA |
e - o[ FAABHBLIM ABTOPUTETOM
i Exit - 3 3 4 £ y 1 ; ] P P
' D faki [3550 | B BAHMAMHOBOWM KOPHOPALIMMA
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[[eHepupyem cepBepHbI SSL cepTudomkar

admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

Session Settings Dashboard

O ||

o

n
O
[0
=
0
o’

Safe Mode

As Quick Set

1 CAPsMAN
|## Interfaces
1 Wireless

1, Bridge

=4 PPP

== Switch

“15 Mesh

=5 1P

& Routing

5o System
Q Queues

4% Dot1x
|__|Files
Log

. RADIUS

%, Tools

& New Terminal

| Make Supout, rif

& Manual

Session: 192,168.88.1

CPU: 1% | N

Certificates P Serve:

KAT

1item

New Certificate

f General |Key Usage Status

MName: | JaRlrer

OK

Cancel

Issuer:

Country: RU

State: |Moscow Oblast
Locality: |Scolkovo
Organization: |IKE2.xyz

Unit:

\

= Copy

Remove
Sign
Sign via SCEP
Import

Card Reinstall

Common Mame: |vpn.ike2.xyz

ot Alt. Mame: |DNS

-

+|vpn.ike2.xyz

Card Verify

Set CA Passphrase

e

Key Type:

Key Size: 2048
Days Yalid: 1095

Export

voke

“l

= [E3

\.

New Certificate [=] &3
General KeyUsage | Status

ﬂ' Usage: digial signature content commiment
key encipherment data encpherment \ Cancel
key agreement key cert. sign Apply
crl sign encipher only
decipher only dves Copy
server gated crypto ocsp sign
timestamp ipsec user Remove
Ipsec tunnel Ipsec end system Sign
email protect code sign
tls dient v itls server Sign via SCEP

Import

/certificate add name=vpn.ike2.xyz
country=RU state="Moscow Oblast"
locality=Scolkovo organization=IKE2.xyz
common—-name=vpn.ike2.xyz subject-alt-

name=DNS:vpn.ike2.xyz key-size=2048
days—valid=1095 trusted=yes key-
usage=tls—-server

vpn.ike2.xyz

Nikita Tarikin / nikita@tarikin.com pmmm




[MognucebiBaem cepBepHbl cepTudukat y aBtopmuteta CA.ike2.xyz

Session Settings Dashboard

Lo ‘ O" Safe Mode Session: |192,168.88.1 |

A4 Quick Set
4 CAPsMAN
# Interfaces

1 Wireless

admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

cru:100% M (5

iy Bridge

=4 PPP

== Switch

“15 Mesh

g8 P )
4 Routing [
L5 System )
9 Queues

43 Dotk

| Files

Log + ]

o £ RADIUS

A, Tools )
& New Terminal

| . Make Supout.rif
&) Manual

Y New WinBox

8] [El Exit

General ‘Key Usage Status

MName

Issuer

(&L | Sion (Running) [=1E3

Statg
Locality
Organizatior]

Uni

; lvpn.ike2.xyz

Certificate: [vpn.ikez Xyz K4
Ch: [caike2.xyz [¥] &

CA CRL Host: v
Progress: [I—

Close

Common Mame

Subject alt, Name

Key Type
Key Size
Days Yalid

¢ lvpn.ike2.xyz

: |ons

. [Rsa

“i i |vpn.ike2.xyz

: 2048

: 1095

/certificate sign vpn.ike2.xyz

ca=CA. ike2.xyz
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Cospaem WwWabnoH oaa TUPaXXMpoBaHUA KIIMEHTCKMX NOANUCEN

|| Safe Mode

A& Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
&, Bridge

=2 PPP

=2 Switch

15 Mesh

%5 1p

& Routing

oo System
Q Queues

4} DotiX

|| Files

Log

£ RADIUS

%, Tools

@ New Terminal
- Make Supout, rif
& Manual

Y New WinBox

B Exit

<
O
(V)
=
n
@)
| .
(]l
=
0
o7

Session: 192.168.88.1

. admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)
Session  Settings Dashboard

CPU: 3%

Cer

KAT
KI

2 ite

New Certificate
General Key Usage sttt
Mame: |~client-template@vpn.ike2.xyz
=
=
C oy D
Country: |RU Remove
State: |Moscow Oblast
Locality: |Scolkovo Sign via SCEP
Organization: |IKE2.xyz
unit: (| Card Reinstall
Card Yerif
Common Mame: |~client-template@vpn.ikez.xyz
= Set CA P h
Subject Alt, Name: |Email ¥ | : |~client-template@vpn.ik(
Export
Key Type:
Key Size: |2048 ¥
Days Valid: 365

New CertFicate x|
e
= O ey enchhamert (] data sncehmment Cance
=] key agreement ey cert, sign o
crl sign encipher only
decipher only dves Copy
s‘evvev gated crypto ocsp sign ————
timestamp ipsec user
ipsec tunnel ipsec end system Sign
5 emal protect code sign
Vi tls chent tls server Sign via SCEP
te| v
/certificate add name=~client-
template@vpn.ike2.xyz country=RU
state="Moscow Oblast"
locality=Scolkovo
organization=IKE2.xyz common-
’ name=~c lient-template@vpn.ike2.xyz

S —

Nikita Tarikin / nikita@tarikin.com s

template@vpn.
days-valid=365 trusted=yes key-
usage=tls—-client

subject—-alt—-name=email:~client-

ike2.xyz key-size=2048

R




Cospaem nepByrO KIIMEHTCKYHO noanmcb N3 3arotToBjiIeHHOIro lwabsioHa

admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

ttings  Dashboard

Safe Mode

ck Set
SMAN
rfaces

sless

IUS

Is

v Terminal
& Supout. rif
wal

v WinBox

Session:  192.168.58.1

cruie W

Certificates | SCEP Servers SCEP

KAT | General |Key Usage Status

MName: | Zslneny

N mnn A
New Certificate

General | Key Usage Status

Name: |~client-template@vpn.ikgl

Issuer:

Country: RU

State:
Locality: |Scolkovo
Organization: | IKEZ2.xyz

3 ited Unit:

Moscow Oblast

;| Cancel

Remove

{ Apply }
;] Copy

> |

Sign via SCEP

Remove

Import

Sign

Card Reinstall

Sign via SCEP

’ Import ‘

[ cutvery

a ’ Set CA Passphrase ‘
e

Card Reinstall

P
ubject Alc, Name: |Email

admin@vpn.ike2.xyz

Export

Card Verify

Revoke

o Set CA Passphrase
v

¥ admin@vpn.ike2.xyz

Key Type:
Key Size: 2048

Days Yalid: |365

[ oo

|

trusted

\

/certificate add copy-from=~client-
template@vpn. ike2.xyz
name=admin@vpn.ike2.xyz common-

name=admin@vpn.ike2.xyz subject-alt-
name=email:admin@vpn.ike2.xyz

[

admin@vpn.ike2.xyz
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[MognucbiBaeM KNMeHTCKYo nognuck y astoputeta CA.ike2.xyz

O @ admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)
Session  Settings Dashboard
%> || | | Safe Mode Session: 192.168.88.1 cPU:j100% (0
As Quick Set @[Z]
1 CAPsMAN G |
. Certficates | SCEP Servers SCEP| |\ T ooee S
“'t_nl Iwn.terlfaces || [57 Ieonort Can Mame: |~client-template@vpn.ike2.xyz
1 Wireless @E] :l
- Bridge Appl
e KAT | General | Key Usage Status ‘ = ‘
== Switch KI Name: admin@vpn.ike2.xyz
—
12 Mesh Remove
Apply )
&5 1P Sign
4 Routing EsRel Copy | Sign via SCEP
. System Sign (Running) ! Remove Tmport
Q Queues Certificate: |admin@vpn.ike2,xyz ! Sign Card Reinstall
4% Dot1x ; ¥
les
Log . Orgag CA CRL Host: Import | L~ Set CA Passphrase
v
o RADIUS 4 ite Eage= gl Card Reinstall Export
.. Tools i
N Common Name:  admin@vpn.ike2.xyz Card Verify — Revoke
W @ New Terminal v
> = . ; = ; ; - Set CA Passphrase . . .
) Subject Alt. M. : |Email + :lad .ike2.
EE | . Make Supout.rif = ame: [Emal 2dmin@vpn.ked.xyz__JIx / certificate s ign
=1 &) Manual
= et 2 ' '
3 : Revoke admin@vpn.ike2.xyz
- LR Key Size: 2048 s @vpn. - XY
| Exit .
- Days vakd: [365 ca=CA. ike2.xyz

W
e
a
=
[s
o
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Co3pgaem ocTalibHble KNIMEeHTCKMe noanmcun n3 wabsioHa (rno aHanorum)

[ XON ) admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)
| Session  Settings Dashboard

SafeMode| Session:

A5 Quick Set O]
[; ;:::::: Generdl |Kev b | Sl Certificate <alex@nsc.ru>
T Wireless Name: Ifrontdoor@rkn.govmu | C General |Kay Usage Status
i Bridge EUEHlex@nsc. )
=2 PPP General | Key Usage Status
=2 Switch fesuer Name: \webmaster@yasdelie.ru
“13 Mesh Country: K Issuer:
=P : B I@ Country: IRU ] /—\
# Routing I Localty: [Moscow | Issuer: ’
&3 system N o : State: INovosibirsk oblast ]
& Queues GBI @ Country; |RU Locality: |Akademgoradok |
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|| Files Common Name: @ Locality: IKaIiningrad Unit: [ ] Card Reinstall
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X‘« Tools I Key Type: : . Subject Alt, Name: IEmaiI ”ﬂ :Ialex@nsc.ru ‘ s IMI
) New Terminal Key Size: @ Common Name: Iwebmaster@yasdelie.ru P |RSA | Export
g ::e u:upout.rif Days Yalid: E Subject Alt. Name: IEmaiI || 3] 8 Iwebma' p—— |2043 ”i'
9 New WinBox Key Type: | Days Valid: |365 |
B o | [aut] Key Size: |2048

Days Valid: 365 ! I I |
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[ BON admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)
Session Settings Dashboard
XD || O | SafeMode | Session:|192. 168.83.1: cruie W)
A5 Quick Set [=]|E3|
1 CAPsMARN General |Key Usage Status I_I pM SKCHOpTe 06FI3aTeJ1 bHO
I Inkerfaces Name: |admin@vpn.ike2.xyz X yKa3b|BaeM ﬂapOﬂb
S ordas o [lycTon naponb aKcnopTupyeT
L
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5= Switch
“12 Mesh Country: RU I_I
38 1P r State: |Moscow Op apOnb XpaHMM B CereTe'
& Routing I
3 System : (el cin@vpn ke 2.xyz
D Queces Type: |PKCS12 . 33
«lp Dot1X \ /certificate export-certificate
s Export Passphrase: [*##wssssiiis O E K P E T
= dmin@vpn.ike2.xyz =pkcs12
C/ Log Subject alt. Mame: |Email ¢ admin@vpn.ike2.xyz &
fia] A RADIUS _ .
export-passphrase=keepinsecret
5 S Tools I Key Type: RS& p p p p
iﬁ B New Terminal Key Size: |2048
(@] . Make Supout.rif Days Valid: 1365
Jﬂ; € Manual Trusted
0 Y New WinBox -
o it private key issued
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IKcnopTupyem ceptudukat astopmuteta CA B .crt chann

® ® admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)
Session Settings Dashboard
&5 || 4| | SafeMode | Session:|192.165.86.1 cruze. B
Ay Quick Set @E
1 CAPsMaN General |Key lsage Status
re— e Gtz [pn 3KCNOpTE HU B KOEM Criyyae He
. ;V';:'e“ =] yKasbliBaemM napo’ib.
_va
e = OkcnopT kntoya CA camo-
foser -
= Swich 0 NPOBO3rnaleHHOro aBTopurTeTa
%8 Mosh Countrys R0
o i N YrPOXAET BESOMACHOCTMU
7 Routing ! CEP BCEM XMTEAAM
25 Syst ' " — 3 -
éc;:e = Certfcate: | SRR < BAHAHOBOW KOPMOPALLMU
<5» Dot1X e e pral
() Fles Export Passphrase: b E 3 MnmMAP o nAa fy
Log Subject &lt, Mame: DNS 1 lca.ike2 xyz k SR essplesss 0 0
0 RaviUs /certificate
> " Key Type: RSA o .
] X Tooke ‘ o export-certificate CA.ike2.xyz
Ci B Mew Terminal Key Size: |4096
Z_ . Make Supout. rif Days Valid: 3650
0] € manual
A v/ Trusted
bl \Y Mew WinBox
- B Exit

AT Sk pies Nikita Tarikin / nikita@tarikin.com




CkaymBaem c poyTepa 3aKCcnopTmpoBaHHbin CA cepTudmkat + KIMEHTCKUE Noanmcu

[ BON | admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)
Session  Settings Dashboard

SafeMode | Session: CPU:W ]

<& Quick Set e
A Quick Se Certificates [E[x]
i CAPsMAN

Certificates | SCEP Servers SCEPRA Requests OTP CRL.
| Interfaces

2. Wireless [E”E] l Import H Card Reinstall || Card Yerify “ Revoke “ Create Cert. Request || Settings I [T]

S pidoe |hame / |Issuer  |Common Name |Subject Alt Name |Key Size |Days Valid |Trusted |{+
L | KAT CA.ikeZ.xyz ca.ike2.xy2 DNSica.ikeZ, xy2 4096 3650 yes
=3 PPP KI  admin@vpn.ike2 xyz admin@vpn.i... Emai:admin@vpn.ike2. xyz 2048 365 no
50 Switch KI  alex@nsc.ru alex@nsc.ru Email:alex@nsc.ru 2048 365 no
KI  frontdoor@rkn.gov.ru frontdoor@r... Emailifrontdoor@rkn.gov.ru 2048 3650 no
“15 Mesh KI  office-spb@vpn.ikez.x - = Lt Foamm s =
58 [ [ KT vpniike2.xyz File List
. K1 webmaster@yasdelie.rE - ..
44 Routing s ~client-template@vpn.| I cmEdy ” pesiare | I ezl |
gé; System » |Fi|a Name a2 lType |Size |Creation Time:
$ =) cert_export_Ca.ike2.xyz.crt et File 2061 B Aug/01/201910:17:14
& quewes =) cert_export_admin@vpn.ike2.xyz.p12 pizfie 44946 Augf01/2019 10:08:09
4i» Dot1X [5 cert_export_alex@nsc.ru.p12 .p12 file 4456 B Aug/01/2019 10:35:56
IR =) cert_export_frontdoor@rkn.gov.ru.pi2 pli2file 44906  Aug/01/2019 10:35:41
il [5) cert_export_office-spb@vpn.ike2.xyz.p12 .p12z file 4528 B Augj01/2019 10:35:22
U Log 0] =) cert_export_webmaster@yasdelie.ru.p12 P12 file 4524 B Aug/01/2019 10:36:14
& RaDIUS 3 items [Diskins directary Jan/01/1970 03:00:04
A Tools [*
|| New Terminal
L:} Make Supout. o 8.4 MiB of 16,0 MiB used |47% free
& Manual
@ Mew WinBox
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RSA key

SSL Server

. N
SSL Client /

@ Peer profile

:

Digital signature

Auth method

IKE1
Exchange mode

Pre-shared-key

:

@9 Identity

IP pool

IP address

\-[ © Policy template group O Policy template

@ Modeconf

Splitinclude

HacTtpoika Mode Configs
HacTtponka Peer Profiles
HacTtponka Peers
HacTtponka Proposals
HacTpowka Policy Groups
HacTtponka Policy Template
HacTpoika ldentities

N ok D~
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What's new In 6.44

*) ipsec - added account log message when user is successfully
authenticated;

*) ipsec - added basic pre-shared-key strength checks;

*) ipsec - added new "remote-id" peer matcher;

*) ipsec - allow to specify single address instead of IP pool under
"mode-config";

*) ipsec - fixed active connection killing when changing peer
configuration;

*) ipsec - fixed all policies not getting installed after startup (introduced
in v6.43.8);

*) ipsec - fixed stability issues after changing peer configuration
(introduced in v6.43);

*) ipsec - hide empty prefixes on "peer" menu;

*) ipsec - improved invalid policy handling when a valid policy is
uninstalled;

*) ipsec - made dynamic "src-nat" rule more specific;

*) ipsec - made peers autosort themselves based on reachability status;
*) ipsec - moved "profile" menu outside "peer" menu;

*) ipsec - properly detect AES-NI extension as hardware AEAD;

*) ipsec - removed limitation that allowed only single "auth-method"
with the same "exchange-mode" as responder;

*) ipsec - require write policy for key generation;

*) ike2 - added option to specify certificate chain;

*) ike2 - added peer identity validation for RSA auth (disabled after
upgrade);

*) ike2 - allow to match responder peer by "my-id=fqdn" field;

*) ike2 - fixed local address lookup when initiating new connection;
*) ike2 - improved subsequent phase 2 initialization when no childs
exist;

*) ike2 - properly handle certificates with empty "Subject";

*) ike2 - retry RSA signature validation with deduced digest from
certificate;

*) ike2 - send split networks over DHCP (option 249) to Windows
initiators if DHCP Inform is received;

*) ike2 - show weak pre-shared-key warning;
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Knioyesble nameHeHnA B RouterOS 6.44

*) ipsec - added new "remote-id" peer matcher;

*) ipsec - allow to specify single address instead of IP pool under "mode-config";
*) ipsec - moved "profile" menu outside "peer" menu;

*) ipsec - removed limitation that allowed only single "auth-method" with the same
"exchange-mode" as responder;

*) ike2 - added option to specify certificate chain;

*) ike2 - added peer identity validation for RSA auth (disabled after upgrade);
*) ike2 - allow to match responder peer by "my-id=fqdn" field;

*) ike2 - send split networks over DHCP (option 249) to Windows initiators if
DHCP Inform is received;
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CTtpykTypa IPSec [o 6.44

Peer profile

RSA key
SSL Server
TN RSA signature e
SSL Client ) Auth method Exchange mode
/ Y
Pre-shared-key \ IKE2

1P pool

Policy template group ]—[Policy template ]—(Proposal]

|P address

splitinclude Modeconf

RSA key

[Tocne 6.44
SSL Server
ﬁ Digital signature @ Peer profile
SSL Client ) Auth method
IKE1

Pre-shared-key Exchange mode

@9 Identity

IP address

© Policy template group O Policy template O Proposal

@ Modeconf

Splitinclude




IPsec Mode Config <modeconf vpn.ike2 . xyz> [=]

1. Hactpowka HoBoro IPSec mode config

®

Session Settings Dashboard

| Safe Mode

Aa Quick Set
3 CAPsMAN
J# Interfaces
3 Wireless
4+, Bridae
=% PPP
=2 Switch
75 Mesh
255 Ip
Routing
./ System
9 Queues
___ Files
Log
. RADIUS

%, Tools
@ New Terminal
4 MetaROUTER
¢ Partition

| Make Supout.rif
&) Manual

Y New WinBox

outerOS WinBox

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Address Pool: |pool vpn.ike2.xyz | % &
Address: hd Copy
tess Prefix Length: |32
Split Include: |192,168.86.0/24 s
System DNS
Static DNS: |10.0.68.1 s

WELHnodeconf vpn.ike2 . xyz

¥| Responder

Session: |192.168.88.1 CPL: 2% [ |
Policies Proposals Groups Peers Identities Profles RemotePeers Mode Configs |Installed SAs Keys
+ N
Name Resp... Address Pool Address Address Prefi...| Split Include Sy ¥
request-only no
[=1 E3
Mame: modeconf vpn.ike2.xyz
v| Responder
Address Pool:  pool vpn.ike2.xyz | | & Apply
Address: v
Address Prefix Length: |32
. Split Include: 10.0.0.0/0 = >
Litem System DNS
Static DNS: 10.0,88.1 s

/ip ipsec mode-config
add address—-pool="pool
vpn.ike2.xyz" address-prefix-

length=32 name="modeconf

vpn.ike2.xyz" split-
include=0.0.0.0/0 static-
dns=10.0.88.1 system—-dns=no

e
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. HacTtpoika HoBoro IPSec peer profile

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session  Settings Dashboard

|| Ca Safe Mode Session: |192.168.88.1 CPU: 0% [ |
& Quick Set : : .
Aa Quickse New IPsec Profie O] /ip ipsec profile add dh-
1 CAPsMAN -
_ Name: OK
= Interfaces - - = (=IE3 group=modp2048,modp1536, modp10
% Wireless T | Hash Algorithms: |sha2s6 ¥ ‘ Cancel ‘ 5105 | o
i Bridge + 7 Encryption Algorithm: || des 3des Apply ‘ 2 4 enc-—
V| aes-128 V| aes-192 )
u PPP Mame vl aes-256 blowfish [ | p IC i
S- Copy posal C... . _
== Switch default camellia-128 camelia-192 g ey algO I’lt hm—aeS—256 ’ aeS—192 ’ aes—
12 Mesh camellia-256 .M .
= 1P DH Group: modp768 v modpl024 128 haSh—a 190 rlt hm:Sh8256
Routing 8 :Ejnplf;s S ;cozdn;;; . r f . .L . k 2 n
2 name= roTiie vpn.ilkeZ.Xyz
o System modp3072 modp4096 p p y
a Queues modp6144 modp8192
o T nat—-traversal=yes proposal-
o ) ecpS21 h k b
og —
of) RADIUS Proposal Check: |obey + chec Y ey
P 4, Tools Lifetime: | 1d 00:00:00
[% [ Mew Terminal Lifebytes: v
;C— < MetaROUTER 1 item
= 05 Partition V| NAT Traversal
(é‘ = ke E—— DPD Interval: | 120 3]s
Zl_ Q Manual DPD Maximum Failures: 'S
—
ok New WinBox
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3. Co3pgaHue HoBoro IPSec peer Ha nybnuydHowm IP agpece

C ® admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)
Session Settings Dashboard
[ Safe Mode Session: |192,168.88.1 CPU: 2% |

A Quick Set
1 CAPsMAN

] E

Peers it i i i
8 Irterfaces Groups Identities Profiles  Active Peers Mode Configs  Installed SAs  Keys ...

4 Wireless + 'S
2, Bridge # MName Address Local Address Profile Exchange. .. >
=7 PPP

5 Switch
MNew IPsec Peer

NEEHeer 123.45.67.8) OK

Address: v Cancel

“15 Mesh
=5 Ip

< Routing
o System Port: 7 Apply

& Queues Local Address: |123.45.67.8
¢j» Dotix

Disable
Profile: |profile vpn.ike2, xy2

.| Files —
Exchange Mode: |IKE2 L

Log Copy
V| Passive

v| Send INITIAL_CONTACT

Comment

Bl el

L RADIUS 0 items Remove

%, Tools

o @ New Terminal

| Make Supout. tif
i} & Manual

4 (9 New winBox

enabled

[NpHMMaeM KNIMEHTOB CO BCEX
agpecos 0.0.0.0/0

MprHMMaem KNMEHTOB TOIbKO Ha
agpec 123.45.67.8

/ip ipsec peer add exchange-
mode=ike2 address=0.0.0.0/0
local-address=123.45.67.8
name="peer 123.45.67.8"

passive=yes send-initial-

contact=yes profile="profile

vpn.ike2.xyz"
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4. HacTtpomnka HoBoro IPSec proposal

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session  Settings Dashboard

|| Ca Safe Mode

A Quick Set
1 CAPsMAN
@ Interfaces
i Wireless
&, Bridge

o PPP
== Switch
12 Mesh

Routing
o System
Q Queues
__| Files
Log
o) RADIUS

%, Tools
[ Wew Terminal

< MetaROUTER
# Partition

| Make Supout, rif
&) Manual

1ter0S WinBox

o4 New WinBox

Session: |192.168.88.1 CPU: 1% | I
Policies Proposals ' Groups Peers Identities Profles Remote Peers Mode Configs Installed Sas ...
& o
Name New IPsec Proposal =1 E3 s =

* default Mame: |proposal vpn.ike2.xyz
Auth, Algorithms: || mdS V| shat Cancel
null vl sha256 r
v shas12 Apply
Encr. Algorithms: null des E
3des V| aes-128 cbc
aes-192cbc |V aes-256 cbe E
blowfish twofish I’
emove

camellia-128 camellia-192

camellia-256 v 3 ctr

1 item Lifetime: |08:00:00 -

PFS Group: |none ¥

enabled

/ip ipsec proposal add auth-
algorithms=sha512,sha256,shal
enc-algorithms=aes-256-
cbc,aes-256-ctr,aes—256-

gcm,aes—-192-ctr,aes-192-

gcm,aes—-128-cbc,aes-128-

ctr,aes-128-gcm lifetime=8h
name="proposal vpn.ike2.xyz"

pfs—group=none
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5. [lo6aBneHne HoBown IPSec policy group

O ® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard
m @ Safe Mode | Session: cPUo  H (5

As Quick Set
. CAPsMAN @E

(8 Interfaces Proposals Groups lPeers Identities Profiles Remote Peers Mode Configs Installed SAs Keys ...

i Wireless E E Findg

Name [ [~
default

7, Bridge
=2 PPP

=2 Switch

o g Mesh : Mew IPsec Group [=] / l p l p S e C
P Name: |group vpn.ike2.xyz oK

add

2 Routing )
|

o7 System

e Queues

|_|Files

) RADIUS

A, Tools )

||| New Terminal
¥4 MetaROUTER

P Partition

| . Make Supout.rif
& Manual

Y New WinBox
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6. HacTponka HoBoro wabnoHa IPSec policy

® admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

Session Settings Dashboard

| Safe Mode

Session: |192.165,558.1

Aa Quick Set

1 CAPsMAN
8 Interfaces
1 ‘Wireless
& i, Bridge
=2 PFP
= Switch
“12 Mesh
S 1P
& Routing
o0 System
9 Queues
<5 Dot1X
___|Files

Log
H) RADIUS

1 item

%, Tools
B New Terminal
| Make Supout.rif
& Manual
=l LY hew WinBox

[ Exit

terOS WinBox

Ro

MNew IPsec Policy

General | Action Status

Src. Address:
Src. Port:
Dst. Address:
Dst, Port:

Protocol:

Group:

enabled

Mode Configs ...

v Apply
10.0.88.0§24 Diszble
v
255 (ally *
V| Template Remove
group vpn.ike2.xyz ¥

New IPsec Policy

General Action | Status

v
Action:

¥ Cancel
IPsec Protocols: |esp ¥ Apply
Proposal: |proposal vpn.ike2.xyz ¥

Disable
Comment
Copy

Remove

AN

enabled

/ip ipsec policy add template=yes
dst-address=10.0.88.0/24
protocol=all src-address=0.0.0.0/0
group="group vpn.ike2.xyz"

proposal="proposal vpn.ike2.xyz"
ipsec—protocols=esp action=encrypt
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7. BHuMmaTenbHo co3paem IPSec identities oA ka)xgoro KiMeHTa

@® admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

sion  Settings Dashboard

] Session: [192.168.88.1/ CPUi2e M (T
As Quick Set @E

i CAPsMAN

Peer: 45, ' Peer: |peer 123.45.67.8
| Interfaces €2 IP oK
T wireless Auth. Method: |digital si - T . Method: |digita| signature Cancel
. 1l
@ Bridge Certificate: |vpn.ike2.xyz Auth, Method: |digital signature K3 Cancel ertificate: |vpn.ikeZ.xyz Apply B3
=2 PPP <
L)
Remote Certificate: |frontdoor@rk ertificate: |alex@nsc.ru Disable e
== Switch Certificate: |vpn.ike2.xyz Apply I qlE.)
o : Comment
13 Mesh Policy Template Group: |group vpn.kd ~ Remote Certificate: |admin@vpn.ike2 xyz Disable | bte Group: |aroup vpn.ike2.xyz
255 Co)
= P ! Notrack Chain: ) Comment | fack Chain: A
5 ) I Policy Template Group: [group vpn.ikez, xyz v
& Routing Copy Remove (lﬂ,
i) System ) My ID Type: |auto Notrack Chain: l - b ID Type: Iauto 4(_-5’
Remove O
& Queues My ID Type: |aut ©
' Dot1x Remote ID Type: |user fqdn ¥ (B2 U0 E ID Type: |user fgdn o
i +
i Remate ID: |frontdoor@rid emote ID: |alex@nsc.ru 5
L Files : Remote ID Type: [user fgdn l 8 é'J
Lo Match By: |certificate |Match By: |certificate =
L) o0 i [certficate | Remote ID: |admin@vpn.ike2.xyz v | 0 %
& RADIUS ” -
@ ; Mode Configuration: |modeconf vp Match By: | certificate Figuration: |modeconf vpn.ike2 xyz | ¥ & = +
- borswa | | £
) Generate Policy: |port strict fate Policy: |port strict —n =
B8] New Terminal L Mode Configuration: [modeconF vpn.ike2. xyz ‘E - v P Q 8
i enabled =
| SEsa et ‘ Generate Policy: lport strict ” ﬂ
& Manual
‘enabled
Y New WinBox

I ETITIITINETI ST car1xin.com mm



BHumaTenbHo co3naem IPSec identities oA ka>kgoro KnmMeHTa

.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

/ip ipsec identity add auth-method=digital-
cPUifeee W

[=]|E3

signature certificate=vpn.ike2.xyz remote-

certificate=admin@vpn.ike2.xyz generate-

«

Peer: |peer 123,45.67.5 0

K . . .
v 123.45.67.8> [=] E3 policy=port-strict match-by=certificate mode-
. Method: |digital signature ¥ Cancel
: s [ o | ==l - . . .
Gagiocer 123.45.67.3 ¥ ’— config="modeconf vpn.ike2.xyz" peer="peer
o = = Appl
hod: |digitel signature = B Vo0 k=2 %2 Al | fonk | 123.45.67.8" policy-template-group="group
- —a ertificate: |alex@nsc.ru i Disable
ate: |vpn.ike2.xyz Y- vpn.ike2.xyz" remote-id=user-
_ : Comment |
ate: |admin@vpn.ike2, xyz - e Group: |group vpn.ike2 xyz fqdn:admin@vpn.ike2.xyz
= : c c
_ e, 3] oo |
oup: |group vpn.ikez, xyz E— ‘
1ain: - ID Type: auto -
’ et /ip ipsec identity add auth-method=digital-
Remove
ype: |auto ¥ E ID Type: |user fqdn ¥ signature certificate=vpn.ike2.xyz remote-
= emote ID! |alex@nsc.ru certificate=alex@nsc.ru generate-policy=port-strict
vpe: |user fgdn -
. 1D: [admin@vpn keZ.xyz i * match-by=certificate mode-config="modeconf
1 By: |certificate ¥ Figuration: |modeconf vpn.ike2.xyz | ¥ & vpn.ike2.xyz" peer="peer 123.45.67.8" policy-
te Policy: |port strict v

template-group="group vpn.ike2.xyz" remote-id=user-

tion: |modeconf vpn.ike2.xyz | ¥ | &

«

licy: |port strict fqdn:alex@nsc.ru

T ———————
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[MnaH gpencTBun

1. Kpatkunm o063op ctaHgapTHoro Firewall

2. [lNpaBuna onAa nogknyYeHna K poyTepy
yepes IPSec

3. [lNpaBuna ona tpadpuka yepes VPN
coeguHeHune
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ﬂ\’\( [MponycTnTb

dunsTpoBaTh

[Mycton FIREWALL donnbTp

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) &?‘
35 Dashboard QO
eMode | Session: cruive B

. Firewall =8
. Fiter Rules |NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols
) [EHEI |00 Reset Counters H 00 Reset All Counters | Find all |?|
# | |acton [chain |Src. address |Dst. address |Pratacol |src. Port |Dst. Port [In. Int... [out.| v
311 special dummy rule to show Fasttrack counters
0D o pas.. forward
HUYEro HE ®PUAbTPYET = BCE PA3SPELIAET 123.45.67.8/24
r
r RouterOS Router
192.168.88.1/24
N
minal
UTER
jpout.rif
Box
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KpaTtkunn 0630p ctaHgapTHoro Firewall dounbTtpa RouterOS 6.45

Firewall = E3
Filter Rules |NAT Mangle Raw Service Ports Connections AddressLists Layer7 Protocols
E |00 Reset Counters “00 Reset All Counters | [
# | |Action [chain |Src. Address [Dst. Address |Protocol [Sre. Part  [Dst. Port [In. Int... [Out. L., [In. Int... [Out. L., [Src. A.. [Dst. ... [Bytes  Packets |w
;3 defconf: accept established,related,untracked
1 o acc... input 5.5 MiB 61567
;33 defconf: drop invalid
2 HKdrop input 341 B [3
;13 defconf: accept ICMP
3 o acc... input 1 (icmp) 0B 0
;13 defconf: accept to local loopback (for CAPsMAN)
4 o acc... input 127.0.0.1 0B 1]
;33 defconf: drop all not coming from LAN
S HKdrop input ILAN 201.2KiB 109
S items out of 12
Firewall = E3
Filter Rules |NnT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols
E]E [Z. IOO Reset Counters Hoo Reset All Counters |

' |Bytes

# | |action [Chain |Src. Address |Dst. Address |Protocol [Src. Port  [Det. Part |In, Int... [Out. L., [In. Int... [Out. I... [Src. A... [Dst. A.. |Packets |
;33 special dummy rule to show fasttrack counters
0D pas... forward 190,5MB 306 733
;33 defconf: accept in ipsec policy
6 o acc... forward 0B 0
;33 defconf: accept out ipsec policy
7 o acc... forward 0B 0
;11 defeonf: Fasttrack
g bpfas... forward 8.0 MiB 53920
;11 defconf: accept established,related, untracked
9 o acc... forward 8.0 MiB 53920
;33 defconf: drop invalid

10 HKdrop  forward 1060.4 KiB 1893
;33 defconf: drop all From WaN not DSTNATed

11 HKdrop Forward WAN 0B 0

7 items out of 12
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#Input Chain Rules

/ip firewall filter

add action=accept chain=input comment="defconf: accept established, related,untracked" connection-
state=established, related,untracked

add action=drop chain=input comment="defconf: drop invalid" connection-state=invalid

add action=accept chain=input comment="defconf: accept ICMP" protocol=icmp

add action=accept chain=input comment="defconf: accept to local loopback (for CAPsSMAN)" dst-address=127.0.0.1
add action=drop chain=input comment="defconf: drop all not coming from LAN" in-interface-list=!LAN

#Forward Chain Rules

/ip firewall filter

add action=accept chain=forward comment="defconf: accept in ipsec policy" ipsec—-policy=in, ipsec

add action=accept chain=forward comment="defconf: accept out ipsec policy" ipsec-policy=out,ipsec

add action=fasttrack-connection chain=forward comment="defconf: fasttrack'" connection-state=established, related
add action=accept chain=forward comment="defconf: accept established, related, untracked" connection-
state=established, related,untracked

add action=drop chain=forward comment="defconf: drop invalid" connection-state=invalid

add action=drop chain=forward comment="defconf: drop all from WAN not DSTNATed" connection-nat-state=!dstnat

connection-state=new in-interface-1ist=WAN




HacTpounka
Firewall

1. O630p cTaHpapTHOro punbTpa

2. lMpaBmna pna nogkNYeHusa K
poyTepy yepes IPSec

3. lNpaBuna onAa Tpaduka yepes
VPN coeguHeHune

CtanpapTHbin RouterOS firewall

[MponyctTntb
O
dunbTpoBaTtb Na
o
<
S D _
68 \eQ DST-NAT
©) src-hat
Q@
&V‘
123.45.67.8/24 %
RouterOS Router
ouTPUT

192.168.88.1/24
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INPUT:

+ IPSec-esp
+ UDP 500
+ UDP 4500

$
- sre-nat s
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[TpaBuna cpunbTpa firewall gna IPSec Tpacdumka

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipshe)

gs  Dashboard

fe Mode
et
AN

Ces

5

rminal
DUTER

n
upout.rif
|

inBox

Session: 192,168.88.1 cPuijov. W
[=1E3 o=
Fiter Rules | AT Maq Ccnerdl | Advanced Extra Action Statistics
# Action | Chai Src. Address: Apply ot L., In. Int..|w
;33 defconf: accept eg )
1 acc... inp Dst. Address: 123.45.67.8 ’m‘
111 defeonf: drop inval
2 HKdrop input Protocal: udp 2 \%‘
;33 defconf: accept IQ —
;33 defconf: drop all Dst. Porti 50,4500 ’W‘
4 Hdrop  input s 2 AN
Any. Port: Reset Counters

.
4 items out of 11

In. Interface:

Out. Interface:

In. Interface List:

Out, Inkerface List:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:
Connection State:

Connection NAT State:

enabled

Comment for New Firewall Rule

Allow UDP 500,4500 IPSec for
123.45.67.8

Reset All Counters

[oc ]

Cancel
H

INPUT chain

+ UDP 500
+ UDP 4500

/ip firewall filter add place-
before=[ find where

comment~"defconf: drop all not

coming from LAN" ] protocol=udp dst-

port=500,4500 dst-
address=123.45.67.8
chain=input comment="Allow UDP
500,4500 IPSec for 123.45.67.8"

action=accept
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[TpaBuna cpunbTpa firewall gna IPSec Tpacdumka

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

\  Settings Dashboard

¥ Safe Mode

- Quick Set
CAPsMAN

Session: 192,168,881

INPUT chain

| Interfaces
Wireless

, Bridge

, PPP
Switch
Mesh
P
Routing
System

) Queues
Files
Log
RADIUS

Tools

New Terminal

Filter Rules ' paT

* = v %

# Action
113 defconf: accepy
1 acc... i
133 defconf: drop i
2 Kdrop i
;33 defconf: accep|
3 acc... i
113 defconf: drop
4 HKdrop i
333 Allow UDP 500,

11 acc... i

*
S items out of 12 (1 §

{ MetaROUTER
Partition
Make Supout.rif

' Manual

| New WinBox
Exit

General Advanced Extra Action Statistics

Chain: |input

Src. Address:

Dst. Address:

Protocol:

In. Interface:

Out. Interface:

In. Interface List:

Out. Interface List:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:
Connection State:

Connection NAT State:

enabled

123.45.67.8

ipsec-esp

«

«

cru1% B
Bl
C:'niel @E
s + IPSec-esp (protocol 50)
Disable R gj:tl,,, :
Comment
Copy . . N
= /ip firewall filter add place-
—— " before=[ find where
comment~"defconf: drop all not
. coming from LAN" ] protocol=ipsec-
Cancel

esp dst—-address=123.45.67.8

action=accept chain=input

comment="Allow IPSec-esp for
123.45.67.8"

B
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[Mopanok npaeun counbTpa firewall gna IPSec Tpadumka (defconf)

—_—— — INPUT chain

HO,HHMMa eM accep t mpaBujia [ BN ) admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Se: Settings Dashboard
BHIIII r
A4 soson iz 16081 T

A Quick Set
i CAPsMAN

o admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
\  Settings Dashboard

Firewall

| s 001 = e
- 2 Wireless Fiter Rules |NAT Mangle Raw ServicePorts Connections AddressLists Layer? Protocols.
| Quick
CAPSMAN 5, Bridge E [EI lzl I 00 Reset Counters ” 00 Reset All Counters I
| Interfaces =2 PP # |action | chain |src. Address |Dst. Address [Protocol |Src. Port  |Dst. Port [In, Int...
iaiass Filter Rules |m1 Mangle Raw Service Ports Connections Address Lists Layer7 Protocols G0 Switch ;3; defconf: accept established,related,untracked
- 1 o acc... input
 Bridge EIE .‘ZI D E |00R50t0uters “onResetAlCmmers I “15 Mesh ;3; defconf: drop invalid
| PPP |acton |chain  [Src. Address |Dst. Address |Protocol Src, Port|Dst. Port I, Int. i Pl 2 drop input
- Switch ;33 defconf: accept established, related,untracked : . r ;3; defconf: accept ICMP
, 1L | efecc... input 2 Routing 3 o acc... input 1 (icmp)
’ ol "'fC;‘“;:"’p_““t"" &} system I || 335 Allow UDP 500,4500 IPSec for 123.45.67.8
s E 2. detont: sccept 1HP 4 /e, input 123.45.67.8 17 (udp) 500,4500
Routi ) | A et ® Queues W ;5 allow IPSec-esp for 123.45.67.8
Routing 3 o acc... input 1 (icmp) 13 ”p Szt
- System ) ;33 defconf: drop all not coming from LAN || Files 5 o acc... input 123.45.67.8 50 {ipsec-esp)
4 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ;;; defconf: droD a" nOt COn’lIng Fram LAN
 Queues 335 Allow LDP 500,4500 1PSec for 123.45.67.8 i 2 6 Rdrop input
| Files o put 123.45.67.8 17(udp) . S00,4500 £ RADIUS
,.,.llowPSo:-emfor 123.45.67.8
] 12 e, input 123.45.67.8 50 (ipsec-esp) K Tools I | el I s
- RADIUS @ New Terminal 6 items out of 13 (2 selected)
Tools I |{le] =
o Temil s E 92 ¥4 MetaROUTER
§- Partition
| MetaROUTER
 Partition | . Make Supout.rif
Make Supout.rif & Mmanual

9 New WinBox
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@ 114.21.117.21 [®

46.249.38.117 =
Connected @ 177.12.61.244 €2 \

IPSec-esp

UDP 500
’

. O630p cTaHaapTHOro hunbTpa UDP 4500
2. MNpaBuna anAa noakKO4YeHUA

K poyTepy 4yepes IPSec
3. [llpaBuna onA Tpadmka yepes
VPN coenunHeHune

123.45.67.8

RouterOS Router
192.168.88.1/24
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006

HacTpounka
Firewall

123.45.67.8/24

—

. O630p cTaHgapTHOro unbTpa

2. [MpaBuna onA nogktoyYeHna K ouTPUT
poyTepy yepes IPSec

3. lNpasuna gnAa Tpadmka yepes @Q

VPN coeanHeHue

RouterOS Router
192.168.88.1/24
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Paspewntsb Tpadpuk ot VPN aboHeHTOB 00 LAN
— FORWARD chain

FORWARD

.
~.~.~
.
b BT

RouterOS Router

10.0.88.1/24

FORWARD

FROM VPN to LAN accept

VPN = 10.0.88.0/24
LAN = 192.168.88.0/24
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PaspewunTtb Tpadpuk ot VPN aboHeHTOB B IHTEepHeT

—_—— FORWARD chain

0.0.0.0/0

FORWARD

.
~.~.~
.
b BT

10.0.88.1/24 RouterOS Router

192.168.88.1/24

FORWARD

FROM VPN to WAN accept

VPN = 10.0.88.0/24
WAN = 0.0.0.0/0
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PazpewnTb Tpapumk ot VPN aboHeHTOB [0 poyTepa

—_—— — INPUT chain

.
~.~.~
.
b BT

10.0.88.1/24 RouterOS Router
192.168.88.1/24

FROM VPN to RouterOS accept

VPN = 10.0.88.0/24
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[NpaBunna ot VPN aboHeHTOB 00 LAN ceTu

FORWARD chain

s gnmes New Firewal Ruls
General Advanced Extra Action Statistics
192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipshe) + Address List: - Cancel
ard p—— . Ao FROM VPN to LAN accept
Session: |192.168.88. 1 cPU:o M yer7 Protocol: - Disable
= VPN = 10.0.88.0/24
Content: v -
Copy
General | advanced Extra Action Statistics _ nection Bytes: N
E i T reme IAN = 192.168.88.0/24
Chain: |forward L2 ' Reset Counters
— = bion ClassFier: v =
Src. Address: 10.0.88.0/24 -~ Apply MAC Address: v
Dst. Address: 192.168.68.0/24 A . Evidge Port: B
| 1. Bridge Port: - /ip firewall filter add chain=forward
Protocol: )4
fide Port List: It c-address=10.0.88.0/24 dst-
fidge Port List: - .
| Remove address=192.168.88.0/24 ipsec-
IPsec Policy: |in L osec K2R
Reset Ci f S —— . . g 0
1LS Host: - pollcyzln,lpsec actlonzaccept place—
In. Interface: v Reset All Counters .
before=[ find where comment~"defconf:

Out. Interface:

drop all from WAN not DSTNATed" ]

IKE2: Allow ALL Forward traffic From
10.0.58.0/24 to LAN network|
———

In. Interface List:

: disabled=no comment="IKE2: Allow ALL
Qut, Interface List:
= forward traffic from 10.0.88.0/24 to
Packet Mark: v ' OFFICE & o
Connection Mark: v Hetwor
Routing Mark: v

S —

Mo Tl -

enablerdr - Nikita Tarikin / nikita@tarikin.com [




[MpaBuna ot VPN aboHeHTOB 0o WAN

IMFMM

General Advanced Extra Action Statistics

min@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Dashboard
ode Session: | 192,168,881 cPUij14% B

General |Advanced Extra Action Statistics

Chain: |forward

‘ Cancel
Src, Address: 10.0,88.0/24 - Apply

Dst, Address: 0.0,0.0/0 - @
Protaocol: v Wl
In, Interface: v @I

Out, Interface:

“l

IKEZ: allow ALL forward traffic from _I oK
In. Interface List: 10.0.88.0{24 to ANY network
Out, Interface List:

al
n Packet Mark: v

Connection Mark: v
It.rif Routing Mark: '

metie - oL -

X enabled

S List:

5 List:

itocol:

EList:

t List:

olicy: |in

FORWARD chain

Cancel

FROM VPN to WAN accept

o VPN = 10.0.88.0/24
r— WAN = 0.0.0.0/0

Reset Counters

s=10.0.88.0/24 dst-
.0.0.0/0 ipsec-policy=in, ipsec
action=accept place-before=[ find where

comment~"defconf: drop all from WAN

not DSTNATed" ] disabled=no
comment="IKE2: Allow ALL forward
traffic from 10.0.88.0/24 to ANY

network"

R — B
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[MpaBuna ot VPN aboHeHTOB 00 RouterOS

INPUT chain

IMFMRW

General Advanced Extra Action Statistics
admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) | Address List: v Cancel
Dashboard . Address List: v Apply
ode | Session: 192,168,881 Uiz W
' Disabl
o] yer? protocal - able FROM VPN to RouterOS accept
Comment
General Advanced Extra Action Statistics Content: v
Copy
Chain: input * Cancel nection Bytes: N = WN = 1 O . O . 8 8 . 0/2 4
—_— emove
Src. Address: X 2 nection Rate: v
Src. Address: 10.0,88.0/24 & Apply Reset Counters
Dst. Address: v Disable on ClassFier: v PR
MAC Address: ~
Protocol: v Comment
Copy k. Eridge Port: v
e 1. Bridge Pot; < firewall filter add chain=input
Reset Counters ‘idge Port List: v ~_aderSS:lO O 88 0/24 ipsec_
In. Interface: v Reset All Counters ‘idge Port List: -

policy=in, ipsec action=accept place-

Out, Interface:

: LSO S IPsec Policy: [in s T~
TKE2: Allow ALL incoming traffic from =~ | oK _—

In. Interface List: 10.0.88.0/24 to this RouterOS LS Host: < before=[ find where comment~"defconf:
Cancel
Oul Interface Lst: 5 drop all not coming from LAN" ]
al J
R Packet ark 7 disabled=no comment="IKE2: Allow ALL
Connection Mark: v
i Routing Mark: - incoming traffic from 10.0.88.0/24 to
K R T this RouterOS"
Connection Type: v
Connection State: v
Connection NAT State: hd
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CtanpapTHble npasuna Firewall gna nto6oro FORWARD Tpaduka B ynakoske (defconf)

FORWARD chain
admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mARP lite (mipsbe)

j - I Reset Counters
Per Connection Classifier: || oot A1 o
eSioN: ' N©f esel ounters
ssion: |192.168.58.1 cPuUiov. M () scmaCaddess: | v

—

irewall Out, B N

. Lommenc
Port List: Contert: | |+

Filter Rules |NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

E| |E| ‘z‘ ’00 Reset Counters Hlm Reset All Counters | " I ﬁ ConnectionBytes: | | ¥ _m
# ] |Ad:ion |Chain ISrc. Address Dst. Address IProtocoI |Svc. Part [Dst. Part |In. Int... 0ut.|' 9e Port List: c tion Rate: |:| =

113 special dummy rule to show Fasttrack counters — 0rINECUOn RED:
0D  [pas... forward 0 . =1 [ — | Per Connection Classifier: |:] N
113 defconf: accept in ipsec policy IPsec Policy: |'n “ hd I : |Ipsec “LI
7 o acc... forward Src, MAC Address: _ %
333 defeonf: accept out ipsec policy TLS Host: I ;I T~ .
8 Forward S —— out.p v
333 defconf: Fasttrack Y
3 b fas... Forward s Priority: I ] Park List: |

;33 defconf: accept established,related, untracked
10 o acc... forward

Age Port List: I

;33 defconf: drop invalid 1 |
11 HKdrop Forward , ]
;i defconf: drop all from WaAN not DSTHNATed PacketSize: | | - . -
12 Hdrop forward IPsec Policy: |out " ﬂ :||psec " ﬂ
TLS Host: | |
Priority: |

. : I
b v
7 items out of 13 (2 selected) TPl

Packetsize: | |v
Random: | |~
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@0 e

MobwunbHble aboHeHTbl VPN
10.0.88.0/24

- NAT

|
e

-v

CtaHpapTHble npaBuna Firewall ona noboro Tpaduka B ynakoske (defconf)

FORWARD chain
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O630p npasuna NAT ctanpgapTHoro Firewall

NAT Rule <> =] E3
® O ® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) General Advanced ‘Extra Action | Statistics
Session  Settings Dashboard Src, address|List: [k (- Cancel
Safe Mode | Session: 192,168,881 CPU: 1% Dst, Address List; | |~

’? Quick e - Layer? Protocol: I l v Disable
1 CAPSMAN Genersl | Advanced Extra Action Statistics oK | ‘
— Content: v
W Inkerfaces Chain: [srcnat| ” '| | Cancel
i Wireless Connection Bytes: | | w
Src. Address: | | v Apply
i, Bridge Connection Rate: | |»
. - __Reset Counters
2 PPP Dst. Address: | | Disable| Per Connection Classifier: | |
== Switch Tl I I v Commen| Src. MAC Address: | \ S
“15 Mesh
I Src. Port: [ |~ Copy Out. Bridge Port; | |~
BB 1
4 Routing ) Dst. Port: I | v Remove] In. Bridge Port: I ]v
*4
5 System ) Any. Port: | J Resecon In. Bridge Port List: | |~
& Gueues In. Interface: | v Reset All Coy Out. Bridge Port List: | |+
L Files Out, Interface: v
I s | pascpoley: ot 3] sloone |3/
& RADIUS In. Interface List: | | w B Ut I ‘ v
Bz enabled
K, Tools I | Out. Interface List: [ ||wan |#
| New Terminal E none
Packet Mark: I | v
&4 MetaROUTER
¥ Partition Connection Mark: [ | g
| . Make Supout.rif Routing Mark: | | v
&) Manual o= Sty | |=
9 New WinBox enabled ’ Nikita Tarikin / nikita@tarikin.com [




@0 e

MobwunbHble aboHeHTbl VPN
10.0.88.0/24

'~ o SRC-NAT

O630p npasuna NAT ctangapTHoro Firewall (defconf)
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Mackapag VPN Ttpadumka

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

ion Settings Dashboard

(e ] Safe Mode

As Quick Set

1 CAPsMAN

i Interfaces

1 ‘Wireless

a1, Bridge
=

PPP

= Switch
‘15 Mesh
5 1P
& Routing
oo System
Q Queues
__| Files
Log

oA RADIUS

%, Tools
@ New Terminal
¥4 MetaROUTER
E7 Partition

. Make Supout.rif
&) Manual
W MNew WinBox

B Exit

Session: | 192.168.88.1

cruzz B

General
Chain:
Src. Address:

Dst, Address:

Pratacol:

In. Interface:

Out, Interface;

In. Interface List:

Qut, Interface List:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:

Advanced Extra Action Statistics

sronat
—

10.0.88.024
———

WAN

Comment For New NAT Rule

+

«l

=]

Cancel

finenes

Apply
Disable
Comment
Copy
Remove
Reset Counters

Reset All Counters

MSQRD IKE2:10.0.85.0/24 -~ > Win traffic

=l

(%]

Src, Address List:

Dst. Address List:

Layer7 Protocol:

Content:
Connection Bytes:
Connection Rate:
onnection Classfier:

Src. MAC Address:

Qut, Bridge Port:

In. Bridge Port:

In. Bridge Port List:

Jut., Bridge Port List:

IPsec Policy

TLS Host:
Ingress Priority:
Priority:

DSCP (TOS):

General Advanced Extra Action Statistics

v | MEW NAT Rule

7 Apply . -
General Advanced Extra Action | Statistics
v Disable|
(e nasquerade K3
Commen —
v
(@
. opy Log
Remove
v Lag Prefis: v
Reset Coun|
-
Reset All Coy
v To Ports: 7
v
-
v
¢
out s . -
T

/ip firewall nat add place-before=0
dress=10.0.88.0/24

out-interface-1ist=WAN ipsec-

chain=srcnat src-a
policy=out,none acti
comment="MSQRD IKE2:10.0.88.0/24
WAN traffic"

n=masquerade

-=>
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SRC-NAT VPN Tpadmka (pekomeHayeTca) L &

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
ion  Settings Dashboard

(& Safe Mode

Aa Quick Set
&+ CAPsMAN
j# Interfaces
1 \Wireless
5+, Bridae
=% PPP
== Switch
‘12 Mesh
25 [P
& Routing
5 System
g Queues
__ Files
Log

o RADIUS
%, Tools
@ Mew Terminal
¥4 MetaROUTER
PL Partition

.. Make Supout.rif
& Manual

B Rleans WA mes

Session: | 192.168.88.1

cPuo% E3

General | Advanced Extra Action  Statistics
Chain: |srcnat
Src, Address: 10.0,88.0/24

Dst. Address:

Pratacol:

In. Interface:

Qut, Interface:

«

]
[x]

(=}
=

Cancel
Apply
Disable
Comment
Copy
Remove
Reset Counters

Reset All Counters

Connection Mark:

Routing Mark:

Routing Table:

Mew NAT Rule

General Advanced Extra Action | Statistics

¥
Log
Log Prefix: -
To Addresses: |123.45.67.8 -
To Ports: v

nat add place-before=0
=10.0.88.0/24

e=etherl ipsec-

action=src-nat tc

.67.8 comment="SRC-NAT

IKE2:10.0.88.0/24 --> etherl traffic"
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[MogHmaem SRC-NAT nnn MSQRD NAT npasunno Bbile cTaHOapPTHOro

® e admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard

&

1 CAPsMaMN Filter Rules MAT |Mang|e Raw Service Ports Connections Address Lists  Layer? Protocols

| Interfaces EE IOD Reset Counters

1 Wireless # | |action [chain |src. address |Dst. Address |prot... [Src Port  [Dst. port  [In. Int... |out. 1., [In. Int... [out. L/ =
2 Bridge 133 MSQRD IKEZ:10.0,88,0/24 --> WAN traffic

yo  #lma... srcnat 10.0.68.0/24 AN
=apPP ;1 defconf: masquerade

=52 Switch 1 “lma... srcnat WAN

|oo Reset all Counters | |Fined | |srenat |[#]

“152 Mesh N
1P I*
4 Routing I’
<50 System "
’ Queues

|| Files

| Log

H RADILS

A Tools I
@ New Terminal
4 MetaROUTER

'.B Partition

| . Make Supout. rif l@tarikin .com m



[MnaH pencrteun

1. O6bAacHeHne MTU n doparmeHTaumm IP nakeToB
2. ObbAacHeHune IPSec MTU

3. O6bAacHeHne TCP MSS

4. Hactpornka TCP MSS uvepe3s IKE2
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t’ R O6bAcHerre MTU

TCP
.l HTTPS (yrnpoLLeHHoe)
Ethernet
MTU 1500 q
Ethernet q
=,  MTU 1500 “
/ Ethernet
. MTU 1500

Ethernet
PPPoE MTU 1500

Ethernet

*

MTU 1492 MTU 1500 ™,

Ethernet
MTU 1500
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Ob6bAacHeHne MTU

IP
@ [ (yripoLieHHoe)
.................. HTTPS

']
......

LE]
L] E j
&y
.
Ly
-
E N
LN
.
-
.
-
.
-
.
.
-

"~.,.. IP PACKET SIZE
1500 bytes E .,.... 1500 bytes
~ e , 1500 bytes - E ’,#000
» - ’,'!, / 0,‘.

1500 bytes

Ethernet
PPPoE MTU 1500
MTU 1492 1500 bytes s
MTU 1500
WWWwW
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O6bAacHeHne cparmeHTauum IP nakeToB
(ynpoLieHHoe)

E IP PACKET SIZE
1500 bytes
1500 bytes IP PACKET
o (fragment)

/ L
2 s e
/ ‘e
4 ‘e
s ' -
. /4 .

PPPoE

1500 bytes MTU 1492

N
M S

Ethernet ™.

Ethernet MTU 1500

MTU 1500

1492 bytes
] 1492
IP PACKET M 1492
FRAGMENTATION ] a8 WWW
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A

HecooteBetctBue MTU —> cpparmeHTauua IP naketoB

M M. 5
o 48 bytes

1500 4 1492 bytes
Ethernet :
MTU 1500 : IPSec tunnel
i MTU 1400
R ™
1200 "“ E 48 bytes
PPPoE 1400 bytes[M]
© 5 132 bytes
MTU 1492 %

M.
48 bytes

Ethernet
MTU 1500
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O6bAacHeHue IPSec MTU (ynpolieHHoe)

IP packet
20 bytes 1492 bytes

IPSec ESP packet (iunnel mode)
NEW IP

20 bytes

1500 bytes



O6bAacHeHue IPSec MTU (ynpolieHHoe)

IPSec ESP packet (iunnel mode)
NEW IP

20 bytes

1400 bytes

IPSec ESP packet with NAT-T (iunnel mode)

20 8
bytes  bytes

1500 bytes



O6bAacHeHme IPSec MTU (ynpolieHHoe)

IPSec ESP packet with NAT-T (iunnel mode)

bytes g 1360
bytes bytes

1400 bytes
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O6bAacHeHme IPSec MTU (ynpolieHHoe)

TCP Segment size = MTU - 40 bytes

20
bytes

TCP SEGMENT

) '9 &)

1360 bytes

TCP Segment size

1400 bytes
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O6bAacHeHne TCP Maximum Segment size (MSS)
t, (yrnpoLieHHoe)

.....

— Ou, yysak! A4 eomoe nepecbinams N\, 0 Tt
coobuweHusi TCP ¢ makcumarbHbIM .
pasmepom TCP MSS 1460 6aum!

Ethernet
MTU 1500 %

— lpusem! Nodmeepxdaro!
A moxe moay TCP 1460 MSS!

IPSec

MTU 1400 TCP syn ack 1460

— O6rniomumecs, Ha y4acmke
delicmeyem ozgpaHu4yeHuUe

ckopocmu! "\ (V) /" Ethernet

MTU 1500 www
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O6bAacHeHne TCP Maximum Segment size (MSS)

(yrnpoLLeHHoe)
/ Z
/
/
I .‘
| IP Packet size 1400 bytes

\ TCP Segment size

IPSec
MTU 1400
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O6bAacHeHne TCP Maximum Segment size (MSS)
(yrnpoLLeHHoe)

4
. "

CP syn 1360
1 -
MIP Packet size 1400 bytes

l
TCP Segment size

|

IPSec
MTU 1400
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O6bAacHeHne TCP Maximum Segment size (MSS)
t’ (yrnpoLLeHHoe)

. IPSec ike2
'\ MTU 1400

m o

IP Packet size 1400 bytes

TCP Segment size

A Ethernet

MTU 1500

IF TCP syn > 1360

then [PSUENp
TCP mss 1360

Ethernet
MTU 1500
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Koppekuma TCP MSS ot IPSec IKE2 agpecos S

Session Settings Dashboard

— — — ¥ ||« | Safe Mode Session: 192.168.88.1 cru:z% W
@® 2dmin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard As Quick Set
® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) e | Session: (192.160.09.1 cpu:o% M T CAPsMaN General | Advanced | Extra) Action | Statistics
Settings Dashboard Hew Mangle Rule & P Iricerfeces Acticn: |change MSS s Cancel
advanced 1 Wireless B '
SafeMode | Session:|192,168.88,1 cPuiz M Goneral] Achonced [Bxra | eion || Satitics [ ] Log Apply
Src. Address List: v Cancel @5 Bridge
Quick Sek Mew Mangle Rule X PP Log Prefic: v Disable
Dst. Adcress List: v Apply —
CAPsMAN General | Advanced Extra Action  Statistics = Switch s Comment
Layer7 Protocal: v Disable
Interfaces chain: Iforward 3 S J Mesh v/ Passthrough Copy
X e Comment P
Bl Src, Address: [ |10.0.88.0/24 - Apply e [ com 4G Routing 2
Bridge am— — Connection Bytes: = IKE2: Clamp TCP MSS from 10.0.88.0/24 to ANY
¢ Dst, Address: v ) Remove System = |°_’| L
Reset Counters & Queues Cancel
) i : v
Switch Sa— ep ¥ a Per Connection Classifiar: N e Fies _j
—_— Src. MAC Address: .t
Pesh Sr. Pt v =
A nannic
1P [ ’ Out, Bridge Port: v
Dst. Port: v Remove
Routing In. Eridge Port: v
Syst any. Port: - Reset Counters , . .
e In. Brico ot st - /ip firewall mangle add action=change-
Queues In. Interface: v Reset All Counters -
R Qut. Bricge Port List: v .
Files - = . ) mss chain=forward new-mss=1360 src-
7 b [Psec Policy: |in * ipsec | ® | A
0g r— e e — - ~ — _
N o ——— - Tis Host: - address=10.0.88.0/24 protocol=tcp tcp
Tools Out. Interface List: v Ingress Priorky: v flags:syn tcp—mss: ! 0—1360 ipsec_
New Terminal Priorky: ¥ . . .
MetaROUTER Raceetiiany e DSCP (T05): - policy=1in, 1psec passthrough=yes
4 Connection Mark: N/ TCP M5S: 11/|0-1360 - . N
Partition otz . comment="IKE2: Clamp TCP MSS from
Make Supout.if Routing Mark: v s 10.0.88.0/24
Random: ~ . . . to ANY"
Manual Routing Table: s A TCP Flags
New WinBox TCP Flags: [ isyn 3%
Exit Connection Type: NV Invert
¥ ICMP Opbions
Connection State: s - T—

Connection NAT State: v Nikita Tarikin / nikita@tarikin.com s



Koppekuma TCP MSS no IPSec IKE2 agpecos

Session Settings Dashboard

s e oo ¥ | (4 | SafeMode | Session: 192.168.88.1 U1 B
® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) & Quickset B
® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) Thoord I CAPSMAN General Advanced Extra Action | Sratistics
) Session: |192.168.88.1 cruitze W =
Settings Dashboard e == = s Interfaces Action: | change MSS _ ¥ Cancel
(| | SafeMode | Session: 192.168.88.1 cru:2% W Ceneral Advanced | Extra | Action | Statistics Il L Wireloss Log Apply

& Bridge
Quick Set New Mangle Rule X Src, Address List: - Cancel % pep Log Prefix: v Disabie

CAPsMAN General | Advanced Extra Action Statistics Dst. Address List: - Apply = Swikeh

Interfaces Chain: |Forward L2 Cancel Layer? Protocol: v Disable Mesh
Wireless | Cormment 4 P

Src. Address: N Apply | Content: v L - Routing
Bridge | Copy

Dst. Address: 10.0.88.0/24 - - 1 Cornection Bytes: v 1 System
PPP — Disable | Remove

—)‘ Connecticn Rate: v —————————————y Q Queves -
i = Reset Count
Swikch Protacol: 6 (tcp) V= ,4C0mment ’ Per Connection ClassFier: v i Files
Mesh ] Reset All Counters
Src. Port: v Copy | Src. MAC Address: - Log
P ,g] A pannic
-~ Dst, Port: | Remove | Out. Bridge Port: v
outing ]
e Any. Pork: v Reset Counters ; In. Bridge Port: N
g TS /ip firewall mangle add action=change-
Queues 1n. Interface: v Reset All Counters | In. Bridge Port List: v
Files Out, Interface: - Out. Bridge Port List M mss chain=forward new-mss=1360 dst-
Log IPsac Policy: out | ¥|: ipsec (¥ &
» — - address=10.0.88.0/24 protocol=tcp tcp-
RADILS In. Interface List: v TR - P p p
ick: v = = =10-= 1 —

Tools Out. Interface List: R . flags=syn tcp-mss=!0-1360 ipsec
MNew Terminal e - . .

Packet Mark: v * policy=out, ipsec passthrough=yes
MetaROUTER RS S =

- G tion Mark: s
Partition ennecton Har e mss: (110160 - comment="IKE2: Clamp TCP MSS from ANY
Make Supout.rif Routing Mark: 4 Packet Size: -
"
- I . - M o 10.0.88.0/24
News WinBox R Flaos Y
Exit Connection Type: v TCP Flags: Syn e
Invert
Connection State: s v [CMP Options

Connection NAT State: v ' Nikita Tarikin / nikita@tarikin.com -
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[MnaH gpencTBun

1. VimnopTt SSL cepTundgkaTon
2. Hactpownka IKEv2 coeneHeHunA
3. [llpoBepka mapwpyTtos IKEv2
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Windows 10:

o ® 0 B3 N ||| L | » @ Windows 10 x64 (OO

Recycle Bin

export_cl

nike2xyz L Ckavatb .p12 ceptudmkar

2:23 PM
N D)
o L) 6/7/2019 ’:_‘
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Windows 10:

®e0e 01 £ A |l al& | >» |& Windows 10 x64 O

X
&+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Bbibpatb Local Machine xpaHunnuiie
—> Nanee

Store Location

(O Current User

(® Local Machine

To continue, dick Next.

G Next Cancel

Nikita Tarikin / nikita@tarikin.com [



Windows 10:

|¢ Windows 10 x64

& &4 Certificate Import Wizard
Recycle B

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[Jpisplay Password

Import options:

E] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

table)

Protect private key using virtualized-based security(Non-e>

Include all extended properties.

X

4 Certificate: (STRTRTSETNN * | oo
5 PKCS12 g Cancel
e PS
@n.ike2.xyz
cl@vpn.ke2

BeecTtun naposnb
SSL ceptutukata knmeHTa
—> Nlanee
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Windows 10:

@0 e 01 A | lal& | » |& Windows 10 x64 O

X

& &4 Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate

(O Place all certificates in the following store

Cancel

ABTOMaTNYECKN BbIBOP
—> Nanee
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Windows 10:

Recycle Bin

cert_export_...

Certificate Import Wizard

0 The import was successful.

|& Windows 10 x64

a

SSL ceptudumkar
YCMEeLWHO UMMNOPTUPOBAH
—> 0K
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Windows 10:

®e0e 01 £ A |l al& | >» |& Windows 10 x64 O
£ Network and Sharing Center - X
« v 4 ;3' “ Network ... > Network and Sharing Center v O  Search Control Panel »p

View your basic network information and set up
connections

Control Panel Home

Change adapter settings . )
View your active networks

Change advanced sharing

settings Network 6

Private network

Access type: Internet

Media streaming options Connections: «* Ethernet0

Change your networking settings

‘t. Set up a new connection or network
-

Set up a broadband, dial-up, or VPN connection; or set up a router

or access point.

M

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting

information.

See also
Infrared

Internet Options

Windows Defender Firewall

A
Ax

—> [laHenb ynpaBneHunA
—> CeTb N NHTEpHeT

—> LleHTp ynpaBneHua ceTaMu

CospaHue HOBOro NoaKJaKyYeHuda
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Windows 10:

_ LI R] SRR e 100t O —> [NoakntoyeHne K paboye y MecTy
] —> Vicnonb3oBaTb Moe noaksitodeHme (VPN)

e I B Q 8 4 > © Windows 10 x64 (O

% et Up a Connection or Netwargy —> [Nanee
. g € — X P

Choose a connection optis

& B Connect to a Workplace

Ce
ece Il B a8 & © Windows 10x64 O

0 Connect to the Internet Ct

i How do you want to connect? 8§

) ct

L4 Set up a new network 3 - X 2

Myu >¢' up anewnetwork v = Use my Internet connection (VPN)
- : ~ 4 B Connect to a Workplace

Connect using a virtual private network (VPN) 3

onnect to a workplace
Set up a dial-up or VPN c¢

Type the Internet address to connect to A.D,peC:
Your network administrator can give you this adress Vpn i ke 2 xY Z
L] L]

= Dial directly Intemnet address vpnike2xyz

Connect directly to 2 phone number without g
N N Dastnstionrame: | C1@vprikezoyz Nma Ha3HauyeHuA:
I cl@vpn.ike2.xyz

[Juse a smart card

jows Defender Firewall £ Remember my credentials
In
%2 [ Allow other people to use this connection

In This option allows anyone with access to this computer to use this connection.

Windows Defender Firewall
: —> Co3patb
n \ Create Cancel

windows Defender Firewall
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Windows 10:

®e0e I [
& Network and Sharing Center

« = v 4 *:; Network ...

Control Panel Home K

Change adapter settings

Change advanced sharing
settings

Media streaming options

Infrared

Internet Options

Windows Defender Firewall

a8 8 < Windows 10 x64 (8]
- X
Network and Sharing Center v r
Vimsr st bacic mabiinrl infavmmating and cat im
«®0® I B 8 &8 ® Windows 10x64 (O
oy
Vi
¢ = v 4 gﬁ Network .. > Network and Sharing Center v O
& Network Connections - a X up
Control Par
P & - Netw.. > Network C.. v »r
Change ad|
ct Change ad] Organize * Start this connection . 1 O
settings Bluetooth Network Connection Internet

-
Media stre{ ‘9 !

c1@vpn.ke2.xyz

P %P,

Ethernet0

r

o
y

e
r
P
r

Infrared

Internet Og

3items 1 item selected
Windows Devessewrvrwveser:

F

Connect / Disconnect

Set as Default Connection
Create Copy

Create Shortcut
Delete

Rename

Properties

¥ Ethernet0

or set up a router

publeshooting

—> I3mMeHeHne napameTpoB aganTtepa

Nikita

cl@vpn.ike2.xyz
—> CBouncTBa

Tarikin / nikita@tarikin.com



Windows 10:

Authentication

@0 e I 3 LA RS = T Y T | Windows 10x64 (O
AL |
l». } ~
o | - CeowncTBa -> besonacHocTb
& = v 4 & - Network.. > Network and Sharing Center v O  Search Control Panel »
=l 3 c1@vpn.ike2.xyz Properties X tup
Control Par
General Options Security Networking Sharing S
Change ad; o Type of VPN: PN
r
Change ad) : Automatic v
settings - Automatic |
. H Point to Point Tunneling Protocol (PPTP) el
Media stre: Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) ¥ Ethernet0
X Secure Socket Tunneling Protocol (SSTP
N

(O Use Extensible Authentication Protocol (EAP)
Tun VPN:

Properties {or set up a router IKEVZ

) o

O Allow these protocols
EAP-MSCHAPv2 will be used for IKEv2 VPN type. Select

any of these protocols for other VPN types.
oubleshooting

Unencrypted password (PAP)

Challenge Handshake Authentication Protocol (CHAP)

Microsoft CHAP Version 2 (MS-CHAP v2)

l Can alen Automatically use my Windows logon name and
ee als password (and domain, if any)

Infrared

iter] E: =

3
Windows De.civcmmewas:
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Windows 10:

®0® 00| 3 N2 | 8| | » '@ Windows 10x64 (3

i

&« = v 4 & < Network.. > Network and Sharing Center v O  Search Control Panel »p CBOMCTBa -> 5e30naCHOCTb

e s c1@vpn.ike2.xyz Properties X tup
Control Pan
General Options Security Networking Sharing . R
Change adz o Type of VPN: °
rg .
Change ac) IKEv2 - LLingopoBaHne AaHHbIX:
settings Advanced settings Internet Y
Media strez Data encryption: B” c1@vpn.ike2.xyz COMOe CTOonukKoe
X Maximum strength encryption (disconnect if server declines) -
Authentication
(O Use Extensible Authentication Protocol (EAP) No Internet .
[MpoBepka NOANMHHOCTI:
¥ EthernetO
Properties MCHOﬂb3OBaTb
@ Use machine certificates
cepTnduKaTsbl
{or set up a router KOMnb'.OTepOB
See also oubleshooting —_> OK
Infrared
Internet Op - Cancel -
Windows D e
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HAeHbIM BbIBOP cepTudpukaTta ona IKEv2 coegnHeHuA

Set-VpnConnection -Name
"cl@vpn.ike2.xyz" -

MachineCertificateIssuerFilter
'C:\mycerts\CA.crt'

Yepes yTouHeHne nagartena astoputeta CA

Nikita Tarikin / nikita@tarikin.com pmmm



Windows 10:

General Details

Connection

1Pv4 Connectivity:
IPv6 Connectivity:

Media State:

Duration:

Details...

Activity

Bytes:
Compression:
Errors:

Properties

Internet

Network Connection Details:
Property
Connection-specific DNS Suffix
Description
Physical Address
DHCP Enabled
IPv4 Address
IPv4 Subnet Mask
|Pv4 Default Gateway
IPv4 DNS Server
IPv4 WINS Server
NetBIOS over Tcpip Enabled

@ Windows 10 x64

Value
ci@vpn.ike2.xyz
No

10.0.88.2
255.255.255.255

10.0.88.1

Yes

Il

port...

Network 6
Connected

og) c1@vpn.ike2.xyz
Connected

ernet se

Airplane mode

@ Windows 10 x64

tlings

as makilyg a

2:47 PM

A = )

6/7/2019

Q
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Windows 10:

m AR = O @ Windows 10 x64 () .
route -4 print
¥ Command Prompt - X

C:\Users>route -4 print

Interface List DeStInatlon

9...00 Oc 29 eb eb ce Intel(R) 82574L Gigabit Network Connection
cl@vpn.ike2.xyz
.Bluetooth Device (Personal Area Network) O ° O ° O ° O / O
.Software Loopback Interface 1

Gateway:
Active Routes: On-1link
Network Destination Netmask Gateway Interface Metric
0.6 00 008 0.0 1902 1AR KRR 1 1A KR 259 A250
0.0.0.0 0.0.0.0 On-link 10.0.88.2
19.9.856.4 LDD.4LDD.4LD0.400 Un—lJ.nK 19.9.85.4 L]
123.45.67.8 255.255.255.255 2.168.88.1 .168.88. 25! Interface:
127.0.0.0 255.0.0.0 On-link 127.0.
127.0.8.1 255.255.255.255 on-1link 127.0.0. 10.0.88.2
127.255.255.255 255.255.255.255 On-link 127.0.
192.168.88.0 255.255.255.0 on-link .168.88.
192.168.88.252 255.255.255, on-1link 192.168.88. .
102.168.88.255 255.255.255. on-link .168.88. Metric .
224.0.0.0 240.0.0. On-link 127.0.0.1
224.0.0.0 240.0.0. On-link  192.168.88.252 26

224.0.0.0 240.0.0. On-1link 10.0.88.2
255.255.255.255 255.255.255. On-1link 127.0.0.1
255.255.255.255 255.255.255. On-link 192.168.88.252
255.255.255.255 255.255.255. On-1link 10.0.88.2

Nikita Tarikin / nikita@tarikin.com



yashboard
de Session; | 192,168,861 crUi1% B
Policies Proposals Groups Peers Identities Profiles RemotePeers Mode Configs | Installed Sas  Keys
+ =7
MName Resp... |Address Pool Address  Address Pr... Split Include System ... |S1Y
modeconf vpn.ik... yes pool wpn.ike2.xyz 32 192.168.99.024, 17... yes
Juest-onl, no
IPsec Mode Config <modeconf vpn.ike2. xyz> O |
Mame: |modeconf vpn.ike2.xyz
v Responder Cancel
Address Pool: |pool vpn.ike2.xyz | & &
Address: v
. Gy i »
2 items (1 selected) Address Prefix Lenath: |32 Remove
split Included | 192.168.,99,0/24 &
172.16.0.0/22 s
10.20.0.0/21 s

rif

Windows 10:

admin@192.168.

88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipshe)

Vi oystem DNS

o &

Command Prompt

IPv4 Route Table

Active Routes:

10.20.0.0
16TZ8TTVISS
123.45.67.8
127.0.0.0
127.0.0.1
127 . 2552552565
172.16.0.0
1/2.16.3.255
192.168.88.9
192.168.88.252
192 _1AR _RR 255
192.168.99.0
1927168.99.755
224.0.0.0
224.0.0.0
224.0.0.0
255.255.255.255
255.,255,255,255
255525582558255

Netmask
©.0.0.0
0.0.0.0

265 255 256 256
255.255.248.0
£DD.LOD.4LDD.400
255.255.255.255
255.0.0.0
2552552550255
2E52CC D2ECE DEL
255.255.252.0
255.255.255.255
255.255.255.0
5255 MIEENIRS
255 255 255 255
255.255.255.0
Z557Z55°255°755
240.0.0.0
240.0.0.0
240.0.0.0
255L25582550255
255.255.255.255
2552558 558255

Gateway

.168.88.1

On-link
On-link
On-link

UN=TInK

.168.88.1

On-link
On-link
On_linl
On-link
On-11nk
On-link
On-link
On-linlk
On-link
OR-110K
On-link
Oon-link
On-link
On-link
Oon-link
On-link

@ Windows 10 x6¢

Interface

.168.88.252

10.0.88.2
100 88 2

10.0.88.2

19.9.00.4

.168.88.252

127.0.0.1
127.0.0.1
12720200,
.0.88.2
.0.88.2
.88.252
.88.252
|R_252
.0.88.2
.0.88. 72
127.0.0.1

.168.88.252

10.0.88.2
127.0.0.1

.168.88.252

10.0.88.2

Metric
4250
26

281

26

i



Windows 10:

Address:
Address Prefix Lenath: (32
Split Include: 1192,165.99,0/24
172.16.0.0/22

10,20.0.0/21
v System DNS

“ O O

Copy

Remay

i g

B¥ Command Prompt

10.20.0.90
10720.7.255
123.45.67.8
127.0.0.0
1

=

2]

172.16.0.
172.16.3.255
192.168.88.0

192.168.88.252
192168 .88, 255
192.168.99.0
192.168.99.255
224.0.0.90
224.0.
224.0.
2552551255%
255,255,255,
25552555255

Persistent Routes:
None

255.255.248.0
ZA DT A IOE A IOC A
255.255.255.255
255.0.0.0
255.255.255.255
2 g8 s
2558255825200
255.255.255.255
255.255.255.0
255 55MIEEN255
255255255 255
255.255.255.0
255.255.255.255
240.0.0.0
240.0.0.0
240.0.0.0
2552552555255
255.255.255.255
8255255255

On-link
on-1ink

.168.88.1

On-link
On-link
k

On-link
On-1link
On-link
On-link
On-link
On-link
on-1ink
On-link
On-1link
On-link
On-link
On-1link
On-link

@ Windows 10 x64

Interface

10.0.88.2
19.9.388.2Z
.168.88.252
127.0.0.1
.0.0.1

127.0.0.1
192.168.88.252
10.0.88.2
127.0.0.1
192.168.88.252
10.0.88.2

Metric

Jl.com



Windows 10:

0 B 8 &8

r E} Network .. > Network and Sharing Center v O

& Network Connections -

[}

Windows 10 x64 (o)

P
O X bue
o N e &
A% - Networkand int.. > Network Connections. e )
cl@vpn.ike2.xyz Properties X

T s Netw... > Network C... g i
a
Organize * Start this connection
L‘ Bluetcoth Network Connection
S A ‘ Organize *

- ‘ !
X 9 Bluetoot F N

- A« Blug
L <1@vpn.ike2.xyz x 0

N ° ! Connect / Disconnec K. o |
7 .

L‘. Ethernet0 ﬂ

-~ Ethe

Create Copy

Create Shortcut
y Delete

W Rename

»r Properties

3items 1 item selected

letwork Set as Default Connec Qe

General Options Security Networking Sharing

This connection uses the following items:

[ . Internet Protocol Version € (TCPAPVS)

V] M File and Printer Sharing for Microsoft Networks
¥ Client for Microsoft Networks

Dinstal Properties

Description

Transmission Control Protocolfinternet Protocol. The cefault
wide area network protocol that provides communication
across diverse interconnectad networks.

oK Cancel

CeouctBa -> CeTb

v TCP/IPv4
—> CBoucTBa

Nikita Tarikin / nikita@tarikin.com [



Windows 10:

@0 e i B R > 8 8 » @ Windows 10 x64 (7

a General Options Security Networking Sharing

Internet Protocol Version 4 (TCP/IPv4) Properties X

General

.-

< Advanced TCP/IP Settings

‘W F You can get IP settings assigned automatically if your network |

[ Y| supports this capability. Otherwise. you need to ask your network IP Settings DNS  WINS
- administrator for the appropriate IP settings.

This checkbox only apphes when you are conmn

. - . network and a dial-up network simultaneously.
' @® Obtain an IP address automatically data that cannot be sent on the local network is
(O Use the following IP address: | diskup network
< —J [[] use default gateway on remote network
. | Isable class 1S4 route addition
Descrip] (®) Obtain DNS server address automatically |
Trans| (O Use the following DNS server addresses:
wide 2 Automatic metric

acros

OK {

Jitems 1 item selected

6/7/2019

CsoncTtBa -> CeTb

Csounctea TCP/IPv4
v lonyunTb IP agpec aBToMaTnyecKu
Vv lMonyuntb agpec DNS aBTOMaTHyYeCKU

—>
HononHutenbHO
HononHuTtenbHble napameTpol TCP/IP

[[] Vcnonb3oBaTb OCHOBHOM LUMIO3

Nikita Tarikin / nikita@tarikin.com [



[Tookno4yeHne
non-Windows

MacOS
iOS
Android
RouterOS

< i Network Q VPN [}
Location:  Automatic B

Wi-Fi —
L4 N = Status: Connected
Connect Time: 0:03:06

o 20vpikeZu0/z 1P Address: 10.0.88.264

Connected A Y
19:08 wil T -
Server Address: vpn.ike2.xyz { VPN c3@vpn.ike2.xyz Edit
Remote ID:
Local 1D:
Type K
Disconnect Server n.ike?
Server Address 3.45
Show VPN status in menu bar Advanced...  ? Address 10
[ Click the lock to make changes Connect Time

8 ADD VPN PROFILE

Policies Proposals Groups
'ﬁf Kill Connections

: D / |state
DISCONNECT | vpn.ike2.xyz  established

Status: Connected
Profile: c4@vpn.ike2.xyz

tities  Profiles  Active Peers | g

ress Remote Address 'Dyna\
7.9 123.45.67.8 0.0.0

c4@vpn.ike2.xyz
Server: vpn.ike2.xyz
User certificate: c4@vpn.ike2

& Routing
o System
& Queues
Fles
Log
4 RrapIUS

%, Tools

B New Terminal




[MnaH gpencTBun

1. VimnopT SSL cepTndgmkaTtos
2. Hactpownka IKEv2 VPN coegnHeHnuA
3. [llposepka IKEv2 VPN mapwpyToB
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MacOS: NmnopT SSL cepTndmnkaTtos

Corthen Ckayatb .p12 ceptudmkar

Serenal
_~

c2@vpn.ike2.xyz.
p12




MacOS: NmnopT SSL cepTndmnkaTtos

Do you want to add the certificate(s) from the file
“"c2@vpn.ike2.xyz.p12" to a keychain?

?j?ﬂﬁm/r

=

Keychain:
login (default)

—> Add
Keychain: login B

. Cancel Add

Type your
SSL certificate password
—> 0K

View Certificates |




MacOS: YnpasneHne nmnoptrupoBaHHbIMK SSL cepTnudmkaTamm

Keychain access

+ N @ Q_ Search
Keychains .
y ca.ike2.xyz
‘“ login ‘ Root certificate authority
“ Local Items Expires: Tuesday, May 29, 2029 at 7:48:56 PM
ﬂ System Igf’;:.:hil:eaz-r):mzi certificate is not trusted . H
[=) System Roots e 1. Launch keychain access
‘Name ~ Kind Expires 2. Find ca. ike2.xyz root certificate authority
> c2@vpn.ike2.xyz certificate May 31, 202
Fx ca.ike2.xyz certificate May 29, 2072
Category -
| 3 E member: 7A8...F-D2E2FD99AD15 certificate Jun 6, 2020
A& All ltems

/.. Passwords
Secure Notes
[ My Certificates
i Keys
[ certificates \




MacOS: YnpaBneHne nmnoptTnpoBaHHbiMKU SSL cepTndomkatamm "Mporte,

N

et

» Trust

¥ Details
Subject Name
Country or Region
State/Province
Locality
Organization
Common Name

Issuer Name
Country or Region
State/Province
Locality
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Public Key Info
Algorithm
Parameters
Public Key
Exponent

Key Size

Key Usage

Signature

ca.ike2.xyz

G Y Root certificate authority

> | Expires: Tuesday, May 29, 2029 at 7:48:56 PM Indochina Time
© "ca.ike2.xyz" certificate is not trusted

MY
Selangor
Cyberjaya
IKE2.xyz
ca.ike2.xyz

MY
Selangor
Cyberjaya
IKE2.xyz
ca.ike2.xyz

5701666201070268944

3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
None

Saturday, June 1, 2019 at 7:48:56 PM Indochina Time
Tuesday, May 29, 2029 at 7:48:56 PM Indochina Time

RSA Encryption ( 1.2.840.113549.1.1.1)
None

256 bytes : E3 BB 56 44 IC84 EEF4 ...
65537

2,048 bits

Encrypt, Verify, Wrap

256 bytes : A8 3F AF 12D3 AF 15 87 ...

Keychain access

Verify CA certificate details




MacOS: YnpasneHne nmnoptrupoBaHHbIMK SSL cepTnudmkaTamm Mportapy

Public Key Info
RSA ion (1.2 111)
Parameters None
Public Key 256 bytes : E3 BB 56 44 1C B4 EEF4 ...
Exponent 65537
Key Size 2,048 bits
Key Usage Encrypt, Varify, Wrap

Signature 256 bytes : AB 3F AF 12D3 AF 1587 ...

Extension Key Usage ( 2.5.29.15)
Critical YES

Usage Digital Key Data Key
Cert Sign, CRL Sign

Extension Basic Constraints (2.5.20.19 )

Extension Subject Key Identifier ( 2.6.20.14 )
Critical NO
Key ID 25 FO OB D3 3A 6C F& 96 04 A9 FA 19 24 A9 E5
9B CF

Fingerprints

SHA-266 B57C AF 68 13 B3 52 AD AB AB AA 4E 42 F8 C5 69 44 87 57
EE DA F8 30 B9 3E 48 05 C6 D7 33 D9 4B

68 A4 71 8B 3 D C7 83 05 69 BF D8 94

Keychain access

Ceepaem otnevyatku CA
cepTucpmnkata




MacOS: YnpaBneHne nmnoptTnpoBaHHbiMKU SSL cepTndomkatamm "Mporte,

Keychain access

ca.ike2.xyz

Root certificate authority

Expires: Tuesday, May 29, 2029 at 7:48:56 PM Indochina Time
@ "ca.ike2.xyz" certificate is not trusted

Vv Trust

When using this certificate: ~ Use Custom Settings 2) IP S .
ecurity (IPSec)

Secure Sockets Layer (SSL) Never Trust
Secure Mail (S§/MIME) = Never Trust

x Everything else

Extensible Authentication (EAP) Never Trust

IP Security (IPsec) Always Trust

Code Signing  Never Trust

Time Stamping  Never Trust

X.509 Basic Policy Never Trust

ololofololo] o)

> Details




MacOS: YnpasneHne nmnoptrupoBaHHbIMK SSL cepTnudmkaTamm Mportan

) O @ ca.ike2.xyz

Keychain access

ca.ike2.xyz

Root certificate authority

Expires: Tuesday, May 29, 2029 at 7:48:56 PM Indochina Time
Q “ca.ike2.xyz" certificate is not trusted

’f-:w//i/iw//r'

v Trust

When using this certificate: Use Custom Settings B ?

Secure Sockets Layer (SSL) Never Trust
Secure Mail (

Extensible Authenticat

IP Secu P~ You are making changes to your Certificate
a Trust Settings.
Enter your password to allow this.
Tim

Type your
MacOS password
—> Update settings

User Name: |Vicky

Password: I 0000000000000 00000000000

» Details

| Cancel Update Settings




® < ] System Preferences Q VPN (%]
VPN options
VPN on Demand
Advanced VPN options
Connect or disconnect VPN

System preferences ->
Network

Network

Nikita Tarikin / nikita@tarikin.com [



MacOS: Hactponka IKEv2 VPN coeguHeHuna

[ J <|3 i Network Q VPN (%]

Location: Automatic

Wi-Fi

Wi-Fi is connected to vpn.ike2.lab and has the
IP address 192.168.88.254.

Network Name:  vpn.ike2.lab

Automatically join this network

Ask to join new networks

Unlock to make changes

7\ You are making changes to your Certificate
| || Trust Settings.

Enter your password to allow this.

7’\
[&] Click the lock to mal

User Name: | Vicky

Password: Iooooo.oooooooooooo.oooo. I

Cancel Update Settings

Nikita Tarikin / nikita@tarikin.com [



MacOS: Hactpownka IKEv2 VPN coeonHeHnus

< > EER Network Q VPN o .
7 E Create new connection

Select the interface and enter a name for the new service.

Interface: VPN
°® Wi-Fi - b
Connected VPN Type: IKEv2 e Ni-Fi Off

. - and has the
Service Name: |c2@vpn.|ke2.xyz |

Cancel Interface:

<

F VPN
Automatically join this network VP N Typ e:
~ Ask to join new networks
Known networks will be joined automatically. If I KEVZ
no known networks are available, you will have . .
to manually select a network. Se I‘VICG name .
c2@vpn.ike2.xyz

—> Create

_ Show Wi-Fi status in menu bar Advanced... ?
+ | — e
"~

E Click the lock to prevent further changes. o o
' Nikita Tarikin / nikita@tarikin.com [



MacOS: HacTtponka IKEv2 VPN coegmnHeHuns

0@ <> Network Q VPN Q
Location:  Automatic
i-Fi =
g,‘nn;md - Status: Not Connected
c2@vpn.ike2.xyz
bt Not Connected [S
Server Address: | vpn.ike2.xyz
Remote ID: van.ike2.xyz
Local ID: IcZ@vpn.ikez.xyz I ‘___.
Authentication Settings...
Connect
Show VPN status in menu bar Advanced... ?
[+ [ o] | :
'\_
é Click the lock to prevent further changes. Revert Apply

Peer: |peer 123.45.67.8 l s l | o
Auth, Method: [rsa signature I Cancel
Certificate: |vpn.ike2.xyz |= | = I Apply
Remote Certificate: ‘cz@vpn.ikez.xyz I Disable
—
Policy Template Group: ‘group vpn.ike2. xyz l-‘ I R
Notrack Chain: | |# l Copy
< | Remove
My ID Type: [auto H 3[
""".".""""1 X Remote ID Type: |user Fadn [E3
ey * Remate ID: lc2@vpn,ike2.xyz
Match By:Tcertificate - Hﬂ
Mode Configuration: 'modeconf vpn.ike2.xyz U -
Generate Policy: |[Jeieedqid

Nikita Tarikin / nikita@tarikin.com [



MacOS: Hactpownka IKEv2 VPN coeonHeHnus

@ C <> Network Q VPN %)

Create new connection

Location: Automatic

Wi-Fi //’.:\\

Connected Status: Not Connected

2 .ike2. (i
vt Comoctes . X3 Server Address:

vpn.ike2.xyz

Server Address: vpn.ike2.xyz Remote ID:
Remote ID: vpn.ike2.xyz vpn.ike2.xyz
Local ID: Ic2@vpn.ike2.xyz | LOC&I |D

c2@vpn.ike2.xvyz

Authentication Settings...

Connect

v/ Show VPN status in menu bar
—> Apply

Show VPN status in menu bar Advanced... ?
+ | — v
"~
E Click the lock to prevent further changes. Revert Apply o o
' Nikita Tarikin / nikita@tarikin.com [


mailto:c2@vpn.ike2.xyz

MacOS: Hactponka IKEv2 VPN coeguHeHuna

Authentication Settings:
None C
Cione > B |
Wi-Fi
Connected " shared Secret: | |
[ ) ﬁzm%vopn':ﬁzd”i © certificate: | Select..  None selected
s
e ID: vpn.ike2.xyz
I D: [c2@vpn.ike2.xyz
Authentication Settings... |
 Connect
Show VPN status in menu bar Advanced.. 2.
+ | - I#"| L \*/
‘M Click the lock to prevent further changes.  Revert = Apply |

Authentication Settings

Authentication Settings:
None
Certificate:
—> Select



MacOS: Hactponka IKEv2 VPN coeguHeHuna

Network Q VP! [x]

R Authentication Settings
Authentication Settings:

None

' Shared Secret:

Select your machine authentication certificate:
© cCertificate: Select... %

[Z] member: 7A83DC96-B5F7-4A9D-B2D1-48C17FAOECF2 F2EC...
B c2@vpn.ike2.xyz

Select machine auth certificate:
c2@vpn.ike2.xyz

Certificate Information:

c2@vpn.ike2.xyz
Issued by: ca.ike2.xyz

Expires: Tuesday, May 31, 2022 at 7:49:25 PM
Indochina Time

@ This certificate is valid

—> Continue

Show VPN status in

. Hide Certificate Cancel |

to prevent further changes.




@ System Preferences Edit View Window Help @) @ Qo0:02:49 = L
Disconnect c2@vpn.ike2.xyz

MacQOS: NoakntovyeHne IKEv2Z VPN  C2auenike2 2

v Show Time Connected
_ v Show Status While Connecting

1

Network Q VPN Open Network Preferences...

| @80 <>

] i > | oEE Network
Location: Automatic
Location: Automatic )
Wi-Fi — Wi-Fi —
Connected = Status: Not Conneg Connected - Status: Connected
c2@vpn.ike2.xyz N /ﬁ\ Connect Time: 0:03:06
NotConnected NN c2@vpn.ike2.xyz | | IP Address: 10.0.88.254
Connected m

Server Address: vpn.ike2.xyz

Remote ID: vpn.ike2.xyz

Server Address: Like2.
vpn.ike2.xyz |

Local ID:
Remote ID: ‘vpn,ikeZ,xyz ‘

Local ID: |C2@vpn,ik62.xyz ‘
Connect

Authentication Settings...

Show VPN status in menu bar | Disconnect |

+ e

Click the lock to prevent further changes.

I T l - I % I Show VPN status in menu bar . Advanced.. 2

Don’t forget
v tolock settings % Click the lock to make changes. Revert Apply




@ System Preferences Edit View Window Help

MacOS:

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

ard

Session: 192,168,881

CPU:1%

O]

Policies Proposals Groups Peers Identities Profiles Remote Peers Mode Configs | Installed SAs  Keys

*|= T

Mame

modeconf vpn.ik...

request-only

.
2 items (1 selected)

Resp... Address Pool Address Address Pr... Split Include

System ...

ves pool vpn.ike2, xyz 32 192.168,99.0§24, 17... yes

no

1Psec Mode Config <modeconf vpn.ike2.xyz > [=] E3
Mame: |modeconf vpn.ike2,xyz

v Responder Cancel

Address Pool: |pool vpn.ike2.xyz | ¥« | Apply

Address: v Copy
Address Prefix Length: Remove

g

Split Inclyfle: |192.168.99.0/24
172.16.0.0/22

10,20,0.0/21

@) @oo:02:49 = A

Disconnect c2@vpn.ike2.xyz

v Show Time Connected
v Show Status While Connecting

Open Network Preferences...

[+ ~ netstat -nr |grep ipsec
default link#23
10.0.88.254 10.0.88.254
10.20/21 10.0.88.254
172.16/22 10.0.88.254
192.168.99 10.0.88.254
224.0.0/4 link#23
255.255.255.255/32 1ink#23

» -1

Nikita Tarikin / nikita@tarikin.com



@ System Preferences Edit

MacOS:

View Window Help

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
s Dashboard

: Mode Session: |192,1685.88.1 CPU:|3% [ |
‘] Peers Identities Profiles Remote Peers Mode Configs | Installed SAs Keys
1
+ =7

Mame Resp... |Address Pool Address | Address Pr... Split Include |w

modeconf vpniik.., yes pool vpn.ike2.xyz 32 0,0,0,0/0

request-only 10

IPsec Mode Config <modeconf vpn.ikez.xyz> = E3

Name: |modeconf vpn.ike2.xyz oK

v| Responder

1ol

Address Pool: | pool vpn.ike2.xyz |® & Apply
Address: & Copy
hJ Address Prefix Length: |32 Fm—

2 items (1 selected

Split Inci{de: |0.0.0.0/0

Static DNS: |10.0.88.1 <
ninal
ITER

sout. tif

- ~ netstat -nr |grep ipsec
default 1link#23
alc 9 1link#23
159 link#23
~2lalg link#23
.222 link#23
.131 link#23
.22 link#23
31 link#23
143 link#23
156 link#23
64 1link#23
27 link#23
01 link#23
204 link#23
23 link#23
link#23
1link#23
link#23
link#23
link#23
link#23
link#23
link#23

1.
1.
1.
1.
1.
1.
1

2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.

@) @oo:02:49 = A

Disconnect c2@vpn.ike2.xyz

v Show Time Connected
v Show Status While Connecting

Open Network Preferences...

[y
o
ey
~

PRPORPRPRPPPPRPPRPPRPPREPRPPEPRPERL®
PO ®D®®

OO ®
B e T X i S s
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[MnaH pencteBun

1. imnopT SSL cepTndgmkaTtos
2. Hactpowuka IKEv2 VPN coeonHeHuA
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iOS: 3arpyska SSL cepTudmkaton

AirDrop. Share instantly with people nearby. If they turn
‘@) on AirDrop from Control Centre on iOS or from Finder on
the Mac, you'll see their names here. Just tap to share.

o= ="

Message Mail Add to Notes More

cert_export_c3@vpn.ike2.xyz
cancel 18:42 - 4 KB

cert_export_CA.ike2.xyz

18:41-1KB

18:44 il T =.

iCloud Drive SSL Select
<

Q Search

Download CA certificate .crt

Download client certificate .p12




iI0S: mnopT SSL cepTudmkarta aBtoputeta CA

18:44 wll T -
< iCloud Drive SSL Select
Q Search

cert_export_c3@vpn.ike2.xyz

18:42 - 4KB

cert_export_CA.ike2.xyz

18:41-1KB

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close




iOS: mnopTt SSL ceptudukarta asToputeta CA

18:45

Settings

Q Search

Nikita Tarikin

Profile Downloaded

Airplane Mode
Wi-Fi
Bluetooth

Mobile Data

Personal Hotspot

D800G

Apple ID, iCloud, iTunes & App 4

-

18:46 ol T -
ul T =.
. { caike2.xyz ca.ike2.xyz
SUBJECT NAME
Country or Region MY
State/Province Selangor
Locality Cyberjaya
b QOrganisation IKE2.xyz
18:45 S - Common Name ca.ike2.xyz
Cancel Install Profile Install Loz S
Country or Region MY
L State/Province Selangor
o
Local C j
ca.ike2.xyz 18:45 il lity yberjaya
] QOrganisation IKE2.xyz
{Install Profile  ca.ike2.xyz ,
Signed by ca.ike2.xyz Common Name ca.ike2.xyz
1 Not Verified
Contains Certificate CERTIFICATE | SERIAL NUMBER
ca.ike2.xyz Serial Number 5701666201070268944
~ More Details - Issued by: ca.ike2.xyz
Expires: 29 May 2029 VALIDITY PERIOD
] r Not Valid Before 2019-06-01, 19:48:56
1 Remove Downloaded Profile Not Valid After 2029-05-29, 19:48:56

—

PUBLIC KEY INFC
————

18:46 wll T -

{ caike2.xyz ca.ike2.xyz

Signature Data

a8 3f af 12 d3 af 15 87 66 Sf 2b B89 a5 1f 35 8e 64 b4
14724b7280c2ed 028e6bc3cd7a1d 1723 1c
c4 6a a3 c189c02b5575d3c9 0e d7 ee 90 Sb 2b
2b 15 e8 fc f3 bb €8 1e df 77 64 82 fa 02 87 be 57 79
42 alch 54 3a 78 €7 a0 e1d177 11 eb 54 b3 06 c6 bf
5a 65 2b 5e 87 39 6f 2f cb ¢9 48 5b 7f 6¢ d0 16 8d
7d 64 8f ba 17 25 58 4f 0a 5¢ 5105 66 ec dc 42 55
c7 8e 64 fc a3 b5 5 4b 89 Ob da 6d ea ec 3¢ 80 ¢cb
ad 8110 69 09 dc 66 83 7f ad 80 Od 8e 38 45 02 04
77 66 3 30 21e7 74 1e 30 d6 b0 c2 07 60 dc 4a 9e
a4 2b 18 3c bd ee 16 01 Oe cd 02 a9 cc 66 08 bd ef
3c 7c 4a f1d9 8f 83 a0 40 04 f4 2f 49 2f Oe 98 fa 6f
2c 94 b7 af 54 64 00 0c 59 f7 ed 61 ¢2 24 1c 65 3e
e6 4f 20 e8 5b ¢164 a7 78 ¢139157b 56 7e 52 9¢
29 {5 34 65 ad 9c be f1 73 3a d6 2f 9d 36

FINGERPRINTS

SHA-256

b5 7c af 68 13 b3 52 a0 ab ab aa 4e 42 8 c5 62 44
87 57 ee da f8 30 b9 3e 4b 05 ¢6 d7 33 d9 4b

SHA-1

6b a4 71 8b 3f 22 4e 3d c7 83 05 69 bf d8 94 ¢3 38
56 87 d8

Version 3




iI0S: mnopT SSL cepTudmkarta aBtoputeta CA

18:45 il = ..
Install
18:48 wll T .

Settlngs Cancel Enter Passcode Done Cancel

Q Search

18:45 ol T =
18:49 ol T =.
Niki Cancel Install Profile Install --’
} Apple Cancel Warning Install
Enter your passcode
@ ca |ke2 xyz UNMANAGED ROOT CERTIFICATE

Profile Downloz Installing the certificate “ca.ike2.xyz" will add it to the

...0.....0...00.4
list of trusted certificates on your iPhone. This

Not Verified certificate will not be trusted for websites until you
Airplane | enable it in Certificate Trust Settings.

Contains Certificate

Signed by ca.ike2.xyz

Wi-Fi More Details UNVERIFIED PROFILE
Bluetoott The authenticity of “ca.ike2.xyz" cannot be verified.
Mobile D: Remove Downloaded Profile

00006

Personal Hotspot

Nikita Tarikin / nikita@tarikin.com [



iI0S: mnopT SSL cepTudmkarta KnmeHTa

wll T =.

18:51

Settings

Q Search

ﬁ Identity Certificate
Nikita Tarikin

Apple ID, iCloud, iTunes &

Cancel Install Profile

Signed by Not Signed
Contains Certificate
Profile Downloaded /' More Details

Review the profile in Settings app if
you want to install it.

Profile Downloaded

Remove Downloaded Profile
Close Airplane Mode
= Wi-Fi vpn.ike2.lab
Bluetooth On

‘I @ Mobile Data I

wll = .

Install

Install

Cancel

18:52 wll T -

Cancel Enter Password Next

ENTER THE PASSWORD FOR THE CERTIFICATE “IDENTITY
CERTIFICATE"

Required by the "Identity Certificate” profile

Nikita Tarikin / nikita@tarikin.com pmmm



iI0S: Hactponka IKEv2 VPN coeguHeHuna

19:08 wll T .
Airplane Mode Cancel Add Configuration Done
8 v
Type IKEv2 Peer: peer 123.45.67.8
Bluetooth on y :
Auth, Method: |rsa signature
@ Mobile Data Certificate: |vpn.ike2.xyz “i
Description c3@vpn.ike2.xyz : -
Remote Certificate: | c2@vpn.ike2.xyz
Personal Hotspot
e

Server vpn.ike2.xyz

Date & Time Policy Template Group: | group vpn.ike2.xyz

Notrack Chain:

Notifications Keyboard Remote ID  vpn.ike2.xyz

C
) My ID Type: auto
Sounds & Haptics Language & Region LocalID  c3@vpn.ike2.xyz ... é]
S, o Remote ID Type: |user Fqdn
PYy " ay
Do Not Disturb Dictionary 18:55 AUTHENTICATION ..‘ Remate ID: |c2@vpn.ike2.xy2
-— —— >3
. User Authentication Match By: | certificate
Screen Time < General VPN
. A Mode Configuration: 'modeconf vpn.ike2, 3
iTunes Wi-Fi Sync Use Certificate C ode Configuration: 'modeconf vpn.ike2.xyz H
Generate Policy:
Ea General . VPN . Add VPH GonfigLestion.. _’ Certificate c3@vpn.ike2.xyz
Control Centre Profiles N '
PROXY
Off Manual Auto ]

Nikita Tarikin / nikita@tarikin.com pmmm



Airplane Mode L

Wi-Fi vpn.ike2.lab > L

Bluetooth 19:08 wll T =.)
Mobile Data < General VPN

@

Personal Hotspot VPN CONFIGURATIONS

VPN = Sstatus Connected ()
& notiications v C3@wniezxyz

o Sounds & Haptics

:

Add VPN Configuration...

e
iOS: MopokntoyveHue IKEv2 VPN

19:08 ol T -

< VPN c3@vpn.ike2.xyz Edit
Type IKEv2
Server vpn.ike2.xyz
Server Address 123.45.67.8
Address 10.0.88.253
Connect Time 0N

Delete VPN




[MnaH gpencTBun

1. YcTaHoBka npunoxXxeHusa StrongSwan
2. mnopTt SSL cepTudurkaTos
3. Hactpoinka IKEv2 VPN nogkntoyeHua

Nikita Tarikin / nikita@tarikin.com [



Android: YctaHoBka StrongSwan

strongSwan VPN Client
strongSwan Project

Communication

INSTALL

Rate this app
Tell others what you think

o % % Hantn n yctaHoBuTb StrongSwan

e yepes Google Play
Developer contact ~
©  Website
& Email
android @strongswan.org
@  Privacy policy




Android:

Extract certificate

Type the password to extract the

certificates.

CANCEL OK

Name the certificate

Certificate name:

c4@vpn.ike2

Credential use:
VPN and apps

The package contains:
one user key

one user certificate
one CA certificate

CANCEL

Download and install

user certificate

Nikita Tarikin / nikita@tarikin.com



Android:

Choose certificate

The app strongSwan VPN Client
T has requested a certificate.

: Choosing a certificate will let
vpn.ike2.xyz the app use this identity with
Status: No active VPN servers now and in the future.

VPN Type
No VPN profiles. IKEv2 Certificate c4@vpn.ike2

User certificate CN=c4@vpn.ike2.xyz

c4@vpn.ike2
CN=c4@vpn.ike2.xyz

€<  Add VPN pro.. SAVE CANCEL

8 ADD VPN PROFILE

+ Install certificate

User identity

DENY SELECT
Default (CN=c4@vpn.ike2.xy..

CA certificate
Select automatically

Profile name (optional)
c4@vpn.ike2.xyz
Defaults to "vpn.ike2.xyz'

[ Show advanced settings

Nikita Tarikin / nikita@tarikin.com [



Android:

8 ADD VPN PROFILE . ‘
Connection request E AT TR
Status: No active VPN strongSwan VPN Client
' wants to set up a VPN Status: Connected
(s::rv@i:/sgnliizzx)gz connection that allows Profile: c4@vpn.ike2.xyz
User certificate: c4@vpn.ike2 't to monitor networ-k
= traffic. Only accept if you DISCONNECT

trust the source.

c4@vpn.ike2.xyz
Server: vpn.ike2.xyz
User certificate: c4@vpn.ike2

ox appears at the top of
your screen when VPN is
active.

CANCEL OK

Nikita Tarikin / nikita@tarikin.com [






CeTeBaa gmnarpamma
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3arpyska v yctaHoBka KnmeHTckoro SSL ceptudmkarta

® ® admin@192.168.188.1 (MikroTik office-spb.ike2.xyz) - WinBox v6.45.3 on mAP lite (mipsbe)
Session  Settings Dashboard

L] Safe Mode Session; 192,168,188.1 &

Au Quick Set

1 CAPsMAN

# Interfaces

4 Wireless

& i, Bridge

=L PPP

=52 Switch

“13 Mesh

s Ip )
4 Routing )
o) System )
& Queues

|| Files

| Log

&) RADIUS

K Tools )
@ New Terminal
4 Dot1X

¥4 MetaROUTER
#5 Partition

| - Make Supout.tif
& Manual

9 New WinBox

E] @ Backup H Restore ‘ [Uplaad... I

|File Name / [Type |Size lCreation Time H v
| =) cert_export_office-spb@vpn.ike2.... .p12file 45288 Aug/08/2019 16:38:11
flash disk Janj01/1970 07:00:06
[ flash{pub directory May/[24/2017 02:38:22
[ flashskins directory Jan{01/1970 07:00:02
[=]

Certificates ’SCEP Servers SCEPRA Requests OTP CRL

E ’ Import ” Card Reinstall ‘ Card Verify H Revoke H Create Cert, Request ‘ Setting

JName / Ilssuer [Common Name [Subject Al ... ]Key Size IDays Valid [

Import

/certificate import
Only File: Icert_exporl:_office-spb@vpn.ikeZ.xyz.plZ \ 3] Import

Passphrase: I*"‘"‘***"‘* ‘ Cancel

0items

Nikita Tarikin / nikita@tarikin.com [



[lepenmeHoBbIBaeM ycTaHOB/IEHHbIE SSL cepTndmkaThl

admin@192.168.188.1 (MikroTik office-spb.ike2.xyz) - WinBox y6.45

ashboard

® O ® admin@192.168.188.1 (MikroTik office-spb.ike2.xyz) - WinBox v6.45.3 on mAP lite (mipsbe)
Session  Settings Dashboard

Safe Mode Session: |192,168.188.1 ki

Je | Session:[192.168,188.1

File List

IE‘ | Backup || Restore I |Upload.,, I

As Quick Set
4 CAPsMAN
# Interfaces

Fille List
IE' ’ Backup || Restore | I Upload, .. |

|File Mame 7 | Type |Size | creation Time

IFile Mame 2 |Type ISize ]Creation Time

3 Wireless

[Dflash{skins

5l cert_export_office-spb@vpn.ike2.... .p12 file 45266  Aug/08/2019 1€
[flash disk Janf01/1970 07

[Dflash{pub directory May[24/2017 02 @ PPP
directory Janf01{1970 07

Certificates |SG-TServers SCEPRA Requests OTP CRL M

=) cert_export_office-spb@vpn.ike2.... .p12 file 45286  Augf08f2019 16:38:11
5 Bridge [Dflash disk Jan{01/1970 07:00:06
[Dflashfpub directory Mayf24/2017 02:38:22

[Iflashyiskins directary 1anf01£1970 07:00:02

=5 Switch
“15 Mesh
s 1P P

Certificates

Certificates |5CEP Servers SCEPRA Requests OTP CRL

EE’ I Import ” Card Reinstall “ Card Yerify “ Rewvoke H Create Cert. Rec

4 Routing ¥

|Name A |Issuer [Cornmon Nan

EIEI | Import || Card Reinstall || Card Verify || Revoke || Create Cert. Request || Settings

KT cert_export_office-spb@vpn.ike2,xyz.p12_0  C=RU,5T=Moscow O... office-spb@
AT cert_export_office-spp@vpn.ike2.xyz,p12_1l  C=RU,5T=Moscow O.., ca.ke2.xyz

Import

(ol (=l ert_export_office-s

Passphrase: [********

{ i) System I |Mame + |Issuer |Common Name |Subject Al. ... [key sii
| ,Queues AT ca.ike2.xyz C=RU,5T=Moscaw O... ca.ke2.xyz DNS:ca.ke2.... 4096
KT office-spb@vpn.ike2.xyz C=RU,ST=Mascow O... office-spb@vpn.ike2.xyz Email:office-... 2048

|| Files

| | Log

H paADIUS

& Tools P
B Mew Terminal

¢l Dotix

= MetaROUTER

‘.D Partition

| ., Make Supout.rif
& Manual
9 New WinBox



HacTpounka HoBoro |IPSec peer profile

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session  Settings Dashboard

|| Ca Safe Mode Session: |192.168.88.1 CPU: 0% [ |
& Quick Set : : .
Aa Quickse New IPsec Profie O] /ip ipsec profile add dh-
1 CAPsMAN -
_ Name: OK
= Interfaces - - = (=IE3 group=modp2048,modp1536, modp10
% Wireless T | Hash Algorithms: |sha2s6 ¥ ‘ Cancel ‘ 5105 | o
i Bridge + 7 Encryption Algorithm: || des 3des Apply ‘ 2 4 enc-—
V| aes-128 V| aes-192 )
u PPP Mame vl aes-256 blowfish [ | p IC i
S- Copy posal C... . _
== Switch default camellia-128 camelia-192 g ey algO I’lt hm—aeS—256 ’ aeS—192 ’ aes—
12 Mesh camellia-256 .M .
= 1P DH Group: modp768 v modpl024 128 haSh—a 190 rlt hm:Sh8256
Routing 8 :Ejnplf;s S ;cozdn;;; . r f . .L . k 2 n
2 name= roTiie vpn.ilkeZ.Xyz
o System modp3072 modp4096 p p y
a Queues modp6144 modp8192
o T nat—-traversal=yes proposal-
o ) ecpS21 h k b
og —
of) RADIUS Proposal Check: |obey + chec Y ey
P 4, Tools Lifetime: | 1d 00:00:00
[% [ Mew Terminal Lifebytes: v
;C— < MetaROUTER 1 item
= 05 Partition V| NAT Traversal
(é‘ = ke E—— DPD Interval: | 120 3]s
Zl_ Q Manual DPD Maximum Failures: 'S
—
ok New WinBox

Nikita Tarikin / nikita@tarikin.com pmmm



[ob6aBneHne HOBOro KnmMeHTckoro IPSec peer

[ ] ® admin@192.168.188.1 (MikroTik office-spb.ike2.xyz) - WinBox v6.45.3 on mAP lite (mipsbe)

Session  Settings Dashboard

Session: 192.168.168.1 BE
As Quick Set
i CAPsMAN
| Interfaces @E
T Wireless Policies Proposals Groups Peers |Idenl:il:ies Profiles Active Peers Mode Configs Installed S&s  Keys
4 ridoe [#][=] (][]
=L PPP #‘ |Narne [Address |LocaIAddress [Profile |Ex:hange... =
5 Switch

S
22;]“”9 { Mame: |peer vpn.ke2.xyz | ok

@ system i Address: |vpn.ike2.xyz |« Cancel add
QQueues Port; [ ] g Apply

/ip ipsec

e . -

|| Files Local Address: | ]

| Log Profile: lproﬁle vpn.ike2. xyz Hﬂ

A RADIS Exchange Mode:

& [

N Todks [ passive

R New Terminal Ditems Send INITIAL_CONTACT
1,

D0 1 enabled

¥4 MetaROUTER

#- Partition

| .. Make Supout.rif
&) Manual

9 New WinBox

Nikita Tarikin / nikita@tarikin.com [



HacTtpownka HoBoro IPSec proposal

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session  Settings Dashboard

|| Ca Safe Mode

A Quick Set
1 CAPsMAN
@ Interfaces
i Wireless
&, Bridge

o PPP
== Switch
12 Mesh

Routing
o System
Q Queues
__| Files
Log
o) RADIUS

%, Tools
[ Wew Terminal

< MetaROUTER
# Partition

| Make Supout, rif
&) Manual

1ter0S WinBox

o4 New WinBox

Session: |192.168.88.1 CPU: 1% | I
Policies Proposals ' Groups Peers Identities Profles Remote Peers Mode Configs Installed Sas ...
& o
Name New IPsec Proposal =1 E3 s =

* default Mame: |proposal vpn.ike2.xyz
Auth, Algorithms: || mdS V| shat Cancel
null vl sha256 r
v shas12 Apply
Encr. Algorithms: null des E
3des V| aes-128 cbc
aes-192cbc |V aes-256 cbe E
blowfish twofish I’
emove

camellia-128 camellia-192

camellia-256 v 3 ctr

1 item Lifetime: |08:00:00 -

PFS Group: |none ¥

enabled

/ip ipsec proposal add auth-
algorithms=sha512,sha256,shal
enc-algorithms=aes-256-
cbc,aes-256-ctr,aes—256-

gcm,aes—-192-ctr,aes-192-

gcm,aes—-128-cbc,aes-128-

ctr,aes-128-gcm lifetime=8h
name="proposal vpn.ike2.xyz"

pfs—group=none

Nikita Tarikin / nikita@tarikin.com pmmm



[o6asneHne HoBou IPSec policy group

O ® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard

m @ Safe Mode | Session: cPUo  H (5

As Quick Set
. CAPsMAN
|/ Interfaces

I Wireless
7, Bridge
=3 PPP
=2 Switch
915 Mesh

P !

2 Routing )

(o) System [

A, Tools )
||| New Terminal
¥4 MetaROUTER
P Partition

| . Make Supout.rif
& Manual

Y New WinBox

=] |E3]

Proposals Groups lPeers Identities Profiles Remote Peers Mode Configs Installed SAs Keys ...

[+[=][¥]

Find

lName

]v

default

Mew IPsec Group

=]

MName:! |group vpn.ike2.xyz oK

e Queues
|_|Files
‘fﬂ‘ II:j\gDIUS

/1ip ipsec
add

Nikita Tarikin / nikita@tarikin.com [



[ob6asneHne HoBoro wabnoHa IPSec policy

® admin@192.168.188.1 (MikroTik office-spb.ike2.xyz) - WinBox v6.45.3 on mAP ...

Session Settings Dashboard

Lol [l Safe Mode

As Quick Set

2. CAPsMAN
8 Interfaces

1 Wireless
&, Bridge

=L FPP
== Switch
15 Mesh

22STE
¢ Routing

5 System
Q Queues
|__|Files

Log

X RADIUS

%, Tools
[ New Terminal
41 Dot1X

¥4 MetaROUTER
¥ Partition

. Make Supout.rif

& Manual
Y Rew WinBox

Session: |192.168.188.1 |
[O][x
Policies | Proposals Groups Peers Identities Profiles Active Peers
L ] Y| | Statistics
# Peer Tunnel | Src, Address Src. P... |Dst. Addre ¥
0*T :j0 0
New IPsec Policy
General | Action Status
Src, Address: |10.0.88.0/24
Src. Port: = Apply
\ A ; 10,0,0,0/0
= Dst, Address: / Disable =
1 ikem Dst. Port:
Comment
Protocol: 255 (all) ¥
V| Template
Group: |group vpn.ike2.xyz ¥

enabled

MNew IPsec Policy

> 4

enabled

General Action | Status
Action;
IPsec Protocols: |esp

Proposal: |proposal vpn.ike2.xyz

“

Cancel

Apply

«

.

Disable
Comment
Copy

Remove

/ip ipsec policy
add comment="policy template vpn.ike2.xyz"
dst-address=0.0.0.0/0 group="group

vpn.ike2.xyz" proposal="proposal vpn.ike2.xyz"
src-address=10.0.88.0/24 template=yes

Nikita Tarikin / nikita@tarikin.com s



[lo6aBneHne HoBoro cnnucka LAN ceten B firewall address list

@ ® admin@192.168.188.1 (MikroTik office-sph.ike2.xyz) - WinBox v6.45.3 on mAP...

Session Settings Dashboard

Safe Made Session: |192,168,188.1 E

Bl

Aa Quick Set

1 CAPsMAN =13
[ Interfaces Mangle Raw Service Ports Connections Address Lists ‘ Layer? Protocols

1 Wirel
e CEIER o3
Cl R |Name / IAddress ITimeout I" )
=g PPP /ip —
e add =192.168.188.0/24

o ::esh . New Firewall Address List =1 E3 =LAN-address—-1list

Mame: |LAN-address-list * OK
& Routing [* [ “ | \—I
&3 system N Address: |192.168.188.0/24 | Cancel
Q Queues Timeout: l ‘ A Apply
|| Files Creation Time: l |
Disable
o= | Comment |
C 13

B raoivs
@ New Terminal

4j# Dot1x enabled

¥ MetaROUTER Nikita Tarikin / nikita@tarikin.com pmmm



[lo6baBneHune HoBoro knneHTta IPSec modeconf

admin@192.168.188.1 (MikroTik office-spb.ike2.xyz) - WinBox v6.45.3 on mAP lite (mipsbe)
ettings Dashboard

Safe Mode Session: | 192.168.188.1 | Wi

ick Set
PsMAN ]2
erfaces Fiter Rules NAT Mangle Raw Service Ports Connections Address Lists | Layer7 Protocols
el
e + 7 al s
1ge : A

Marne Address Timeout Creation Time
. @ LAN-addr... 192.168.188.0/24 e Aug/08/2019 17:...
itch @E]
sh Policies Proposals Groups Peers Identities Profiles ActivéNpeers Mode Configs | Installed Sas  Keys

ki it ¥
uting
} MName Resp... Address Pool Address Address Prefi... Split Include v
stem request-only no / . i d f .
BUEs 1 1psec moae—-conTtl
New IPsec Mode Config [=] E3 p p g
S 11 L —
; Mame: modeconf office-spb@vpn.ikeglxyz a d d nName mo d econ f 0 f f 1ce
: " — _
- Responder spb@vpn.ike2.xyz" responder=no src
s Connection Mark: s address—1list=LAN-address-1list
w Terminal . ) —
Src. Address List: |LAN-address-list ¥
»
taROUTER
tition
ke Supout.rif * »
1 item

nual
e Nikita Tarikin / nikita@tarikin.com pmmm



[ob6asneHne HOBOro yooctosepeHua IPSec identity

® admin@192.168.188.1 (MikroTik office-spb.ike2.xyz) - WinBox v6.45.3 on mAP lite

Session  Settings Dashboard

Al e Safe Mode

As Quick Set

o CAPsMAan
8 Interfaces

1 Wireless
& i, Bridge

= PPP

== Switch

“12 Mesh

ZiIp
. Routing

5. System
& qQueues
___Files
Log

M RADIUS

. Tools

@ hew Terminal
4% Dokl

4 MetaROUTER
@ Partition

. Make Supout.rif

&) Manual

Y New WinBox

o
@)
m
| =
)]
O
-
Q
=
0

Session: | 192,168,188, 1 M
Peers Identities | profiles Active Peers Mode Configs Installed SAs Keys ...
Mew IPsec Identity =] x]

Ot}

CEE M neer vpn. ike2 . xyz

Auth. Method:
Certificate:
Remote Certificate:

Palicy Template Group:

Notrack Chain:

My ID Type!

My ID:

Remate ID Type:
Remote ID:

Match By:

Mode Configuration:

Generate Policy:

enabled

digital signature

«

office-spb@vpn.ike2.xyz

none

group vpn.ike2.xyz

user Fqdn

office-spb@wvpn.ike2.xy2

fadn
vpn.ikeZ.xyz

remote id

modeconf office-spp@vpn.ike2.xyz | ®

port strict

¥

+|

“

daiii

*

+

+l

+|

*

Ol
Cancel
Apply
Disable
Comment v
Copy

Remove

/ip ipsec identity

add auth-method=digital-signature
certificate=office-spb@vpn.ike2.xyz
generate-policy=port-strict mode-
config="modeconf office-spb@vpn.ike2.xyz"

my—id=user-fqdn:office-spb@vpn.ike2.xyz
peer="peer vpn.ike2.xyz" policy-template-
group="group vpn.ike2.xyz" remote-
id=fqgdn:vpn.ike2.xyz

Nikita Tarikin / nikita@tarikin.com [



Csepka ygoctoBepeHu IPSec identity

CepBep KiimeHT
IPsec Identity <peer 123.45.67.5> [=] B3 IPsec Identity <peer vpn.ikeZ xyz= [=] E3
(A ecr 123,45.67.6 =
Auth, Method: |digital signature ‘E Cancel Auth. Method: |c|igita| signature " ¥ | Cancel
= appl =
Certificate: van.ikeZ.xyz “ ﬂ s —p Certificate: Ioffice-spb@vpn.ikez.xyz “ e SR
Remote Certificate: loFFice-spb@vpn.ikez.xyz Remote Certificate

Policy Template Group: |group vpn.ike2 xyz \

.
Notrackchain:l ‘E

My ID Type: lfqdn ‘E

My ID: |vpn.ikez.xyz S |

Remate ID Type: Iuser fqdn ><
Remote ID: [oFfice-spb@vpn.ikeZ.xyz
=]

Match By: lcertificate

Mode Configuration: modeconf vpn.ike2.xyz | ®| &

Generate Policy: |port strict ‘E]

Policy Template Group

My ID Type

/’ s

Remote ID Type
T Remote I

Match By

Mode Configuration

Generate Policy

Mokrack Chain:

| concel |
s

: |none |# | Disable
| Remove_|

Comment

:|group vpn.ike2 xyz " |

| 3] L

Remove

! Iuser fgdn "3'

B |0fFice—spb@vpn.ik32.xvz |

: [fadn =]

: van.ikez.xyz |

: lremote id H$|

i | modecorf office-sph@vpn.ike2.xyz | ¥ | &

! Iport skrick “ ﬂ

enabled

[enabled
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[MpoBepka cBA3n IKEv2

Active peers
state: established

I'enepupoBaHa
oVHaMu4yeckas policy
PH state:

Policies Proposals Groups Peers Identities Profiles Active Peers IMode Configs Installed SAs Keys

KrnimenT

Peer: authorized
Address: acquired

established .20 T ...

Kill Connections [lale
|ID N |State |Loca| Address |Remote Address ’Dynamic Address |5ide ’Uptime |PH2 Total ITx Bytes v
vpn.ike2.xyz  established 123.45.67.9 123.45.67.8 0,000 initiator 01:00:31 1 0
IPsec E] E!
Policies l Proposals Groups Peers Identities Profiles Active Peers Mode Configs Installed SAs  Keys
# | Jﬂ-ou—— 'Tunnel |Sre. Address [Src?mmr\]ost P.. |Protoco| {Actlon lLevel  |PHZState |v
o . AL L :
1T ,i'24 0.0.0.0/0
2 DA peer vpn.ikeZ.xyz ves 10.0.88.254 0.0.0.0/0 255 (all) encrypt  unig established

Augf0S8/2019 15:51:58 memory
Aug/08/2019 15:51:58  memory

Aug/03/2019 15:51:58  memory

ipsec, info

ipsec, info

ipsec, info, account

new ike2 54 (R): 123.45,67.8[4500]-123.45.67.9[4500]
spi:39d4adbfacSf4ezb:099b4c2c836ffeSd

peer authorized: 123.45.67.8[4500]-123.45.67,9[4500]
spi: 39d4adbfacSf4ezb: 099b4c2c836ffesd

acquired 10.0.53.254 address for 123.45.67.9,
office-spb@vpn.ikez vz
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[MpoBepka cBA3n IKEV2 KJIMeHT

Firewall = E
Filter Rules NAT ‘ Mangle Raw Service Ports Connections Address Lists Layer7 Protocols
E] E] ’:] D I 00 Reset Counters | I 00 Reset All Counters ‘ [EJ
IR . 1 | E
PeHepMpOBaHO 0D ;j;ipsec mode-config
<l action: src-nat Chain: srcnat Src. Address List: LAN-address-list
OVMHaMHN4IeCcKoe Dst, Address List: ILAN-address-list Log: no To Addresses: 10.0.88.254
Bytes: 168 6 Packets: 4 Rate: 0 bps
src—nat IIpaBMIIO o PECKEL Rate: 0
1 ;33 defconf; masquerade
=l action: masquerade Chain: srcnat Out, Interface List: WA
IPsec Policy: oukinone Log: no Bytes: 64,2 KiB
Packets: 1033 Rate: 0bps Packet Rate: 0
FROM: LAN-address-list 192.168.188.0/24
TO: NOT-1AN-address-list NOT-192.168.188.0/24

Action: SRC-NAT
TO-address: 10.0.88.254
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Becb Tpaduk n3 192.168.188.0/24 nepeHanpasunTb B IKEV2 TyHHENb
C rmoMouwpi IIOOMEeHEl src—-nat

NA'I"\ NAT

[MmaBHbIN ochnc
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[NpoBepka cBA3un IKEv2:

Terminal =] E3
FROM: LAN—address—list [aduin@office-sp ftool traceroute 1.1 src-address=192.168.188.1 o+
# ADDRESS LOSS SENWT LAST we BEST TWORST
1 10.0,88.1 0% 53 1,3ns 1.2 1 2.7
2 123.45.67.1 0% 53 1.2ns 1.3 1.1 3.3
1_. ]_ 3 172.16.102.254 0% 53 5.dns 62.4 1.7 813.7
4 10.252,35.2 0% 53 3ns 40.4 1.6 765.5
:192 . 168 . 188 - 1 5 43.252.157.43 0% 53 17.3ms 37.7 2.1 787.1
6 10.251.1.197 0% 53 5.3ns= 79.9 3.2 8580.3
7 43.252.157.90 0% 53 3.6ms 28.3 2.6 427.1
g 43.252.157.57 28.. 53 3.3ns 4z.7 z.9 559 | |
9 124.195.38.8 5.8% 52 34.9%ms 107.1 34.5 £99,9
10 27.111.228.132 5.8% 52 36.7ms 93 35 764.9
11 1.0.0.1 3.8% 52 4l.éns 126.3 33.7 963.5
—— [Q euit|D dump|C-z pause] |

FROM: NOT-LAN-address-list

[aduwin@office-3pb] > /tool traceroute l.l +*
# ADDRESS LOSS SENT LAST WG BEST TWORST |
1 123.45.67.1 0% Z5 0.3ns 0.3 0.2 0.6
1__ ]_ 2 172.16.102.254 0% 25 0. 8us 53.3 0.8 563.9
3 10.252.35.2 0% z5 0.8ns 100.9 0.8 787.1
4 43.252,157.43 0% 25 1.%us 0.4 1 60L1.7
5 10.251.1.1897 12% 25 3ms 120.5 2.2 647.2
6 43.252,157.90 0% z5 14.8ns 5z.2 1.9 355.9
7 43.252.157.57 a5 25 3.6ms 43.9 1.9 391.5
g 124.195.38.8 8% z5 36.6ns 153.8 33.5 920.1
9 27.111.228.132 12% 25 35.5ms 130.8 34.4 609.8
10 1.0.0.1 a5 25 3dus 122.2 33.4 64l.6
=- [Q quit|D duwp|C-z pause] -
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[TpoBepka cBA3n IKEV2: ;-
p p ] [admin@office-spb] > ping 192.168.88.1 src-address=192.168.188.1 »
SEQ HOST SIZE TTL TIME STATUS |
— — — 0 192.168.88.1 56 64 lus
1 192.166.88.1 56 64 lus
2 192.168.88.1 56 64 1lms
3 192.168.88.1 56 64 1lms
FROM: 192.168.188.0/24 4 192.168.88.1 56 64 lus
5 192.168.88.1 56 64 lus
TO . 192 168 88 0/24 6 192.168.88.1 56 64 lus
. . . . 7 192.168.88.1 56 64 lus
8 192.168.88.1 56 64 lus
9 192.168.88.1 56 64 lms m
10 192.168.88.1 56 64 lms
192- 168- 88- 1 11 192.168.88.1 56 64 lus
12 192.168.88.1 56 64 lus
:192 168 188 1 13 192.168.88.1 56 64 lus
. . " sent=14 received=14 packet-loss=0% nin-rtt=1lms avg-rtt=lms max-rtt=1mns
[admin@office-spbh] > 1=
[

R I [MmaBHbI 0chuc
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[MpoBepka cBA3n IKEvV2:

FROM:
TO:

Terminal

[adwin@MikroTik] > ping 192,.168,188.1 src-address=192,.168,88.1
SEQ HOST SIZE TIL TIME STATUS

0 123.45.67.1 84 64 Ons net unreachable
1 123.45.67.1 84 64 Ons net unreachable
2 123.45.67.1 84 64 Ons net unreachable
3 123.45.67.1 54 64 Ons net unreachable
4 123.45.67.1 4 64 Ons net unreachable
5 123.45.67.1 84 64 Oms net unreachable
6 123.45.67.1 84 64 Ons net unreachable
7 123.45.67.1 84 64 Oms net unreachable

NETWORK UNREACHABLE

192.168.88.0/24
192.168.188.0/24

192.

168.188.1

=192.168.88.1

Nikita

maBHbIN odmc
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ikroTik IPSec IKEv2 VPN site-to-site:
easy step-by-step guide by Nikita Tarikin
(MikroTik PRO, Russia) 4
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[MpoBepka cBA3un IKEV2: site-to-site

FROM: 192.168.88.0/24
TO: 10.0.88.FF
FROM: 10.0.88.1
Ping OK
10.0.88.H

[maBHbIN odmc
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[Mponyckaem BxogAwme IPSec-esp nakeTbl Ha KNIMEHTE

®192.168.188.1 (office-spb) - WinBox v6.45.3 on mAP lite (mipsbe)

oard
Session: | 192.168.188. 1 |
[=]|E3
Fiter Rules NAT Mangle Raw | Service Ports Connections Address Lists  Layer? Protocols
+ ]3| (ERC
# General | advanced Extra Action Statistics port | ¥
311 5H
ob Chain: |prerouting ¥
Src. Address: Mo Apply
. hd
Protocal: ipsec-esp ¥ A
Comment for New Raw Rule =1 E3
In. Interface:
Out. Interface:
In. Interface List: v
Out. Interface List: v
“ »
1 item

v

P 4 A

v

Mew Raw Rule ] m

General Advanced Extra | Action Statistics

OK . .
prerouting chain

.
Nh pply
Src. Address Type
Dst. Address Type
Address Type: LAk
UL MNew Raw Rule =1E3
PN
General Advanced Extra Action | Statistics | oK |
Action: % | | Cancel |
|
Log Prefix: hd ’ Disable I

/ip firewall raw

add action=notrack chain=prerouting protocol=ipsec-esp

comment="NOTRACK for ALL incoming IPSec-esp packets"
dst—-address—type=local

S
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MapLwpyTnsnpyemold Tpadgumk depes IKEvV2: nobaenenme nHrepgenca

EoIP
IPIP

Nikita Tarikin / nikita@tarikin.com [



KoppekTupyem knmeHtckmnm IPSec modeconf

® ® admin@192.168.188.1 (MikroTik office-spb.ike2.xyz) - WinBox v6.45.3 on mAP lite (mipsbe)
Session Settings Dashboard

E Session:m

A Quick Set

& CAPsMAN

@ Interfaces

1 Wireless

&, Bridge

=L PPP

== Switch

Y15 Mesh

5 IP r
4 Routing )
‘5 System I
Q Queues

|| Files

|| Log

) RADIUS

4 < Tools )
C [ Mew Terminal
¢j» Dot1x

&< MetaROUTER
#L Partition

| . Make Supout.rif
& Manual

9 Mew WinBox

Policies Proposals Groups Peers Identities Profies Active Peers Mode Configs |Installed SAs  Keys

[#][=] [¥]

] E
Fiter Rules NAT Mangle Raw Service Ports Connections Address Lists |Layer7 Protocols
[#l[=] (][] [Find_[a =
[Name ! ‘Address Timeout Creation Time ] ]'
@ LAN-addr... 192.168.188.0/24 Aug/08/2019 17:...

lName ¢ ‘Resp... Address Pool ‘Address [Address Prefi‘..lSpIit Include v
request-only no
Mame: [modeconf office-spb@vpn.ike2.xyz |
|| Responder
Connection Mark: [ m
Src. Address List: |LARS ¥
+ [ »
1 item

Filter Rules  MAT ‘ Mangle Raw Service Ports Connections Address Lists Layer?
EE j @ @ 00 Reset Counters H 00 Reset all Counters ‘
£ | [
0D ;j;ipsec mode-config
<l action: src-nat Chain:
Dst. Address M ILAN-address-list Log:
Bytes: 166 6 Packets:
Packet Rate: 1]
1 ;15 defconf: masquerade
=l action: masquerade
IPsec Policy: outinone
Packets: 1033

/1ip 1ipsec -
add ="modeconf office-

spb@vpn.ike2.xyz" responder=no
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[lemo naba.
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OrkprelTa o 31 mexabps 2019

1. 3anonHnTb ryrno-gopmy

2. MNonyynTb NO NOYTE UHAUBUAYANbHbIN
cepTucpukar

3. MookntountbeAa K VPN cepeepy

4. MopknounTtbeAa K nade yepes Winbox
nnn SSH
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3anosIHUTb 3Ty ryrrno-goopmy

https://forms.gle/NxYVAcpgaQfvCSXc6

a1 (o]

[lemo naba

1. 3anonHuTb chopmy
2. [Mony4nTb

- :I-!:
u
ceptudukar

"3 .
3. Nopgkntountb VPN

4. Bontun yepes Winbox 11 .
B
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[oyxpaTtbcA cBoero ceptudmrkaTa

Jllen Mopo3 paccbinaeT cepTuduKaTbl BPYUHYIO, COpSIH :)
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[MogkntounTtbeAa K IKE2 VPN cepeepy

Appec cepBepd: vpn.ike2.xyz

< MOJIyYeHHbIN CepTUPMKAT BMECTO JIOFMHOB M naponem >
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Bontn Ha nabopaTopHbIN poyTep
yepe3 Winbox

Address
10.0.88.1

Login lab
Password lab
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OrxpelTa no 31 mexabps 2019




CeTteBaA gnarpammva

10.0.88.
~§
<. IKEv2 VPN

10.0.88.H

192.168.XX.0/24

e $ " Winbox, SSH
W ‘ -

192.168.XX.YY

Isystem identity 777
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YT1006bI NPONTU ITOT KBECT HY>XKHO:

1) nogKN4YNTBCSA K rNaBHOMY OopUCY U HANTU Npoxod, Ha dunuan

2) NOAKJIIOUUTLCS K punmany n pasobpaTtbCs KakuMm o6pa3om
OpraHM3oBaHa CBHA3b MeXAY 3eJIEHbIMU CETAMU

3) 06paTnuTb 0CO60E BHUMAHME HA WAGOHbI NOINTUK + KAKUM
obpa3oM pOopMUPYIOTCHA ANHAMUYECKME MOSIMTUKU HA KITMEHTE U
Ha cepBepe

4) NOCTPOUTb HOBYHO MOJINTUKY MEXAY CBOUM POYTEPOM U
LefIeBON CETbLIO MO aHanornmm ¢ NoJIMTUKON Mexay 3efeHbIMN
ceTamu

5) 3anTK Ha LUENEBOM POyTEP U BbiTaWMTb System identity
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hacktheprincess@protonmail.com

8 Inbox | hacktheprincess@prot

R & mail.protonmail.com,

192.168.XX.0/24

™ IKE2 LAB certifica...

/ SProtonMail @ Search messm . seg?ms
Sf 192.168.XX.YY T

Q Inbox ProtonMail Welcome to the future of email 246.1KB
Drafts

ProtonMail How to secure your ProtonMail ac... 253.9 KB
4 Sent

/system identity

ProtonMail Encrypt your Internet with Proton... 224 8 KB

Starred
B Archive
@ Spam

Trash

All Mail

€ Folders /L

PesynbTaTbl HA NOYTY
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3anosIHUTb 3Ty ryrrno-goopmy

https://forms.gle/NxYVAcpgaQfvCSXc6

a1 (o]

[lemo naba

1. 3anonHuTb chopmy
2. [Mony4nTb

- :I-!:
u
ceptudukar

"3 .
3. Nopgkntountb VPN

4. Bontun yepes Winbox 11 .
B
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MuwuTte Ha NouTy:
nikita@tarikin.com

Hautu meHAa B Facebook:
Nikita Tarikin

NoanucartbceA:
@tarikin
@tropicalengineer

A nyduwe cpa3sy cioaa:

(«] Telegram t.me/tarikin
G’ Messenger Nikita Tarikin
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Nikita Tarikin
nikita@tarikin.com
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