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MPLS. Packet flow diagram
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MPLS. Packet flow diagram
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MPLS. LDP

Original Packet
A

Ethernet IP
Header Header

Ethernet MPLS IP
Header VPN Label Header
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New MPLS Original Packet

Labels

MPLS - multiprotocol label switching — mMHoronpoTokosbHas
KOMMYTaLUA N0 MEeTKaM.

MeTku HasHaunT Ham LDP.
MPLS He 3ameHseT IP-mapLupyTtmsaumio, a pabotaeT noBepx Hee.
[ToaToMy Hago obecneyunTb MapLupyTmsauuio. IGP.
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Mopesnb onopHoOu ceTtu

R2,R3,R4 mapLupyTtusatopsl Cisco C7201
CHR1, CHR5 mapupyTtnsatopbl MikroTik

CHR1  172.20.12.0/29 R2

. 7

e e,

172.20.24.0/29

172.20.15.0/29

CHR5S  172.20.45.0/29 R4
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CeTeBas CBA3HOCTD.

Beiagennm agpecauuio.

Loopbacks
JINHKOBOYHbIE CEeTMU:

CHR1-R2 172.20.12.0/29 CHR1 172.20.0.1
R2-R3 172.20.23.0/29 R2 172.20.0.2
R3-R4 172.20.34.0/29 R3 172.20.0.3
R2-R4 172.20.24.0/29 R4 172.20.0.4

172.20.0.5

R4-CHR5 172.20.45.0/29

CHR1-CHR5 172.20.15.0/29
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OSPF. Hactpownka

Cisco R2 MikroTik CHR1

router ospf 220 /routing ospf instance

router-id 172.20.0.2 set [ find default=yes ] router-id=172.20.0.1
log-adjacency-changes

passive-interface default /routing ospf network

no passive-interface FastEthernet0/0 add area=backbone network=172.20.0.0/18

no passive-interface FastEthernetl1/0

no passive-interface FastEthernet2/0

network 172.20.0.0 0.0.63.255 area 0.0.0.0
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OSPF neighbor

Cisco R2

R2#sh ip ospf neighbor

Neighbor 1ID Pri State Dead Time Address Interface

172.20.0.4 1 FULL/DR 00:00:35 172.20.24.4 FastEthernet2/0
172.20.0.3 1 FULL/DR 00:00:35 172.20.23.3 FastEthernet1/0
172.20.0.1 1 FULL/BDR 00:00:34 172.20.12.1 FastEthernet0/0

MikroTik CHR1

[admin@CHR1] > /routing ospf neighbor print brief
# ROUTER-ID ADDRESS STATE STATE-CHANGES
1 172.20.0.2 172.20.12.2 Full

2 172.20.0.5 172.20.15.5 Full
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Loopback®s nocTynHsbl

Cisco R2

R2#ping 172.20.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.20.0.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

MikroTik CHR1

[admin@CHR1] > ping 172.20.0.2 count=5

SEQ HOST SIZE TTL TIME
0 172.20.0.2 56 255 1ms
4 172.20.0.2 56 255 1ms

sent=5 received=5 packet-10ss=0% min-rtt=1ms avg-rtt=1ms max-rtt=2ms
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MPLS. HacTpouka

Cisco R2 MikroTik CHR1

mpls ip /mpls 1dp

mpls label protocol ldp set enabled=yes 1lsr-id=172.20.0.1 transport-
address=172.20.0.1

mpls ldp router-id Loopback®
/mpls 1ldp interface
add interface=ether2

interface FastEthernet0/0
add interface=ethers3

description #CHR1

ip address 172.20.12.2 255.255.255.248
duplex half

mpls ip

end
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LDP neighbor

Cisco R2
R2#sh mpls ldp neighbor

Peer LDP Ident: 172.20.0.1:0; Local LDP Ident 172.20.0.2:0
TCP connection: 172.20.0.1.646 - 172.20.0.2.27299
State: Oper; Msgs sent/rcvd: 13171/11522; Downstream
Up time: 1wed
LDP discovery sources:
Fa®/0, Src IP addr: 172.20.12.1
Addresses bound to peer LDP Ident:
172.20.0.1 172.20.12.1 172.20.15.1 192.168.1.240

MikroTik CHR1
[admin@CHR1] > /mpls ldp neighbor print

Flags: X - disabled, D - dynamic, O - operational, T - sending-targeted-hello, V - vpls
# TRANSPORT LOCAL -TRANSPORT PEER SEN ADDRESSES
1 DO 172.20.0.2 172.20.0.1 172.20.0.2:0 no
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MPLS forwarding-table

Cisco R2

R2#sh mpls forwarding-table

Local Outgoing Prefix Bytes Label Outgoing Next Hop

Label Label or VC or Tunnel Id Switched interface

18 Pop tag 172.20.0.1/32 8193 Fa0/0 172.20.12.1
Pop tag 172.20.0.3/32 7579 Fal/0 172.20.23.3

Pop tag 172.20.0.4/32 140 Fa2/0 172.20.24.4

MikroTik CHR1

[smithy@CHR1] > /mpls forwarding-table print

Flags: H - hw-offload, L - 1ldp, V - vpls, T - traffic-eng

# IN-LABEL OUT-LABELS DESTINATION INTERFACE NEXTHOP

0] expl-null

1 L 22 172.20.23.0/29 ether4 172.20.12.2

2 L 17 172.20.34.0/29 ether4 172.20.12.2
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VPLS

CHR1:
/interface vpls add disabled=no name=vpls5 remote-peer=172.20.0.5 vpls-id=0:0
CHRS5:

/interface vpls add disabled=no name=vpls5 remote-peer=172.20.0.1 vpls-id=0:0

[admin@VPLS-CHR] > /ip dhcp-server lease pri VPC5> ip dh

Flags: X - disabled, R - radius, D - dynamic, B - blocked
DDORA IP 10.50.50.49/24 GW 10.50.50.50
# ADDRESS MAC -ADDRESS HOST - NAME

0 D 10.50.50.49 00:50:79:66:68:0B VPC51
> pi .
[admin@VPLS-CHR] > /ping 10.50.50.49 count=3 LR

SEQ HOST SIZE TTL TIME STATUS

84 bytes from 10.50.50. icmp_seq=1 time=10.075 ms
0 10.50.50.49 56 64 19ms

1 10.50.50.49 56 64 40ms 84 bytes from 10.50.50. icmp_seq=2 time=6.318 ms
2 10.50.50.49 56 64 6ms 84 bytes from 10.50.50. icmp_seq=3 time=5.205 ms

sent=3 received=3 packet-1loss=0% min-rtt=6ms avg-rtt=21ms max-rtt=40ms 84 bytes from 10.50.50. icmp_seq=4 time=5.566 ms

84 bytes from 10.50.50. icmp_seq=5 time=6.281 ms
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L3VPN. VRF MikroTik

https://clck.ru/EScVY

CHR1:

/ip route vrf

add export-route-targets=20866:101 \
import-route-targets=20866:101 \
interfaces=ether6 \
route-distinguisher=20866:101 \
routing-mark=vrfil
export-route-targets=20866:102 \
import-route-targets=20866:102 \
interfaces=ether1 \
route-distinguisher=20866:102 \
routing-mark=vrf2

address

CE1(VRF1)
192.168.2.2/30
gw 192.168.2.1

address=192.168.2.1/30 interface=ether6
address=192.168.2.5/30 interface=ether1l

2019-03-22
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CE2(VRF2)
192.168.2.6/30
gw 192.168.2.5

@ 3€/1eHasTouKa



https://clck.ru/EScVY

L3VPN. VRF MikroTik

Route Lisk
Mexthops  Rules
G | s

Dsk. Address Fakeway Diskance  |Routing Mark  |Pref. Source
etherf reachable 192,168.2.1
b= 192.1658.3.0/27 192.168.2.2 on wtfl reachable etherd 110 wrfl

= e 2] | E

D=k, Address £ | Gakeway Distance  |Routing Mark.  |Pref, Source

DAC  F192,168.24/30 stherlreachable = 192,188.2,3
®

L=NLLiygLEL] =
[=mithy@CEL] = ping 192.168.2.1 count=2
SEQ HOST ZE TTL TIME STATUS

0 192.165.2.1 56 G4 0Oms
1 192.1658.2.1 56 G4 Oms
sent=2 received=2 packet-loss=0% min-rtt=oms avg-rtt=oms max-rtt=oms

[emithy@CEL] = ping 192.168.2.6 count=2
SEQ HOST SIZE TTL TIME STATUS
A 192.168.2.6 timeout
1 132.1658.2.6 timeout
sent=2 received=0 packet-loss=100%

[emithw@CEL] = ping 192.168.2.5 count=2
SEQ HOST SIZE TTL TIME STATUS
0 192.165.2.5 56 G4 0Oms
1 192.1658.2.5 56 G4 Oms
sent=2 received=2 packet-loss=0% min-rtt=oms avg-rtt=oms max-rtt=oms

[smithy@CE1] = -
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L3VPN. VRF MikroTik

L=MNLLryiw.ca) =
[smithy@CELl] = ping 192.1638.2.1 count=2
akg HOST kEE‘. TTL TIME STATUS
0 192.1658.2.1 56 64 Oms
1 152.1658.2.1 56 64 Oms
sent=2 received=2 packet-loss=0% min-rtt=oms avg-rtt=oms max-rtt=oms

[=smithv@CEL] = ping 192.168.2.6 count=2
sk HOST alZE TTL TIME STATUS
B 192.168.2.6 timeout
1 192.168.2.68 timeout
sent=2 received=0 packet-loss=100%

[=mithv@CEL] = ping 192.1658.2.5 count=2

SEQ HOST S1ZE TTL TIME STATUS
0 192.168.2.5 26 B4 Oms

1 1592 .168.2.5 56 64 Oms
sent=2 received=2 packet-loss=0% min-rtt=oms avg-rtt=oms max-rtt=oms

[smithy@CEL] = .
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L3VPN. VRF MikroTik

https://clck.ru/EScVY
[TMHr OO LW3a, BCE OK.

[MnHr oo CE2, KoTopbin HaxoanTca B ApyroMm VRF, CBA3HOCTU HET,
BCE NpaBWJIbHO.

[TMHr Ao Wwnro3a, KOTopbIv HaxoauTca B Apyrom VRF, CBA3HOCTb
€eCTb, HO €€ He A0/MKHO BbINO0 ObIThb.

[=]¥% =]
[=]%
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VRF-T0 HeHacToALNNA!

[Tpobnema peanmnzaunm VRF
XKoéewm donkca B ROS7.
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L3VPN. VRF Cisco

BepHEMCS K Hallen moaenu n noaxkaYnNm
CE3(VRF1) k R3 (C7201)

< 2.
? v

CEL(VRF1)
192.168.2.2/30
gw 192.168.2.1
RD 20866:101
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CE3(VRF1)
192.168.2.5/30
gw 192.168.2.6
RD 20866:101
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L3VPN. VRF Cisco

R3:
ip vrf vrfl

rd 20866:101

route-target export 20866:101
route-target import 20866:101

!
interface Fa2/0

description #VRF1-CE3

ip vrf forwarding vrfil

1p address 192.168.2.6 255.255.255.252
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L3VPN. VRF RD

Route Distinguisher

Ana TOro, 4ToO6bl pa3nnyaTb MapuwpyTbl pa3findHbiX VPN, 06bl4HbLIN IPVv4 npe¢ukc
[0OMNOJSIHAETCA chneunanbHOM npucTaBKOW ANMHOW 8 6aiiToB — RD — Route Distinguisher.

Hanpumep, mapwpyT oaHoro vrf OyaeT BbrnsgeTb Tak:
64500:100:10.10.10.10/32,

a gpyroro vrf Tak:
64500:200:10.10.10.10/32.

Tenepb npouecc BGP cmoxeT ux Apyr oT Apyra OT/IMYUTL.
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L3VPN. VRF RT

Route Targets (RT) - cnyxut gnga onpegeneHns B Kakoih VRF PE-mapuwpyTusaTop
nomecTuT iBGP-mapupyT.

RT aHoHcupyeTcsa B 06HOB/NeHUAX BGP kak aTpubyTt BGP extended community.

Y KOHKPEeTHOro npepukca MOXeT OblTb HECKONbKO RT.
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L3VPN. BGP
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L3VPN. IBGP

Ona TOoro, 4ToO6bl MHPOpmauma o mapupytax B VRF
pacnpocTpaHanacb mexay PE HeobxoauMmo 3anycTtuTb 1BGP
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L3VPN. BGP

R3: CHR1:
router bgp 20866 . .

® /routing bgp instance
bgp router-id 172.20.0.3

set default as=20866 client-to-client-reflection=no router-id=172.20.0.1
bgp log-neighbor-changes
neighbor 172.20.0.1 remote-as 20866
neighbor 172.20.0.1 update-source Loopback® /routing bgp peer

!
add address-families=ip, vpnv4 name=peer-R3 remote-address=172.20.0.3 \
address-family ipv4

neighbor 172.20.6.1 activate remote-as=20866 ttl=default update-source=br-100
neighbor 172.20.0.1 send-community extended
no auto-summary

no synchronization

exit-address-family

!

address-family vpnv4

neighbor 172.20.0.1 activate

neighbor 172.20.0.1 send-community extended

exit-address-family
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L3VPN. BGP Cisco MikroTik

R3: CHR1:

[ g R 20866 /routing bgp instance vrf

address-family ipv4 vrf vrfil
add redistribute-connected=yes \

redistribute connected

} . redistribute-ospf=yes routing-mark=vrfi
redistribute ospf 110 vrf vrfl
no auto-summary

no synchronization

exit-address-family

smithy@smithy-ws:~
Edit Tabs Help

" f# 6.2 0 ; 0 ? BiSF
Instances WRFs Peers MNetworks Aggregates  YPN4 Routes | advertisements

T

Route Distingui,..  |Dst, Address Gakemay Interface InLabel |Out Label
20866:101 etherf
20566101 192.168.2.4)30 172.20.0.3 etherd

NS S 101 107 180 2 MdeT 1M 180 9 9 N

rf Weight Path

smithy@smi... X | smithy@smi... X *[screen2:... X *root@laz... X
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CE1l CE3 VRF1

b smithy @smithy-ws:~
File Edit Tabs Help
[ @CE1l] > 5
SEQ HOST TIME STATUS
0 192.168.2.5 56 61 2ms
1 192.168.2.5 56 61 3ms

i Pl L b=

3ms

[ @CE1] > : ,
SEQ HOST TIME STATUS
el 56 253 3ms
1 192.168.2.6 i

III'

smithy@smi... X | smithy@smi... X | *[screen2:... X *root@laz... X
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TemaTnyeckme CCbIIKU

Cetn Ana camblX ManeHbkKux. MPLS L3VPN
https://habr.com/post/273679/

VRF (L3VPN) B Mikrotik RouterOS: defective by
design

https://clck.ru/ESkKw
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OSPF, MPLS, LDP, BGP, VRF

Cnacnbo 3a BHMmMaHue!

Cchbl/IKa Ha npe3eHTauuio
nttps:/lyadi.sk/ilHxreyVwB8w-CFQ E|I."'i-"iE|

(OHCbI/IFI/I
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