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Multiwan

O6becneynTb AOCTYN K MapLUPYTU3ATOPY

OpraHnsoBaTb NpPaBUAbHbIN BbIXOA C

MapLUpYTU3aTOpa
OAHOBpPEMEHHbIM AOCTYN K pecypcaMm «3a» NAT

PacnpeaeAeHMe Harpyskm no KaHaAam
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Aoctyn K
MapLUpYyTU3aTOPY
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Aoctyn K
MapLUpYyTU3aTOPY

* VYnpaBAeHWE MapLUPYTM3aTOPOM

* WinBox, ssh, snmp, icmp etc...

- HopmaabHas pabota VPN

* Point-to-Point u IP TyHHeAn, a Takke IPSec

- A Takxe apyrue cepsucbl CPU
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AocCTyn K
MapLwipyTu3saTopy

* HeobxoAMMO 0becneunTb BbIXOA C TOIFO XKe
CaMOro MHTEepP®dENCa, C KOTOPOro MPULLEA TPADUK
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Aoctyn K
MapLUpYyTU3aTOPY

Llenouka Prerouting

* MapknpymnTte coeaAMHeHME Ha BXOAE B MapLUPYTMU3aTOP
YuuTbiBaliTe B MApKMPOBKE KaXXAbIW LLUIAIO3

* YuuTbiBaMTE B MapKUPOBKE MHTEpPPENC NPpOBaAMAEPA
ToAbko AAs nakeTOoB connection-state=new

* AAda yaobcTBa MMeHyMTe coeanHeHus ¢ y4éTom |IP appeca waAtoza

«Prerouting/GW/I.1.1.1»
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AocCTyn K
MapLwipyTu3saTopy

/ip firewall mangle

add chain=prerouting dst-address=1.1.1.0/29 in-interface=etherl \

connection-state=new action=mark-connection \

new-connection-mark=Prerouting/GW/I1.l.1.1 passthrough=no

add chain=prerouting dst-address=2.2.2.0/29 in-interface=ether2 \
connection-state=new action=mark-connection \

new-connection-mark=Prerouting/GW/2.2.2.1 passthrough=no
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AocCTyn K
MapLwipyTu3saTopy

* Ha BbixoaAe U3 MapLupyTMU3aTOpa, BCe NakeTbl B UMEHOBAHHOM
COEAMHEHUM OTMPABASIEM B OTAEAbHYIO TabAMLY MapLUpyTU3aLUM

* TpaduK AOAXKEH BEPHYTbCA B TOT e UHTepdenc
MapLUPYTU3aTOPA, C KOTOPOIO MPULLIEA

* AaHHbIM TPadUK AOAKEH YUTU C TEM KE SOUFCEe aApeCOM, Ha
koTopbin destination appec oH NpULLEA

5 Mikrorik.Me



Preroutmg

Forward
Routing | y Mangle ] Filter ] [ . ]
[ TIE ]H Forward Forward Accounting
Prerouting ’ Input ‘ Output ‘ Postrouting l
Y 4
_ Routing :

[ DST-NAT ]] [[ Mangle Input ]] —o‘[ Mangle Postrouting ﬂ
Mangle Prerouting Filter Input Filter Output J] SRC-NAT ﬂ
C@innection Tradker Queue Tree Global Mangle Output " HotSpot Out ﬂ

RAW Filter Simple Queue Connection Tracker }] Queue Tree Global ﬂ
HotSpot In [[ RAW Filter " [ Simple Queues ﬂ
x k

Y
[Interface Queue Tree "

Input Interfac

Output Interface

Etherl Ether2

Mikrorik.Me



Output

Forward
Routing | i Mangle ] Filter ] [ . ]
- [ TTL-1 ]H Forwa Forwary Accounting
Prerouting ’ Input 1 Output ‘ Postrouting ‘
Y v

[ DST-NAT ]] Mangle Input ]]

1 v

(.

—D“ Mangle Postrouting }

v

Routing
Adjustment

Mangle Prerouting Filter Input Filter Output }] SRC-NAT ]
Queue Tree Global Mangle Output " HotSpot Out ﬂ
RAW Filter Simple Queue Queue Tree Global H

| v

[ Simple Queues ﬂ

HotSpot In

Y
[Interface Queue Tree ]l

Input Interfac [[ Local Pw@i

Etherl Ether2

Output Interface

Mikrorik.Me



Output

Forward
Routing | y Mangle Filter ] [ . ]
- [ TTL-1 H Forwa H Forwary Accounting
Prerouting ’ Input 1 Output ‘ Postrouting ‘
Y

(.

Y
- Routing .
[ DST-NAT ]] Mangle Input ]] —D“ Mangle Postrouting }

1 ;| | v v

| Mangle Prerouting Filter Input ]] Filter Output }] | SRC-NAT ]
T ~ Prerouting/GW/2.2.2.1 T f ¢
C@nnection Tragker

c'—"""""'"'"—l[_T——ﬂ Mangle Output " HotSpot Out ﬂ
1 %T \8

Prerouting/GW/I.l1.1.I ] ¢
RAW Filter imple Queue J Queue Tree Global H

v
HotSpot In

[ Simple Queues ﬂ
Input Interfac [[ Local Pw@i

Etherl Ether2

 ——
r "

Y
[Interface Queue Tree ]l

Output Interface

Mikrorik.Me




Forward
Routing | y Mangle Filter ] [ . ]
| [ T H Forward H Forward Accou
Prerouting ‘
Y 4
[ DST-NAT ]] Mangle Input ]] —D“ Mangle Postrouting ﬂ

Output ‘ Postrouting ‘

Mangle Prerouting Filter Input ]] [ SRC-NAT H

1 v

C@nnection Tragker HotSpot Out ﬂ

1 v

RAW Filter Queue Tree Global ﬂ

| v

HotSpot In [ Simple Queues ﬂ

Y
Input Interfac [[ Local Pq@i

Etherl Ether2

(.

ter Output

~ Prerouting/GW/2.2.2.1
= T .
Prerouting/GW/I.l1.1.I

imple Queue J

Y :
[Interface Queue Tree

Output Interface

Mikrorik.Me




AocCTyn K
MapLwipyTu3saTopy

/1p firewall mangle

add chain=output connection-mark=Prerouting/GW/I1.l.1.1 \
action=mark-routing new-routing-mark=Next-Hop/I.l.1.]1 \

passthrough=no

add chain=output connection-mark=Prerouting/GW/2.2.2.1 \
action=mark-routing new-routing-mark=Next-Hop/2.2.2.1 \

passthrough=no
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AocCTyn K
MapLwipyTu3saTopy

» Co3zpamTe TabAMLY MapLUPYTU3aLIUK, TAE
YHUKAAbHOCTb MapLupyTa onpeaeAsieTcsa He |P
aAPECOM, a apApecoM nexthop

* AaHHasa TabaMua AOAXKHA KCMOTPETb TOAbKO B
cebay

» [lpoBepka pAocTynHocTU wWAo3a check-gatawey He
MMEET CMbICAQ
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AocCTyn K
MapLwipyTu3saTopy

» Het Heobxoaumoct NATUTb AaHHBIM TPaduK
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AocCTyn K
MapLwipyTu3saTopy

/ip route

add gateway=1I.1.1.1 routing-mark=Next-Hop/I1.1.1.1
add gateway=2.2.2.1 routing-mark=Next-Hop/2.2.2.1

/ip route rule

add action=lookup-only-in-table routing-mark=Next-Hop/I.l.l.1 \
table=Next-Hop/I.Il.l1.I

add action=lookup-only-in-table routing-mark=Next-Hop/2.2.2.1 \
table=Next-Hop/2.2.2.1
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BbIX0OA € MapLUpyTU3aTOpa
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BbIX0OA € MapLUpyTU3aTOpa

* [loakAOHEHME K BHELWHMM cepBUCaM C

MapLUpyTH3aTOpa
* VPN, IP TyHHeAu u IPSec

» @yHKumoHaA RouterQOS, rae MOXHO yKasaTb

source nAm local appec
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BbIX0OA € MapLUpyTU3aTOpa

* Llenouka Output

* HeT BO3MOXHOCTM ONpeAeAUTb UCXOASLLIUMM UHTEPPENC, AAS
OfnpeAeAeHUs BHYTPUCETEBOrO TpadukKa

* Ucnoabsyrte npedpukcbl BOGON ars UCKAIOUEHUA
BHYTPMCETEBOro Tpaduka

* YuuTbiBanTe KAXKAYHO NOACETD

* UcnoAb3ynTe cyliecTBYOLWYIO UMEHHYIO TabAULYY MapLIpYTU3aLUK
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Bogon / RFC5735
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BbIX0OA € MapLUpyTU3aTOpa

/1p firewall mangle

add chain=output src-address=1.1.1.0/29 dst-address-list=!BOGON \

action=mark-routing new-routing-mark=Next-Hop/I.l.l.1 \

passthrough=no

add chain=output src-address=2.2.2.0/29 dst-address-list=!BOGON \
action=mark-routing new-routing-mark=Next-Hop/2.2.2.1 \

passthrough=no
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BbIX0OA € MapLUpyTU3aTOpa

» Het Heobxoaumoct NATUTb AaHHBIM TPaduK
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BbIX0OA € MapLUpyTU3aTOpa

AOCTaTOYHO AU AQHHbIX HACTPOEK AASl YNPaBAEHUS

MapLLUpPYTU3aTOPOM!?

Routes ‘Nexthops Rules VRF

DAC P 2220/25

k= |2 AT
Dst. Address  / Gateway Distance | Routing Mark Pref. Source
RS P0000/0 1.1.1.1reachableether10 SIS TplE LR o o o
AS »0.0.0.0/0 2.2.2.1 reachable ether11 1 Next-Hop/2.2.2.1
DAC P1.1.1.0/25 ether10 reachable 0 11.1.2
ether11 reachable 0 2222
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BbIX0OA € MapLUpyTU3aTOpa
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BbIX0OA € MapLUpyTU3aTOpa

* HeobxoamMm unicast akKTUBHbIM MapwpyT B Tabanue MAIN
* UcnoabsynTte nyctom Bridge, kak loopback nHteppeinc

» Cospante default route 4yepes loopback nHtepodeiic

* VKaXXuTe MakCMMaAbHYto distance AA9 MapLUpyTa

» Ncnoabsynte pref=src ara onpeaeaeHus src IP appeca

OCTaAbHOro TpaduKa
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BbIX0OA € MapLUpyTU3aTOpa

/interface bridge

add name=Br-Loopback

/ip route

add gateway=Br-Loopback distance=254 pref-src=1.1.1.2
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Aoctyn «3a» NAT
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Aoctyn «3a» NAT

OAHOBpPEMEHHbIM AOCTYIM K BHYTPEHHMM CEpPBMCaAM

CDN, SMTP,WEB, etc...

DNS Round Robin, kak BapMaHT pacrnpeAeAeHUs
BHELLHEN Harpy3Kku Ha KaHaAbl, COBpeMeHHble bpay3epbl
3amMevaTeAbHO paboTaloT ¢ AAHHOM TEXHOAOTUEN U
OoTpabaTbiBalOT OTKa3
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Aoctyn «3a» NAT

HactponTte dst NAT Tak, kKak 06bIMHO 3TO AeAaeTe
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Aoctyn «3a» NAT

/ip firewall nat

add chain=dstnat dst-address=1.1.1.2 protocol=tcp \
dst-port=80,25,443 in-interface=etherl| action=dst-nat \
to-addresses=192.168.1.2

add chain=dstnat dst-address=2.2.2.2 protocol=tcp \
dst-port=80,25,443 in-interface=ether2 action=dst-nat \
to-addresses=192.168.1.2
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Aoctyn «3a» NAT

* Ve cyliecTByeT MapKMpPOBaHHOE COEAMHEHME
* Llenouka Prerouting
e McKAOUMTE nHTEepdenc npoBanaepa U3 GUAbTpPa

» OTnpaBAseTCs B MUMEHHYIO TabAMLY MapLUpyTM3aLUm
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Aoctyn «3a» NAT

/1p firewall mangle

add chain=prerouting in-interface=!etherl \
connection-mark=Prerouting/GW/I1.1.l.1 action=mark-routing \

new-routing-mark=Next-Hop/I.1.1.|1 passthrough=no

add chain=prerouting in-interface=!ether2 \
connection-mark=Prerouting/GW/2.2.2.1 action=mark-routing \

new-routing-mark=Next-Hop/2.2.2.1 passthrough=no
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Aoctyn «3a» NAT

HeTt HeobxoamnmocT NATUTb AaHHbBIM TpaduK

3a Bac 3TO cAeAaeT connection-tracker
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Aoctyn «3a» NAT

>Connection <5.19.245.3->1.1.1.1:806>

ooooooooooooooooooooooooooo

General | Statistics f OK

---------------------------

Src. Address: |5.19.245. 3}{65207 AN —
Dst. Address: :1.1.1.1: |
Reply Src. Address:|192.168. 0. 100);

Reply Dst. Address: |5.19.245.3:65207

Protocol: :6 tcp)

Connection Type:
Connection Mark:
Timeout: |23:59:53

TCP State: :established

.;seenreply Aiassured ..’confirmed Ardstnat
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Aoctyn «3a» NAT

>Connection <5.19.245.3->1.1.1.1:806>

— | tatistics T
Src. Address: |5.19.245.3:65207
: Remove
Reply Dst. Address: 65207
Protocol: -S(tcp)
Connection Type:
Connection Mark:
Timeout: |23:59:53
TCP State: :established
seen reply ‘jassured .jconfirmed ‘;dstnat
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NpeaonpeaeAuTb IP
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NpeaonpeaeAuTb IP
Aapec

» Bbixoa xocTa 13 noa onpeaeaéHHoro IP appeca

* [lo3BoAsieT opraHusoBaTb paboTy CAOXKHbIX
NPOTOKOAOB 1AM |P 3aBUCUMBIX CepBUCOB

» Asterisk, 6aHkuHr, IPsec ¢ BHyTpeHHUX XOCTOB
etc...
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NpeaonpeaeAuTb IP
Aapec

Llenouka Prerouting
Ncnoabsymnte address=list aAas onpeapeAeHMA cnincKa XOCTOB

AApec AUCTbl UMeHynTe MHpopmaTmeHO «via\l.l.1.2y

KoAn4yecTBO BHYTpUCETEBBIX UHTEPDENCOB, MOXKET ObiThb HOAbLLE YeEM

OAUH

Ncnoab3syrte BOgon appec AUCT AAS UICKAIOYEHUS BHYTPUCETEBOIO
TpaduKa
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NpeaonpeaeAuTb IP
Aapec

/1p firewall mangle

add chain=prerouting src-address-list=via/l.1.1.2 \

dst-address-list=!BOGONS action=mark-routing \

new-routing-mark=Next-Hop/1.l.1.l passthrough=no

add chain=prerouting src-address-list=via/2.2.2.2 \

dst-address-list=!BOGONS action=mark-routing \

new-routing-mark=Next-Hop/2.2.2.1 passthrough=no
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NMpeaonpeaeAuTs IP
Aapec

Heobxoamnmo HacTpoutb src NAT AAs AaHHOro
TMNa TpaduKa
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NMpeaonpeaeAuTs IP
Aapec

/ip firewall nat

add chain=srcnat routing-mark=Next-Hop/I.l.1.1 \

src-address-list=via/l.l.1.2 action=src-nat to-addresses=1.1.1.2

add chain=srcnat routing-mark=Next-Hop/2.2.2.1 \

src-address-list=via/2.2.2.2 action=src-nat to-addresses=2.2.2.2
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Load Balance

» PacnpeaeAnTb HarpysKky no KaHaAam
» ObecneunTb BbiXxoA ¢ Heobxoammoro IP appeca

* [lpoBepATb KaHaA MHTepHeTa
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Load Balance

* Per-connection-classifier

* Nth

 Random

- ECMP
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Load Balance / ECMP

Equal-cost multi-path

[1lo3BOASIET pacnpeAeAUTb Harpy3Ky MexAy next-hop

* OueHb NpocTOM B HaCTpPOMKeE

|0 MMHYT XpaHMT B KaLle BbIOOP LLAIO32

McnoAb3ynTe raaBHYO TabAMLYy MapLUpyTM3aLMK
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Load Balance / ECMP

/ip route

add gateway=1.1.1.1,2.2.2.1 pref-src=1.1.1.2

MAUN

add gateway=1.1.1.1,2.2.2.1,2.2.2.1 pref-src=1.1.1.2
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ECMP Cache - 5 Tuple

src-address

dst-address

in-interface
routing-mark

ToS
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ECMP Cache - 5 Tuple

src-address 192.168.0.100
dst-address
in=interface

routing-mark

ToS
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ECMP Cache - 5 Tuple

src-address 192.168.0.100
dst-address 5.19.245.3
in=interface

routing-mark

ToS
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src-address 192.168.0.100
dst-address 5.19.245.3
in-interface Bridge-local

routing-mark

ToS
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ECMP Cache - 5 Tuple
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src-address

dst-address

in=interface

routing-mark

ToS

192.168.0.100

5.19.245.3

Bridge-local

main
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ECMP Cache - 5 Tuple
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src-address

dst-address

in=interface

routing-mark

ToS

192.168.0.100

5.19.245.3

Bridge-local

main
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ECMP Cache - 5 Tuple
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src-address 192.168.0.100

dst-address 5.19.245.3

in-interface Bridge-local

routing-mark main

ToS 8
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ECMP Cache - 5 Tuple

=hash
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hash#1
hash#2
hash#3
hash#4
hash#5
hash#6
hash#7
hash#8
hash#9
hash#10
hash#1 |
hash#12
hash#13
hash#14
hash#I15
hash#16

1.1.1.1 via etherl
2.2.2.1 via ether2
2.2.2.1 via ether2
1.1.1.1 via etherl
2.2.2.1 via ether2
2.2.2.1 via ether2
1.1.1.1 via etherl
2.2.2.1 via ether2
2.2.2.1 via ether2
1.1.1.1 via etherl
2.2.2.1 via ether2
2.2.2.1 via ether2
1.1.1.1 via etherl
2.2.2.1 via ether2
2.2.2.1 via ether2
1.1.1.1 via etherl

ECMP Cache - 5 Tuple

gateway=1.1.1.1,2.2.2.1,2.2.2.1

1.1.1.1 =33%

2.2.2.1 = 66%
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ash# |
h#2
43

ha
has
hash#
hash#6
hash#7
hash#8
hash#9
hash#10
hash#l1 |
hash#1
hashjk
ha

4
#15
sh#16

2.2.2.
2.2.2.1

2.2.2.1 via €
2.2.2.1 via et

1.1.1.1 via ethe
2.2.2.1 via et
2.2.2.1 via e
1.1.1.1 vic
2.2.2.1
222

A

1.1.1.1 vie

1.1.1.1 via ethe

erl
ether2
a ether2
via etherl
.1 via ether2
.1 via ether2
via etherl
ia ether2
ether2
therl
aer2

6/

ECMP Cache - 5 Tuple

Kaxabie 10 MuHyT
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Hernb35 NPOCTO TaK B3ATb U HACTPOUTDL
ECMP '
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HUepe3a NAT
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Load Balance / ECMP

Heobxoanmo ybpaTtb orpaHuyeHue |0 MuHyT
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erouting ’

DST-NAT

Mangle Prerouting

1

Connection Tracker

1

RAW Filter

1

HotSpot In

Routing
Decision

Forward

Load Balance / ECMP

ECMP/MAIN

TTL-1 IH = B

Filter
orward

P lnccouning

Input Interface

[[ Mangle Input ]]

v

Filter Input

v

Queue Tree Global

v

Simple Queue

Output

P

ECMP/2.2.2.1

routing ‘

<
P—
Filter Output

1

Mangle Output "

1

Connection Tracker J]

1

RAW Filter "
A

o
fr———

ECMP/I.1.1.

™

Y
afgle Postrouti

v

SRC-NAT

v

HotSpot Out

v

ueue Tree Global

v

Simple Queues

Y

 ral]

Routing
Decision

IBterface Queue Treg

Y

Output Interface
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Load Balance / ECMP

Llenoyka postrouting

ToAbKO AAS conhection=-state=new

YuutbiBanMTe TabAULY MapLLUpYTU3aLUM

ToAbKkO AAS coeaAuHEHUIM Be3 MapKUPOBKMU

YuunTbiBaUTE NCXOAALLMN UHTEPDENC

7]
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Load Balance / ECMP

/ip firewall mangle

add chain=postrouting connection-mark=no-mark \
connection-state=new out-interface=etherl routing-mark=main \
action=mark-connection new-connection-mark=eCMP/1.1.1.2 \

passthrough=no

add chain=postrouting connection-mark=no-mark \
connection-state=new out-interface=ether2 routing-mark=main \
action=mark-connection new-connection-mark=ECMP/2.2.2.2 \

passthrough=no
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Load BaBnce / ECMP

Routing Mangle Filter [ ; l
TTL-1 ]H Forwirh H Forward Accounting

Prerouting ’ Output ‘ Postrouting ‘
Next-Hop/2.2.2.1 | | ¥
- Routing .
DST-NAT " Mangle Input I' —b[ Mangle Postrouting ]]
Mangle Prerouting [! Filter Input L Filter Output J] SRC-NAT ]|
t ' , 1 v
' - ) ECMP/2.2.2.1 ' f
Connection Tracker bal Mangle Output ] HotSpot Out ]]
A ECMP/I1.1.1.1 ,, 1 | v
RAW Filter H Simple Queue Connection Tracker }l Queue Tree Global ]l
HotSpot In RAW Filter [ Simple Queues ]]

Input Interface " Local i

Interface Queue Tree]l

Routmg
Decusnon
Output Interface
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Load Balance / ECMP

- Llenoyka Prerouting
* TOAbKO AAS MapKMPOBAHHbIX COEAMHEHUM

* McnoAb3ynTe paHee co3paHHYo TabauLy
MapLIpyTM3aL MK

74 Mikrorik.Me



Load Balance / ECMP

/1p firewall mangle

add chain=prerouting connection-mark=ECMP/I1.1.1.2 \
action=mark-routing new-routing-mark=Next-Hop/I.l.1.1 \

passthrough=no
add chain=prerouting connection-mark=ECMP/2.2.2.2 \

action=mark-routing new-routing-mark=Next-Hop/2.2.2.1 \

passthrough=no
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Load Balance / ECMP

Heobxoamnmo HacTpouTb src NAT aAAs AaHHOro Tuna
Tpadumka
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Load Balance / ECMP

/1p firewall nat

add action=src-nat chain=srcnat connection-mark=geCMP/I1.1.1.2 \

to-addresses=1.1.1.2

add action=src-nat chain=srcnat connection-mark=geCMP/2.2.2.2 \

to-addresses=2.2.2.2
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Bonpocbi?

 MikroTik.me
* Vasilevkirill.com
* https://t.me/mikrotikme

» https://vk.com/mikrotikrus
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