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* BacnAbeB KMPUAA

» CaHkT-l leTepbypr
* Kypcbl MikroTik

* [ lopaepxka
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SIP Helper B RouterOS
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SIP Helper B RouterOS

* CAOXHble MPOTOKOAbLI M RouterOS
* OcHoBHble NpuHUMMLI paboTbl SIP

* [ Ipoxoxaenne SIP npoTokoaa vepes NAT

e Asterisk u SIP

BRSSP Service / Helper £ ALG
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CAOXXHbIe NMPOTOKOAbDI

* [pebyloT CO3AaHMSA AOTTOAHUTEABHOIO COEAMHEHMS

* [ IpyHMMaloLLas CTOPOHA YKa3blBaeT MOPThI M ID aAPECa, Ha
KOTOPbIE OXMAAETCHA COEANHEHME

* [ lonyAsipHblE CAOXKHbIE MPOTOKOADI:
* Pptp
o ﬂ:p
* SIp
* titp
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CAOXXHbIe NMPOTOKOAbDI

* MapupyTn3aTop aHaAM3MPYET MaKeTbl CAOXKHbIX
MPOTOKOAOB

e |/I3meHsaeT COACPKNMMOE Hd KTTPABNABHDBIC»
SHAYCEHNA

* (CO3A2ET HOBOE COEAMHEHME C MapaMeTPaMmM 13
MHDOPMALIMK, MOAYYEHHOM M3 MaKeTa
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CAOXXHbIe NMPOTOKOAbDI

* Application-level gateway (ALG)
o AT mERES

* /ip firewall service=port
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SIP

e Session Inrtiation Protocol
e [ loxox Ha HT TP

* AKTyaAbHas Bepcms 2.0

e KoAbl OTBETA

* Kak TpaHcnopT aaa SDP (Session Description Protocol)

S DP

e TS
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SIP Helper Disabled

200
192.168.2.100
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SIP Helper Disabled

[admin@2.2.2.2] >
/ip firewall nat
add action=masquerade chain=srcnat out-interface=etherl
add chain=dstnat src-address=1.1.1.2 protocol=udp \
dst-port=5060,10000-20000 in-interface=etherl \
action=dst-nat to-addresses=192.168.2.100

/ip firewall service-port

setsip disabled=yes
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SIP Disabled / Prerouting

Internet Protocol Version 4, Src: 192.168.2.100, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5060, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9nG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-ID: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192.168.2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Disabled / Prerouting

Internet Protocol Version 4, Src: 192.168.2.100, Dst: 1.1.1.2 *
User Datagram Protocol, Src Port: 5060, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9nG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-ID: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192.168.2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Disabled / Prerouting

Internet Protocol Ver 4, Src: 192.168.2.100, Dst: 1.1.1.2
User Datagram Proto rc Port: 5060, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9nG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-ID: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192.168.2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Disabled / Prerouting

Internet Protocol Version 4, Src: 192.168.2.100, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5060, Dst Port: 5060

Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1 .2;* SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9nG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-ID: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192.168.2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Disabled / Prerouting

Internet Protocol Version 4, Src: 192.168.2.100, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5060, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0

Message Header
Via: SIP/2.0/UDP 192.168.2.1 00:5060;*4bK88046350326731 848
From: 200 <sip:200@1.1.1.2:5060>;tag=3 0759

To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>

Call-ID: 2885320736167-282092668217063@192.168.2.100

CSeq: 1 INVITE

Contact: <sip:200@192.168.2.100:5060>

Content-Type: application/sdp

Content-Length: 283

Message Body

Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192.168.2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Disabled / Prerouting

Internet Protocol Version 4, Src: 192.168.2.100, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5060, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9hG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-1D: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:50649>
Content-Type: application/sdp ‘
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192.168.2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Disabled / Prerouting

Internet Protocol Version 4, Src: 192.168.2.100, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5060, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9hG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-1D: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol
Owner/Creator, Session Id (0):
Session Name (s): A conversation

Connection Information (c): IN IP4 192.168.2.100 [
Time Description, active time (t): 0 0

Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Disabled / SRCNAT

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5061, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9nG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-ID: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192.168.2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Disabfed / SRCNAT

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5061, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9nG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-ID: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192.168.2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Disabled / SRCNAT

Internet Protocol Versiom.z.zz, Dst: 1.1.1.2
User Datagram Protocol, SrC : 5061, Dst Port: 2060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578 @
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9hG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-1D: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192.168.2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Disabled / Server

* BraounTb mopaaepxKy Ha TeanepoHe RFC358 1| (rport)

* Ha cepBepe yCcTaHOBWTbL 3HaveHMe nat=comedia

* ECAV TEAEDOH HE MOAAEDPXKMBAET rport

* Ha cepBepe YCTaHOBUTb 3HaYeHMe
nat=force_rport,comedia
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Server force_rport

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5061, ort: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.8.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;8ranch=z9nhG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-ID: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192.168.2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP + NAT = xkoMmeaAns

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5061, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9nG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-ID: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671
Session Name (s): A conversation
Connection Information (c): IN IP4 192x2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP + NAT = xkoMmeaAns

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5061, rt: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578 @ 1°8gp.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9nG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-1D: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 192.168.2.100
Session Name (s): A conversation
Connection Information (c): IN IP4 192x2.100
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP + NAT = xkoMmeaAns

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.2

User Datagram Protocol, Src Port: 5061, rt: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578 @ 1°8gp.2;user=phone SIP/2.0

Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9nG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-1D: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v
Owner/Creator, Session Id (0): 200 837919671 312189059 IN 24 192.168.2.100
Session Name (s): A conversatlon
Connection Information (c): IN IP4 192x2 100
Time Description, active tlme
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Helper Disabled

* [ IpocTas KOHPUrypauUms AAE OAHOIO KAMEHTA

* «[ IpobpacbiBaem» NopThl dst-nat Ha
MapLLPYTM3aTOpE

* Bce oCTaAbHblE HACTPOMKM MOXHO CAEAATb CO
CTOPOHbI CepBepa
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YTto 6yaAeM AeAaThb?
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SIP Helper
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SIP Helper

192.168.2.100
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SIP Helper

[admin@2.2.2.2] >

/1p firewall nat

add action=masquerade chain=srcnat out-interface=etherl

/ip firewall service-port

setsip disabled=no
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SIP Helper Perucrpauus

e CoobuleHme REGISTER

* Ecan B coobulennn ectb nore EXpires co
3HaueHMeM boablie YemM O, To RouterOS co3aacT

coepamHeHye ¢ timeout 13 sip=timeout 3HaueHmA
service-port (Toasko ana UDP)

* Ecan Expires oTecyTeTBYeT uAu paBHo 0, 1o
CYLLECTBYIOLIEE COEAMHEHVE YAQAAICTCS 113 TpeEKepa
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SIP Helper Prerouting

Internet Protocol Version 4, Src: 192.168.2.100, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5060, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578 @1
Message Header
Via: SIP/2.0/UDP 192.168.2.100:5060;branch=z9hG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "8905283578" <sip:89052073578@1.1.1.2;user=phone> *
Call-1D: 28 36167-282092668217063@192.168.2.100
CSeq: 1 INV
Contact: <sip:200@192.168.2.100:5060>
Content-Type: application/sdp
Content-Length: 283

Message Body
Session Description Protocol

Session Description ProtogbVegsion (v): O
Owner/Creator, Session Id 837919671 312189059 IN IP4 192.168.2.100

Session Name (s): A conver ’

Connection Information (c): IN IP4 192.168.2.100
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101

;user=phone SIP/2.0

Time Description, active time (t): 0 0
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SIP Helper Action

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5061, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 2.2.2.2:5061 ;branch=z9hG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-1D: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@2.2.2.2:5061>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 2.2.2.2
Session Name (s): A conversation
Connection Information (c): IN IP4 2.2.2.2
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Hel

Internet Protocol Version 4, Src: 2.2.2.2,

r Action
"

User Datagram BEgotocol, Src Port: 5061, t: 5060

Session Initiation col (INVITE)

Request-Line: | sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 2.2.2.2:5061 ;branch=z9hG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-ID: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@2.2.2.2:5061>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 2.2.2.2
Session Name (s): A conversation
Connection Information (c): IN IP4 2.2.2.2
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Helper Action

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5061, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1
Message Header
Via: SIP/2.0/UDP 2.2.2.2:5061 ;branch=z9hG 80463503267
From: 200 <sip:200@1.1.1.2:5060>;tag=311
To: "89052073578" <sip:89052073578@1.1.1.2;U8er=phone>
Call-1D: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@2.2.2.2:5061>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 2.2.2.2
Session Name (s): A conversation
Connection Information (c): IN IP4 2.2.2.2
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Helper Action

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5061, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 2.2.2.2:5061 ;branch=z9hG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-1D: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@2.2.2.2:5061>
Content-Type: appk@ati
Content-Lengtie
Message Body
Session DescC
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): 200 837919671 312189059 IN IP4 2.2.2.2
Session Name (s): A conversation
Connection Information (c): IN IP4 2.2.2.2
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Helper Action

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.2
User Datagram Protocol, Src Port: 5061, Dst Port: 5060
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:89052073578@1.1.1.2;user=phone SIP/2.0
Message Header
Via: SIP/2.0/UDP 2.2.2.2:5061 ;branch=z9hG4bK88046350326731848
From: 200 <sip:200@1.1.1.2:5060>;tag=311910759
To: "89052073578" <sip:89052073578@1.1.1.2;user=phone>
Call-ID: 2885320736167-282092668217063@192.168.2.100
CSeq: 1 INVITE
Contact: <sip:200@2.2.2.2:5061>
Content-Type: application/sdp
Content-Length: 283
Message Body
Session Description Protocol
Session Description Protocol
Owner/Creator, Session Id (0):
Session Name (s): A conversation
Connection Information (c): IN IP4 2.2.2.2
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101
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SIP Helper Action

Message Body
Session Description Protocol
Session Description Protocol Version (v): O

Owner/Creator, Session Id (0): 200 837919671 312189059 IN 1P4 2.2.2.2
Session Name (s): A conversation

Connection Information (c): IN IP4 2.2.2.2

Time Description, active time (t): 00

Media Description, name and address (m): audio 10036 RTP/AVP 8 0 9 18 101

Koroa SIP Helper nony4ynT oTBeT OT cepBepa ¢ NOpPTOM U
agpecom onAa RTP Tpaduka.

I'Co3pacT coeanHeHue B conntrack ¢ npaBuUbHbIMM agpecamm
N noptamMmu gnAa tTpaHcaaumm nat!!!

DST-NAT He Hy>eH!
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SIP Direct Media

* [ lo3BOASET MepechiAaTb MEAMA HAMPAMYIO MEXAY
KAMEHTaMM
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SIP Helper VPN
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SIP Helper VPN

«bbIA freebpx, XOTUM VOIP B GUAMAAE, HO CABILLMMOCTL TOABKO B OAHY
CTOPOHY, Ha GOpPYyMax NULLIYT, Y“TO HAAO OTKAIOUMUTDb Sip helper>

&« He MOMHIO, YTO TOUHO AEAAA, HO KTbIKaA» BCE MOAPSA, OTKAIOUAA SIP
helper, B MOAb30BATEASIX MEHSIA MapamMeTpbl Nat»

KHEAEAIO MbITAOCh HACTPOUTb, Ha POPYME MPEAAOKMAM MOMEHSATb
MapLUpYTU3aTOP>»

«MeHs yBoAsaTh

«llo aenaTb!»
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SIP Hemer VPN

---------------
s N,

———

Invite/sdp 192.168.3.100

—_—————

/sdp 1.1.1.2

RTP 192.168.3.100
192.168.1.2
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SIP Helper VPN

A npuuem TyT MIKroTiK v SIP Helper?

KyAa TEAEDOHY YKazaAm OTMPaBAATb MEAMA, TYAA OH

1 OTMPaBASAET!
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SIP Helper VPN

* Asterisk — cMOTPUT, eCAM CeTb HE ODOBSBAEHA B MEPEMEHHOM
localnet, onpeaenseT, yTo kKAMeHT HaxoamTcs 3a NAT m

MCMOAb3YET CBOM BHeELLHMM aapec (externalip), kak aapec
Aa B SIP/SDP

* KAMEHT OTMpaBASeT Ha XOCT yka3aHHbIM B SIP/SDP
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SIP Helper VPN

e s ncr= 192.168.2.0/255.255.255.0

NAT no never route
IP Configuration Public IP Static IP Dynamic IP
External IP
Local Networks /
/
/
Auto Configure Add Local Network Field
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SIP Helper

OTkArouaute NAT BkAarouante NAT
Ha KAMeHTax U TpaHKax force_rport u comedia

BbibupanTte uTo-TO OAHO!
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SIP via VPN
—

0.0.0.0/0

2.2.2,2

192.168.3.100

192.168.1.2
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SIP via VPN

* lcknioumTe n3 NAIl-a

* 3anpeTuTe Tpaduk A0 SIP cepeepa, Yepes ISP
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NO NAT

Forward
Routing Mangle ] Filter [ ) l
Wl - ]H Forward Forward Accou
Prerouting ’ Input ‘ Output ‘ Postrouting ‘
Y 4
- Routing .

[ DST-NAT ﬂ [[ Mangle Input ]] —b[ Mangle Postrouting ]]
Mangle Prerouting [! Filter Input Filter Output SRC-NAT ]]
Connection Tracker Queue Tree Global Mangle Output " HotSpot Out ]]

RAW Filter Simple Queue Connection Trackeq Queue Tree Global ]l
HotSpot In ] [[ RAW Filter " [ Simple Queues ]]

Y
[Interface Queue Tree ]y

Input Interface [[ Local Ii

Routing
Decision

Output Interface
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NO NAT

[adMmIin@2.2.2.2] >

/ip firewall raw

add chain=prerouting in-interface=Brdige-local \
dst-address=192.168.1.0/24 action=notrack
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No Forward

Forward

Routing | Mangle ] Filter [ . l
[ Tt ]H Forward Forward Accounting
Prerouting ’ Input ‘ Output ‘ Postrouting ‘
Y 4
_ Routing :

[ DST-NAT " [[ Mangle Input ]] —b[ Mangle Postrouting ]]
Mangle Prerouting Filter Input L Filter Output J] SRC-NAT ]|
Connection Tracker Queue Tree Global Mangle Output ]] HotSpot Out ]]

RAW Filter Simple Queue Connection Tracker }l Queue Tree Global ]l
HotSpot In ] [[ RAW Filter " [ Simple Queues ]]

Y
[Interface Queue Tree]l

Input Interface " Local i

Routing
Decision

Output Interface
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No Forward

[adMmIin@2.2.2.2] >

/ip route
add dst-address=192.168.0.0/16 type=unreachable distance=250

add dst-address=10.0.0.0/8 type=unreachable distance=250

add dst-address=172.16.0.0/12 type=unreachable distance=250
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Xouy Bce 3HaTb

* https://git.kernel.org
°v3.3.5

* net/netfilter/nf_conntrack_sip.c
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Bonpocbi1?

 MikroTik.Me

* Vasilevkirill.com
» https://t.me/mikrotikme

» https://vk.com/mikrotikrus
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