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KoopaOuHaTtbl 0151 CBA3W

- E-Mail: ikn@spw.ru
- Skype: llya.Knyazev

- WWW: https://spw.ru



BBenoeHue

* EeCI'IpOBO,EI,HbIe CeETN NPOYHO BOLLJIN B Hally >XXN3Hb.

e be3 cyulecTBeHHbIX yCUNUA MOXXHO HAaNUTW MHOIO
nnTepaTypbl MO NX HACTPOMKe 1 06Cny>XUBaHUIo

e TeM He MeHee OHUM He Bcerga paboTatoT Tak, Kak Ham
TOro XO4yeTcs



[TonynHbI Noxoun padoThl

[Tnoxoe NpoeKTNnpoBaHNE CETH
[110xas HacTporka To4ek gocTyna
N3ameHeHne pagnoobcTtaHoOBKM

LleneHanpaBneHHasa aTtaka Ha Bally CeTb



Kak HanTun NpuynHy?

e [1na nomncka npuymHbl Naoxom paboTbl 6ecnpoBOAHON
ceTn TpebyeTca Ncnosib30BaHME creunann3npoBaHHOro
nporpamMmmHoro obecrnevyeHns n obopynoBaHus

 Kpome Toro noTtpebytorcs
e 3HaHug
e TepneHue

* Bpewms



[lporpammbl KOTOpPbIE
MOMOTIYT

e CambIi NPOCTON U pacrnpoCcTpPaHEHHbIN Knacc nporpamm
aTto Wi-Fi ckaHepl.

e OHM ob6napatoT He cambiM BblaaroLLMMCS PYHKLVMOHANOM,

HO 3aTO NPOCTbI B 3KcnayaTaunm, gewesbl Unn BoobLue
OecnnaTHbI

* TUNMYHbIE NPUMEPI:
Inssider, Wireless Explorer u 1.n.



WiFI-ckaHHep

TUNnYHbIN QYHKLMOHA

CkaHupoBaHue acupa Ha Hann4me ceTemn, nx

pacnpegenieHns rno KaHanam, BbiBod OOMONHUTENbHOW
NHOpMaL MM NO CETAM

MOHWUTOPWHI YPOBHSA CUrHana

Bbigaya nHdopmaumm B yoobHoMm rpauyeckom Bmae
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| Z Herovato
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o Marta
= Motilda
7 RT-WiFi_33
2 SXX
= Smart_box-50DOFC
| & Smart_box-50DOFC_g...
i & Subaru
o TKT-1732041
2 TP-LINK_79CC
@ UFO
T VisyTuryZvoni3396119
! & Wi-Fi X
i J WirelessGTK
o Wive-NG-MT
=~ Yana
= Zoo_Granit

 beeline
= beeline-router
2 ikn
@ ikm
& mac
7 rpolinella
o sumtel@112
@ wifi
& winterdream
¥  Mode 4
| @ 802MMac
= 80211b/g
2 802.11b/g/n
= 802.11g/n
¥ § Security 4
o WEP
= WPA (PSK)
= WPA/WPA2 (PSK)
& WPA2 (PSK)

D ;! Networks Found: 47, Displayed: 47 (100%)

WIiFi-CkaHep

enl: Scanning | Associated: ikn1, Ch 36, 80 MHz, 878 Mbps

BSSID
& AQ:F3:C1:C8:4A10
& FC:75:16:4B:4C:AE
[}

Vendor
TP-Link Technologies Co. Ltd.
D-Link International
Routerboard.com
NAGLLC 79%
D-Link International

& FAF0:82:D5:1D:94
6C:19:8F:FD:6C:6C

ZyXEL Communications Corp.
& 04:A1:51:99:76:86
C0:25:E9:B5:79:CC
78:54:2E:E1:0E:C6
C0:25:E9:D5:F1:5E

Netgear Inc.

TP-Link Technologies Co. Ltd.
D-Link International

TP-Link Technologies Co. Ltd.

ZyXEL Communications Corp.

ZyXEL Communications Corp.

TP-Link Technologies Co. Ltd.

Network Details

[5G

joRe
[Chafsma
| Keonetic-8852

Channel

'
36 40 44 4
Routerboard.com:50:BD:AC, 36 @ 80 MHz

All Networks

Width
20 MHz

Band ~
2.4 GHz bfg

Mode Max Rate Security
54 Mbps WPA/WPA2 (PSK)
54 Mbps WPA (PSK)

450 Mbps WPA2 (PSK)

300 Mbps WPAZ (PSK)

300 Mbps | WPA/WPA2 (PSK)

b/g/n

40 MHz 2.4 GHz g/n

20 MHz 2.4 GHz bfg/n 144.4 Mbps WPA2 (PSK)
20 MHz 2.4 GHz bfg/n 65 Mbps WPA2 (PSK)
40 MHz 2.4 GHz bfg/n 300 Mbps WPA2 (PSK)
40 MHz 300 Mbps WPA/WPA2 (PSK)

2.4 GHz bfg/n

40 MHz 2.4 GHz In 300 Mbps WPA2 (PSK)

40MHz 2.4 GHz b, 300 Mbps WPA2 (PSK)
40 MHz 2.4 GHz bfg/n 300 Mbps WPA/WPA2 (PSK)
40 MHz 2.4 GHz bfg/n 150 Mbps WPAZ2 (PSK)

Advanced Details

UNII-2 Ext

< Q
Last Seen
2018/03/15 11:00:58 PM
2018/03/15 11:00:58 PM
2018/03/15 11:00:58 PM
2018/03/15 11:00:58 PM
2018/03/15 11:00:58 PM
2018/03/15 11:00:58 PM
2018/03/15 11:00:58 PM
2018/03/15 11:00:58 PM
2018/03/15 11:00:58 PM
2018/03/15 10:59:22 PM
/15 10:5! PM
2018/03/15 11:00:58 PM
/03/15 11:00:38 PM

Seen
Justnow
Just now

Just now
Just now
Just now

Just now
Just now
Justnow
Justnow
1 min ago
3 min ago
Just now

20 sec ago




WIiFi-CkaHep

MwuHyCbI 3TUX NporpamMmm
HeBbicOKUN PyHKUMOHA
OTcycTBME NMPUBASKN YPOBHSA CUrHana K kapTte obbekTa

CkaHunpyetcsi Tonbko WiFi. To ecTb TONbKO TO, UTO
«BUOUT» gpanBep pagnokapTbl Ballero yCcTpoucTea



WiFi Survey

CnepnyroLLni No CrIOXHOCTU Kiacc nporpamMmm

[103BOISIET NOCTPOUTL KapTy MOKPLITUS NMOMELLEHNS C
BU3yanu3aymen

HaxoOuT 1 nokasbiBaeT Ha nnaHe NprMepPHOe
PacnosioXKeHne ToYeK JocTyna

[TOo3BONAET MOCMOTPETL KaK NOKPbITUE KaXXA0MN OTOENbHON
TOYKW OOCTYna, Tak U BCEN CETU B LIE/IOM

TunnyHble NpeacTaBUTENN:
Ekahau, Netspot n gpyrue



WiFi Survey

[ NON ) NetSpot Wi-Fi Reporter - New survey (n36-0.netspd)
% EXPORT | @ USERGUIDE ‘™ ASK A QUESTION

@ 38:FF:36:4C:82:28/ 38:FF:36, 11 - Zone surveys:
@ 38:FF:36:4C:AC:48/ 38:FF:36, 11 - A Z
[ @& 38:FF:36:4A:55:58/ 38:FF:36, 11 - [
@ 3BiFF:36:4C:19:28 / 38:FF:36,1 - L
¥ @ Leptir dBm |
@ A2:2A:AB:82:A2:BO/AZ:2A:A8.. -
| @& 92:2A:AB:81:A2:B0/92:2A:A8,6 - [
(&) CA:9F:DB:09:A8:41/CA:9F:DBE, 6 - =
& A2:2A:AB:B2:A6:D9 [ AZ:2A:AB.. -
@ 92:2A:A8:81:A6:D9/02:2A:A8,6 -
¥ () TeaNord dBm
@ 92:2A:A8:82:A2:B0 [/ 92:2A:A8, 36 -
| = 82:2A:AB:81:A2:B0/B2:2A:A8,6 -
= C6:9F:DB:09:A3:41 ) C6:9F:DB, 6 -
| & 82:2A:AB:81:AB:D9/B2:2A:A8,6 -
& 92:2A:AB:82:A6:D8 /92:2A:A8... -
¥ () Traktir17 dBm
@ 3B:FF:36:8A:5B:EB8/ 38:FF:36,1 -
| @ 3B:FF:36:A6:0B:FC/ 38:FF:36, 40 -
" @ 38:FF:36:A6:0B:F8/38:FF:36, 11 -
| @& 38:FF:36:8C:AC:68 / 3B:FF:36,1 -
" @ 38:FF:36:8C:AC:48/ 38:FF:36, 11 -
| @ 38:FF:36:8A:55:58/ 38:FF:36, 11 - =
| @ 3B:FF:36:8C:19:28 ) 38:FF:36,1 -
¥ () flutur dBm
[ @ 82:2A:AB:82:A2:B0/82:2A:A8, 36 -
| @& 80:2A:AB:81:A2:B0/ B0:2A:A8,6 -
| & C2:9F:DB:09:A3:41 ) C2:9F:DB, 6 -
& 80:2A:A8:81:A6:D9/B0O:2A:A8,6 - The signal level is the strength of your Wi-Fi signal. A signal level itself is not that important. In actual environments Signal-to-Noise Ratio is what matters and

T @ B2:2A:AB:82:A6:DO/82:2A:A8.. - what's Indicalggy
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WiFi-Survey

HepocTtaTkn 3TOro Knacca nporpamm
Kak npaBuio He 6ecnnaTHbl

TpebytloT Hann4ns nnaHa NOMELLEHNS N NPUBASKN
MacwTabda

Tak xe kKak 1 npegpiayulee MO moryT aHanM3npoBaTh
TONbKO Ty MH(pOopMaLMio, KOTOPYHO Bblgan gpansep
pagnoKapThl



CnekTpoaHann3aTopbl

e JInbo otaenbHOe yCTPOUCTBO, MMbO NporpaMmmHo-
annapartHbIN KOMMJIEKC

* /IMeloT O4eHb BbICOKUIN (PYHKUMOHAN anst n3y4eHuns
apupa

e He orpaHunyeHbl BO3MOXXHOCTAMU ceTeBoun KapThl 1K

* MOI'YT NMOMOYb B CJTIOKHbIX CJ1y4HadX

e MoryT ncnosib3oBaTtbcsa Onsa nabopaTopHbIX
nccnegosaHn



CnekTpoaHann3aTopbl

Oscium

"
ENE
4~

N .
Rohde and Schwarz FSH828

RF-Explorer Combo



BcTpoeHHble MHCTPYMEHTDI
RouterOS

e Mikrotik RouterOS nmeeT MHOIMo NosIe3HbIX
NHCTPYMEHTOB A5l aHanns3a 6ecnpoBOOHON CETU

e JTO BCTPOEHHbIe B RouterOS
Wireless Scan
Wireless Snooper
Spectral Scaner
Wireless Sniffer

U otnnyHebin Spectral-Scaner exogsawunn B The Dude!



Wireless Snooper

\Wireless Snooper (Running)

* [lokaxxeT BamM Bce
WiFi-ycTpoucTea
KOTOpble HAanOeT B
aupe BaLll
MapLipyTmsartop

* Bce ceTun, NpoueHT
NCMOJIb30BaHUS
4acToT,
KOJINYECTBO
cTaHUM1 Ha
KaXXJoM KaHane

Interface: ‘ wiani

Kl

Stop

Close
Settings

Mew Window

all
|Channe| 4 |P.ddress 551D Signal |Of Freq. (%) |OF Traf, (%) ‘Bandwidth |Net.,. ‘Sta... |
Yfzd1ziz,., 86:06:C6CEHIE1CO RT-WiFi_33 27 38.6 25.9 kbps
241242, FCi75:16:46:4C1AE  rpalinella 1.7 4.7 15.4 kbps 1
& 241212, 88:46:C6CAB1:CO RT-WiFi_33 -86 2.7 39.6 25.9 kbps
iﬁ 241202... FC:75:16:46:4C:AE  rpolinella -83 1. m 74.7 15.4 kbps
ml 241212, A3:72:30:00:CE:00 -75 0.0 0.0 0 bps
J2412f2,,, 72:65:70:6C: 79:0E -2 0.0 0.0 0 bps
@) 241202, 7.0 52.3 kbps 2 4
Ej’:_‘241?p'2... 04:41:51:99:76:66  wifi 2.4 374 22.2 kbps z
5&241?9’2.,. F&:FD:82:62:BMES  InterZet_93 1.0 15.6 9.1 kbps 1
& 241712... 04:41:51:9076:B6  wifi -67 2.4 374 22.2 kbps
& 2417/2... F&:F0:82:62:EME8 InterZet_93 90 1.0 15.6 9.1 kbps
S 241712... 00:00:51:00:00:00 -59 0.0 0.1 0 bps
_l 241712,.. BO:70:2D:43:01:00 wifi -63 0.0 0.0 0bps
S12417/2,,, 00:00:88:01:00:02 -89 0.0 0.0 0 bps
e 241702, .. 6.4 51.2 kbps 2 5
-l 242202, CCT1E0:00:0CE: O S5 0.0 0.0 0 bps
@) 2422102, 2.4 22.5 khps i} 1
Eloaz7r2,, 64:70:02:85:E0:DC  GTEplus 0.0 0.0 0 bps 1
|| Jzaz7i2... 20:91:48:B6:0C:C9 -55 0.0 0.0 0 bps
ol Z427[2, EC10:7E:16: C6:BE -89 0.0 0.0 0 bps
i 242712, 64 7002:85:E0:DC  GTEplus -08 0.0 0.0 0 bps
) 242712, .. 0.0 0bps 1 3
Eﬂ2432,l'2.,. FAF0iE2:56:E5:2C  SKx 1.6 100.0 14.6 kbps 1
Up243212,,, FAFDE2:CD:0808 olga 0.0 0.0 0 bps 1 &

¥
b 4
-

58 items




Wireless Sniffer

e [lo3BoNuUT Bam
npoaHann3npoBaTh
Kakme gaHHble
nepenaroTcs B apupe

e HezameHnMasa BeLllb
npn obHapy>XeHnmn
aTakun Ha
neayTteHTuukauuo

[CI[x]

Processed Packets:

Interface: |wlanl E
110

Memory Size: 9.9 KiE

Memory Saved Packets: |34

Memary Over Limit Packets:

File 5a

File: Overl

Stream Dropy

Strean S

Stop

.

Settings
Save...

File Size: (06

4

|Tirne (51 / [Interf...

ireless Sniffed Packsts

Sniffed Packets

Channel |Signa|. o |Rate
0.075 wlanl _ 2412j20,.. -84 1Mbps
0.036 wlanl  2412j20... -83 24Mbps
0.046 wlanl  2412420... -84 24Mbps
0.056 wlanl 2412420, -68 1Mbps
0.085 wlanl 2412420, -85 1Mbps
0,089 wlanl 2412420, -83 24Mbps
0.128 wlanl 2412420, -G4 1Mbps
0.131 wlanl 2412420, -84 24Mbps
0.155 wlanl ~ 2412j20.., -69 1Mbps
0.188 wlanl  2412j20.., -82 1Mbps
0.202 wlanl  2412j20.., -78 &Mbps
0.230 wlanl  2412j20.., -83 1Mbps
0.263 wlanl  2412j20... -68 1Mbps
0.290 wlanl  2412j20... -85 1Mbps
0.304 wlanl  2412420... -61 1Mbps

|Dst.

CC:44:63:60:90:6D
FF:FF:FF:FF:FF:FF
FF:FF.FF:FF:FF:FF
CZi44:63:6090:60
FF:FF.FF:FF:FF:FF
CCi4463:BD90ED
FF:FF.FF:FF:.FF:FF
FF:FF.FF:FF.FF:FF
34:40F747:AD:28
FF:FF.FF:FF.FF:FF
FF:FF.FF:FF:FF:FF
FF:FF.FF:FF:FF:FF
FF:FF.FF:FF:FF:FF

[Sn:.
FC:75:16:46:4C:AE

FC:75:16:46:4C:AE
FC:75:16:46:4C: AE
04:41:51:99:76:66
G5 A6:C6:C6:51:09
0650y 14:00:00:01
FC:75:16:48:4C:AE
FC:75:16:4E:4CAE
04:41:51:99:76:B6
=R HE e H ) Ha
FC:75:16:46:4C:AE
FC:75:16:46:4C:AE
04:41:51:99:76:66
G5 A6:C6:C6:81:09
20:91:48:B6:0C:C9

lTypE
beacon

beacon
beacon
ack
beacon
arck
beacon
beacon
ack
beacon
beacon
beacon
probe req...

34 items




Spectral Scan

[iknRikn-house] > /Jinterface wirel spectral-history wlanl
max: < -90 <= < -80 <= < -70 <= [ < -60 <= J < -35 «=
2380 2387 2394 2402 2409 2416 2424 2431 2438 2446 2453 2460 2468

2475 2482 2489 2497 2504 2511

e [lokaxeT
MOLLIHOCTb
N3NyyeHnsa w«
N3BECTHbIE
MOMEXu

show-interfer

tral-scan



The Dude!

* B Mikrotik Dude ecTb oTnn4yHas peanmsauymsi cnekTpasibHOro aHaansartopa

[ ) ® Spectral Scan 172.30.30.1
Device: Tll= ooa it
SEmp[e Time: lﬂ hd r T T T T T T T T l) T T T ms
Interface; |wlan! | 12 34 5 6 7 8 910 1 18 | Stop
Band: & Z4ghz ¢ Sghz ¢ current channel 10s
Peak Hald Time: IDIJ:EIIJ:IC j' I T T T 1) T T T 1
ZS00Ehe SO 0 1s % S 10s 155  30s  1m
Range:
g [ [ T T T T 100
22Ghz 225Ghz 23Ghz 235Ghz 24Ghz 245Ghz 2.5Ghz Memory Usage Limit: IIUD .I - | . MB
1 32 5 7 9 12 16 20 50 500 3000
Memory Usage: |441.8 kB
Al Waterfall Density | Graph
Nov/12 07:56:07 Mowlz 08:12:28  Time Representation: ¢ absolute  relative ko start ¢ relative to end
Time:
T T T
Now/12 02:00 Now/12 08:05 Movil2 0810

15% . Odbm

12.5%
-20dbm

10%
-10dbm

7.5%
-60dbm

5%
-B0dbm

2.5%

-100dbm '
0% 2.34Ghz 2.36Ghz 2.38Ghz 2.4Ghz 242 Ghz 2.44Ghz 246Ghz 2.48 Ghz 2.5 Ghz




CamMbiv rnaBHbIN
MHCTPYMEHT




[MTpumep nouncka npobriemsl

e >Kanobbl Ha
HecTabunbHyo
paboty WiFi

et s v

e KnueHt ail i
CamMOCTOSITESTbHO i - bl
npoussen pa6otbl Mo [ | | 11 Mo EaiE e . G
BU3yanmsaumm , ik S,
MOKPbITUS ‘ {8l ey =

e [MoKpbITHE BbIrNAONT
XOPOLLO




[MTpumep nouncka npobriemsl

e Buie3)xaem Ha

00BbeKT

e 3anyckaem

Spectral Scan B

the Dude

e KapTunHka bnmska
K ngeasbHou

®
®

Device:

Spectral Scan 172.30.30.1

Sample Time: |10 ¥ .

Interface: |W|anl

Band: & 2.4ghz

¢ |00:00:1C »
AEE Peak Hold Time: r

10
T T T T T 1) T T TS
2 4 5 6 7 8 9 10 14 18 Stop
10s
J
T T T T T T
o 1= 2s 55 10s 155 30s 1m

100
ME:

Range:
T T 1
2.2 Ghz 2.4Ghz 2.45 Ghz 25Ghz Memory Usage Limit: 100 w ;
1
Memoary Usage: |324.Z kB
Al Waterfall Density | Graph
Now/12 08:14:35 Nov/12 08:26:3€
Time: ﬁ
T T T T T
Nov/12 08:16 Nov/12 08:20 Nov/12 08:22 Now/12 08:24 Nov/12 08:26
15% g Odbm
12.5%
-20dbm
10%
~“40dbm
7.5%
-60dbm F
0
-
5% I
-80dbm
2.5%
100dbm
0% 238 Ghz 24Ghz 242 Ghz 2.44Ghz

T T T T 1
5 7 9 12 16 20 50 500 3000

Time Representation: & absolute © relative to start ¢ relative to end

246Ghz 248 Ghz 25Ghz




[MTpumep nouncka npobriemsl

Torga nayyaem MecTa pacnosioXXeHns ToYeK OocTyna

N BOT OHa, npunynHa

BOnbluas yacTb TOUYEK JOCTYyna pacrnosioXeHa B MecTax
paguoTeHN

Cnabble TepMUHasbl NPOCTO HE MOrYT Tyda OOCTy4aTbCs



[lpmep noncka npobnemel




[MTpumep nouncka npobriemsl




[MTpumep nouncka npobriemsl




[TonymHbI Npobniem



OLWwnbKn NpoeKTnpoBaHUA

e OObIYHO CBSA3aHbI C:

e HepocTaTO4YHbIMU 3HAHUAMUN CrieymanmncTa B PuUsnke,
pacnpocTpaHeHn PagmnoBOIH, aHTEHHbLIX N PUOEPHbIX
yCTpoucTBax

e HeTo4yHbIMN OaHHBbIMKW 00 NNIAHNPOBKE OO6beKTa

e Heuncnonb3oBaHuem cneumanbHoro O ans
npoekTupoBaHusa rnokpbitTus (Wireless Planner)

e OTCcyTCTBMEM NPEeanpPoeKTHOro obcnenoBaHus



[Thoxaa HacTpouka AP

e HekoppeKTHbIV BbIOOP KaHasa Ui MOLLHOCTH
nepepart4ymnka

e HeKoppeKkTHbIN BbIGOP CTaHOapPTOB Nepenayn gaHHbIX

 HekoppeKTHbI BbI6Op napameTpoB 6e30rnacHOCTU



N3meHeHue
paanobcTaHOBKMU

e K coxxaneHuto 6ecrnpoBoHasi CETb HE OrpaHNYNBaETCS
rpaHnLamMm noMeLLeHns

e Y Bac MOXET MosiBUTLCH COCeL, KOTOPbIN aKTUBHO byaeT
MCNONb30BaTb TOT XKe KaHas, YTo 1 Bbl

B 30He ceTn MOXET NosiBUTLCA 0bopyaoBaHME
cospatoLlee nomexu Ha YactoTtax pabotbl WiFi



LleneHanpaBfieHHasa aTaka

o K coxaneHuto 6eCI'IpOBO,EI,Hb|e CETUN HE 3aCTpaxoBaHbl OT
dTakK

e YacTo ataka npounssoanTcs Ha cam npotokon 802.11,
HanNnpMUMep Ha ynpasnsaoLwme ppenmbl

 Tunosoun npumep Deauth-Attack

e Ha gaHHbI MOMEHT NOSBUINCHL OelleBble YCTPOWCTBA B
KOTOPbI€ BO3MOXXHO YCTAHOBUTb Cneuuann3npoBaHHYo
NPOLUMBKY O TaKOW aTaku



LleneHanpaBfieHHasa aTaka

e YCTPOMCTBO COOeEPXUT B cebe TouKy gocTtyna u
BCTPOEHHbIN Web-cepBep OJ/1s1 HACTPOWKN

e [lnTaertca ot micro-USB

e Ctout okono 200 pybrien




eJ1eHallpaBJIeHHa{ aTdKad

APs Stations Attacks Settings APs Stations Aftacks Settings

Attacks

Scan for Wi-Fi access points

Selected AP(s): CLONE

Networks found: 9 o ikn
MAC: Selected Station(s):

DESELECT ALL SELECT ALL ¢ FF:FF:FF:FF:FF.:FF - BROADCAST

SSID Select Attack Start/Stop

ikn SELECT Deauth

: Beacon
winterdream SELECT

. Probe-Request
beeline SELECT

Fedor2 SELECT
ENABLE RANDOM

TP-LINK_79CC SELECT You may loose connection when starting the attack.
Change the channel in the settings to the same of the selected AP to prevent this.

wifi SELECT
Smart_box-50DOFC_guest SELECT
rpolinella SELECT

SXX SELECT

You may have to reload the site to see the results.




LleneHanpaBfieHHasa aTaka

‘Wireless Sniffed Packets

|Time (51 ¢ |Interf...|channel |Signal...|Rate |Dst. |Src. IT';.rpe | 7
0.316 wianl  2412/20... -57 1Mbps  FF.FF:FF:FF:FF:FF E4:80:8C:50:BD:AD  disassocia... | |
0,317 wianl  2412/20... -55 6Mbps  E4:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF deauthen. ..

0.317 wianl  2412)20... -56 6Mbps  E:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF deauthen. ..
0,317 wianl  2412/20... -57 Z2Mbps  E4:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF deauthen. ..
0.318 wianl  2412/20... -57 Z2Mbps  E8Dn8C:S0:BD:AD  FF:FF:FF:FF:FF:FF deauthen. .. L
0,318 wianl  2412/20... -56 1Mbps  E4:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF deauthen. ..
0,319 wiani  2412[20... -56 1Mbps  E#:8D:8C:50:BED:AD  FF:FF:FF:FF:FF:FF deauthen. ..
0,319 wiani  2412/20... -57 1Mbps  E4:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF deauthen. ..
0,320 I 24lzfz20... -57 1Mbps  E#:8D:8C:50:BED:AD  FF:FF:FF:FF:FF:FF deauthen. ..
0,321 2412120.., -57 1Mbps  E4:8D:8C:50:BDiAD  FF:FF:FFiFF:FF:FF deauthen. ..
0.3z21 241z2120.., -56 1Mbps  E#:8D:8C:50:BED:AD  FF:FF:FF:FF:FF:FF deauthen. ..
0,322 wi 2412120... -57 1Mbps  E:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF deauthen. ..
0.322 wi 241z120.., -56 6Mbps  E4:80:8C:50:B0:AD  FF:FF:FF:FF:FF:FF disassocia, .. —
0,322 wi 2412120.., -56 6Mbps  E:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF disassocia, .,
0.322 w! 2412120... -56 zMbps  E4:80:8C:50:BD:AD  FF:FF:FF:FF:FF:FF disassocia, ..
0,323 2412120.., -56 zMbps  E+:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF disassocia. .,
0,323 2412120... -57 1Mbps  E4:80:8C:50:B0:AD  FF:FF:FF:FF:FF:FF disassocia, ..
0.324 2412120.., -58 1Mbps  E4:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF disassocia, .,
0.324 wianl  2412/20... -57 1Mbps  E4:80:8C:50:B0:AD  FF:FF:FF:FF:FF:FF disassocia. ..
0,325 w! 2412120... -57 1Mbps  E:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF disassocia, .,
0,326 wianl  2412/20... -56 1Mbps  E4:80:8C:50:BD:AD  FF:FF:FF:FF:FF:FF disassocia. ..
0,326 W 2412120.., -58 1Mbps  E:8D:8C:S0:BD:AD  FF:FF:FF:FF:FF:FF disassocia, .,
0,327 wianl  2412/20... -57 1Mbps  E4:80:8C:50:BD:AD  FF:FF:FF:FF:FF:FF disassocia. ..
0,327 wianl  2412/20... -57 1Mbps  FF:FF:FF:FF:FF:FF E4:80:8C:50:B0:AD  deauthen... -

70 items




PekomeHOoauunwn

e |/lcnonib3oBaTb 2-AMana3oHHbIe TOYKN AOCTYIMa, TaK Kak.

e OTO yBENMNYMBAET HAAEXXHOCTb CBA3U B Clly4yae
npobsiem ¢ ogHUM U3 Anana3oHOoB

e 2.4 Ty gnana3oH Neperpy>xeH ycTponcTeamu

e YBeNM4MBaeT KOJINYECTBO NOMb30BaTENEN, KOTOPbIX
MOXXET O6Cﬂy>KI/ITb oaHa TO4YKa AOCTYra

e YckopsieT paboTy, 0cobeHHO C BHEOPEHNEM
802.11ac



PekomeHOoauunwn

TwaTtenbHO NogxoanTb K MNPOEKTNPOBAHNIO NMOKPbITUA
ceTun

He 3abbiBaTb O MOHUTOPUHIE CETU
He HapgeaTcsa 4To y Bac He byaeT npobriem

He cTecHATbCS O6paTI/ITbCFI K cneynajancrtam



CHACNBO
3A BRVIMAHVIE



