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ldentifying and
Managing Traffic

in RouterOS



Challenge

“My applications are sometimes slow”

\



Challenge




Challenge

ﬁ -."‘- '0 - —

,.

“My video stream is always bufferlng ‘

= A




Why

v Slow link to the service provider network

v Poor physical & logical network planning &
implementation

v Underpowered hardware

v Malicious software, online and offline
threats.

v Excessive downloaders, uploaders.
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ldentify

to recognize something




Filter

Block MAC

Block |P

General

Chain: | forward ¥

Out. Interface: etherl | A
Advanced

Src. MAC Address: C0:D3:C0:31:E8:D1 A

Action

General

Chain: | forward ;

Src. Address: 192.168.88.4 A

Out. Interface: etherl $ A
Action

Action: | drop ¥

Action: | drop

.




Mangle

[dentify Port & Protocol

Mark Connection

Action

Action:

New Connection Mark:

mark connection

web-connection

€l «l

v | Passthrough

Mark Packet

General

Chain:

prerouting

| 2

Connection Mark:

web-connection

$ A

General

Chain: | prerouting ;
Protocol: 6 (tcp) ¥ A
Dst. Port: 80,8080,20,21,443 | A
General

Chain: | prerouting 3
Protocol: 17 (udp) ; A
Dst. Port: 80,8080,20,21,443 | A

Action

Action:

New Packet Mark:

mark packet

web-packet

¢

Passthrough




Mangle

Firewall

Fiter Rules  MAT Mangle ‘Haw Service Ports  Connections  Address Lists  Layer7 Protocols

e (=] ||| 22 W | | 00 Reset Counters || 00 Reset All Counters Cing all ¥
H Action Chain Protocol Dist. Port Bytes Packets E
- Web
0 # mark connection  prerouting  6ftcp) 8080804432021 . 0B . 0
1 & mark connection prerouting 17 (udp) 80,8080.443,20.21 0B 0
2 # mark pachet prerouting 0B 0
3 items




Connection Bytes

Mark Connection

General

Chain: | prerouting 3

Protocol: 6 (tcp) 3

Dst. Port: 80,8080,20,21,443 | A

General

Chain: | prerouting 3

Protocol: 17 (udp) 3

Dst. Port: 80,8080,20,21,443 | A
Advanced

Connection Bytes: 3000001-0

Action
Action: | mark connection 3
New Connection Mark: | 3M-connection 3
v | Passthrough
Mark Packet
General
Chain: | prerouting ;
Connection Mark: 3M-connection 3 A
Action
Action: | mark packet 3
New Packet Mark: | 3M-packet 3

Passthrough




Mangle

Firewall

Fiter Rules MAT Mandle | Raw Service Ports Connections  Address Lists  Layer7 Protocols

e =T Reset Counters || 00 Reset All Counters all ¥
H Action Chain Protocol Dist. Port Bytes Packets Comment -
L # mark connection  prerouting 6 fcp) 40.8080.443209 . L= A 202 Web
1 # mark connection  prerouting 7 {udp) 80,2030 443.20.21 9643 KiB 12 964
2 # mark connection prerouting & ftcp) 80.8080,20.21 443 0B 0 Download more than 3Mb
3 # mark connection  prerouting 7 {udp) 80.8080,20.21 443 g84 .5 KiB 12 287
4 A mark packet prerouting 31.2 MiB 35 369 3IM Packet
5 # mark packet prerouting 1655.6 KiB 2 244 Web Packet




Layer-7

Layer-/

Firewall L7 Protocol <Video Streaming>

Name:

Video Streaming

OK

Regexp:

videoplayback|video|watch

Cancel

Apply




Layer-/

Mark Connection

General

Chain: | prerouting 3

Advanced

Layer7 Protocol:| | Video Streaming ¥

Action

Mark Packet

Action: | mark connection

New Connection Mark: | Video-connection

«al [«

General

Chain: | prerouting 3

Connection Mark: Video-connection 3 A
Action

Action: | mark packet 3

New Packet Mark: | Video-packet 3

Passthrough

v | Passthrough




Mangle

Firewall =] E3
Fiter Rules NAT Mangle | Raw Service Pots Connections Address Lists Layer? Protocols
e || = ||| 82 W | 00 Reset Courters || 00 Reset All Counters Cind all ¥
H Action Chain Protocol Dist. Port Bytes Packets |Comment b
0 & mark connection  prerouting J163IMB 358 674 Video
1 # mark packet prerouting 3004 MiB 340 8671 Video Packet
2 &4 mark connection prerouting 6 fcp) 80,8080, 443,20 21 14.6 MiB 152 851 Web
3 & mark connection prerouting 17 {udp) 30.8080.443.20.21 12.3 MiB 157 629
4 & mark connection prerouting & fcp) 80.8080.20.21,443 6.1 MiB 132 452 Download more than 3Mb
5 & mark connection prerouting 17 {udp) 30.8080.20.21.443 6.0 MiB 90 024
6 # mark packet prerouting 6095 MB 663 391 3IM Packet
7 # mark packet prerouting 84.1 MiB 112 898 Web Packet
g items




DNS

DMNS Cache
W | | Flush Cache

Mame

@ r3.sn+hvecpat-glik.googlevideo .com

@ rG—san-4g5ebnl6 googlevideo com

@ rb—san-pa fznsz googlevideo .com

@ r5.sn-4g5ebnlé googlevideo.com

@ r5.sn-hpa/znsz googlevideo.com

@ r&—sn-5hnebn /e googlevideo .com

@ ré—sn-+vcpat-glir googlevideo .com

@ r&.sn-bhnebn /e googlevideo .com

@ ri.sn-+hvcpat-glir. googlevideo.com

@ r/—san-+vcpat-glir googlevideo .com

@ r7 sn-hvecpat-glir googlevideo .com

@ r@—sn-qlc /dn /vy googlevideo .com

@ r8.sn-qlc 7dn 7y googlevideo.com

@ r12—sn-Bhnebney googlevideo .com

@ r12 sn-bhnebney googlevideo .com

@ r13—=sn-Bhnebnee googlevideo .com

@ r13—sn-bhnebnse googlevideo.com

@ r13.sn-bhnebnee googlevideo .com

@ r13 sn-bhnebnse googlevideo .com
82 tems

A
CNAME
CNAME
A
A
CNAME
CNAME

CNAME

CNAME

CNAME

CNAME

CNAME

A
A

DNS Cache

Data

86.51.31.206
r5.sn-4g5ebnl6.googlevideo .com
r5.sn-+pa fznsz.googlevideo .com
74.125.104.75

173.194.182.138
r6.sn-bhnebn /e googlevideo .com
r6.sn-+vcpat-glir. googlevideo.com
74125812

86.51.30177

r/ sn+vecpat-glir. googlevideo.com
86.51.30.178
rd.sn-qlc /dn /v .googlevideo .com
173.194 5.77

r12 sn-Bhneéney googlevideo.com
173.1594.156.81

r13.sn-5hnebnee googlevideo.com
r13.sn-bhneénse googlevideo.com
173.194.153.146

74.125.8.221

TTL

00:14:07
00:23:06
00:14:028
00:23:06
00:14:028
00:23:.07
00:24:18
00:23:.07
00:24:18
00:23:05
00:23:05
00:23:41
00:23:41
00:14:52
00:14:52
00:20:55
001724
00:20:55
001724




Script Scheduler

Seript <video>

Schedule «<run every 5 seconds >

Name: |video
=[x Mame: |run every 5 seconds CIK
Policy: (v ftp | reboot
d L . = =
: ;Ticy :t"::te Start Date: |(Oct 172017 Cancel
| password v/ sniff 5 T 21 45 53 +*
. c AR ¥
v/ :eu;sem\re | romon tart lime: = ﬂq}phl
-R S
Last Time Started: [Oct/18/2017 00:56:50 [ ] Interval: |00:00:05 -
Run Count: |203 DISEb|E
Source Cwner: [jay Comment
local myServers { "video" }
Jocal myListName "routube™ o i
local myTimeout "00:30:00 F'D|IC‘!||'. W ﬂp W I'E.'bDDt an
/ip d he all { i
Ip.‘fnl:::cal::i iifSrnyServers do={ . v read v wite HEmD'ﬂ'E
Foreach | in=find where fname (] do= ;
otzzc{ jin=ffind where {name~3i)] do W FIDIlC'!p' W tEEt
local myMame [get § name]
Jocal myType [get Sitype] W passwnrd o Sniﬁ

local myData [get 5 data]

# (SmyType =A%) do={ v| sensitive |+ roman
do

ip firewall addressist add address=8myData list=SmyListName comment="8i-SmyMName" timeout=S8my Timeout dUdE
D!?J-frt”?E;NSCACHE: Emor on SmyMame SmyData SmyType”
y! Run Count: | 276
i (SmyType ="CNAME") do={
Jocal cumentName §j Mext Bun: |OctA18/2017 01:01:58

Jocal nextName find where (name=8myData 44 type="CNAME")]

while (SnextName 1= ") do={
et cumentMame SnextMName

resolve ScumentMName =
:set nextName find where (name=[get SnextMName data] &4 type="CNAME"}] [:]n E'U'Erlt .

Jsystem script run video
resolve [get ScumentName data]

foreach k in=find where {name=[get ScumertName data] &4 type="A")] do={
:set myData [get Sk data]

do {
ip firewall addressist add address=%myData list=S8myListName comment="8i-SmyName" timeout=Smy Timeout
}on-emor={
put "DNSCACHE: Emor on SmyMame SmyData SmyType"”
}

}on-emor={
put "DNSCACHE: Missing Entry"

enabled




Address List

Address Lists | Layer7 Protocols

all

Comment

video+3—sn-hvcpat-glié googlevideo .com
videoTh—sn-hpaznsz.googlevideo.com
video112—sn-5hnebney googlevideo.com
video+13—=n-bhnebnse googlevideo .com
video1Z—sn-hvcpat-glir googlevideo .com
video-googlevideo .com
video-googlevideo .com
video-googlevideo .com
video-googlevideo.com
video-googlevideo .com
video-googlevideo .com

video+1—sn-glc 7dn 76 googlevideo .com
videoT2—sn-5hneknA.googlevideo.com
video+13—sn-bhnebnee googlevideo com
video+ /—sn-hvcpat-glir googlevideo .com
video15—sn-4g5ebnlé googlevideo.com
video+3—sn-Bhnednlk googlevideo.com
videor6—sn-Bhnebn /e googlevideo .com
videor6—sn-hvcpat-glir googlevideo .com
videoT8—sn-glcdn "y .googlevideo.com
videotd—sn-hvcpat-glir googlevideo.com
video+4—sn-5hnedn /e googlevideo .com

*|

................................................................................................................................................................................................................................................................................................

Firewall
Fiter Rules MNAT Mangle Raw Service Pots Connections
g | = = | T
MName Address Timeout |Creation Time

D @ Youtube 86.51.31.206 00:05:19 Oct18/2017 ...
O @ Youtube 173.194.182138 00:05:19 Oct1872017 ...
D @ Youtube 173.194.156.81 00:05:19 Oct1872017 ...
D @ Youtube 7412538231 00:09:15 OctA187°2017 ...
D @ Youtube 8651.30173 00:09:15 Oct1872017 ...
O @ Youtube 74.125.68.105 00:13:14 Oct187°2017 ...
D @ Youtube 741256855 00:13:14 Oct 1872017 ...
O @ Youtube 74.12568.104 00:13:14 Oct182017 ...
O @ Youtube 74.125.68.106 00:13:14 QOct187°2017 ...
0 @ Youtube 74.125.68.147 00:13:14 Oct187°2017 ...
D @ Youtube 74.12568.103 00:13:14 Oct 182017 ...
O @ Youtube 173.194.133.102 00:13:15 Oct 1872017 ...
O @ Youtube 74.125100.7 00:13:15 Oct1872017 ...
D @ Youtube 173.194.153.146 00:13:15 Oct 1872017 ...
D @ Youtube 8651.30178 00:13:15 OctA18°2017 ...
O @ Youtube 7412510475 00:13:15 Oct1872017 ...
O @ Youtube 741258137 00:13:16 Oct187°2017 ...
D @ Youtube 741253812 00:13:16 Oct 1872017 ...
0O @ Youtube 8651.30177 00:13:55 Oct182017 ...
D @ Youtube 173194577 00:18:39 Oct1872017 ...
0 @ Youtube 8651.30175 00:21:26 Oct187°2017 ...
D @ Youtube 74125100138 00:25:27 OctA18°2017 ...
D @ Youtube 741258154 00:29:17 Oct18/2017 ...
23 items (1 selected)




Address List

Mark Connection

Mark Packet

General
Chain: | prerouting 3
Advanced
Dst. Address List: Youtube 3 A
Action
Action: | mark connection 3
New Connection Mark: | Video-connection 3

General

Chain: | prerouting 3

Connection Mark: Video-connection ; A
Action

Action: | mark packet 3

New Packet Mark: | Video-packet 3

Passthrough

v | Passthrough




Mangle

Firewall

Fiter Rules MNAT Mangle |Haw Service Pots Connections  Address Lists Layer7 Protocols

e (= |« 8 T | | 00 Reset Counters || 00 Reset All Counters Cind ll =
H Action Chain Protocol Dist. Port Bytes Packets |Comment b

....... 0. . #makconnection prerouting i J3BMB 153132 Video Address List

1 4 mark connection  prerouting 4748MB 542 404 Video

2 A mark packet prerouting 8557 MB 971 182 Video Packet

3 & mark connection prerouting 6 tcp) 80,8080 443.20.21 24 5 MiB 167 549 Web

4 4 mark connection prerouting 17 {udp) 80,8080 443.20.21 J4MB 148372

5 & mark connection prerouting 6 tcp) 20.8080.20.21 443 6.1 MiB 132 452 Download maore than 3Mb

[ 4 mark connection prerouting 17 {udp) 20.8080.20.21 443 A00MB 218111

7 A mark packet prerouting 9291 MiB 1024 528 3M Packet

a A mark packet prerouting 1604 MiB 217092 Web Packet

9items




Mangle

Firewall

Filtter Rules

+

EN
— 3 L0 00 =] LN o L R — D

—r

12 tems

NAT Mangle

(=]
Action

# mark connection
# mark connection
A mark packet
# mark connection
# mark connection
# mark connection
# mark connection
A mark packet
A mark packet
# mark connection
# mark connection
A mark packet

Raw Service Pors

T

Chain

prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting

Other Traffic

Reset Counters

Protocol

6 tcp)
7 udp)
6 ftcp)
7 udp)

B ftcp)
7 {udp)

Connections

00 Reset Al Counters

Dst. Port

80,8080,443,20,21
80,8030,443,20,21
80,8030,20,21,443
80,8030,20,21,443

1000-65535
1000-65535

Address Lists

| ayer? Protocols

3347 MiB
15.8 GiB
23.3GiB

316.1 MiB
53.6 MiB
544 MiB
10.0 MiB

1240.3 MiB
1734.0 MiB
/.5 GiB
1351.7 MiB
8.9 GiB

Packets
4 855 453
22 856 470
26 894 635
1397 822
343 333
456 011
126 401
1 558 471
2676723
5 385 341
3 364 795
13 253 529

all

Comment

Video Address List
Video Layer7
Video Packet
Web

Large file more than 3Mb
IM Pachket

Web Packet

Cther

Cther Packet

|




Manage

maintain control over something



First Time Arrivals

Arrivals with
Multiple Exit
Re- entry Visa

GCC Nationals




Class |

Class 2

Class 3
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Queues

Simple Queues | Interface Queues Queue Tree  Queue Types
e == ¢ ¥/ | W |00 ResetCounters || 00 Reset All Counters
H | MName Target Upload... | Download ... |Upload Download
1 & Total 152.168.833.0-24 5M £5M 114 2kbps 3.5 Mbps
: 2 i User-2 152.168.88.2 &M Z0M 0 bps 0 bps
S I m ‘ e Q u e u e 3 i User-3 152.168.88.3 ZM 10M 0 bps 0 bps
p 4 i User-4 152.168.88.4 ZM 10M 159 bps 0 bps
4] 5 User-5 152.168.88.5 M 10M 0 bps 0 bps
& 5 User-b 152.168.88.6 BM £5M 2.6 kbps 1265 bps
7 i User-7 152.168.88.7 BM £5M [ bps [ bps
a i User-3 152.168.88.8 BM £5M [ bps [ bps

Simple Queues  Interface Queues Queue Tree | Queue Types

oF = [T Reset Counters || 00 Reset All Counters

MName Parent Packet Marks |Pronty |Limit At ... |Max ... Avg. Rate
8 Download localtrdge 128k 5M 4.8 Mbps
Q u e u e T If‘e e Sa webd Download web-packet M 5M 299 kbps
2 b otherd Download  otherpacket 1M BM 4155 kbps
8c. videod Download  Videopacket SO0k 5M 4.4 Mbps
Bd largefiled Download 3M-packet BM 0 bps
& Upload etherT 128k 1M 1005.7 kbps
8a webu Lipload web-packet 13k 1M 853.1 kbps
2 b. otheru Upload otherpacket

256k 1M 11.9kbps
B c. videou Upload Videopacket 128k 1M 131.8 kbps

(= R R R R e T SR L R
LN
2




Queues

SImple Queue
Quevelst .

Simple GQueues | Interface Queues  Queue Tree  Queue Types

e | == & |3 |0 | 00 ResetCounters || 00 Reset All Counters

H | |Name Target pload... |Download ... | Upload Download
1 & Total 192.168.88.0/24 5M 25M 114.2kbps 3.5 Mbps
2 1% User-2 192.168.88.2 5M 20M 0 bps 0 bps
3 1% Uzer-3 192.168.88.3 ZM 10M 0 bps 0 bps
4 % User-4 1592.168.88 4 ZM 10M 159 bps 0 bps
5 i User-5 192.168.88.5 M 10M 0 bps 0 bps
G 1% Uzer- 192.168.88.6 5M 25M 2.6 kbps 1269 bps
! 1% User-7 192.168.88.7 5M 25M 0 bps 0 bps
g 12 User-8 192.168.88.8 B 25M 0 bps 0 bps




Simple Queue
Parent Queue

Simple Queue <Total>

General | Advanced Statistics Traffic  Total Total Statistics

Mame: | Total
Target: [192.168.83.0/24 ¥ -
Dist . hd
Target Upload Target Download

Max Limit: |5M + | | Z2BM ¥ | hits/s




Simple Queue
Parent Queue

General Advanced ‘Statisticﬂ Traffic  Total Total Statistics

FPacket Marks: =
Target Upload Target Download
Limit At: |unlimited * | |unlimited + | bits/s
Priorty: |8 g
Bucket Size: (0.100 0.100 ratio
Queue Type: |pcgupload-default * | | pcg-download-default *
Parert: none Nz | |




Simple Queue
Child Queue

Simple Queue <lser-2

General | Advanced Statistics Traffic  Total Total Statistics

Mame: |User-Z

#
4

Target: |152.168.838.2

Dist . w

Target Lpload Target Download
Max Limit: | 5M + | | 20M * | bits/s




Simple Queue
Child Queue

Simple Queue <lUser-2

General Advanced | Statistics Traffic  Total Total Statistics
Facket Marks: =
Target Upload Target Download

Limit At: lunlimited ¥ | |unlimited ¥ | bits/s
Priorty: |8 g

Bucket Size: |0.100 0. 100 ratio

Queue Type: default-small * | default-small *
Parent: | Total ¥




Queues

SImple Queue
Quevelst .

Simple GQueues | Interface Queues  Queue Tree  Queue Types

e | == & |3 |0 | 00 ResetCounters || 00 Reset All Counters

H | |Name Target pload... |Download ... | Upload Download
1 & Total 192.168.88.0/24 5M 25M 114.2kbps 3.5 Mbps
2 1% User-2 192.168.88.2 5M 20M 0 bps 0 bps
3 1% Uzer-3 192.168.88.3 ZM 10M 0 bps 0 bps
4 % User-4 1592.168.88 4 ZM 10M 159 bps 0 bps
5 i User-5 192.168.88.5 M 10M 0 bps 0 bps
G 1% Uzer- 192.168.88.6 5M 25M 2.6 kbps 1269 bps
! 1% User-7 192.168.88.7 5M 25M 0 bps 0 bps
g 12 User-8 192.168.88.8 B 25M 0 bps 0 bps




Queues

Queue lree

Simple Queues  Interface Queues Gueue Tree | Queue Types
or =T Reset Counters || 00 Reset All Counters
Mame Farent Packet Marks |Priorty |Limit At ... Max ... Avg. Rate |
{8 Download local-bridge g 128k BM 4 8 Mbps
i%a webd Download web-packet 2 M BM 299 kbps
{2 b. otherd Download  otherpacket 4 M BM 41959 kbps
8 c. video d Download  Video-packet G SO0k BM 4 4 Mbps
i2d langefiled Download 3M-packet g A0k BM 0 bps
8 Upload etherT g 128k 1M 1005.7 kbps
Ba webu pload web-pachket 2 512k 1M 853.1 kbps
% b. otheru Upload otherpachket 4 206k M 11.9kbps
. Bcovideou  Upload ~ Videopacket o 18k M 131.8kbps
N Bd lagefileu Upload  3Mpacket 8 108k M Obps




Network Diagram

Internet Source

Gateway modem
IP address: 192.168.1.1/24

MikroTik Router

etherl: DHCP client
etherl: Master port: none
ether3,4,5: Master port: ether2

local-bridge:  ether2 & wlan| ports
local-bridge IP: 192.168.88.1/24

Your Computer
Ethernet: 192.168.88.1 | |




Queue Tree
Parent Queue

Queue <Download:> Queue <Upload:

General | Statistics General | Statistics
MName: |Download Mame: | Upload
Parent: |local-bridge * Parent: etherl *
Packet Marks: = Packet Marks: =
Queue Type: |pcg-download-default * Queue Type: pcg-upload-default *
Priorty: |8 Priorty: |8
Bucket Size: (0.100 Bucket Size: |0.100
Limit At: | 128k & hits/s Limit At: | 128k & hits/s
Max Limit: |5M & hits/s Max Limit: | 1M & hits/s




Queue Tree

Parent Queue

Simple Queues  Inteface Queues Queue Tree | Queue Types

of = | T Feset Counters || 00 Reset All Counters
MName Farent Packet Marks |Prionty |Limit At ... [Max ... | A
.............. BDownload  localbridge 8 128k  3M

{2 Upload ether g 128k 1M




Queue Tree
Child Queue

Queue <a. web d= Queue <a. web u>

General | Statistics General | Statistics
Mame: |a.web d Mame: a.webu
Parent: | Download * Parent: |Lpload *
Packet Marks: |webpacket A Packet Marks: |webpacket ¥ | ¥
Queue Type: |pcg-download-default * Queue Type: pcg-upload-default *
Priorty: |2 Priorty: |2
Bucket Size: |0.100 Bucket Size: |0.100
Limit At: |3M &  hits/s Limit At |53 & hits/s
Max Limit: |5M & hits /5 Max Limit: | 1M & hits/5




Queues

Queue lree

Simple Queues  Interface Queues Gueue Tree | Queue Types
or =T Reset Counters || 00 Reset All Counters
Mame Farent Packet Marks |Priorty |Limit At ... Max ... Avg. Rate |
{8 Download local-bridge g 128k BM 4 8 Mbps
i%a webd Download web-packet 2 M BM 299 kbps
{2 b. otherd Download  otherpacket 4 M BM 41959 kbps
8 c. video d Download  Video-packet G SO0k BM 4 4 Mbps
i2d langefiled Download 3M-packet g A0k BM 0 bps
8 Upload etherT g 128k 1M 1005.7 kbps
Ba webu pload web-pachket 2 512k 1M 853.1 kbps
% b. otheru Upload otherpachket 4 206k M 11.9kbps
. Bcovideou  Upload ~ Videopacket o 18k M 131.8kbps
N Bd lagefileu Upload  3Mpacket 8 108k M Obps




“I am still learning.”

“Michelangelo, age 87



Firewall

Fiter Rules | NAT Mangle Raw Service Ports

+
#

== || ¥ O T |00 Reset Counters
Action Chain Src. Address | Dst. Address |Protocol

.; special dummy rule to show fasttrack counters
0D [Gpas.. forward
. defconf: accept established related untracked

o acc... input

: defconf: drop invalid

Kdop  input

. defconf: accept ICMP

o acc... input

: defconf: drop all not coming from LAN

Kdop  input

: defconf: accept in ipsec policy

o acc... forward

: defconf: accept out ipsec policy

o acc... forward

Disable Fasttrack for Queues to Work

Connections Address Lists Layer/ Protocols

1 {icmp)

00 Reset Al Counters

Src. Pot |Dst. Port  |In. Inter... | Out. Int... |Bytes

0B

0B

0B

|

all

Packets |»

....................................................................................................................................................................................................................................................................................................................................................................

- defconf: fasttrack

7 X fastt... forward

.. defconf: accept established related, untracked

10

o acc... forward

- defconf: drop invalid

K dop  Forward

- defconf: drop all from WAN not DSTNATed

K dop  forward

11 items (1 selected)




To Reset All Markings, select all then Remove

Firewall =] E3
Fiter Rules NAT Mangle Raw Service Pots Connections | Address Lists Layer7 Protocols

\ = | | Y| | Tracking ‘ \

l' | Src. Address / | Dst. Address |Protocol  |Connection ... |Timeout | TCP State |Orig./Repl. Rate \Orig./Repl. Bytes hd

ISC . 192.168.1.100:37410  188.166.225.189:53 7fdp) ... 000000 Obps/Obps . 58B/74B .

IC 192.168.1.100:38451 255.255.255.255:5678 17 (udp) 00:00:03 0 bps/0 bps 141B/0B ]

1SC 192.168.1.100:39521 188.166.225.189:53 17 (udp) 00:00:01 0bps/0 bps 63B/63B

IC 192.168.88.1:34276  255.255.255.255:5678 17 (udp) 00:00:03 0 bps/0 bps 147B/0B

1SCs 192.168.88.2 108.177.115.101 1 (icmp) 00:00:09 960 bps/480 bps 1776.9 KiB/1776....

SACs 192.168.88.2:50000 117.207.115.212:45... 17 (udp) torent-cm 00:02:52 0 bps/0 bps 37.5MiB/1180.8 ...

13Cs 192.168.88.2:50000 109.151.143.31:24921 17 (udp) toment-cm 00:00:00 0 bps/0 bps 131B/3178B

1SCs 192.168.88.2:50000 86.173.237.225:16130 17 (udp) toment-cm 00:00:07 0 bps/0 bps 131B/3178B

|SACs 192.168.88.2:52516  173.194.79.94:443 17 (udp) 00:01:29 0 bps/0 bps 2820 B/18558B

|SACs 192.168.88.2:52710  157.56.106.189:3544 17 (udp) 00:02:58 712 bps/0 bps 260.1 KiB/165.7 ...

SACs 192.168.88.2:54412  108.177.119.100:443 17 (udp) 00:02:08 0 bps/0 bps 19.3 KiB/9.0 KiB

jSACs 192.168.88.2:55856 8.8.8.8:53 17 (udp) 00:01:15 0 bps/0 bps 146 B/314 B

'SACs 192.168.88.2:58185  169.55.74.56:443 6 ttcp) 23:59:43 established 0bps/0bps 2124 KiB/3424 ...

'SACs 192.168.88.2:58209 195.122.177.224:443 6 {tcp) 23:56:38 established 0bps/0bps 23.3 KiB/19.7 KiB

'SACs 192.168.88.2:58211  40.77.229.52:443 6 ttcp) 23:44:54 established 0bps/0bps 6.8 KiB/8.5 KiB

'SACs 192.168.88.2:58218 158.178.123.8:7168 6 ttcp) 23:59:59 established 1600 bps/135.5kbps 6.8 MiB/479.0 MiB

'SACs 192.168.88.2:58221 74.125.143.125:5222 6 {tcp) 23:59:53 established 0bps/0bps 162.0 KiB/10S.1 ...

'SACs 192.168.88.2:58233  159.122.189.46:5538 6 ftcp) 23:59:57 established 0bps/0bps 103.6 KiB/67.3 KiB

jSACs 192.168.88.2:58251 145.239.13.147:443 6 tcp) 23:59:52 established 0bps/0bps 137.2 KiB/S4 4 KiB ':N
63 items Max Entries: 218008

No need to reboot or shutdown the device




References

/ip firewall layer7-protocol
add name="Video Streaming" regexp=videoplayback|video|watch

/ip firewall mangle

add action=mark-connection chain=prerouting comment="Video Address List" dst-address-list=Youtube new-connection-mark=Video-connection passthrough=yes
add action=mark-connection chain=prerouting comment="Video Layer7" layer7-protocol="Video Streaming" new-connection-mark=Video-connection passthrough=yes
add action=mark-packet chain=prerouting comment="Video Packet" connection-mark=Video-connection new-packet-mark=Video-packet passthrough=no

add action=mark-connection chain=prerouting comment=Web dst-port=80,8080,443,20,21 new-connection-mark=web-connection passthrough=yes protocol=tcp

add action=mark-connection chain=prerouting dst-port=80,8080,443,20,21 new-connection-mark=web-connection passthrough=yes protocol=udp

add action=mark-connection chain=prerouting comment="Large file more than 3Mb" connection-bytes=3000001-0 dst-port=80,8080,20,21,443 new-connection-mark=3M-connection passthrough=yes protocol=tcp
add action=mark-connection chain=prerouting connection-bytes=3000001-0 dst-port=80,8080,20,21,443 new-connection-mark=3M-connection passthrough=yes protocol=udp
add action=mark-packet chain=prerouting comment="3M Packet" connection-mark=3M-connection new-packet-mark=3M-packet passthrough=no

add action=mark-packet chain=prerouting comment="Web Packet" connection-mark=web-connection new-packet-mark=web-packet passthrough=no

add action=mark-connection chain=prerouting comment=Other dst-port=1000-65535 new-connection-mark=other-connection passthrough=yes protocol=tcp

add action=mark-connection chain=prerouting dst-port=1000-65535 new-connection-mark=other-connection passthrough=yes protocol=udp

add action=mark-packet chain=prerouting comment="Other Packet" connection-mark=other-connection new-packet-mark=other-packet passthrough=no

/queue tree

add limit-at=128k max-1limit=5M name=Download parent=bridge queue=pcq-download-default

add limit-at=128k max-1limit=1M name=Upload parent=etherl queue=pcq-upload-default

add limit-at=3M max-1limit=5M name="a. web d" packet-mark=web-packet parent=Download priority=2 queue=pcq-download-default

add limit-at=500k max-1limit=3M name="d. large file d" packet-mark=3M-packet parent=Download queue=pcq-download-default

add limit-at=500k max-1imit=3M name="c. video d" packet-mark=Video-packet parent=Download priority=6 queue=pcq-download-default

add limit-at=1M max-1limit=4M name="b. other d" packet-mark=other-packet parent=Download priority=4 queue=pcq-download-default

add limit-at=512k max-1limit=1M name="a. web u" packet-mark=web-packet parent=Upload priority=2 queue=pcq-upload-default

add limit-at=104k max-1limit=256k name="d. large file u" packet-mark=3M-packet parent=Upload queue=pcq-upload-default

add limit-at=128k max-1imit=500k name="c. video u" packet-mark=Video-packet parent=Upload priority=6 queue=pcq-upload-default

add limit-at=256k max-1imit=768k name="b. other u" packet-mark=other-packet parent=Upload priority=4 queue=pcq-upload-default

/system scheduler
add interval=30s name="run every 3@ seconds" on-event="/system script run video" policy=ftp,reboot,read,write,policy,test,password,sniff,sensitive,romon start-date=oct/10/2017 start-time=20:00:00

URL Links:

https://wiki.mikrotik.com/wiki/Manual:Packet_Flow
https://wiki.mikrotik.com/wiki/Manual:IP/Firewall/Filter
https://wiki.mikrotik.com/wiki/Manual:IP/Firewall/Mangle
https://wiki.mikrotik.com/wiki/Manual:IP/Firewall/L7
https://wiki.mikrotik.com/wiki/Manual:IP/Firewall/Address_list
https://wiki.mikrotik.com/wiki/Manual:IP/DNS
https://wiki.mikrotik.com/wiki/Sync_Address_List from_ DNS_Lookup_Results - CNAME_and_A_Records
https://wiki.mikrotik.com/wiki/Manual:Scripting-examples

https://wiki.mikrotik.com/wiki/Manual:Queue

http://www.istockphoto.com



/system script

add name=video owner=jay policy=\
ftp,reboot,read,write,policy,test,password,sniff,sensitive,romon source=":10\
cal myServers { \"video\" }\r\

\n:local myListName \"Youtube\"\r\
\n:local myTimeout \"00:30:00\"\r\

\n\r\
\n/ip dns cache all {\r\
\n :foreach i in=\$myServers do={\r\
| \n :foreach j in=[find where (name~\$i)] do={\r\
\n :do {\r\
;C rl _t \n :local myName [get \$j name]\r\
\n :local myType [get \$j type]\r\
\n :local myData [get \$j data]\r\
\n\r\
\n :if (\$myType = \"A\") do={\r\
\n :do {\r\
Swiiness : e \n /ip firewall address-list add address=\$myData lis\
Name. |video t=\$myListName comment=\"\$i-\$myName\" timeout=\$myTimeout\r\
Owner: [y \n } on-error={\r\
Paiicy: [ fip ¥ rebaot Aeply \n :put \"DNSCACHE: Error on \$myName \$myData \$myTy\
LR
| password (v sniff \n }\I"\
v sensitive v romon
\n r\
- \n\r\
Last Time Started: |Oct/18/2017 00:56:50 \n l'F (\$myType . \"CNAME\") do:{\r‘\
Fun Court: [ 203 \n :1local currentName \$j\r\
n :local nextName [find where (name=\$myData ype=
\ local tN find wh \$myData && t \"C\
e o NAME\") J\r\
Jocal myTimeout "00:30:00" \n\r‘\
e e dost \n :while (\$nextName != \"\") do={\r\
foreachjn=find where iname™30] do=t \n :set currentName \$nextName\r\
j}gg;}g;ﬁ:ﬂgﬁéﬁg;@g}el \n :resolve \$currentName\r\
docal myData [get § data] \n :set nextName [find where (name=[get \$nextName da\
i \arSV(Type ="A") do={ ta] && type=\ "CNAME\" ) ] \r\
;' ﬂpfirev:'(all addressHist add address=3myData list=8myListName comment="8i-SmyMName" timeout=8my Timeout \n }\r‘\
OT:-LennP[rJ’NSCACHE Error on SmyMName $myData Smy Type" \n\r‘\
} \n :resolve [get \$currentName data]\r\
e S
Jocal nexthame find whers name=SmyData 88 type="CNAME")] \n :foreach k in=[find where (name=[get \$currentName dat\
while ISne:dName I= "")dﬁﬂ a] && type=\"A\" ) ] d0={ \r\
resche Sourmetome \n :set myData [get \$k data]\r\
set nextName find where (name=[get SnextName data] &3 type="CNAME")] \n :dO {\r‘\
Jesolve [ost ScunentName datz] \n /ip firewall address-list add address=\$myData\
foreach k in=ffind where (name=[get ScumentName data] &4 type="A")] do={ \_1iSt=\$myLiStName Comment=\"\$i'\$myName\" timeOUt=\$myTimeOUt\r‘\
ot myData get S date) \n } on-error={\r\
)Dgp‘eiri.rﬁv:(alladdresshstaddaddress=5myDataIisl=5myLislNamecnmment="5i—5myNama"timeﬂut=5myTimenut \n :put \"DNSCACHE: Error on \$myName \$myData \$\
put "DNSCACHE: Emor on SmyName SmyData SmyType" myType\ " \ r\
! \n e\
}U;?nn?lg):rj SCACHE: Missing Entry" \ n } \ r \
! \n \r\
)) \n } on-error={\r\
\n :put \"DNSCACHE: Missing Entry\"\r\
\n r\
\n \r\
\n e\

\n}"



