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What Is hotspot?

*  Where installed?

»  Hotspot Wizard

Hotspot Advance features

» Integration with Active Directory
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Hotspot

» It Is RouterOs Tool for Instant Plug-and-Play
Internet access

»HotSpot Is a way to authorize users to access
some network resources, but does not provide

traffic encryption.
> It also provides Flexible User Accounting.

» Different ways of authorization.




Where? ?."é’t'%'{ft_

)

»Open Access Points, Internet Cafes, Airports,
universities campuses
» Hotel, restaurant, café
» Shopping Mall,
»Public Park and areas,
»Camping, Beach
»Marinas
»Hospital
»Municipal Hotspot
.. where you want

ZONE




Example of Hotspot page
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Hotspot Requirements

> Valid IP addresses on Internet and Local
Interfaces.

»DNS servers addresses added to ip dns.
» At least one HotSpot user.




Hotspot Wizard

» HotSpot setup Is easy.
» Setup is similar to DHCP Server setup.

>R

Jervers | Server Profles  Users  User Profiles  Active  Hosts  IP Bindings  Servic

op T | | Reset HTML ||| Hotspot Setup ‘l
MName Interface Address Pool | Profile Ad

* Run ip > Hotspot Setup.




Hotspot Setup

Hotspot Setup [=] E3

HotSpot Interface: ¥

Back Mexd Cancel

1. Select Interface to run
HotSpot on.

Haotspot Setup =] &3

Local Address of MNetworle: | [ERRLR R

v Masguerade Metworlk

Back Mext Cancel

2. HotSpot address will

Hotspat Setup [=] E3

Address Pool of Netwarl:

152.168.1.10-192.168.1 254 J=

Back Mext Cancel

3. Select hotspot addresses. ‘l

be selected automatically.

Haotspaot Setup =] E3

Select Cetficate: [IEIERIIIIIII | +

Back Mext Cancel

4. \WWhether to use certificate
together with HotSpot or not.




Hotspot Setup

Hotspot Setup

IP Address of SMTP Server: | NI

Back Mend Cancel

5. IP address to redirect SMTP
(e-mails) to your SMTP server.

Hotspaot Setup Of %

DNS Name: |\ v, wifi-wimax.com

Back Mead Cancel

7. DNS name for HotSpot server ‘l

Hotspat Setup =] E3

DNS Servers: |SRlIMZEAE

4p

Back Mesd Cancel

6. Insert DNS ip address or use
router DNS.

Hotspaot Setup Oj x|

Name of Local HotSpot User: | Sy

Password for the Lser:

Back Mead Cancel

8. Add first HotSpot user that

use to login in hotspot server.
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Important Notes

»Users connected to HotSpot interface will be
disconnected from the Internet.

» Client will have to authorize in HotSpot to get
access to Internet.

»Remember you cant search or enter to router by
using WinBox or CLI through interface
configured as Hotspot server.

»HotSpot default setup creates additional
configuration:

»Dynamic Firewall rules (Filter and NAT).
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HotSpot Help

»HotSpot login page is provided when user tries
to access any web-page.

» To logout from HotSpot you need to go to
http://router-1P or http://HotSpot-DNS

12



HotSpot Network Hosts

Users  User Profiles  Active P Bindings Service Ports  Walled Garden  Walled Garden IF List  Cookies ..

T
Information | tose we ©oeee e e hmenwe -
A @45A05:43ACES 192168210 192.168.2.12 hotspot1 00:00:01 16.8kb... 733.2k...
about connected
clients (PC)
appear at Hosts
sub menu
2 tems
 Information about clients connected to HotSpot router. “

13



HotSpot Active Table

Information
about connected
person appear at
active sub menu.

Users  Jser Profiles Hosts IP Bindings Service Ports  Walled Garden  Walled Garden P List  Coolies ...
T
Server ser Domain Address Uptime |dle Time Session Time ... Rx Rate (TxRa v
@hotspot ] admin 192.168.2.12 00:09:39 00:00:01 120kb... 5311k...

4

[+ Information about authorized HotSpot clients.
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User Management

x|
Server Profles Users | User Profiles Active Hosts IP Bindings Service Pods Walled Garden  Walled Garden IP List  Cookies ..
+ SRR ey Hotspot User o] x|
General | Limts Statistics oK | v
al i eV §0:00
Server. NN ¥| | | Cancel
Name: | WCC ooy
P . sesas
assword Disabl
Address: v
Comment
MAC Address v
Copy
Profile; | defaul ¥
Remove
Routes: v
' Al
Emai. — Reset Al Counters
1item enabled

LAdd/Edit/Remove HotSpot users.




Advance Features
HotSpot Walled-Garden

* Tool to get access to specific resources without
HotSpot authorization.

 Specific resources could be local web server or
external web page like (www.mikrotik.com).

 Walled-Garden for HTTP and HTTPS.

* Walled-Garden IP for other resources (Telnet,
SSH, Winbox, etc).
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HotSpot Walled-Garden

Oflx]
Server Profiles  Users  User Profiles  Active  Hosts P Bindings  Service F'urtsWaIIed Garden [P List  Cookies ...
+ AT
Acion _/ [Server i ey Waled Garden Erty M
Action: & gllow: € deny oK
Server: v Cancel
Sro. Address: [ ][192.168.X 0/24 a‘l Aoply
Dst. Address: Disable
Method: ¥ | Comment
Dst. Host: || |www google.com | & ‘l Copy
Det. Pot. v Remove
Path: v
enabled
0 items
|+ Allow access to google.com |
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Bypass HotSpot

Of[x]
Server Profies  Users  User Profiles  Active  Hosts|| [P Bindings [|Service Ports  Walled Garden  Walled Garden IP List  Cookies .
+ AT
g MAC Address Address i
MNew Hotspot IF' E.mqu
MACAddress: | .7 0K
Address: 1921683, Ww
To Address: v Apply
Server: |4l + Disable
Type: |bypassed ¥ ﬂ’m

» Bypass specific clients over HotSpot.
» VOIP phones, printers, super users.
» IP-binding is used for that.

» |P bindings not like walled-garden it’s open all public network resources
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HotSpot Speed limitation

Servers  ServerProfiles Users User Profles | Active  Hosts  IP Bindings  Service Ports
L ] bl New Hotspot User Profile Of ]

» To give each client |- & ™ ™7, =
128k upload and
128k download, . | [
set Rate Limit. e —

Status Autorefresh: |00:01:00

Apply

|

=
=]
=
o
|

Shared Users: |1 .

> Rate Limi (oobo): |128/128 - |
Address List: S
Incoming Filter: v
Qutgoing Fitter: A
Incoming Packet Mark: A
Outgoing Packet Mark; v

*l

Open Status Page: |always
v Transparent Proxy




HotSpot Shared users

Servers  Server Profies  Users User Profiles | Active  Hosts | IP Bindings  Service Ports

¢ | v [ '
* To let 10 or more USersS| . i = e s

i@ defaut
Name: | ] Cancel

use the same hotspot -
account(username and -

Idle Timeout: (nane

password). o T—

Status Autorefresh: |00:01:00

H‘ Shared Users: 10 A

I
-

-l
=

5
=

Remave

-l
»

Rate Limit {po): v
Address List: =

Incoming Filter: v
Outgoing Filter: A
Incoming Facket Mark: hd
Outgoing Packet Mark: v

|

Open Status Page: |always
v Transparent Proxy




Hotspot
Integration
with Active

Directory .

Active Directory Server

21




Configuration in Microsoft
windows server

"o Internet Authentication Service

“# Internet Authentication Sewice

“ Action  View H - = | - ien|

Eajil=A=RIECRO]

Tree I

22 Internet Authenticationandesl
-] Clients Open
#-(] Remote Access L¢  SHAMEEWICE

*—g’ Remote Access Pc__ Stop Service

Register Service in Active Directory

! S|

Wiew »

Z able
Properties b e
Help ;

orTHore it
I "Checklist:

Setup IAS on a server acting as Active
Directory Services Domain Controller and
register it’s services.

J Action  View ‘ = = ‘

w20

Tree l

%J Internet Authentication Service [Local]
{7 Clients

& Remote Access Logging

2 L—? Remote Access Policies

cnnnact to s naha,

Internet Authentication Service (Local) Properties [ 2] X]

Service | RADILS | Reaims |

Description [for example, Production Server):

Choose the types of events that should be recorded in the Windows 2000
event log. [Errors are automatically recorded.)

V' Log rejected or discarded authentication requests

IV Log successful authentication requests

Give a meaningful description
and enable logging for
authentication status.

| 0K I Cancel Zoply

‘f\l) Welcom

Internet Authentic:

|

(Y]



-',9,' Intemet Authentication Service

| sction View || & = |&(m | & (2| D ®

Tree I

‘-\l) Welcom

-] Remoate Access Loggin )
& % Baan P Ig.'g‘ 9 Internet Authentice
57 Remote Access Policies e ““"‘t

Internet Authentication Service [Local) Properties K E3

Service RADIUS I Realms |

l?;) Internet Authentication Service (Local]
#-_] Clients

Indicate the RADIUS authentication and accounting port numbers.

Authentication:

Accounting:

| oK I Cancel I Sopi |

User respective 1812 for Authentication
and 1813 for Accounting port only.

| Action  View H - = | f}:{il‘ ® H@)@

Tree l
‘\l) Welcom

- Remate Access Loggin :
{:' 9 Internet Authentice
£3) a?f Remote Access Policies

e rnhhecttn a nphnt

Internet Authentication Service [Local) Properties Kl E3

Service | RADIUS Fiealms |

%9 Intemet Authentication Service [Local]
#-{_] Clients

185 uses all of the following rules in the order specified to process user
names in all accounting and authentication requests. The realm in the left
column will be replaced by the realm in the right column.
|
Realms:
Find I Replace | tove U
User-Name METROPOLITANUser-Name 3
mavelewn
Add... I Hemove I Edits l

(] I Cancel I Appl |

Create a Realms profile, find “User-Name”
replace it with “DOMAIN\User-Name”
variables into IAS.




"_# Internet Authentication Service

| Acon View || & » |Bm| X B2

Tree l Friendly Name | Address | Protocol | Clientvendor

i) Internet Authentication Service (Local) E hotspot.com 172.19.1.253 R&DIUS RaDIUS Standard
{3 Clients hotspot.com Properties (2] X] t Standard
[E ({1 Remote &ccess Logging -

w55 Remote Access Policies Settings I

Friendly name for client:

Client address

Address (IP or DNS):
|1?2.19.1.253

Verify...

Client Vendor: [RaDIUS Standard [ |

™ Client must always send the sighature attribute in the request

Shared secret: I

Ixxxxxxxx

Confirm shared secret:

| 0K I Cancel I Aoply |

Create a “hotspot.com” client profile and set IP address pointing to MikroTik hotspot
server 172.19.1.253 Set Client Vendor to RADIUS Standard and enter a unique password
for IAS. Do not enable Attributes Signature check box.




" # Intemet Authentication Service

| acton vew || &« » [Am | 0B |2

Tree I Logging Method | Description
@9 Internet Authentication Service (Local) @Local File CAWINNTAspstem32\LogFiles

{1 Clients Local File Properties EI!Z!

*ﬁ Remote Access Logaing - -
5—? Remote Access Policies Settings ILocaI F|Ie|

The log contains all the authentication and accounting requests received

_bw this server Select the events vou wantto log,

V' iLog accounting requests (for example, accounting start or stop) -
recommended

[V Log authentication requests [for example, access-accept or
access-reject] - recommended

[V Log periodic status (for example, interim accounting requests)

| DK I Cancel I Aoply ‘

Enable Remote Access Logging check box for all properties.




" # Internet Authentication Service

J Action  View lJ L] -)|"@

Tree l Logging Method | Description
@;} Internet Authentication Service (Local) E,Local File CAWINNTAspstem32\LogFiles

{7 Clients Local File Properties HB

/4 Remote Access Logging . :
5—? Remote Access Policies Settings  Local File I

Log file format:

(" Database compatible file format

—MNew log time period
(" Daily

O Weekly
' Monthly
" Unlimited file size

" When log file size reaches: 10 fE

Loa file directory:

C:AWINNT \system32\LogFiles Browse... |

Log file name: INyymmdd.log

| oK I Cancel I £opl l

Select IAS Format and set Log Time Period to Daily.




" Intemet Authentication Service

| acion Vew [| & » [B[m| X EF B[R]+ +

Tree I Name | order |
@”z) Internet Authentication Service (Local) 5 hotspot.com 1

- Clients hotspot.com Properties K E3 I

E]D Remote Access Logging
' ¢§{”’ Remote Access Policies Settings I

Policy name:

Add.. | Remove Edit .

— If a user matches the conditions

% Grant remote access permission

" Deny remote access permission

Access will be granted with the profile you specify, unless access
is overridden on a per-user basis.

Edit Profile... I

,Tl Cancel | Lol |

Create Remote Access Policies profile to “hotspot.com”.

Add “Windows-Groups” matches “DOMAIN\Username”
profile. Enable Grant remote access permission.




“ . Internet Authentication Service

| acion view || & = B | X EFB 2]+ ¢

Treel Name | Order |
Ej Internet Authentication Service [Local) 5 hotspot.com 1
(-] Clients hotspot.com Properties 2| x|
#-{_] Remote Access Logging -
57 Remote Access Policies Settings I
Edit Dial-in Profile 72X
Diakin Constraints | IP | Multiink
Authentication ] Encryption | Advanced ILITANAD omain Users”

Check the authentication methods which are allowed for this connection.

I gxtensible Authentication Protocol ;
Select the EAP type which is acceptable for this policy. |
IS mart Card or other Certificate _'J [Sortiaure:., E dit...

[V Microsoft Encrypted Authentication version 2 (MS-CHAP v2)
[V Microsoft Encrypted Authentication (MS-CHAP)

V' Encrypted &uthentication [CHAP)
V' Unencrypted Authentication (PAP, SPAP)

ofile you specify, unless access

i~ Unauthenticated Access

o Allow remate PPP clients to connect without negotiating
any authentication method.

I Cancel ¥ e[

I oK I Cancel | ey |

At Authentication tab Enable check box for “MS-
CHAP v2, MS-CHAP, CHAP and PAP” method.
Note: HotSpot only uses PAP method.




| Acion Vew || & » A | X @B |2 + ¢

Treel Name | Order |
@”:J Internet Authentication Service [Local) & hotspot.com 1
& Clients hotspot.com Propetties 2] x]
#-{_] Remote Access Logging :
57 Remote Access Policies Settings ]
Edit Dial-in Profile 7Ix]|
Dial-in Constraints | IP I Multilink.
ERASEon Encyption | Advanced ILITAN\Domain Users"

MNOTE: These encryption settings apply only to the Windows 2000 Routing
and Remate Access Service.

Select the level(s) of encryption that should be allowed by this profile. I .'_l
Edit...
IV Basic 4'
[V Stong

[V Strongest

ofile you specify, unless access

I Cancel Soply

| DK I Cancel I Aol I

At Encryption tab Enable all the check box allowed
by this profile.




Configuration in Mikrotik

[#[=] ][] Generl | ot
ﬁ | |Sewvice |CalledID |Domain |Address | Secret [ - SEWICE ...........................
A o BDserver 1AS RADIUS g i login
4 hotspot 17217.8200  MetroHotSpotDotCom01102006 A
1 i CMSserver IAS RADIUS IV hatspot I wireless
0 hatspot 17216.8.206  MetroHotSpotDotCom01102006 telephaony [~ dhep

Called ID: " | | Comment |
Domain: [ | B |
ddress: |1?2.1?.8.200 Fa—— |
Secret: |MetroHotSpotDotCom[

Authentication Port: |1812

Accoutting Port: |1813

[~ Accounting Backup

Realm: |

|disabled

Add a RADIUS server profile and enable service for “hotspot”.
Enter IP Address of IAS RADIUS server. Enter the same
password created earlier for RADIUS secret. Use port 1812 for
Authentication and 1813 for Accounting with Timeout at 300ms.
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Il Hotspot Server Profiles $.41 | B Hotspot Server Profile <hsprofl > x|

3= General Login | RADILIS oK
|Name + |DNS Name \HTML Directory | Rate Limit - Login By Cancel
b &P default metrohotspot.com  hotspot [T MAC [T Cookie
& hsprof1 metrohotspot.com  hotspot ™ HTTPS Apply
Vv HTTP PAP | I Trial Copy
HT TP Cookie Lifetime: |3d 00:00:00 Remove
S5L Certificate: lnone _'_'_I

[~ Split User Domain

Trial Uptirme Limit; IUD:S‘D:UU

Trial Uptime Reset: |1 d 00:00:00

Trial User Prafile: Idefault L]

At “Hotspot Server Profiles” Login By check “HTTP PAP” only.




Il Hotspot Server Profiles .41l M Hotspot Server Profile <hsprofi>" x|
o || - General Login_RADIUS | 0K
Name / |DNS Name 'HTML Ditectory | Rate Limit | V¥ Use RADIUS I Cancel
& default metrohotspot.com  hotspot Default Domai: I—I'—
& hsprof1 metrohotspot.com  hotspot 2 Apply
Location [D: r-l Copy
Location Name: | | Famoie

|| [V &ccounting ||
Interim Update: I |

NAS Port Type: |[IET S ERED]

At “Hotspot Server Profiles” check Use RADIUS and Accounting.
NAS Port Type leave it as (19 wireless-802.11) or change to 15
(Ethernet) mode




MikroTik ~ WCC
Wireless Communication Chan elsv

Thanks for your attention !

Any Question ?




