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OBJECTIVE

Let everybody as don’t know what’s bandwidth control working, who are looking for
the way understand bandwidth control and how to design and think for them solution
about real require for which thing want to manage for bandwidth for every clients
and use service like http, ssh, ftp etc..



WHAT'S BANDWIDTH CONTROL

When we are talk about bandwidth everybody be think about only 2 thing

(download and upload) but for real uses, everybody be know only for download and
every queue will be mention about how to control total bandwidth like

4% | want to limit speed upload/download***

But they are know or not, what’s mean for “limit speed” the word as mark mean limit
traffic for router outgoing interface.

So for us use bandwidth control we have to talk about only service connection for
upload and download if we want to use service bandwidth control but if we want to

only say all upload and download don’t mind for service just only say for router
interface
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IDEA FOR DESIGN TOTAL BANDWIDTH CONTROL

internet VW

5M/1M

Simple Queue <imit>

General | Advanced Statistics Traffic Total Total Statistics
Name: Ilmil| Limit 2M/l M

Target: |192.168.10.0/24 ¥ ¥
Dst.: i Wian 1
Target Upload Target Download
Max Limit: | 1M Lamrill ¥ | bits/s

Simple Queue <imit>

Ether 5

General | Advanced Statistics Traffic Total Total Statistics

Name: |limit <
ey ather5 Vs Router IP : 192.168.10.1/24
Dst v
Target Upload Target Download
Max Limit: | 1M | |2M ¥ | bits/s
Queue List
Simple Queues  Inteface Queues Queue Tree | Queue Types
i3 =Ih g Reset Counters || 00 Reset All Counters
Name Parent Packet Marks Limit At (b... Max Limit ... Avg. R... |(
B download etherd local_packet 2M 1352 bps

IP :192.168.10.254/24
GW :192.168.10.1
DNS : 192.168.10.1



SIMPLE QUEUE CONTROL TOTAL BANDWIDTH

Simple Queue <imit> Simple Queue dimit>

General Advanced Statistics Traffic Total Total Statistics General | Advanced Statistics Traffic Total Total Statistics
| ;
Name: limt| Name: limit
Target: |1592.168.10.0/24 ¥ - I Target: |ether5 7 s
Dst.: - Dst.: -
Target Upload Target Download Target Upload Target Download
Max Limit: | 1M ¥ |2M ¥ | bits/s Max Limit: | 1M F |2M ¥ | bits/s

Target can be select local interface or network IP
Address the result almost same you can limit
upload/download



QUEUE TREE CONTROL TOTAL BANDWIDTH

Firewall

Fiter Ales NAT Mangle | Service Pors Comnections Addessls: ~ VWe have to mark connection and use that to mark

+ CIV o0 Reetonies Joo ResetA phgcket before use in queue tree
# Action Chain Src. Address C
i 0 # mark connection  prerouting 152.168.10.0/24

1 # mark packet forward

Simple Queues Interface Queues Queue Tree | Queue Types

gk =IA g Reset Courters || 00 Reset All Counters
Name Parent Packet Marks Limit At (b... Max Limit ...|Avg. R... |(
S download etherd local_packet 2M 1352 bps



COMPARE THE WAY CONTROL BANDWIDTH

Simple Queue <imit>

General | Advanced Statistics Traffic  Total Total Statistics

Name: limit|
Target: |192.168.10.0/24 ¥ ¥
Dst.: -
Target Upload Target Download
Max Limit: | 1M *| |2m + | bits/s

Simple Queue <imit>

General | Advanced Statistics Traffic Total Total Statistics
Name: | limit
Target: etherS v -
Dst.: v
Target Upload Target Download
Max Limit: | 1M Lamrill ¥ | bits/s

We can use 3 way for control total bandwidth /traffic,

so the simple way if you require control total
bandwidth Simple Queue be easy for use

Simple Queues  Inteface Queues Queue Tree | Queue Types

L] =l g Reset Counters || 00 Reset All Counters
Name Parent Packet Marks Limit At (b...|Max Limit ...| Avg. R... |l
B download etherd local_packet 2M 1352 bps
£ upload wlan1 local_packet 1M 2.2 kbps




IDEA FOR DESIGN SERVICES BANDWIDTH

CONTROL

Firewall

internet
5M/1TM

Packet TCP Port 80,443,8080

Wy

iz M/]/; Max Limit 5M/1M
Web Download 2M

Wlan 1

Ether 5

Router IP : ]92.]68.]0.]/24 IP . 192.168.10.254/24

GW :192.168.10.1
DNS : 192.168.10.1

Fiter Rules NAT Mangle ' Service Pots Connections Address Lists Layer7 Protocols

L W= g Reset Counters
7 Action Chain
i 0 # mark packet forward
1 # mark packet forward

00 Reset Al Counters
Src. Address

Dst. Address In. Inter...|Out. Int... |New Packet Mark E
WEB_Download_Packet

WEB_Upload_Packet

Protocol | Src. Port Dst. Port
6 fcp) 80,443,8080

6 ftep) 80.443,8080



POPULAR SERVICE PORT FOR USE

20 & 21 File Transfer Protocol (FTP)

22 Secure Shell (SSH)

23 Telnet remote login service

25 Simple Mail Transfer Protocol (SMTP)

3 Domain Name System (DNS) service

80 Hypertext Transfer Protocol (HTTP) used in the World Wide Web
110 Post Office Protocol (POP3)

119 Network News Transfer Protocol (NNTP)

143 Internet Message Access Protocol (IMAP)

161 Simple Network Management Protocol (SNMP)
465 SMTP Secure (SMTPS)

443 HTTP Secure (HTTPS)



SIMPLE QUEUE CONTROL SERVICES BANDWIDTH

Simple Queues | Interface Queues Queue Tree Queue Types

+ = | '(:]< Y |00 Reset Counters || 00 Reset All Courters
' # | [Name / | Target Upload Max Limt | Download Max Limit| Packet Marks
0 £2 limit ether5 ™ 5M

..} {& web_download 192.168.10.0/24 unlimited 2M WEB_Download_Packet
i 2 Bwebupload  192168.100/24 768  unlmted  WEB_Upload Packet
General | Advanced Statistics Traffic Total Total Statistics General Advanced  Statistics Traffic  Total Total Statistics

Name: |SoRt e — Packet Marks: s

Target: |192.168.10.0/24 []¢

Dst.: v

Target Upload Target Download

Max Limit: |unlimited (%] [2m ¥ | bits/s




SIMPLE QUEUE CONTROL SERVICES BANDWIDTH

Simple Queues | Interface Queues Queue Tree Queue Types

g | '(:]< Y | 00 Reset Counters ‘700 Reset All Counters
' # | [Name | Target \Upload Max Limit | Download Max Limit | Packet Marks
0 £ limit ether5 ™ 5M
- 3 web_download 192.168.10.0/24 unlimited 2™ WEB_Download_Packet
1 2 Bwebupload  192.168.10.0/24 768  unlmted  WEB_Upload Packet

Simple Queue <web_upload>

Simple Queue <web_upload>

General | Advanced Statistics Traffic Total Total Statistics General Advanced | Statistice  Traffic Total  Total Statistics

Neme: -
Dst.: v
Target Upload Target Download

Max Limit: | 768k %] |unimited ¥ | bits/s




QUEUE TREE CONTROL SERVICES BANWIDTH

Simple Q s Inteface Queues Queue Tree  Queue Types
1| || |00 Reset Counters || 00 Reset All Counters

L
Name Parent Packet Marks Limit At (b...| Max Limit ...|Avg. R... |!
__ Bdownload ether5 | WEB Download Packet =~~~ 2M 155kb...
1M 4964k .



TRICK FOR MARK SERVICE PACKET

Fiter Rules NAT Mangle | Service Pots Connections Address Lists Layer7 Protocols

b | . .ﬂ. ? .n[] Reset Counters “uo Reset All Counters
'# | [Adion Chain ‘Src. Address Dst. Address Protocol  |Sre. Port Dst. Port [In. Inter...|Out. Int... | New Packet Mark
0 # mark packet forward 6 tcp) 80.443,8080 WEB_Download_Packet
1 # mark packet forward 6 ttcp) 80.443,8080 WEB_Upload_Packet
Mangle Rule <80.443,8080>
General |Advanced Exra Action Statistics | 0K || | General |Advanced Extra Action Statistics | OK |
Chain: |forward [#] [ Cancel ‘ Chain: | e k2 [ Cancel ‘
Src. Address: | v | Poply \ Sre. Address: AR Mooy \
Dst. Address: | v [ Disable ‘ Dst. Address: |¥ [ Disable ‘ Src. Port : use for Mark Download
- o - Dst. Port : use for Mark Upload
Protocol: [ |6 tep) v [ Comment \ Protocol: [||6 tcp) v - [ Comment \
Src. Port: [ ]|80.443,8080 - [ Copy \ Src. Port: | v [ Copy \
Dst. Port: | v [ Remove \ Dst. Port: [_||80,443,8080 - [ Remove \
Any. Port: | - ‘ Reset Counters ‘ Any. Port: v ‘ Reset Counters ‘
p2p: | v | | Reset Al Counters | P2p- v | | Reset Al Counters |
In. Inteface: | v In. Interface: | ¥




QUEUE TREE CONTROL SERVICE BANDWIDTH

Simple Queues Interface Queues Queue Tree  Queue Types

&= 1| | Y| | 00 Reset Counters || oo Reset All Counters =
'Name /| Parent Packet Marks Limit At (b...|Max Limit ... Avg. R... |(

& download etherd 5M 14.3kb...

8 web_download download WEB_Download_Packet 2M 3M 14 3kb...

£ upload wian1 2M 4952k...

web_upload upload WEB_Upload_Packet ™ 2M 4255k...



BOTH WAY FOR BANDWIDTH CONTROL

Simple Queues | Interface Queues Queue Tree Queue Types

*=] (2][&] =] [¥] |
# | |Name / | Target Upload Max Limit
0 2 limit etherb ™
.1 {8 web_download 192.168.10.0/24 unlimited
| 2 Bwebupload  192.168.100/24 768

00 Reset Counters || 00 Reset All Counters

| Download Max Limit Packet Marks

5M

2M 'WEB_Download_Packet
unlimted ~~ WEB_Upload Packet

Simple Queues Interfface Queues Queue Tree ‘Queu.reTypes

& 51| | ¥ | | 0o Reset Counters || 00 Reset All Counters =
' Name /| Parent Packet Marks  Limit At (b... Max Limit ... Avg. R... |(
£ download etherd 5M 143 kb...
web_download  download 'WEB_Download_Packet 2M 3M 143kb...
upload wlan1 2M 4552k...
{8 web_upload upload WEB_Upload_Packet ™ 2M 4255k...



IMPORTANT FOR QUEUE

Simple Queue

Simple Queues | Inteface Queues Queue Tree Queue Types

+ - | (=] [7] 00 Reset All Courters
(# [ [Name \Upload Max Limt | Download Max Limit | Packet Marks
0 £ limit M 5M
- & web_download 192.168.10.0/24 ynlimited 2M WEB_Download_Packet
1 2 2 web_upload 192.168.10.0/24 768k unlimited WEB_Upload_Packet

Quevue Tree

Fiter Rules NAT Mangle  Service Ports Connections Address Lists Layer7 Protocols

L I . .EI. Y 00 Reset Courters || 00 Reset All Counters .
[# | [Action [Chain 'Src. Address |Dst. Address [Protocol [Sre. Port Dst. Port [in. Inter...|Out. Int|. [New Packet Mark t
) # mark packet forward 6 fcp) 80,443,8080 WEB_Download_Packet

1 # mark packet forward 6 tcp) 80,443,8080 L WEB_Upload_Packet




SOLUTION FOR SIMPLE CONTROL BANDWIDTH

' 192.168.10.1/24

WEB Server
WAN wlanl Ether5 LAN
internet < —> <4+ >
Download : 5M -
— 192.168.10.254/24
/ Limit download only Gateway : 192.168.10.1
' -  Web Service 2M

- SFTP Service 3M
File Server - Ano’rher 64'(

SSH Service
FTP Service
SFPT Service




QUEUE CONFIGURATION FOR SOLUTION

.....

ARP
Accounting
Addresses
Cloud

DHCP Client
DHCP Relay
HCP Server

Firewall

| Frewal

2

Hotspot

: Chain




QUEUE CONFIGURATION FOR SOLUTION

New Manale Rule

S——
o - New Mangle Rule [=1 E3
Generl Advanced B Acon [ttis
Src. Address: [ 1[192.168.10.0/24 | &
Action: |mark connection -
> Log Apply
Protocol: v Comment
S Pot -
T New Connection Mark: |local_conn ¥
st. Po e
 Passhvouch
p2p: - Reset All Counters

A\ 4

Firewall

Fiter Rules NAT Mangle | Service Ports Connections Address Lists Layer7 Protocols
& =1| || | 00 Reset Counters || 00 Reset All Counters

# Action Chain Src. Address Dst. Address F
0 # mark connection  prerouting 152.168.10.0/24




QUEUE CONFIGURATION FOR SOLUTION

Fiter Rules NAT Mangle ' Service Ports Connections Address Lists  Layer7 Protocols
+ [ . . .E ? . 00 Reset Counters || 00 Reset All Counters .

[#] [Action [Chain [Sre. Address [Dst. Address [F
0 # mark connection  prerouting 192.168.10.0/24

New Mangle Rule O] x]
General hdvanced Exra Action  Statistics
Chain: |forward ¥
Src. Address: - Apply
o
Protocal: [I[6tcp)  [¥]| &
N 7T
2 I
In. Interface: v
Out. Inteface: v
PacketMak: | |+
\ Connection Mark: [ |FTe=eaey 3PS
Routing Mark: I |
Routing Table: -
Connection Type: -
ConmectionState: | | ¥
Connection NAT State: v

New Mangle Rule

— T

=
%]

Action ¥ Cancel
Log
Log Prefix: v Disable
New Packet Mark: 'WEB_Packet ¥ Comment
|v| Passthrough

Remove

Reset Counters

b

Reset All Counters

Fiter Rules NAT Mangle | Service Pots Connections Address Lists Layer7 Protocols
d |= & % |O T |00 ResetCounters || 00 Reset All Counters

'# | |Adtion Chain 'Src. Address | Dst. Address |Protocol | Src. Port Dst. Port [in. Inter...|Out. Int... |New\Packet Mark Bytes |
0 # mark connection  prerouting 152.168.10.0/24 566.5 KiB
1 # mark packet forward | 6ftcp)  80.443,8080 WEB_Packet 2324KB




QUEUE CONFIGURATION FOR SOLUTION

Fiter Rules NAT Mangle  Service Pots Connections Address Lists Layer7 Protocols
L K =N ¢ || 00 Reset Al Counters

New Mangle Rule

[ General Jidvanced Bxra Action  Statistis

00 Reset Counters Chain: |forward

*

Cancel

[# ] Action |Chain |Src. Address |Dst. Address F Sre. Address:

0 # mark connection  prerouting 192.168.10.0/24 Dat. Address:

Protocol: |_||6 @tcp)

Sre. Port:

Dst. Port:

Any. Port:

P2P:

In. Intedface:

Out. Interface:

Packet Mark:

A Connection Mark:
Routing Mark:

Routing Table:

Connection Type:

Connection State:

Connection NAT State:

Disable
Comment
Copy
Remove
Reset Counters
Reset All Counters

e

R

New Mangle Rule
General Advanced Bxtr m

Action: |mark packet

*

Log

=]
0

Log Prefix:

New Packet Mark: |SFTP_Packet ¥

Disable

Comment

[v Passthrough

it

Py

Reset All Counters

Fiter Rules NAT Mangle | Service Pots Connections Address Lists Layer7 Protocols
4 = «# % O T 00 ResetCounters |00 Reset Al Counters
'# | |Adtion Chain Src. Address Dst. Address |Protocol | Src. Port Dst. Port [In. Inter... Out. Int... |New Packet Mari Bytes |
0 # mark connection  prerouting 192.168.10.0/24 LN 566.9 KiB
1 # mark packet forward 6cp)  80.443.8080 WWEB_Packet 2324 KB
2 < mark packet forward Gécp) 22 SFTP_Packet 0B




QUEUE CONFIGURATION FOR SOLUTION

O] x|

Mangle Rule <

Advanced Bdra Action Statistics

Firewall

Fiter Rules NAT Mangle  Service Pots Connections Address Lists Layer7 Protocols

General

+ (71| | | | 0o Reset Courters || 00 Reset All Counters Chain: |forward =
# Action Chain Src. Address Dst. Address F Sre. Address: h
0 # magk connection  prerouting 192.168.10.0/24 Dst. Address: = o
Protocol: || |6 tcp) ¥ -~
Src. Port: [1](80,443,8080,22 -
Any. Port - @
P2P: - Reset All Counters
In. Interface: v
Out. Interface: v
Packet Mark: hd
Connection Mark: local_conn ¥ -
Routing Mark v
Routing Table: hd
Connection Type: v
Connection State: v
Connection NAT State: v
Fiter Rules NAT Mangle | Service Pots Connections Address Lists Layer7 Protocols
g = « % (1| |T 00 ResetCounters |00 Reset Al Counters
# Action Chain Src. Address Dst. Address Protocol | Src. Port
0 # mark connection  prerouting 152.168.10.0/24
1 # mark packet forward 6 tcp) 80,443,8080
2 # mark packet forward 6 fcp) 22
2 # mark packet forward 6 tcp) 180.443,8080.22

>

Dst. Port

Mangle Rule <>

General Advanced Extr Statistiu

Action:

-

In. Inter...|Out. Int... New

Log
Log Prefix: A
New Packet Mark: Other_Packet ¥
Packet Maric Bytes

376 MB

WEB| Packet 37.0MB
SFT ,_Packei 0B
Other_Packet 48.6 MiB

P

oF

Cancel

Disable

Comment

Remove

Reset Counters

e

Reset All Counters




QUEUE CONFIGURATION FOR SOLUTION

Fiter Rules NAT Mangle ' Service Pots Connections Address Lists Layer7 Protocols

d|= « |® I T 00 ResetCounters | 00 Reset Al Counters

7 Action Chain Src. Address Dst. Address Protocol | Src. Port Dst. Port In. Inter...|Out. Int... New Packet Mark
0 # mark connection  prerouting 192.168.10.0/24
1 # mark packet forward 6 cp) 80.443.8080 WEB_Packet
2 # mark packet forward 6 ftcp) 22 SFTP_Packet
H & mark packet forward 6 ftcp) 180.443,8080,22 Other_Packet
Queue List E E
Simple Queues  Inteface Queues Queue Tree | Queue Types
L El | T Reset Counters || 00 Reset All Counters
Name Parent Packet Marks Limit At (b...|Max Limit ...|Avg. R... |Queue ¥
& download ethers 5M 1032 bps
{2 other_download __download Other_Packet 64k 64k Obps
& sfip_download download SFTP_Packet M 5M Obps
{8 web_download download WEB_Packet 2M 3M 1032 bps
. »
4items 0 B queued 0 packets queued




QUEUE CONFIGURATION FOR SOLUTION

Queue <download>

General | Statistics MAX Limit : 5M
[\EY Dldownload
Parent: |etherd ¥
Packet Marks -
Queue Type: |default ¥
Priority: |8
Limit At v bits/s
Max Limit: |5M 4 bits/s
Burst Limit: ¥ bits/s
Burst Threshold ¥ bits/s
Burst Time: > s

Queue <other_download > Queue <sftp_download> Queue <web_download>

General | Statistics General | Statistics General | Statistics
[0S Bther_download [ ISfio_download) Name
Parent: |download ¥ Parent: |download ¥ Parent: |download Ed
Packet Marks: |Other_Packet iab g Packet Marks: |SFTP_Packet 3% Packet Marks: \WEB_Packet 3
Queue Type: |default ¥ Queue Type: |default Queue Type: |default -
Priority: |8 Priority: |8 . . Priority: |8
MAX Limit : 64k MAX Limit : 5M MAX Limit : SN
Imit Limt At: (64 « bits/s imit : Limit At: [3M ~ bits/s Limit at : 2M Limi At [2M « bis/s
T o imit af :
Limit at : 64k Max Limit: |64k A bits/s Limit af : 3M Max Limé: |5M “ bits/s Max Limt: [3M ~ bits/s
Burst Limit: ¥ bits/s Burst Limit ¥ bis/s Burst Limit ¥ bits/s
Burst Threshold: v bits/s Burst Threshold Y bra/s Burst Threshold ¥ bis/s
Burst Time: v s Burst Time v Burst Time: A s




QUEUE CONFIGURATION FOR SOLUTION

Fiter Rules NAT

* = (% | O |T

# Action Chain
0 # mark connection  prerouting
1 # mark packet forward
2 # mark packet forward
aj # mark packet forward

Mangle | Service Pots Connections

00 Reset Counters

Address Lists Layer7 Protocols
00 Reset All Counters

Src. Address Dst. Address Protocol  |Src. Port Dst. Port In. Inter...|Out. Int... New Packet Mark
192.168.10.0/24
6 tcp) 80.443,8080 WEB_Packet
Gicp) 22 SFTP_Packet
6 tcp) 180.443,8080,22 Other_Packet
Queue List E ﬂ
Simple Queues | Interface Queues Queue Tree  Queue Types
I Al T Reset Counters || 00 Reset All Counters
# Name Target Upload Max Limit | Download Max Limit | Packet Marks h
0 2 limit ether ™ 5M
2 £ queuel 192.168.10.0/24 unlimited 64k Other_Packet
3 ﬂsﬂpidownload 192.168.10.0/24 unlimited 5M SFTP_Packet
1 8 web_download 192.168.10.0/24 unlimited m WEB_Packet
* »
4items 0 B queued 0 packets queued

Bytes
55.1 MiB
58.3 MiB
0B
63.4 MiB



QUEUE CONFIGURATION FOR SOLUTION

Simple Queues |Hdlum ‘ Queue Tree  Queue Types

EE I@ 1] |7/ | 00 Fest Courters | 00 et A Couters |

Iwbad Max Limit Ionmload MaxlelPad(dMa'ks v

192.168.10.0/24 u'iried S-lk Other_Packet
192.168.10.0/24 unlimited 5M SFTP_Packet

|Advanced Siafistics Traffic Total  Total Statisics
Name: [imit
Target: |ether5

Dﬂ‘

Genersl Advarced |Statisics Traffic Total Total Sisistics | General Advanced | Ststtics Traffic Total Total Staisics | Genera m‘m‘Tﬂk‘Tﬁ‘Tﬁm =
Packet Marks: |Other_Packet Packet Marks: | SFTP_Packet Name: J Cancel
. =l
Target ] e Target Ta Target: [192.168.10.0/24 B Aoply
Limt At unimted [3] lea Limt At: [unimted [3] [ Dt | |~
Priorty: 8 | [s Priorty: 8 | s Target Upload Target Download ‘ Comment
Queue Type: |defaut-smal | #] |default-smal Queue Type: |defaut-smal || %] |defautt-smal Max Limit: [unlimited |#] [3m | # | bits/s Copy
. . ~4 Burst Remove
Parert: [imt Paret: imt Burst Lt [rinted 5] [oremted 5] bewse [ — |
r Reset Counters
Burst Tt [ d | #] |unimited | # | bitsss
Reset Al Counters
Burst Time: |0 | [o | s
Torch
~v- Time
enabled enabled [enabled
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