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Configuration <c

Wiirel - D
reiess | Channel | Detapath | Secuity CAPs Configuration <cf

Mode:
SSID: | Digize_5GHz Channel: Wireless Channel Datapath |Sec:.|rit}r

Hide 551D: Datapath. |
Load Balancing Group: | Frequency:

’ Width:
Country: |lhailand
Band: |Bghz-a/n/ac
Max Station Count:
Mutticast Helper: | Extension Channel: |Ceee

Tax. Power:

HT Tx Chains:

CAPs Configuration <cfg3:

HT Rx Chains:
Wireless Channel Datapath 55CUI1TY|

HT Guard Interval:

Securty: | |-

Authertication Type: [ | WPAPSK WPAZPSK [ |WPAEAP [ |WPAZEAF =

Encryption: aesccm || thip -

Group Encryption: |aes com

Passphraze:

EAF Methods:

TLS Mode:

TLS Certificate:
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I CAPSMAN

| Interfaces Provisioning Configurations Channels Datapaths  Security Cfg.  Access List |F{ernoteC.|lF

B

(# | [MACAddress  [MACMask  [inteface  |Signal Ra..|Acton  |Clie
mE

:33:5E:0E:5D:55
:BD:D1:7B.FC.57

Joyoyrcunginuld THiozoan

CAPs Access Rule <>

w

MALC Address:

w

———————
T —
T

¥ Time
Acton: gect  [¥]a

AP Tax Limit:

SgulRange: [0.80 |«

Cancel
by

Disable

— — ARIGE?

foulymsidou Wireless Mruaidu
laWIz30 HSONJHUO

CAPs Access Rule <

MACAddress: ]~
MACMesk: [ ]~
Interface:

Signal Range:

Action:

AP T Limit:

Client T« Limit:
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| CAPs Access Rule <CD:33:5E:0E:9D:555
WC hdgue: [COmSEOESDS
e 25 o Lo
e N1 MAC Mark ]OIHUOU Subnet Mark

---TIime ———""777777 70—
e H CAPs Access Rule <C0:33.5E:0E:9D 55>
. S — | - T v xc .
1
' E

e L L - :

e — T
- Tmpeg —— -

RADIUS MAC authentication

Days: [vw/sun [wimon [witue [wwed |w/thu [w/fi [wlsat

AP Tax Limit:

Client Te Limit:
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Interfaces: |mwian?
Certificate: |reque

Discovery Interfaces:

Auldnalus=au L2 11a: L3 S

CAP=MAN Names:
CAPsMAN Certificate Common Names:
Bridge:

Requested Cerificate: |CAP-4CSEOCFEFAER
Locked CAP=MAN Common Name: |CAPsMAN-DACAGDF4SARE

CAPsMAN

: SFE804D4 7065 631 BGHzAP
E4:8D:8C:2D-66:37 [Eal:ED:EE:ED:ﬁE:BE] RES12UAG-2HPRD 63805845058 6.31 BaseBoxd E4:2D:8C:2D:66:38 Run




Package fAcioild

Mame

E] advanced-tools-6.31.npk
E] calea-6.31.npk

[ dhep-6.31.npk wireless-###.npk
- pro3l gk Wireless

EI hotspot-6.31.npk

| ] ipv6-6.31.npk

| kvm-6.31.npk

%ch-ﬁ-mpk wireless-cm2-###.npk Wireless
mpls-6.31.npk .

E] multicast-6.31.npk WI.I-h CHPSMHN V2

| ] ntp-6.31.npk =

E] crpanIﬂw-:EH.npk (OJ"m ROUTerOS 6.22rC7)

|| ppp-6.31.npk

E] routing-6.31.npk

[ security-6.31.npk wireless-fp-###.npk

EI system-6.31.npk

] up53tnpk Wireless with CAPsSMAN
D user-manager-6.31.npk

EI wireless-6.31.npk

E] wireless-cm2-6.31.npk

E] wireless-fp-6.31.npk




APsMAN Requireme

T

x86 or RouterBOARD based device
Newest RouterOS v6 version
Wireless-fp package installed and enabled

X86 or RouterBOARD based device
Newest RouterOS v6 version

Atheros chipset (a/b/g/n/ac) wireless card
Wireless-fp package installed and enabled
At least Level4 RouterOS license

Credit : “CAPsMAN Case Study” MUM Pittsburgh September 2014, by Uldis Cernevskis
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T

e |Ua Service CAPs Manager

e &51J Bridge interface
e MHKHUQ IP configuration (¥ Bridge interface
e MKuUQ DHCP Server

e M Masquerade
® &51) CAPsMAN Configuration
® &S1J Provisioning rule

® Enable CAP mode on the APs
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A& Quick Set
1 CAPsMAN
T L"::;fﬂﬂes i 1 s Securty Cfg.  Access Lis
1 Wireless :

%g Bridge
=3 PPP
== Switch
“I5 Mesh

&8 1P
</ MPLS [ ] Require Peer Certfficate
<7 OpenFlow
22 Routing

Generated Certificate: |CAF‘5MAN-D4CA'EDF-13A'EE
Generated CA Cerificate: |CAF‘5 MAN-CA-DACAGDF43ARE

S OOr OF 23
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508 System

g Queues

[ Files

..l Log

}E!. Radius

X Tocls

|| New Teminal
=5 MetaROUTER

L2MTU |Tx

General |STF‘ Status  Traffic

65535
1538

MName: |Wireless|

J

Type: | Bridge

MTU: |

Actual MTU: |

L2 MTU: |

MAC Address: |

ARP: |enabled

Admin. MAC Address: |

Apply

Dizable

g




Queues
[ | Files
L. Leg
L Radius
A Toals
|| Mew Teminal
#5 MetaROUTER
"L‘ Partition

| & Make Supout.if

Address: |192.168.150.1/24
MNetwork: |1392.168.150.0 -
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DHCP |""l'E’t"""'“'ﬂ*‘E Leases Options Option Sets  Alerts
o« il EI8 e s
4 Routing _ [Name  liteface  |Rely  |lemseTime |AddressPool |AddAR.
N D no

e System Hotspot 1 DHCP Setup E m
@ Queues Select interface to run DHCP server on

3. and follow as usually
DHCP server setup
procedure




“12 Mesh

23 P

<7 MP

<7 OpenFl

#£ Routing

57 System

Q Gueues

| Files

|- Log

L Radius

X’ Tools

| New Teminal
=4 MetaROUTER
"D Parttion

| 2 Make Supout rif
& Manual

I

APs MAN dioidiAozlstng?

| R tHotspotl Bridge 65535 Obps Obps 0
Fiter Rules  NAT, 2 Portz  Connections  Address Lists  Layer7 Protocolz
# Ol
0D | Genersl | Advanoed | Brs_Action | Stasics [
1D 1
2D Chain: |5rc:nat " ¥ | Cancel
aD .
4D Src. Address: [ ][152.168.150.0/24 | o Aoply
5D .
s | LD -
7D
2D Protocal: | |+ Comment
gD
10D Src. Part: | jm] 3
no Dst. Port: | Gereral Advanced Edra  Action 4 =
12D
13D Any. Port: | .l masquerads 6 Cancel
14D
7 ftems In. Interface: | [ Log 5 Aoply
Log Prefix: | |~ Disable

Comment

Py
Remove

Reset Counters

e

Reset All Counters
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Ld
Ura.l.lon Wireless  Channel Datapath |Sec1.|r'rty
path: | 6 w7 -Canca

x

Apphy
Bridge:
T CAPSMAN - Bridge Cost:
LT - Interfaces  Provisioning  Corffigurations apaths  Securty Cfg.  Access Bridge Horizon -
- Remove
= o " | Remove |
FH g 4 OpenFlow Switch: | | -
-l
= Switch 3 ireless |Cha””9| Datapath = Security Local Forwarding: | | e
“13 Mesh ] Name: ||cfg5
Of =
P I Mode: | 8
<7 MPLS I ssi0: [mMum Wireless Channel Datapath Securty | - (K
é;ﬁmﬂw . Hide SSID: | Securty: | =
uting
Load Balancing Group: | - - Apply
5 System I Authertication Type: [v| WPA PSK WPAZ PSK [ | WPAEAP [ | WPA2EAP =
@ Quoues I Country: | Encryption: [V aescem [tkp & Comment
[ Files
Log Masx Station Court: | Group Encryption: |aes ccm || ¥ | - Copy
Load
H Radius E Multicast Helper: | Passphrase: [~ | Remove
S eas ' EAP Methods: | a
@ New Teminal HT Tx Chains: |
¥4 MetaROUTER HT P Chains: | TLS Mode: | |~
#5 Parttion HT Guard Interval: | TLS Certficate: | |+
| Make Supout.rif
& Manual
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ll a51J Provisic

Provisioning | Corfiglrations: " Channels Datapaths  Security Cfg.

#]=] [v][x] (=] [7]

; ratid
CAPz Provisioning <00:00:00:00:00:00: =] E3 = CAPs Provisioning <00:00:00:00:00:00:

Radio MAL: |'I]'D:'I]'D:'I]'D:'I]'D:1]'I]:1]'D =t T L L s [1): (00 0.0:00:00:00

OK
Hw. Supported Modes: | = iCEl Hw. Sy 5 s | l m
Action: |c:reate dynamic enabled '{3 : ||:reate dynamic enabled || + | r \ |
Copy
Rem

Master Configuration: i Master Configuration: F:fg& || * |

create enabled
none

Slave Configuration:

p—
Comment

Slave Configuration: ¥
b

Name Prefic: |I"-'1u|"-'1 Mame Prefic: | MuM

CAPsMAN
Intefaces  Provisioning | Configurations Channels Datapaths = Security Cfg.
[+ =] [#][x] =] [¥]

|

| # | [Radio MAC Action | Master Configurati... | Sla
|0 00:00:00:00:00:00  createdynamicenabled  cfgb
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1 CAPsMAN :
| Interfaces A aces |Nstrerne Dual Access List  Regisl ect List Securty Profles  Channels

1 Wireless IE‘ P (— [[ 3 L || Aignmert | w

B Bridae
; |Name /| Type [2MTU [T\, ¥ n-
| PP =
CAP
= Switch .

vEEnabled
Interfaces: |wfm? ||

“Ia Mesh

8 P
gl IPv6

Certificate: |none

<7 MPLS Discovery Interfaces: |L}\N
4% Routing T Lock To CAPSMAN
w5s System

Q Queues

[ Files |
Log | CAPsMAN Certificate Common Names: |

=l
L Radius : Bridge: |nor1e

}e' Tools

|| New Terminal
P4 MetaROUTER

Enabled
Interfaces: |m’a'r?

CAPsMAN Addresses: | Certfficate: |none

Discovery Interfaces: =
[] Lock To CAPsMA

CAPsMAN Addresses: 192.163.1.1|

CAPsMAN Names: |

CAPsMAN Names:

FERTTY

.

Requested Cedfficate: |C.AF‘-E-I-BDEC2D663?

CAPsMAN Certificate Common Names: |

Locked CAPsMAN Commen Name: |

Bridge: |none

Requested Certfficate: |CﬁP—4C5E[KZFEF4EB
Locked CAPsMAN Common Name: |D°\P5MJ“~N—D-ICJKGDF43JKGE

HUEIHG : 1 CAPSMAN 1ia: CAP 10udaiGeanu TimHua CAPSMAN Addresses 10U 127.0.0.1
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Interfaces |Nstreme Dual Access List Registration Connect List  Securty Profiles  Channels

IE“E‘ @ | CAP || Scanner || Freq. Usage || Alignment || Wireless Sniffer || Wireless Snooper |

iName s | lype iLzl'u'IILI | [x |F-bc |Tx Packet (p/s) |F-b-c
—manaaged by CAPsMAN
— channel: 5745/ 20-Ceee/ac(30dBm), 5510 MUM, CAPsMAN forwarding

A i Wy R o AL 1Oy

CAPsMAN

Interfaces |F'ro'u'isiur1ing Corfigurations  Channels Datapaths Securty Cfg.  Access List  Remote CAP Radio  Registration Table

#][=| (][] ] [W] [ manager || ama |

|Name F; |T'_.'pe o
DMEBEI  <&=MuMi Intedfaces CAPsMAM

DMBI  &+MuM2 Interfaces Intefaces  Provisioning Corfigurations  Channels  Datapaths  Securty Cfg.  Access List  Remote CAP  Radio |Hegi

DMBI  <MuM3 Intefaces

| |Radio MAC |Remote CAP Name \Remote CAF Identity © | Interface
‘P DACARD:F4:9A:73 [D4.CABD:F4:9A:73] MainRouter Mukd 7
P E4:80:8C:20:66:38 [E4-8D-8C:20:66:38] BaseBow? MutdZ
P 4C5E.0C:FE:F4:EC [4C-5E:0C:FE:F4:EC] BGHzAP MutdF




CAPsMAN

Interfaces |F‘ru'u'isiuning Corfigurations  Channels  Datapaths  Securty Cig.

CAPs Provisioning =00:00:00:00:00:00: IEI E | Manager || AAA |
Radio MAC ‘Name + [Tyhe MTU  [LZMTU |Tx

He. Susoorted Mades: DSME| @MuMi nthrfaces 1500 1600

-=upp ' DSB 4MuM1-1 Intlrfaces 1500 1600
Action: |create dynamic enabled | ¥ | DMEI @Z;MZ Intgrfaces 1500
DEI MuM2-1 Intlrfaces 1500
Master Configuration: |cfa5 - DMET | @ Muli3 intbrfaces 1500
- DEI MuM3A Intlrfaces 1500

Slave Corfiguration: |c:fg1

MName Prefix: | MuM

\enabled

MmonNsiUasiu
Provision A:z010JU1

Radio MA 'Femote CAP Name

gtions  Channels  Datapaths  Security Cfo.  Access List | Remote CAP  Radio |Hegistlation

P D-llfk:F-ll:Bk?S [D4:CA:6D:F4:3A:73

mms re-Provision  [EEer iR
(28(121019NAS)
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CAPsMAN
Intefaces  Provisioning |Configumtions Channels Datapaths Securty Cfg.  Access List  Remote CAP Radic  Re

[+][=]
# | |RadoMAC  |Ation |MasterConfigurti...|Slave Configuration | |
b FAEC o ¢ ma a 03




Interfa
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rfigurations  Chaninels

v|[x a7

Datapaths = Security Cfg.  Access List ote

# | [MAC Address |MAC Mask Interface | signal Range | Action
0. % all -120.-80 reject
1 4pC0:33:5E:0E:9D:55 all accept
2 4pC0BD:D1:TB:FC:57 all accept
3 4p-00:00:00:00:00:00 00:00.00:00:00.00 all reject
CIff % [m] E3
MAC Address: | 3 oK MAC Address: 7S
MAC Mask: | v | Cancel MAC Mask: [00:00:00:00.00.00 |~
erface] [al [#]a Interface: |al [E2
Signal Range] |-120..-80 [ | & Disable Signal Range: | |+
¥ Time 2 ¥ Time
Comment Comment
Action: |reject || ¥ | O Copy Action: |reled " | = Copy
AP T Limit: | |+ AP T Limt: | |+
Client T Limit: | | & Client T Limit: | | &~
Private Passphrase: | | = Private Passphrase: | | v
Client To Client Forwarding: | | & Client To Client Forwarding: | | &7
RADIUS Accounting: | |+ RADIUS Accourting: | |+
VLAN Mode: | |+ VLAN Mode: | |+
VLAN ID: | |+ VLAN ID: | |+

enabled

enabled
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