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How to simulated Mikrotik 
by using GNS3 for study 
and design your networks



OBJECTIVE

 Network simulation

เพื่อจ ำลองกำรท ำงำนของระบบ

เครือขำ่ย ทดสอบกำรท ำงำน

ต่ำงๆ ก่อนท่ีจะ ติดตั้งบน 

เครือขำ่ยจริง

 Learning

ส ำหรบักำรเรียนรูฟี้ตเจอรข์อง 

Mikrotik ใชใ้นกำรเรียนกำร

สอนให ้



Concept



Simulation Tools

 GNS3

 Real-time network simulation

 Multi platform and Multi vendors devices

 Create dynamic network maps for troubleshooting and 

proof of concept

 Connect GNS3 to any real network

 Free (Open Source)



Simulation Tools(ต่อ)

 QEMU

 Known as Quick EMUlator

 Multi platform

 Open source software



Simulation Tools(ต่อ)

 RouterOS (Cloud Hosted Router)

 intended for running as a virtual machine

 supports the x86 64-bit architecture

 As alternative VMWare, Hyper-V, VirtualBox, KVM and 

others

 CHR has full RouterOS features enabled by default



Simulation Tools(ต่อ)

 RouterOS (Cloud Hosted Router) (ต่อ)

 The CHR has 4 license levels:



HOW TO



1.Download GNS3

 ไปท่ี https://github.com/GNS3/gns3-gui/releases

 ดำวน์โหลด GNS3-x.x.x-all-in-one.exe

https://github.com/GNS3/gns3-gui/releases
https://github.com/GNS3/gns3-gui/releases/download/v1.4.6/GNS3-1.4.6-all-in-one.exe


2.Install GNS3

 ติดตั้งไฟลท่ี์ดำวน์โหลดมำ(ติดตั้งแบบ default โดยไม่ตอ้งปรบัค่ำ)



2.Install GNS3(ต่อ)

 รอจนเสร็จ



3.Download CHR Image

 ไปท่ี http://www.mikrotik.com/download

 ดำวน์โหลด CHR แบบ Raw disk image และแตก zip

http://www.mikrotik.com/download


4.Add Mikrotik to GNS3

 เปิด GNS3 แลว้ไปท่ี edit > preferences



4.Add Mikrotik to GNS3(ต่อ)



4.Add Mikrotik to GNS3(ต่อ)



4.Add Mikrotik to GNS3(ต่อ)



4.Add Mikrotik to GNS3(ต่อ)



5.Mikrotik device is ready to use!!



5.Mikrotik device is ready to use!!



MANAGE OUR VIRTUAL 

ROUTER VIA WINBOX



Create loopback interface

 กด start menu

 พิมพ ์hdwwiz.exe แลว้ enter



Create loopback interface



Create loopback interface



Create loopback interface



Configure Cloud



Connect cloud to our network



Configure ip address



Configure ip address

 /ip address add address=10.0.0.2/24 interface=ether1



Connect to router



SUGGESTION



Connect cloud to our network



RoMON



RoMON คืออะไร

RoMON feature in RouterOS. RoMON stands for "Router 
Management Overlay Network". RoMON works by establishing 
independent MAC layer peer discovery and data forwarding 
network. RoMON network operates independently from L2 or L3 
forwarding configuration.

Each router on RoMON network is assigned its RoMON ID. 
RoMON ID can be selected from port MAC address or specified by 
user.

RoMON protocol does not provide encryption services. 
Encryption is provided at "application" level, by e.g. using ssh or by 
using secure winbox



RoMON feature 

 Built In RouterOS

 Peer discovery

 specific port

 Secrets

 Applications (ping,ssh)



Configuration

 เขำ้ไป enable romon ใน router ทุกตวั โดยใชค้ ำสัง่

/tool romon set enabled=yes



Connect to RoMON



LIVE DEMO



Static Route



Static Route

 R1

/ip address

add address=192.168.10.1/24 interface=ether3 network=192.168.10.0

add address=10.0.0.1/24 interface=ether1 network=10.0.0.0

add address=10.0.3.2/24 interface=ether2 network=10.0.3.0

/ip route

add distance=1 dst-address=192.168.20.0/24 gateway=10.0.0.2

add distance=1 dst-address=192.168.30.0/24 gateway=10.0.0.2

add distance=1 dst-address=192.168.40.0/24 gateway=10.0.3.1



Static Route

 R2

/ip address

add address=192.168.20.1/24 interface=ether3 network=192.168.20.0

add address=10.0.1.1/24 interface=ether1 network=10.0.1.0

add address=10.0.0.2/24 interface=ether2 network=10.0.0.0

/ip route

add distance=1 dst-address=192.168.10.0/24 gateway=10.0.0.1

add distance=1 dst-address=192.168.30.0/24 gateway=10.0.1.2

add distance=1 dst-address=192.168.40.0/24 gateway=10.0.1.2



Static Route

 R3

/ip address

add address=192.168.30.1/24 interface=ether3 network=192.168.30.0

add address=10.0.1.2/24 interface=ether2 network=10.0.1.0

add address=10.0.2.1/24 interface=ether1 network=10.0.2.0

/ip route

add distance=1 dst-address=192.168.10.0/24 gateway=10.0.1.1

add distance=1 dst-address=192.168.20.0/24 gateway=10.0.1.1

add distance=1 dst-address=192.168.40.0/24 gateway=10.0.2.2



Static Route

 R4

/ip address

add address=192.168.40.1/24 interface=ether3 network=192.168.40.0

add address=10.0.2.2/24 interface=ether2 network=10.0.2.0

add address=10.0.3.1/24 interface=ether1 network=10.0.3.0

/ip route

add distance=1 dst-address=192.168.10.0/24 gateway=10.0.3.2

add distance=1 dst-address=192.168.20.0/24 gateway=10.0.3.2

add distance=1 dst-address=192.168.30.0/24 gateway=10.0.2.1



Dynamic Route(RIP)



Dynamic Route(RIP)

 R1

/ip address

add address=192.168.10.1/24 interface=ether3 network=192.168.10.0

add address=10.0.0.1/24 interface=ether1 network=10.0.0.0

add address=10.0.3.2/24 interface=ether2 network=10.0.3.0

/routing rip interface

add send=v1-2

/routing rip network

add network=10.0.0.0/24

add network=10.0.3.0/24

add network=192.168.10.0/24



Dynamic Route(RIP)

 R2

/ip address

add address=192.168.20.1/24 interface=ether3 network=192.168.20.0

add address=10.0.1.1/24 interface=ether1 network=10.0.1.0

add address=10.0.0.2/24 interface=ether2 network=10.0.0.0

/routing rip interface

add send=v1-2

/routing rip network

add network=192.168.20.0/24

add network=10.0.0.0/24

add network=10.0.1.0/24



Dynamic Route(RIP)

 R3

/ip address

add address=192.168.30.1/24 interface=ether3 network=192.168.30.0

add address=10.0.1.2/24 interface=ether2 network=10.0.1.0

add address=10.0.2.1/24 interface=ether1 network=10.0.2.0

/routing rip interface

add send=v1-2

/routing rip network

add network=192.168.30.0/24

add network=10.0.1.0/24

add network=10.0.2.0/24



Dynamic Route(RIP)

 R4

/ip address

add address=192.168.40.1/24 interface=ether3 network=192.168.40.0

add address=10.0.2.2/24 interface=ether2 network=10.0.2.0

add address=10.0.3.1/24 interface=ether1 network=10.0.3.0

/routing rip interface

add send=v1-2

/routing rip network

add network=192.168.40.0/24

add network=10.0.2.0/24

add network=10.0.3.0/24



VPC

 PC1

ip 192.168.10.254/24 192.168.10.1

 PC2

ip 192.168.20.254/24 192.168.20.1

 PC3

ip 192.168.30.254/24 192.168.30.1

 PC4

ip 192.168.40.254/24 192.168.40.1



THANK YOU



Reference:

 https://github.com/GNS3/gns3-gui/releases

 http://mum.mikrotik.com/presentations/ID13/rofiq.pdf

 http://wiki.mikrotik.com/wiki/Manual:CHR

 http://wiki.mikrotik.com/wiki/Manual:RoMON

 http://wiki.mikrotik.com/wiki/Simple_Static_Routes_Example

 http://wiki.mikrotik.com/wiki/Manual:Routing/RIP

https://github.com/GNS3/gns3-gui/releases
http://mum.mikrotik.com/presentations/ID13/rofiq.pdf
http://wiki.mikrotik.com/wiki/Manual:CHR
http://wiki.mikrotik.com/wiki/Manual:RoMON
http://wiki.mikrotik.com/wiki/Manual:Routing/RIP
http://wiki.mikrotik.com/wiki/Manual:Routing/RIP


About ME

 Witsanu Boonmakam(MTCNA)

 Mikrotikthai Co.,Ltd (Chiangmai ,Thailand)

 Email : mikrotikthai@gmail.com

 Tel : (+66)818837333

 Website : http://www.mikrotikthai.com

 Line : @mikrotikthai

 Facebook Group : http://goo.gl/7ohPRT

mailto:mikrotikthai@gmail.com
http://www.mikrotikthai.com/
http://goo.gl/7ohPRT


 สถำบนัท่ีไดก้ำรแต่งตั้งใหเ้ป็นศูนยอ์บรมของไมโครต๊ิกแหง่แรกของเมอืงไทย

 สอนดว้ยอำจำรยร์ะดบัมหำวทิยำลยัและทีมงำนผูช้ ำนำญงำนพิเศษระดบั 8

และมีประสพกำรณม์ำกกวำ่ 20 ปี

 อบรบตำมมำตรำฐำนของไมโครต๊ิกพรอ้มสอบใบประกำศ

 สำมำรถเรียนซ ้ำไดไ้มจ่ ำกดัจ ำนวนครั้ง

 มีท่ีฝึกงำนหลงัจำกเรียนจบพรอ้มฝึกจนช ำนำญ


