How to implement the dude
to monitoring your network
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anudannsavas The Dude

) Device Discovery
General | Services Device Types  Advanced .
Cancel
Scan Metwarles: |1592.168.30.0/24 -

Agent: (LT SRR ~ [ | || cen

| Add Networks To Auto Scan

Black List: |none hd e
Device Mame Preference: |DNS, SNMP, NETBIOS, IP d
Discovery Mode: % fast (scan by ping) ¢ reliable (scan each service)

0

Recursive Hops: 0| ~ *‘J, — T T T T |

| Layout Map After Discovery Complete
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cpu: 13% mem: 41% virt: 27% disk: 92%
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] Links
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57 Debug
=P Event
[5F Syslog n
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] Metworks [}
] Metffications 1 —

Rec: 32.7 kbps
Te: 6.06 kbps

192.168.30.142
cpu: 2% disk: 3%
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=1 [ Panels wm DESKTOP-UEPMAED
] admin 110.78.1... e e DESKTOP-2CGFIST

] admin 152.168.3... |

=] Probes n
£ Services
] Teols
|
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iz =IE - 1592.168.199.243
|
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DESKTOP-UNRKDET

[ ]
MONITOR2-PC |

MKT_OQFFICE-PC

192.165.1959.247 192.1668.30.163

Client: nc 1.45 kbps / tx 248 bps Server: o 968 bps / tx 1.02 kbps Connected
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|Cortents /]

] Address Lists
& Admins
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] Devices

[ Files

] Functions

= ] Metwork Maps
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] Metifications
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11:08:45 192.168.199.247
11:12:15 192.168.199.243
11:14:42 |152.168.199.243
11:18:45 152.168.199.243
11:19:42 |152.168.199.243
11:22:45 132.158.199.243
11:23:42 |152.168.139.243
11:33:12 |192.168.199.247
11:33:15 192.168.199.243
11:33:42 |192.168.199.243
11:35:13 | 192.168.30.139
11:35:13 | 192.168.30.139
11:35:13 | 152.168.30.139
11:35:14 |152.168.30.139
11:35:15 |192.168.30.139
11:39:45 132.158.199.242
11:40:12 | 152.168.139.243
11:56:16 192.168.199.243
11:56:43 |192.168.199.243
11:56:46 192.168.199.245
12:06:16 192.168.199.243
12:08:43 |152.168.199.243
12:10:14 |152.168.199.246
12:16:16 132.168.199.243
12:17:13 |192.168.199.243
12:30:46 132.158.199.242
12:31:13 |192.168.199.243
12:35:00 | 192.168.30.139
12:35:46 192.168.199.245
12:36:16 192.168.199.243
12:36:43 | 192.168.199.246
12:38:43 |152.168.199.243
12:39:59 |152.168.30.139
12:41:16 132.168.199.243
12:43:13 |192.168.139.243
12:46:46 132.158.199.242
12:48:43 |192.168.199.243
12:51:46 192.168.199.243
12:53:43 |192.168.199.243
13:06:46 192.168.199.247
13:07:16 152.168.199.243
13:08:15 |152.168.199.243
13:17:46 152.168.199.243
13:18:15 |192.168.199.243
13:37:46 132.155.199.242
13:38:15 |192.168.199.243
14:05:46 192.168.199.243
14:06:13 |192.168.199.243

Service ping on 152.168.183 247 is now down {ping rephy not received (13))
Service ping on 152.168.183 243 is now down {ping rephy not received (13))
Service ping on 192.168.159.243 is now up (ok)

Service ping on 192.168.1959.243 is now down {ping reply not received (13))
Service ping on 192.168.199.243 is now up (ok)

Service ping on 192.168.199.243 is now down {ping rephy not received (13))
Service ping on 192.168.199.243 iz now up {ok)

Service ping on 192.168.199.247 iz now up {ok)

Service ping on 152.168.195 243 is now down {ping rephy not received (13))
Service ping on 1592 168.199.243 iz now up {ok)

Service telnet on 192.168.30.139 iz now up {ok)

Service ssh on 152.168.30.139% is now up (ok)

Service ping on 192.168.30.135 is now up (ok)

Service ftp on 192.168.30.139 is now up (ok)

Service http on 192.168.30.139 is now up (ok)

Service ping on 192.168.195.243 is now down {ping reply not received (13))
Service ping on 192.168.199.243 iz now up {ok)

Service ping on 152.168.195 243 is now down {ping rephy not received (13))
Service ping on 192.168.199.243 iz now up (ok)

Service ping on 152.168.183 245 is now down {ping rephy not received (13))
Service ping on 152.168.183 243 is now down {ping rephy not received (13))
Service ping on 192.168.159.243 is now up (ok)

Service ping on 192.168.159 246 is now up (ok)

Service ping on 192.168.199.243 is now down {ping reply not received (13))
Service ping on 192.168.199.243 iz now up {ok)

Service ping on 192.168.195.243 is now down {ping reply not received (13))
Service ping on 192.168.199.243 iz now up (ok)

Service dns on 192.168.30.139 is now down {timeout)

Service ping on 152.168.183 245 is now down {ping rephy not received (13))
Service ping on 152.168.183 243 is now down {ping rephy not received (13))
Service ping on 192.168.199.246 iz now up {ok)

Service ping on 192.168.159.243 is now up (ok)

Service dns on 192.168.30.139 is now up (ok)

Service ping on 192.168.199.243 is now down {ping reply not received (13))
Service ping on 192.168.199.243 iz now up {ok)

Service ping on 192.168.195.243 is now down {ping reply not received (13))
Service ping on 192.168.199.243 iz now up (ok)

Service ping on 152.168.195 243 is now down {ping rephy not received (13))
Service ping on 192.168.199.243 iz now up {ok)

Service ping on 152.168.183.247 iz now down {ICMP emor received (6))
Service ping on 152.168.195.243 is now down {ping reply not received (13))
Service ping on 192.168.159.243 is now up (ok)

Service ping on 192.168.199.243 is now down {ping reply not received (13))
Service ping on 192.168.199.243 iz now up {ok)

Service ping on 192.168.195.243 is now down {ping reply not received (13))
Service ping on 192.168.199.243 iz now up (ok)

Service ping on 152.168.195 243 is now down {ping rephy not received (13))
Service ping on 1592 168.199.243 iz now up {ok)

|Client: o 1.03 kbps /tx 437 bps

|Server: nc 2.35 kbps /tx 4.9 kbps




isufuldnuThe Dude

» The dude server (RouterOS CHR environment)

Svstem requirements for server package
RouterQs:

= VG.34rcl3 or newer
Hardware:

= MikroTik CCR. series hardware
« MikroTik RBE3011

= RouterQs x86 installations

= RouterOS CHR environment

License Speed limit Price
Free 1Mbit FREE
P1 1Gbit §45
P10 10Gbit §95

P-Unlimited Unlimited £250



The dude server (RouterOS CHR
environment)

» Download w4a image »n http://www.mikrotik.com /download

Cloud Hosted Router

6-32.4 (Bugfix only) 6-35.2 (Curren 5.26 (Legacy) 6.36rc16 (Release

candidate)

images img, wvmdk, vhd, vhdx, wdi

The Dude server

o o
@’I[}I{ image ] ] )

VHD¥ image oy el

VDI image oy L

Raw disk image L ]

Extra packages oy el

The Dude client Ly

Changelog E] =]

MDS z z




» as1o Virtual Machine uwasaaao chr-6.35.2

» Run Virtual Machine nashols

File Edit View WM
i ©
Library

Q) Type here to search

Tabs
cr
x

-

= =l My Computer
Cd Dude
td Shared VMs

Dude - VMware Workstation

Help

P E==()
LY Dude

[} Dude

[ Power on this virtual machine

* Devices
i Memory 256 MEB
[ Processors 1

(2 Hard Disk (IDE}  1GB
[\ Hard Disk 2 (IDE} 2 GB
-JCD/DVD (IDE)  Auto detect

[= Floppy Auto detect
¥ Metwork Adapter Bridged (Aut...
@) Sound Card Auto detect
3| Display Auto detect

¥ Description
Type here to enter a description of
this virtual machine.

* Virtual Machine Details
State: Powered off
Configuration file: C:\Users\PC\Documents\Virtual
Machines\Dude\Dudewvmx
Hardware compatibility: Workstation 9.0 virtual machine



» navonidauaslrinsovaeu package the dude

—

) |

: X — disabled
NAME SCHEDULED
routeros—x86
zystemn
wireless—-cné
ipvb
ups
wireless-fp
hotspot
dhcp
mpls
routing
Ppp
gsecurity
aduancad _+onl o
dude

[

=
F
2
w0
]

i
8
1
Z
3
4
o
B
7
i
9

gl g o e o o
B B DO DD DD P DD DD D




> ldddonsovaouaniu: dude

[ 1 >
enabled:
data-directory:

zstatus:
1 >

enabled: yes
data-directory: dude

status: running
[ 1 > _




The dude client

»Download TWann http://www.mikrotik.com/download

Cloud Hosted Router @

6.36rcl6 (Release

6.32.4 (Bugfix only) 6.35.2 (Current) 5.26 (Legacy)

candidate)
images img, vmdk, vhd, vhdx, vdi
The Dude server [ (el
VMDEK image | ]
VHDX image (! oy
VDI image v ]
Raw disk image ] L
Extra packages ¥y o
Ghe Cude client oy - __)
Changelog 5] Bl
MD5 z z



ser Mame:
Password:

oG D IsTANCE WIRELE

: 1192.168.30.145

- % plain " secure

12210

admin

v Remember Password

¢
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@ Preferences Help

#h | S| v Settings

. {} Layer: IIinks ;I Zoom: IH]D‘IL vl

|Currterrts A
] Address Lists
& Admins
] Agents

% E;T:ES € Device Discovery

% E|Eii_ General |Sermm Device Types  Advanced Discover
unictions
] History Actions
] Links
= ] Legs v
=P Action
g Debug Agent: |EEEN hal EI
=7 Event ™ Add Networks To Auto Scan

£7 5%
] Mib Nn:gs Black List: Innne ;I I“_“ﬂl

Metwor M
= EE 'I._u:cal o Device Mame Preference: IDNS. SNMP, NETBIOS, [P ;I

] Networks Discovery Mode: % fast (scan by ping) ¢ reliable (scan each service)
] Motifications

i}
= Panelz ) ) Iﬁ
E: =i TGT 100 0 & HECUFSJ'H'E ans' m hl I(-.I I T I I I I I I
[u}

Py 3 2 4 6 B 10 16 25
¥ Layout Map After Discovery Complete

Frter subnet number you want to scan for devices nc

(Client: o 465 bps / tx 157 bps Server: nc 216 bps / b 508 bps (Connected
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@ Preferences Help

ih| & o | o

Cortents
] Address Lists
& Admins
] Agents
] Charts
] Devices
[ Files
] Functions
3 History Actions
] Links
+ 5] Logs
= Mib Nodes
-1 B Network Maps
] Local
] Networks
] Notifications
+ ] Panels
] Probes
£ Services
] Tools

Settings

Client: nc 9.13 kbps / tx 393 bps

admin@192.168.30.145 - The Dude 6.35.2 - g

SANDWIDTH CONTROL => WWW |
NNEE
B & k Seftings Discover ¥ Tools T -..' Layer: |Iinks j Foom: |‘II}I}?"=j
, mktt_office2 [ ] L]
w \’
e R [
Tx: 3.2 kbps Re: [Interface. InBitRate]
Tx: [Interface. OutBitRate]
2|
PHAI PC
T — kel ’
Fﬂ - T 9 71 Kbops e e e
Rx: 18.1 kb —_
1 3 T 163 kbgs 192.168.30.0/24
dude

|
WAESIKIOELBERAEDY
|
2Ry
Re: 136 bps .
Tx: 728 bps
WEL-ORRCEEG
|
2SRy
.. o
L
mktt_office
M= A n
L |

3 . MoNTORZ PC.

Server: x 215 bps / te 6.33 kbps Connected



Add Device

Preferences Help

@
®
¢4

Eh| ey || ||

Settings

Contents

] Address Lists
& Admins
] Agents
] Charts
] Devices
(% Files
] Functions
[] History Actions
] Links
] Logs
] Mib Nodes
=1 ] Metwork Maps
] Local
] Metworks
] Motifications
] Parels

] Probes
£ Services




Enter IP address or DMS name

Login for fast access to device with Telnet\Winboox

|ser Name: Iadmin

Password: I

[~ Secure Mode
v Router 05




Add monitor service

Re: 25.9 kbps
Tx: 3.17 kbps

M @ Add Device

|Type i, |Prob|em |Notes

e e L
I~

: [Interface. InBitRate]
[Interface.OutBitRate]

/
Ri: 861 kbps

T 52.1 kbps

€] MNew Service

a

General |Notiﬁcations Histony

Probe Timeout: -
default 1m 1h

default

Probe Down Count: I "I

default 5 8 12 20

Device: |192.163.3ﬂ.122 IZI Status: |unkno Cancel
Grose: [eou Prbien: | oy
Agent: Idefault LIIZI Probes Down: ||] ’—|Notes
™ ¥ Enabled Time Last Up: |DD:DD:DD m
192168303 Probe Port: [ Time Last Down: 000000 [ Remove |
l_ gL Time Up: |DD:DD:DD
Probe Interval: -
default Im  1h 1d Time Down: |DD:DD:DD
default




Add Link

Links can be static things on map, or they can show snmp
some statistics about some interface, here you can routeros

set how link should be managed

152.168.30.122

Masterng Type:

10g ethemet
ethemet
fast ethemet
gigabit ethemet
point to poirt
some link
unkniown

vlan

Interface: |etherl (1)

Speed: [

wireless




right click

ooo  Settings
Appearance é-
Q Tools 3
Reprobe
Ack
Unack

Upgrade 3
Force Upgrade k
Motes

Remove

Select Adjacent




& [Device.Name] [device_performance()][Device ServicesDown] - .. =

General | Image

k

Type: |'rtern

tem Type: |device

Map specific values of following settings are used for

this item if not specified here

Insert Oid Functions...
[Device . Name]

[device performance()] [Device.ServicesDown]

Insert Variable

default

Label Refresh Interval: Idefault vI I) : : | : :

T T T
default 55 155 Im  5m 15m 1h  3h  12h

Undenown: | -

Up: | -

Down Partial: | -
Down Complete: | -
Acked: | -

Shape: | bt

Cancel
Apply

Remove

]
o
X

[Device Name]

M-l viie e *rmance |

[Device  Typell
N




ms{dmuue

» Admins
» Charts

-

Charts | Data Sources 9 New Chart

| | S csv Mame: |Chart192.168.30.122 )

Motes




Charts | ) | |
nolUfiudoyandoons lasnisauibanann charts name nedoonns

@ Chart192.168.30.122 - Chart == H Source Motes
Mame: |Chart132.168.30.122 ok ) 1 mﬁ;g:gﬂ;ﬁ 122
- — mikroti 68,30
(+)= 22| 2] 48] S o =7 3 ping @ 192.168.30.122
H \ Source Netes V4 Apply
Elements:
€ ?
< i = Remave | |
- - ==
| Settings || * Export | Zoom: '._J—. -
400 ms
250 ms
300 ms
250 ms
200 ms
150 ms
100 ms

S0 ms | Il i
Os -

P——»—

T 1 . _J_ & 21,

ragr - .
12:50 13:00 1310 13:20 13:30 13:40 13:50 14:00 14:10 14:20 14:30 14:40
B mikrotik @ 192 168.30.122 @ ring @ 192 168 .30.122 @ ==h @ 192.168.30.122

£ >



L[ | = S|

Os
12:15

@ ikotik @ 192 168 30.122

12:15
@ ==h @ 102.168.20.122

Os
12:15

@ mikrotik @ 192.168.20.122
4




n1sldouumo 9

> Devices

-

List Tree HDLﬂEIﬂSﬁwes Mac Mappings

Device Wireless Registration  Simple Gueue

ﬂ % Csy * | Upgrade

Status ame Version Architecture | Board pgrade Status Fackages
auth failed G2.168.30.4

auth failed §2.168.30.5

auth failed 52.168.30.6

auth failed It office

auth failed kit _officed

failed dide

ok 52.168.30.122 6322 mipsbe RB351Li-2HnD

ok §2.168.30.145 352 x86 CHR

ok 52.168.30.163 £324 SMips RB341-2nD

___1_____
Ce<xii111



» Functions

foog1v AovnstanvsiuouaUnsnin connect wireless wun

Description Motes
Function_con_wireless Aumrdiuiuadnsiiaaas
=i lamir=al =imd

€] Function_con_wireless - Function

Mame: Func:tiun con wireless

- - .3 ...- L. 3
Description: |[fiwaidiwrwadnsuficviiauag

Code:




X

d

W@ [Device Name] [device_performance()][Device.ServicesDown][.. —

[Cevice.Name]
[device performance ()] [Device.ServicesDown]

L5 i

[Functiun_cun_ﬂirelesaﬂkﬂ

General | Image Ik

Type: |item Cancel

Apply

ftem Type: |device

Map specific values of following settings are used for
this item if not specified here

| * Insert Variable || Inzert Oid || Functions... |

[l

ove

[Dewvice . Hame]
Label: [device_performance ()] [Device.ServicesDown] -
[Function con wireless() ]| '
default
Label Refresh Interval: [defaut  ~| 2 — T
default 55 15 1Im  5m 15m 1h 3h 1Zh
Unknown: | hd
Up: | -
Down Partial: | hd
Down Complete: | -
Acked: | -
Shape: | hd

Font: -




nstiiudoadwaisaldWondgu concatenate

concatenate (ros command (Y/interface wireless registration-table print
count-only”) , "Connect Hireleaahj




> Log

] Devices

%= Files

] Functions

] History Actions

= (] Metwork Maps
] Local
] Metworks
] Motifications
= =] Panels
] Panel_charts
] admin 152.168.30.146
] Probes
£53 Services
Tools




» Network Maps

Metwork Maps
= - AN WS
MName / |Devices | Down Motes

F  Local 20 Del-PC, dude, 192.168.30.163, 132.163.30.127




> Notifications

Motifications
g | = | (=222 | = C50
MName Type ¢ | Motes
beep beep
flash flash
log to events log
log to syslog log

popUp poOpLp




n1sidalgonu

o

-
- R |G
()
- General Foling ages Appearance
v {Enabled:

I.

.....................

Probe Interval: I vI 2

Probe Timeout: I -rI 2

¥ Use MNotfications

Probe Down Count: I vl

default

Local - Network Map

Background Bxport

T T
25 55 10s 155 30s 1Im 2m 5m

Ok

Cancel

Apply

Motes

default 15m 1h 2h 3k Bh 12h 1d
default
I T T T T T T T T T T T T T T T T
default 25 55 10s 155 30s 1lm 2m 5Sm 15m 1h 2h 3k 6h 12h 1d
default
T T T T T T T T T T T T T T
default G 7 8 g 10 1z 14 16 18 20 25 50 100

Mame

beep
flash
log to events
log to syslog
popup




nsti POPUP

iluuu POPUP Attention

H |[Time Event

12:51:03 Service cpu on 192.168.30.122 is now down (down)

12:51:03 Service ssh on 192.168.30.122 is now down (Connect failed: Mo route to host)
12:51:06 Service ping on 192.168.30.122 is now down {ping rephy not received (1.3))
12:51:12 Service mikrotilk on 152.168.30.122 is now down {imeout)

i L0 P —




» Notifications
sUuuu beep
sunuu flash
suuuu log to events

suuuu log to syslog



NSIWUSUIUUNISI90Inou

ﬁ %L’SU

¢ | Motes

3 MNew Notification

General | Schedule Advanced

Mame: |Motification

Ok

Cancel

email
execute locally
flash
aroup
log

popup
sound
speak

syslog

€

Mew Motification

On Status:

Repeat Interval; |HEELIEEY

Repeat Count: o]

General  Schedule Mvanced|

uriknown <> down
unkniown -= unstable
uriknown -> up
unstable -» acked
unstable -> down
unstable -> unknown
unstable -= up

up -= down

up -= unknown

up -= unstable

S
De‘a}' DDDDDD x I-) T T T T T T T T
0 25 10s Im 5m  30m  3h 1Zh Apphy
a
I) T T T T T T T
0 2= 10s Im 5m 30m 3h 12h
-Cow
a
hd IJ T T T T T T T T T
a 2 4 [ g 10 14 18 25 100
Test
|Name ¢
acked -» down
acked -> unstable
acked -» up
down -= acked
down - unknown
down -= up




noogromsivusUynuu E-mail

aoa1 SMTP

Settings < Server Configuration =
Genera MMP Paoling Server yslog Map Chat Report Disco S Misc Olkc

Cancel

Apply

on—authoritative answer:
gmall-smtp—msza.l.google.com
240468004083 - cH2 - t6C

Y4.125.138.1488
Y4.125.138.1489
smtp.gmail.com




(41

T Email - Notification
General |5d1&dule Advanced

Mame: |=yEl

Copy

Remove

Test

Passwoard:

Tls Mode:

To: Ipmpunﬂﬂﬂ@gmail.cnm

* Insert Varable

Service [Probe _ Name] on [Device_ Name] is now

Subject: | [Service.Status]

¥ Insert Varable

Service [Probe.WName] on [Device_MHame] is now
[Serwvice.5tatus] ([Service.ProblembDescription])




Notifications

Service [Probe.Name] on [Device.Name] is now [Service.Status] AdassManE X

prapun009@gmail.com
a9 fu [+

Service [Probe Mame] on [Device. Name] is now [Service. Status] ([Service.ProblemDescription])

Service ssh on 192.168.30.122 is now unstable ARDeRRWEIE X

prapun009@gmail.com
19 & |-

Service ssh on 192.168.30.122 is now unstable (Connect failed: Connection refused)




> Panels

Panels

Name:lFand_phanﬂ

™ Locked
v Title Bars

Panel_charts ﬂMdS
192.1688.30.122_ssh Chart 0| | =]
Sdmgg Zoom: ‘J Zoom: | .J Iﬂ 'l
12s
1=
600 ms
800 ms
GO0 ms 400 ms
400 ms ‘
200 ms
200 ms m
0s 0s b
May/28 May/29 May/30 May/31 May/28 May/29 May/20 May/31
@ ==h @ 192.168.30.122 @ mikrotik @ 192.168.30.122
192 ==
' MEe Al ]
|Tlne £ |Mrh=ss ‘E\m’l
May/27 14:58:29 152.168.30.146 Service cpu on Dell-PC is now down {down)
May/27 14:58:25 152.168.30.146 Service disk on Dell-PC is now down {down)
100 ms May/27 14:58:25 152.168.30.146 Service virtual memory on Dell-PC is now down {down)
May/27 14:58:29 152.168.30.146 Service memory on Dell-PC is now down (down)
May/27 14:58:31 152.168.30.146 Service ping on Del-PC is now down (ICMP emor received (8]}
80 ms May/27 14:58:38 192.168.30.146  Service nethios on Dell-PC is now down timeout)
May/27 17:02:05 152.168.30.201 Service virtual memory on PHAI_PC is now down {down)
May/27 17:02:05 152.168.30.201 Service disk on PHAI_PC is now down {down)
50 ms May/27 17.02:09 152.168.30.201 Service cpu on PHAI_PC is now down {down)
May/27 17:02:09 152.168.30.201 Service memory on PHAI_PC is now down ({down)
May/27 17:02:12 152.168.30.201 Service ping on PHAI_PC is now down (ping reply not received (13))
May/27 17:02:15 152.168.30.201 Service netbios on PHAI_PC is now down timeout)
40 ms May/27 17:.06:06 152.168.30.127 Service ping on 192.168.30.127 is now down {ping reply not received (13))
May/27 17-25:03 | 152.168.30.127 Service ping on 192.168.30.127 is now up (ok)
May/27 17-25:09 152168 30.201 Service ping on PHAI_PC is now up {ok)
20 ms May/27 17:25:09 | 152.168.30.201 Service netbios on PHAI_PC is now up ok}
May/27 17:32:09 | 152.168.30.201 Service disk on PHAI_PC is now up (ok)
May/27 17:32:09 | 152.168.30.201 Service virtual memory on PHAI_PC is now up {ok)
os May/27 17-32:09 152.168.30.201 Service memory on PHAI_PC is now up (ok)
May/28 May/29 May/30 May/31 May/27 17:33:09 | 152.168.30.201 Service cpu on PHAI_PC is now up (ok)

@ ring @ 192168.30.122
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