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In the below network topology a web server behind a router is on private IP address space, and the router performs NAT to forward traffic to its public IP address to
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The NAT configuration would look like below:

/ip firewall nat

add chain=dstnat dst-address=1.1.1.1 protocol=tcp dst-port=88 %
action=dst-nat to-address=192.168.1.2

add chain=srcnat out-interface=WAN action=masquerade

When a client out on the Internet with IP address 2.2.2 2 establishes a connection to the web server, the router performs NAT as configured.
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The client receives the reply packet, but it discards it because it expects a packet back from 1.1.1.1, and not from 192.168.1.2. As far as the client is concerned the
packet is invalid and not related to any connection the client previously attempted to establish.

To fix the issue, an additional NAT rule needs to be introduced on the router to enforce that all reply traffic flows through the router, despite the client and server
being on the same subnet. The rule below is very specific to only apply to the traffic that the issue could occur with - if there are many servers the issue occurs with,
the rule could oader to save having 0 ception per forwarded service.

/ip firewall nat

add chain=srcnat src-address=192.168.1.0/24 \
dst-address=192.168.1.2 protocol=tcp dst-port=8e \
out-interface=LAN action=masquerade

e —————
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Network Tropology
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How DST-NAT work
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How Hairpin NAT work
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Heart of Hairpin NAT
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NAT for Hairpin NAT (1)
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NAT for Hairpin NAT (2)
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NAT for Hairpin NAT (3)
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What still missing? (1)
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What still missing? (2)
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What still missing? (3)
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What still missing? (4)
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What still missing? (5)
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Conclusion

add action=dst-nat chain=dstnat dst-address-type=local dst-port= protocol=tcp src-
address-list=LAN to-addresses= to-ports=

= regular rules.
= Hairpin NAT, Choose one between (1) or (2).
Orange = Hairpin NAT, a must.
= vary to environment.
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