


M.IT.S Co. CTO & Co. Founder 
MikroTik Certified Trainer 
Ubiquiti Certified Trainer
elastiX Certified Trainer

Being in IT technology business roughly around 14 years
Support & instruct Engineers more than 8 years all over the globe

Wireless, Routing, QoS, Firewall, The Dude



 MikroTik Certified Trainers MikroTik Certified Trainers
http://www.mikrotik.com/training/partners/europe/turkey
 MikroTik Certified Consultants
http://www.mikrotik.com/consultants/europe/turkey
 Mani Raissdana Certifications
http://www.mikrotik.com/certificateSearch Check Mani Raissdana
http://www.mits-co.com/content/certificates
 Ubiquiti Certified Trainers
https://www.ubnt.com/training/partners/ Check Europe
 elastiX Certified Trainers
http://www.elastix.com/en/instructores/ Check Turkey

l iX Offi i l R ll elastiX Official Resellers
http://www.elastix.com/en/resellers-elastix/ Check Europe
 Mani Raissdana Resume Mani Raissdana Resume
www.mits-co.com/sites/default/files/Mani%20Raissdana%20Resume.pdf





http://www.mikrotik.com/training/ Check M.IT.S Cop // / g/
https://www.ubnt.com/training/calendar/ Check M.IT.S Co
http://www.elastix.com/en/events-3/ Check M.IT.S Cohttp://www.elastix.com/en/events 3/ Check M.IT.S Co

http://www.mits-co.com/training_mikrotik%20
http://www mits-co com/training ubiquitihttp://www.mits co.com/training_ubiquiti
http://www.mits-co.com/training_elastix



 5 years MikroTik training statistics y g
All about what we have done in last 5 years

 RoMON deep technical review
Useful new feature of MikroTik which needs to be introduced 





Country Country ContinentCountry Country Continent 

Philippines Asia

Persia (Iran) Asia

Indonesia Asia

Lebanon Asia

India Asia

Pakistan Asia

Afghanistan AsiaAfghanistan  Asia

Libya Asia

Yemen Asia

Nepal Asia

Bangladesh  Asia

Iraq Asia

Thailand Asia

M anmar AsiaMyanmar Asia

Australia Asia Pacific



Country Country ContinentCountry Country Continent 
Burkina Faso Ouagadougou Africa

Congo Africa
Morocco  Casablanca Africa

Sierra Leone Free Town Africa
Ivory Coast Africa
Guinea Conakry Africa
Liberia Monrovia AfricaLiberia Monrovia Africa
Nigeria Kano Africa
Benin  Africa

Country Country Continent 
USA New York North AmericaUSA New York North America



Country Country Continent 

Cyprus  Europe 

Romania Europe 

Croatia Europe 

Austia Europe 

Czech Republic Europe 

Germany EuropeGermany Europe 

Denmark Europe 

Belgium  Europe 

UK‐Wales   Europe 

UK Europe
Turkey Europe

Bolgaria Europe

Kosovo Europe

Italy Europe

Azerbaijan  Baku Europe



Session Total Total Person  Per Session Passed Failed No Exam cheating

NA 80 338 296 34 7 1

WE 27 69 59 9 1

RE 36 119 115 2 2

INE 19 43 41 1 1

TCE 23 58 51 5 2TCE 23 58 51 5 2

UME 5 11 11 0 0

190 638 573 51 13 1

Passed
Cheating
Failed
No Exam



Country City ContinentCountry City Continent 

Persia (Iran) Tehran‐Isfahan‐Gorgan‐Kerman‐Kish‐Urmie Asia
UAE Dubai Asia
Nepal Kathmandu Asia

Philippines Manila Asia
Th il d B k k A iThailand Bangkok Asia
Turkey Istanbul Europe

Azerbaijan  Baku Europe
Sierra Leone Free Town Africa

Guinea Conakry Africa
Liberia Monrovia AfricaLiberia Monrovia Africa
Nigeria Kano Africa

Burkina Faso Ouagadougou Africa



Country NA WE RE INE TCE UMECountry NA WE RE INE TCE UME

Iran
42 10 12 3 7 0

Istanbul
16 7 9 6 6 3

Baku
1 0 1 0 0 0

Dubai
1 0 1 1 0 0

Dubai

Manila
5 4 4 5 4 2

K th d
2 2 1 1 0 0

Kathmandu

Bangkok
2 1 3 2 1 0

4 1 1 1 2 0
Kano

4 1 1 1 2 0

Liberia
4 1 1 0 1 0

Guinea
1 0 1 0 1 0

Freetown
2 1 2 0 1 0

80 27 36 19 23 5



Africa Asia Europ

NA 11 NA 53 NA 16

WE 3 WE 17 WE 7WE 3 WE 17 WE 7

RE 5 RE 22 RE 9 Asia
Europe

INE 1 INE 12 INE 6

Europe
Africa

TCE 5 TCE 12 TCE 6

UME 0 UME 2 UME 3

25 118 47



20152015
NA WE RE INE TCE UME
23 11 12 4 8 4

2014
26 8 14 12 10 1

2013
16 3 7 3 4 0

2012
13 5 3 0 1 0

20112011
2 0 0 0 0 0
NA WE RE INE TCE UMENA WE RE INE TCE UME
80 27 36 19 23 5



Passed
1st Chance 2nd Chance
NA 275 NA 21NA 275 NA 21
WE 50 WE 9
RE 111 RE 4
INE 35 INE 6INE 35 INE 6
TCE 42 TCE 9
UME 10 UME 1

523 50523 50

1st Chance

2nd Chance



Failed
1st Chance 2nd Chance

NA 29 NA 5NA 29 NA 5
WE 5 WE 4
RE 1 RE 1
INE 1 INE 0INE 1 INE 0
TCE 5 TCE 0
UME 0 UME 0

41 1041 10

1st chance
2 d h2nd chance



Average Per Session Total Average

NA 6163/80=77 NA 6163

/WE 1966/27=73 WE 1966

RE 2808/36=78 RE 2808

INE 1379/19=72/5 INE 1379

TCE 1710/23=74 TCE 1710

UME 386/5=77 UME 386/

14412

190 =76



Country City Continent 

Turkey Istanbul Europe

Philippines Manila AsiaPhilippines Manila Asia

India Delhi Asia

Morocco  Casablanca Africa



Country City ContinCountry City Contin
ent 

Persia (Iran) Tehran‐ Yazd‐‐ghom‐Kashan‐Urmie AsiaPersia (Iran) Tehran Yazd ghom Kashan Urmie Asia
Philippines Manila ‐ Legaspi Asia

Turkimanestan  Ashghabad Asiag
Turkey Istanbul Europe 
Guinea Conakry Africa

Sierra Leone Free Town Africa
Liberia Monrovia Africa
Ni i K Af iNigeria Kano Africa

Burkina Faso Ouagadougou Africa



Now
Let’s back to the classLet s back to the class
And talk a bit technical And talk a bit technical 



 Router Management overlay Network Router Management overlay Network
Basically It’s an independent MAC layer peer discovery

 Operates independently from L2 or L3 forwarding config
Means:
1. It’s Nat Traversal1. It s Nat Traversal

2. Firewall Traversal 



 L2 based Discovery over multiple hopsy p p

Wi b d SSH  il bl  f  fi ti Winbox and SSH are available for configuration

 Ping is available to diagnose 

 Supports only Ethernet like and Wireless interfaces

Don’t Forget…g
MikroTik Proprietary protocol (Optimized for RouterOS)



By Checking the change logs:y g g g



By Checking the change logs:By Checking the change logs:

6.32.2 (2015-Sep-17 15:20):6.32.2 (2015 Sep 17 15:20):
*) romon - fixed default configuration export
6.31 (2015-Aug-14 15:42):6.31 (2015 Aug 14 15:42):
*) romon - fixed crash on SACKed tx segments
6.29 (2015-May-27 11:19):6.29 (2015 May 27 11:19):
*) romon - fixed 100% CPU usage
*) romon - moved under tools menu in console) o o o ed u de too s e u co so e
6.28 (2015-Apr-15 15:18):
*) initial romon (Router Management Overlay Network) ) ( g y )
support added



 The idea is about having L2 configuration session g g
from remote locations through a RoMON Agents

 Based on RoMON IDs

 Also needs to configure interfaces (ports) to listen to   Also needs to configure interfaces (ports) to listen to, 
and support RoMON







 Download the configuration of all routers in this 
simulation  by the link below

www.mits-co.com/sites/default/files/RoMON-Scenario-Scripts.rar



 First enable the service under
tools/romontools/romon



 Configure ports
Means which interfaces are allowed to be discoveredMeans which interfaces are allowed to be discovered



 Possibility to override secrets per interfaces



 Then you can discover all romon enabled router through the agent



 Winbox 3.rc9 and after, supports RoMON
 First need to connect to agent through RoMON Secured tunnelg g



 Neighbor discovery table, is exactly the same as RoMON menue



 After having connection to any router through romon agent
 Should check out this at the top of winboxp



 This service is disabled by defaulty

 This is layer 2 (low level) discovery protocol This is layer 2 (low level) discovery protocol

So you cannot block it by firewall

 Security wise, DO NOT enable it in provider side

 Needs security package in case SSH needed 





Turk Cell:             +90 (537) 495 3233 
Persian Cell:         +98 (912) 149 7009e s a Ce : 98 (9 ) 9 7009
International Cell:+37259431151
Skype: mani_raissdana
m.raissdana@mits-co.com
raissdana.mani@gmail.com

www mits co comwww.mits-co.com MikroTikEngineers

mani_raissdana   mikrotikiran  @mani_raissdana   Mani Raissdana






