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Standart AP

Don't Need DHCP
or PPPOE Client
Cost Effectly




ARP attack problem

DHCP Broadcast management problem
Network Sniff Problem

Unmanaged Network , Hacking Problem

More cost for device ,management’s .



Manage One device all build customers

All Traffic control one device (Per 24 customer)
7, Firewall Management’s

Content Filtering , DNS Blocking

DHCP Management All Customer One Side

PPPOE Client’s One Device and Management Far Side

ced Metered Network.
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Create Bridg
 Add Etherl & Wlan1 => WISP_
 Dhcp Client interface = WISP_BRIDGE
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Sessions  Settings Dashboard

Session:

Aa Quick Set

Cr e O.I. e Bri d g e — Wl S P_BRIDGE ; :i.:::l’d:l Interface |Em.fma EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP  Bonding LTE
Add Ether1 & Wian1 => WISP_BRIDGE e

Ethemet 1598

Dhcp Client interface = WISP_BRIDGE = me—— S

General Wirsless |HT HTMCS WDS Nstreme ..

@) Mode: E

Ad\ranc:ed Mode

Default AP Tx Rate: ¥ bps

Netw Wi A A —
B et

efaulf Authenticate

/interface wireless
set [ find default-name=wlan1 ] mode=station-bridge band=5Ghz/a/n wireless-protocol=802.11 disabled=no ssid=Mikrotik rx-chains=0,1 tx-



)

Wireless Mode - Station Bridge

Add Etherl & Wlan1 => WISP_BRIDGE
Dhcp Client interface = WISP_BRIDGE

/interface bridge add name=WISP_BRIDGE

Session:

As Quick Set

1 CAPsMAN
| Irterfaces

3 Wireless

55 Brge { 1)
=F FpP

2 Switch

“5 Me

potwalbTl:| ]
v ]

MACAddess: | ]
ARP: [erabled [¥]
Admin. MAC Address: ||~



Wireless Mode - Station Bridge % Qude s

Create Bridge => WISP_BRIDGE o S R
Dhcp Client interface = WISP_BRIDGE | ks dﬂﬁ@ :IAH-E-;T-—------—

Edemal FDE: auto E‘

[] Auto lsolate

=2 phP [ / |
A S R |5J‘am5 :

oo Edgetfato 3] e
—r= -“ Point To Poirt: [ate %]

/interface bridge port add interface=wlan1 bridge=WISP_BRIDGE



Wireless Mode - Station Bridge & Guick Set.
Create Bridge => WISP_BRIDGE 3 CaPsMAN

Dhcp Client interface = WISP_BRIDGE '-ﬂ
= pep

g Queuss
[ Files
|5 Log
_@. Radius
&, Tools

/interface bridge port add interface=etherl bridge=WISP_BRIDGE

Sessicn:

| Interfaces Bridge

o |
1 Wircless IE:E

waAeTilters MNAT Hosts

Mew Bridge Port

Genersl | Status

Hoon: | ]+

Bdgerfate 3]
PortToFort: fato ¥
BtemalFOB: a0 |3

[] Auto Isolate
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Wireless Mode - Station Bridge
Create Bridge => WISP_BRIDGE Soron 2
— & Cuick Set
Add Etherl & Wlan1 => WIS P_BR'DGE 1 CAPsMAN Interface | Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
| Interfaces
=i =] o] [
# 5 Bridge R t;ww»F _BRIDGE End-:lw 1558 46 0 kbps
3 PPP RS ethe Ethemet 1598 46.1 kbps
5 Wireless (Atheros ARS... 1600
°12 Mesh
e @) 1 DHCP Clert | DHCP Clert Clptions
m " Accounting
Addresses .ll
= Cloud Mew DHCP Client
= ¥ et DHCP | Status
° oHCE HHE"" @ Interface: |WISP_BRIDGE
DH[EF Sever Use Peer DNS
[ e DNS Use Peer NTP
I II Firewall

Hotspot DHCP Options: I:I -
IPze
e Dett Fnte

Default Route Distance:

|I| | & Make Supout rf

/ip dhcp-client add interface=WISP_BRIDGE disabled=no



SXT Configuration Total Script’s

/interface bridge add name=WISP_BRIDGE
/interface wireless set [ find default-name=wlan1 ] disabled=no

/interface bridge port
add bridge=WISP_BRIDGE interface=wlan1
add bridge=WISP_BRIDGE interface=etherl

/ip dhcp-client add default-route-distance=0 dhcp-options=hostname,clientid disabled=no interface=WISP_BRIDGE



Cloud Router J‘
Switch |

Assign one port ( Uplink - ethe
« Add PPPoE Client ether24 interface for all floor oorl,
« Addip address allinterface etherl —192.168.1.1/24 ... ether10 — 192.168.10.
« Add dhcp server all interface ( exclude ether24 )

« Add Optimal Mangle rule one interface customer to use one pppoe client user accont’s
« Addroute for all Routing mark insided user to assigned gateway ( pppoe )




Session:| 192.168.10.43

Interface | PPPoE Servers  Secrets  Profiles  Active Connections

(| || | PPP Scanner || PPTP Server || SSTP Server || L2TP Server

PPP Server L2 MTU |Tx
PPP Client New Interface
PPTP Server Binding

PPTP Client

rver Binding

L2TP Server Binding

< MTU: [1480
L2TP Client o

Max MRU: | 1480
MRRU

Interfa:

/interface pppoe-client
add disabled=no name=PPPFLOOR1 interface=ether24 password=floor1 user=floor]
add disabled=no name=PPPFLOOR?2 interface=ether24 password=floor2 user=floofr2



o] oot | sssn 52168105

A5 Quick Set PPF

‘6 Active Connections

| Interfaces

PPP Server
PPP Client
PPTP Server Binding General Dial Out |St:—nus Traffic
PPTP Gl D e sss—
S5TP Server Binding

ACWName:| ]~
SSTP Client
L2TP Server Binding @ User.
LZTP Client Password:
OVPN Server Binding
OVPM Client
PPPoE Server Binding

& i -
T — PPPOE Client @

.| | CD

Uncheck S meroUTo —
Add DefGUH' ROU‘I‘e #5 Parition efautt Route __

| 4 Make Supout if Alow: [+ mschap2 [ mschapl
& Manual chap pap

@ New WinBox

E e

/interface pppoe-client
add disabled=no name=PPPFLOORI1 interface=ether24 password=floor1 user=floorl
add disabled=no name=PPPFLOOR?2 interface=ether24 password=floor2 user=floofr2



PRR
Irteface | PPPoE Servers  Secrets | Profiles  Active Connections
|| = (| 8 || T | PPPScanner || PPTP Server || SSTF Server || L

MName & L2 MTU | Tx R
-PPPFL oE Clie 0bps
Obps
0 bps

PPPFLOORS Obps
0 bps

Add PPPOE Client All Floor account’s
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Cd Safe Mode Session:|192.168.10.42
Ax Quick Set
|8 Interfaces
@y Dridge
_E—n: F'F' F'

== Switch

“Ta Mesh
ARP
Accounting 'E} = & | T
Addresses @ Address MNetwork Interface
Cloud Mew Address

DHCP Client ss: 192.168.1.1/24

il DHCP Relay Netwaork: ance
-/ - s I: etherl ¥ .
=M WUTER Neighbors

F Parttic Packing —
| 2 Make Spfout ri Pool j -

Iafiuz Routes

/ip address add address=192.168.1.1/24 interface=etherl disabled=no
/ip address add address=192.168.2.1/24 interface=ether2 disabled=no

T A N A R VR VAV A VA VA VA V|
/ip address add address=192.168.10.1/24 interface=ether10 disabled=no



B Mew Terminal

=4 MetaROUTER

"h Fartition

| o Make Supout rif
&) Manual

@ New WinBox

[ Ext

Configuration RouterOS Swich / GW ( CRS125 or Another )

Accounting
Addresses
Cloud

DHCF Cliert
DHCF Relay
DHCP Server
DNS

Firewsall
Hotspot
IPsec

MNeighbors

Add Dhcp Server Pool All Interface

/ip pool add name=Pool_Floor] ranges=192.168.1.20-192.168.1.254
/ip pool add name=Pool_Floor2 ranges=192.168.2.20-192.168.2.254
/ip pool add name=Pool_Floor3d ranges=192.168.3.20-192.168.3.254

'4_? Pool_Floor?
or Pool_Floord

152 168. 22'D-152 1Eu2254
152.168.3.20-152.168.3.254



ARP

Accourting

Addresses DHCF |Neh'mrks Leases Options Option Sets  Alerts
DHCP Client

DHCP Relay

| DHCP Server E:j
@ Mame: |dhepfloor
- O = —r
B Mew Teminal

Al | CD

'[h Partition
| 2 Make Supout rif
& Manual o Src. Address:

& New WinBox MB Delay Threshold:

B Ext

Authortative:
Bootp Suppaort:
Lease Script:

Add Dhcy Server Al Interface

/ip dhcp-server add name=dhcp-floorl interface=etherl address-pool=Pool_Floorldisabled=no



—— )

Sessan{192.165.1043

Jar Guick Set
| Interfaces

Fiter Rules NAT |Mangle Service Pots  Connections = Address Lists  Layer/ Protocols

%g Bridge

+/=] [00 Feset Corters

00 Reset All Counters |

=F PPP # |
== Switch [

|Ac:tiurl |l:hair1

Mew MAT Rule

Masqua.ade .ocal Network - ( all internal floor ip add masq )

Src. Address |Dst. Address |Proto...

°8 Mesh

g P E 5 I ARP _
" MPLS I Accourtin -
%8 Routing I Address Sryf. Address
{5 System M | Cloud st. Address:
g Cusues DHCF fient Protocal:
] Files DHCP/Relay

.| Log DHCJ Server e fort
a@ Radiuf Dst. Port:
A Tool @ Ary. Port:
| Negr Terminal In. Interface:
e Out. Interface:
= MetaROUTER sighbars

: |sn:nat || ¥

- [1/192.168.1.0/24 ;3

| 1=

| |

| |

| |

| Disable |

| / v | [ Comment |

— v | [ Cow |

| I |v | Remaove |

| / |v | Reset Courters |

| / | Reset Al Counters |
J
L/
/

Mew NAT Rule

Advanced Bdra Action |Statisti::s

(5 oton: (TR |

[1log

Cancel
Apply

Log Pgefin: |

-

/ip firewall nat add chain=srcnat src-address=192.168.1.0/24 action=masquerade

Comment

Copy

Remove

Reset Courters

| |
| |
| |
| Disable |
| |
| |
| |
| |

| Reset Al Counters |




Ay Quick Set
|/ Interfaces
%g Bridge
=F PPP

== Switch
512 Mesh

.
1T P

=P (1)
2 MP
42 Routfng
gﬁu es
[ Fild=

]

Leead

}& Hadius
ﬁ ools

|| flew Terminal

= CD

=4 MetaROUTER

#2 Partition

|| Make Supcft rf

- | W | | W

Fitter Rules

[#[[=] []

)

NAT Mang

le |Sewice Pots Connections  Address Lists  Layer? Protocols

|l.'|l.'| Reset Counters || 00 Reset All Counters |

# | |.Pu:tiun

ARF
Accournting
Addresses
Cloud
DHCP Cli
DHCP Rel

DHCP Sefver

DNS

MNew Mangle Rule

| Firewal
Pae
Mejghbors
Facking

J ool

©

General |F~d'u'ar1ced Extra Action Statistics

General  Advanced Bxra Action |Statistics

@ Chain: |prero|.rting

Src. Agdress: [ ||1592.168.1.0/24 i h*
\

Dst. fddress: |

Protocol;

Srz. Port:

Dist. Port:

P2F:

In. Interface:

|
|
|
Ary. Port: |
|
|
|

Out. Interface:

Packet Mark: |

\
\
\
\
\
\
\
\
\
\
\
\
| |
\
\
\

Disable

Copy

Remove

Reset Counters

| |
| |
| |
| Commenrt |
| |
| |
| |
|

Flesct Al Counters |

Adding Mangle Rule for split customer ana mark Connection

/ip firewall mangle add chain=prerouting src-address=192.168.1.0/24 action=mark-connection new-conne

; | ok |

(6 ))yoton [ENTTENNNN ¥ | | Cancel |

[ |Log | Apply |

Log Prefoc | | h | Lisable |

MNew Connection [flar: |Conn_Floor] i T i F‘ | Commert |
Passthroug Dt | Copy |

| Remove |

| Reset Courters |

| Reset Al Counters |

lon-mark=Conn_Floor]
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Aa Quick Set
|/ Irtefaces

Fitter Rules

=)

MAT Mangle |Ser'u'i::e Fortz  Connections = Address Listz  Layer7 Protocols

s [4]] [ KB
=g PPP r | |.P~ctinn ||:h i MNew Mangle Rule
== Switch B General |Advanced Extra Action Statistics | oK |
DLg MESh D"IEIin: rero . || ¥ | CEHCEI |
= IF CD " ame rc. Address: | |" | Apphy |
<7 MPHS 3 Accounting Det. Adcress: | |v
42 Rogting " Addresses St Address: | Disable |
ioh Syftem " Cloud Protocal: | |~ | Comment |
é eues DHCP Cli Src. Port: | |+ | | Copy |
files DHCP Rel
o e Dst. Port: | | 7 | Remove |
el o er
O Radius o Any. Fort: | | - | Reset Courters |
o Tools ¥ Firewa @ P2P: | | - | Reset All Counters |
New Teminal Hotspot In. Interface: | |-
= LCD IPsy Out. Interface: | |-
"ﬁ Partition Hacking Packet Mark: | | b
| 4 Make Syfbout rf Paoal Connection Mar: |:||Cnnn_FInnr1 " + | -

...|E'_.ftes

Mew Rg

| Packets

MNew Mangle Rule

General Advanced Bdrg Action |Statistics

[ o ]
- ) | o]
‘r [ ] Leg | Apply |
Log Prefix: | ¥ | [ Disabe |
ing Verk: [Route_foort (7 || | | Comment |
[ ] Passthrough | Copy |

T | Remove |

| Reset Counters |

| Reset Al Counters |

Adding Mangle Rule for split customer and mark Connection

/ip firewall mangle add chain=prerouting connection-mark=Conn_Floor1 action=mark-routing new-routing-mark=Route_Floor]

passthrough=no

/\




g Quick Set

| Interfaces Routes | Nexthops Fules VRF

"’“‘ &, Bridge

u!'ﬂ FPP

= Switch

“18 Mesh
ARP e ] e B
Accourting 100 c'thcﬂ reachable 15215,_._ 943

Addresses Mew Route
Cloud General | Attributes

DHCP Client & Address: |0.0.0.0/0

Gateway:

S Radius 3 Check Gateway:
A Tools ire Type:
|| Mew Teminal 2

= cp £ Distance:
=4 MetaROUTER leig Scope:
#5 Parttion

| = Make Supout rif
& Manual

& New WinBox

[k 5

Target Scope:
Routing Mark: A

Pref. Source:

Las? Confiouralion - Routing mark use ip Route

/ip route add dst-address=0.0.0.0/0 gateway= PPPFLOORI1 distance=1 routing-mark=Route_Floor]



Routes | Mexthops Rules  VRF

o all

Dist. Address Gateway Digtance |Routing Mark | Pref. Sourc:
I+ 0.0.0.0/0 P eachable 1 Route_Floor
(1] 'F 2 le 1 Ra 2

All IP Routing Mark Set And All Customer’s only use special PPPOE Client
Configuration Complated

This Configuration sample or

Any Special Network Configuration Sample’s website http:// .
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Any Questions ?
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