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Ben Kimim?

Osman Kazdal
o Mikrolik Certified Consultant
e Mikrolik Certified Trainer

e C|SSP
e Sekuritim Kurucusu



" Sekuritim Bilisim

¢ \Value Added Master Distributor

e Egitim Merkezi

e Danigmanlik

o Kurulum

e Destek

e 2008 yi1hinda kurulmustur. FlashaStart®

INTERNET PROTECTION

e Atagehir Istanbul



lletisim

e Fmail: info@sekuritim.com
o Telefon: 0216 302 22 21

e \\eb: https:/sekuritim.com

® Online satis: https:/shop.sekuritim.com

® Facebook: https:/facebook.com/sekuriim

o Twitter: https:/twitter.com/sekuritim

o Reddit: https:/www.reddit.com/r/Sekuritim/




~ | Training Center

Tum MikroTik Sertifikasyon egitimleri

Turkiye'nin ilk MikroTik egitmeni

Istanbul merkezli, Turkiye'nin her yerinde

Egitim programa: https:/sekuritim.com/#trainings
Bilgi icin: training@sekuritim.com
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Hotspot Cozumu




©) Sekuritim

Log Istatistidi

Disk Kullansmi
Toplam Kullamilan Alan:

686 MB

5651 Loglama Cozumu

Lesg Irsdlirme

Log Sumucusu:

127.0.0.1
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Referanslarimiz

Sony Eurasia
Turkcell Superonline
Vodafone

TEB Yatirim

Panco Glyim |
Cayla Restoranlari PANGO cay®la
Gaytas

Esenyurt Universitesi
MyFi

SUPERONLINE vodafone
Telekom19

Netspeed




RouterOS Guvenligi

Nasil saldirtyorlar?
Neden saldirtyorlar?
Kendimizi nasil koruruz?



.

REE B B 1 ] BRER |

o N




Saldirinin Asamalari

e Port tarama ile MikroTik router tespit edilmesi
o \Winbox aciginin kullanilarak sifrelerin ele gecirilmesi

® Router'in ele gecirilmesi



/fip
add
add
ime
add
add
add

Ne yaptilar?

firewall filter

action=tarpit chain=input comment="Add you ip addess to allow-ip in Address Lists." dst-port=38553 protocol=tcp
action=add-src-to-address-list address-list=allow-ip address-list-timeout=1h chain=input comment="The security flaw for Haj
is closed by the firewall." packet-size=1083 protocol=icmp

action=accept chain=input comment="Please update Rother0S and change password.” src-address-list=allow-ip

action=drop chain=input comment=" Thanks are accepted on WebMoney Z399578297824" dst-port=53 protocol=udp

action=drop chain=input comment="or BTC 14qiYkk3nUgsdqQawiMLC1bUGDZWHowix1" dst-port=53,8728,8729,21,22,23,80,443,8291 prot

ocol=tcp

add

action=passthrough chain=input

/system note

set

note="The security flaw for Hajime is closed by the firewall. Please update Rother0S. Gratitude is accepted on WebMoney Z39
9578297824 or BTC 14gqiYkk3nUgsdqQawiMLC1bUGDZWHowix1"™

httpskpjafionumsmik gotikscom/viewtopi'eHphpigt=134804



| Neden Saldinyorlar?

Bilinmeyen
Kizgin Fidye
Kullanicilar
Siber savas
“ic Saldinlar
Rekabet

Politik



| Kim Saldiriyor?

Diger

Devlet
Destekli

Gruplar —
ic Dis
Kullanicilar

Kullanicilar

Organize
Suc
Orgitleri



| Infograph

http:/rcnt.eu/2mj57/




Sik Gorulen Saldirilar

e Portscanning

e Sifre Saldirlarn - Brute force

e Uygulama Saldirilar1 - Winbox saldirisi
e \Web Uygulama Saldirilar

e DoS & DDoS

e /ero Day saldirilar



MikroTik Web Servis AciQl

warem  * NEEDS:/Wikileaks.org/ciav/pl/
Vault 7: CIA Hacking Tools e / Mart 2017'de yayinlandi.

Revealed
e 9 Mart 201/'de Mikrolik acigin
giderildigi yeni surtmleri cikard.

. e Etkilenmemek icin glincel
DUT4 - RB1100AH - v1.1.0 Notes RouterOS kullanilmali.

VLAN: 615 (TORE gi1/¥11)

-"'I 1"I"'f'vi. kiLE'H 1{5 Leaks MWews About Partners

e Thtiyvaciniz yoksa www servisini
kapatiniz.




MikroTik Web Servis AciQl

Funny command

$ ./tools/getROSbin.py 6.38.4 mipsbe /nova/bin/www www binary
$ ./StackClash mips.py 192.168.8.1 80 www _binary "echo hello world > /dev/lcd”

o \VVPNFilter
e Hajime Botnet
e Slingshot

4
¥

interfaces

histp sky///jg-sth ubMe




MikroTik Winbox Acig!

How to use

Mote that this script will NOT run with Python2.x. Use only Python 3+

Winbox (TCP/IP) & 23 N|San 2018Ide aglga Qlktl..

% python2 WinboxExploit.py 172.17.17.17

o wmn e Ayni gun acigin giderildigi RouterOS
surumu yayinland.

MAC server Winbox (Layer 2)

You can extract files even if the device doesn't have an IP address :-) ® Uygu ‘a Mmasi (;o k k‘O ‘ ay O ‘d ugu N da N

$ python3 MACServerDiscover.py

Looking for Mikrotik devices (MAC servers) e-tkiSi QO k faZ‘ a .

aa:bb:cc:dd:ee:ff

i e Guncel RouterOS surumu
kullanilmal.

% python? MACServerExploit.py aa:bb:cc:dd:ee:ff

e \Winbox erisimi filtrelenmelidir

Pass: Th3PdsswWord




A nmap -s5 192.168.1.1

Starting Nmap 7.31 ( https://mmap.org ) at 2018-10-11 22:23 Turkey Standard Time
Nmap scan report for 192.168.1.1

Host is up (©.8038s latency).

Not shown: 924 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

A443/tcp open https

2000/tcp open cisco-sccp

gese/tcp open http-proxy

8291/tcp open unknown

MAC Address: = - @ . (Routerboard.com)

Nmap done: 1 IP address (1 host up) scanned in 14.25 seconds




Oct/ 1272018 23:38:32
Oct/ 1272018 23:38:32
Oct/12/2018 23:38:32
Oct/12/2018 23:38:33
Oct/12/2018 23:38:33
Oct/12/2018 23:42:17
Oct/12/2018 23:42:17
Oct/13/2018 00:08:39
Oct/13/2018 00-08:40
Oct/13/2018 00:08:44
Oct/13/2018 00:08:48
Oct/13/2018 00:08:43

memory
memory
Mmemary
memory
memory
memory
memony
memory
memory
memory
MEmory
memaory

Sifre Saldirilari

system, emor, critical
system, emor, critical
gystem, emor, critical
system, emor, crtical
gystem, emor, critical
certificate, info

certificate, info

gystem, emor, crtical
system, emor, crtical
system, esor, critical
gystem, emor, critical
system, emor, critical

login failure for user user from 103.89.89.228 via ssh

jogin failure for user support from 103.83.89.278 wvia ssh

login failure for user guest from 103.89.89 228 via ssh

login falure for user root from 103.89.89.228 via ssh

login failure for user user from 103.89.89.228 via ssh

got CRL with bad signature, issued by Add Trust Extemal CA Root::SE:/

got CRL with bad signature. issued by GlobalSign Organization Validatio
iogin failure for user root from 103.89.89 228 via ssh

login failure for user user from 103.89.89 228 via ssh

login falbure for user support from 103.89.89.228 via ssh

login faibure for user user from 103.89.89.228 via ssh

login failure for user guest from 103.89.89.228 via ssh

Brute force sifre salc

Winbox acigr kullani
saldirilart yapmadan

1rilar

diginda sifre
sifreler aciga ciktu.

Sifre saldirilarina karg1 karmasik sifreler

kullanilmalidir

IP Firewall ve IP services ayarlarindan
router'a baglanabilecek IP adresleri

kisitlanmalidir.



| DoS &DDoS Saldirilari



Zero Day Saldirilari

e Bu vil ve 2019 vilinda saldirilarin devam etmesi bekleniyor.

e 2017 Mart ayindan beri artik MikroTik Grtnler tim hacker
gruplarinin hedefleri arasina girmis durumda.

e Yeni aciklar her an cikabilir.






Guncelleme

Ik yapilmasi1 gereken RouterOS'un glincel strimlere yUkseltilmesidir.
RouterBoot guncellemesini unutmayiniz.

Yeni guncellemeleri takip etmenizi ve changelog dokimanini incelemenizi tavsiye
ediyoruz.

https:/blog.mikrotik.com
https:/wiki.mikrotik.com/wiki/Manual:Securing_Your Router#Router services
https:/forum.mikrotik.com




Kullanici Yonetimi

Lherm Groups 55H Heys  55H Privabe Beys  Active Lsers
+ =|[v x|[a 7] m
Mame ¢ Goup | Mowed Addeas Last Lagged In

S - e admin kullanic1 adin1 degistiriniz

iffa Eplussr  read Bpr /2053 33
Bomman  wie BprA1252018 221547
& s=ouem Sep/ 1072018 19:4E6-55

o Tum kullanicilar icin karmasik gifreler
— kullaniniz

e Grup ayarlan ile yetkilendirme sistemini
kullaniniz. Tum kullanicilarin ful yetki
ihtiyact var mi1?

* 'Available From' ayarlar1 ile kullanicilarin
pelli IP adreslerinden baglamalarini
saglayabilirsiniz.




|P Services

e Kullanmadiginiz servisleri kapatiniz

e Sadece guvenli servisleri kullaniniz
(ftp, telnet, www kullanmayiniz.)

e API| kullanmiyorsaniz kapatiniz

IP Service List

Port

Available From




|P Services

Avallable From' alanin1 kullaniniz
Servislere hangi |IP adreslerinden

baglanilabilecegini 1P Service cwinboo ol
. - =1|= EN Name: ‘winbo:

limitleyebilirsiniz. : - [ :
Servislerin calistig1 default portlar Avalable From: 1921681026

degistirebilirsiniz. ETIY

Bu donemde 8291 portunu
degistirmek routerlarinizin
bulunmasini engelleyecektir.




MAC Erisimi

e Tum MAC erisimleri routerlar canl r————
ortamda calisirken kapatiimahdur.

e MAC-telnet, MAC-winbox, MAC-
ping servislerini kapatiniz.

Tools MAC Server menusu



Neighbor Discovery

v ‘ Discovery Settings

Interface ' |IP Address _ \Identity Platform  Version IPv6 | Age (s)
A bridgedocal .
A ether8 10.10.10.2

hex MikroTik  6.43.2(st... RB750Gr2 37 2d2ﬂ'|22ﬂ'
A ether8 10.10.10.3 ) -1 MikroTik 6432(st.. RB9S1Li-... 30

11d 00:08:31
Discovery Settings

IP Neighbors Menusu



BW server ve DNS Cache

Servers: |208.67.222 222
208.67.220.220
4222
83838

2001:470:20::2

Dynamic Servers: | 46.197.15.60 | BTest Server Settings Of x

178.232.140.110 |

176.240.150.250 |

NN

| Enabled
v Authenticate
Mlocate UDP Ports From: | 2000 '

" | Alow Remoate Reguests

Max UDP Packet Size: 4036 |
Query Server Timeout: 2000 | 5
Query Total Timeout: | 10.000 | 5
Max. Concument Gueries: | 100 |

Max. Concument TCP Sessions: 20 |

Cache Size: 2048 KiB

Cache Max TTL: |7d 00:00:00 |

Cache Used: 106 KiB |

Max Sessions: 100

Tools BW server Menusu
IP DNS Menusu



SSH Erisimi

e SSH kullanilarak dosya transfer ve terminal erigimi saglayabilirsiniz.

e S5SH tunelleme kullanarak router Gzerindeki diger servislere ve router arkasindaki her
tarlG kaynaga baglanabilirsiniz.

e Bu sebepten gucli kripto kullaniniz.
e Sifre yerine ssh anahtarlar1 kullanabilirsiniz.

/1p ssh set strong-crypto=yes




SSH Tunelleme

Winbox ve router
arkasindaki tum
kaynaklara ssh tunel
Uzerinden erisilebilir

Connect To: [127.0.0.1
Login: |admn
PESEWCI'd .-!FF-i--I--!-!FFi--I-

Session;  <own>

Note: |AWS
Group: SEKURITIM

RoMON Agent:




Firewall

o Firewall yuklinu azaltmak icin sadece 'new' paketleri filtreleyen
kurallar uygulayiniz.

e 'Established' ve 'related' kurallarin1 uygulayiniz.

¢ 'Invalid' Paketleri drop ediniz.

e Sadece gerekli trafige izin veriniz. Geri kalan herseyi drop ediniz.
e Firewall kurallarinda comment kullaniniz.

e Router'in herhangi bir servis portu internete acilmamalidar.

e Servislere 3 hatali denemede otomatik bloklama ayarlanabilir.



Port Knocking

e Router'a 6zel bir paket gbndererek gecici
sureligine erigim acilmasini saglayabilirsiniz.

e Paket boyutu, port numaralari, paket icerigi

kullanilara

e Birden faz
ayarlanabi

< Ozel paket olugturulabilir.
a paket ile port knocking

Il

Firewall Rule <35790>
General Advanced Bdra Action
Action: add src to address list
 Log
Log Prefix:

Address List: whitelist

Timeout: |00:05:00

Statisti

e




Port Scan Detection

Firewall Rule <>

General Advanced Extra | Action
~w- Connection Limit
%~ Limit
w- Dst. Limit
_-'-_ Mh
~w- Time
Fiter Rules |HAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols ¥~ Src. Address Type
I|l|| | |r‘:|| |?| :l:u] Heset Counters ||EIIJ Reset Al Counters B DSthrEEETWE

|| Action Chain | Dst. Pe ~4&- PSD
.- Port Scanning check

32 ct add src to address list ~ PortScan wadﬂ Threshold: |21
Delay Threshold: 00:00:03
Low Port Weight: 3
High Port Weight: |1

¥ Hotspot
w - |P Fragment




Firewall Kurallari

Firewall
Fiter Rules | NAT Mangle Raw Service Pors Connections Address Lists ~ Layer7 Protocols
+H :I [ H | ‘[:I IT‘ [uu Reset Counters ‘ 00 Reset All Counters ‘

' # | |Adtion |Chain Src. Address |Dst. Address Proto | Src. Pot Dst.Port  |In. Inter... Out. Int... Bytes
- INVALID DROP
Kdop input 1051 B
- ESTABLISHED RELATED ACCEPT
& acc  input 1504.7 KiB
- PSD
et add... forward 132B
.. Portknocking
t add... input 0B
- WHITELIST
o acc input 1153.7 KiB
o PSD
Fjump  input 1280 B
.. Service Attack
#Ajump input 460 B
- DEFAULT DROP
HKdrop input 14.8 KiB
... blacklist brute force
8 t add .. Service_at . 0B
... brute force attempt®3
9 ct add... Service at. .
.- brute force attempt#2
10 =t add... Service_at...
.. brute force attempt#1
11 ctadd... Service_at...
12 =t add... PSD

| Packets
13

4348

|

13 items




RPFilter

| IP Forward

" | Send Redirects

.| Accept Redirects

| Secure Redirects

. Accept Source Route
'v!| Allow Fast Path

v Route Cache

RP Fiter: |strict k2

.| TCP SynCookies

Max Neighbor Entries: |8192 |

ARP Timeout: |00:00:30 |

ICMP Rate Limit: |10 |

__| IPv4 Fast Path Active
IPv4 Fast Path Packets: 0

IPv4 Fast Path Bytes: [0 B

! |Pv4 Fastirack Active
IPv4 Fasttrack Packets: |125 518 990

IPv4 Fasttrack Bytes: [112.1GiB




Son Onerilerimiz

o Kendi guvenlik standartlariniz1 ve glvenlik yapilandirmalarinizi olusturunuz.
e Standartlarinizi tUm routerlara uygulayiniz.

e Trafik analizi ve bir SIEM sistemi saldirilart dnceden tespit etmek icin cok
yararl olacaktr.

¢ | og izleme scriptini inceleyiniz.




Tesekkurler

Sunuma linkten ulagabilirsiniz.



