Road-warrior VPN

AHann3 npobaembl 1 0630p
AOCTynHbIX B RouterOS pewenmn



Who am | ?

AHapen CbipoBEHKO

* [lporpammuct (C/C++, Python, Perl, JS, etc.)
o |T Manager (yMero PYKOBOAMTb cmcap,MMHaMM)
 KOHCYNbTaHT

& ®aHaTt FreeBSD, KoTopbiM nonaraet, 4to RouterOS - To HEMHOroE,
4YTO onpasAblBaeT cyllecTBoBaHMe Linux.

« E-mail / Hangouts: andriys@gmail.com
« Skype: andriy_syrovenko



mailto:andriys@gmail.com

Road Warrior




Road-warrior VPN: TpeboBaHUA

 HageXHocCTb / 3aWULLEHHOCTb

* CueHapuu MapLUpyTM3aumm
— Tunnel All
— Split-Tunnel

+ Split-DNS



Road-warrior VPN: TpeboBaHUA

» Server-dictated configuration

* TpaHCNOPTHbIE NMPOTOKOJIbl

— KayecTBo paboTbl B YC/I0BUAX HEHAAEKHOIO
MHTepHeT-coeAMHEHMUA

— Firewall - friendliness
— NAT - friendliness

» RADIUS



Road-warrior VPN: Security

« KOHPMAEHUMNAIBHOCTDb
— lUndpposaHue TpadpmKa BHYTpu BINH-TyHHENA

— 3aTpyAHAeT nacCcuBHOE npocsywmsaHme /
nepexsar TpadpuKa

* AyTeHTUPUKaUMA KIMeHTa
— KoHTpoO/Ib AocTyna

* AyTEeHTUMUKaUMA cepBepa
— 3awmTta ot MITM-atak




Client Authentication

» Password-based
— [lpocToTa B UCNO/Ib30BaHMU M COMNPOBOXKAEHUM
— /locTato4yHada HaaeXHOCTb
— MoXHo ucnonb3oBaTtb Two-factor / two-phase
nna 6onbluen HagexHOCTH
* Certificate-based

— CuyuTtaeTtcsa 6onee 3aWMLLEHHOU

— TpebyeTtca co3ganme v noaaepxka PKI (Public
Key Infrastructure)



Server Authentication

MITM (Man-in-the-middle)

(S =

o  Beo



Server Authentication

e 3awmTa ot MITM-aTaK

» Shared-secret based
— CeKpeT, KOTOpbIM HE COBCEM CEKPET

— XopoLwo paboTaeT ToJIbKO 419 HEO6ONbLUOIo
Ko/iM4ecTBa NoJib30oBaTe/IEN

* Certificate-based

— OaMHaKoOBO XOpoLIo paboTaeT npu II0OOM
KO/IM4ecTBe noJib3oBaTeneun

— MOXHO 060MTUCL 6e3 cobcTBeHHOoM PKI



Road-warrior VPN: TpeboBaHUA

 HageXHocCTb / 3aWULLEHHOCTb

* CueHapuu MapLUpyTM3aumm
— Tunnel All
— Split-Tunnel

+ Split-DNS



Tunnel All

INTERNET

Office LAN



Split-Tunnel

INTERNET

Office LAN o o
YacTHbIM cnyyau - Proxy

ARP



Road-warrior VPN: TpeboBaHUA

» Server-dictated configuration

* TpaHCNOPTHbIE NMPOTOKOJIbl

— KayecTBo paboTbl B YC/I0BUAX HEHAAEKHOIO
MHTepHeT-coeAMHEHMUA

— Firewall - friendliness
— NAT - friendliness

» RADIUS



Server-Dictated Configuration

* MMHMMANbHO HEOOXOAMMO:
— Server-allocated client IP address

* bb1/10 6bI HE NM10XO:
— Aapeca DNS n WINS cepsepos
— Domain name
— Cnucok TyHHennpyembix ceTten (Split-Tunnel)



TpaHCnopTHbIE NPOTOKOJIb

. TCP
— NAT - friendly

— Firewall - friendly
* OcobeHHO nNpu Ucnonb3oBaHuM nNopTta 443/tcp

— [lpakTnyecKku 6ecnoneseH B yCJ/I0BUAX
naoxoro MHTepHeT-coeAMHEHUA:

 TCP-over-TCP “meltdown” problem
* VOIP - 3a1€p’KKM U BbICOKUM AXKMTTEP



TpaHCnopTHbIE NPOTOKOJIb

« UDP
— Kak npasuio NAT - friendly

 UckntodeHue - IPsec NAT-T B RouterQS

— UHorja 610KMpyeTca B CETAX FOCTMHMUL, M
rOCTEBbIX CETAX NpeanpUATUM

— Xopouwo paboTtaeT B TOM YMCJIE U HA NJIOXMX
MHTepHeT-coeAMHEHMAX



TpaHCnopTHbIE NPOTOKOJIb

« ESP

— [1noxo coyeTaetca ¢ NAT

— MHoraa 6,10KMpyeTcsl B CETSAX FOCTUHMLL U
rOCTEBbIX CETAX NpeAnpUATUM

— XopoLlo paboTaeT B TOM YMCAE M Ha NJIOXUX
NHTepHeT-coeAMHEHMAX



[Mopanepr*kka RADIUS

* EanHas b/l nonb3oBaTteneun AnA
HECKOJIbKMX YCTPOUCTB AOCTYNa

* UHTEerpauma c cywecTBYyLWMMMN CUCTEMAMMU
— ActiveDirectory, LDAP

« Jlono/IHMTENbHAaA ¢

HDYHKLMOHAJ/IbHOCTb

— Two-factor / two-phase authentication
— Password expiration

— Self-care



RouterOS

o P P P Inteface | PPPoE Servers Secrets  Profiles  Active Connections

| = ‘3| [ ] | PPP Scanner || PPTP Server || SSTP Server || L2TP Server || OVPN Server || PPPOE Scan |

—_ IPsec =1 E3
— LZ P Policies Groups Peers Remote Peers Mode Configs | Proposals Installed SAs Keys Users
-+ 1*)=] (2] (¥ (Fing ]
— LZ P/ IPseC | |Name + | Address Pool \Address Prefix...| Spiit Include |Send DNS | v
i* request-only yes
SS‘ -P road-warrior road-warmior 24 192.168.3.0/24 no
* OpenVPN
pen
+ IPsec (IKEv1) |
sec (IKEv1) |




PPTP, L2TP (6e3 IPsec)

« B3nambiBaloTCA METOZIOM MACCUMBHOIO
NPOC/yLUMBAHUS

» https://www.cloudcracker.com/
—$200
— 24 yaca



https://www.cloudcracker.com/
https://www.cloudcracker.com/

L2TP/IPsec

* [loaaeprKa B KaneHTckux OC
— Windows - BCTPOEHHbIN K/IMEHT «
— Mac OS X - BCTPOEHHbIN KJIMEHT «
— Android - BCTPOEHHbIN KNIMEHT o
— i0S - BCTPOEHHbIN KIUEHT v

* L2TP/IPsec PSK ncnonb3yet Shared Secre*.

 L2TP/IPsec RSA kak npaBuno
noapa3symenaeT IKEv2 (He noAAepK1BAETCHA
B RouterQS)



L2TP/IPsec
I L) [T

Password-base Client Authentication ¥ 4
Certificate-base Client Authentication x x
RADIUS v

Tunnel All v v v
Split-Tunnel ¥ 4 ) 4 ¥ 4
Split-Tunnel (Proxy ARP) ¥ 4 ¥ 4 <
CepBep coobluaeT agpeca DNS/WINS ¥ 4 v v
CepB§p coobuaeT cnmcok Split-Tunnel v x v
ceTen x x x
TCP v v v
ot v v ¥

ESP



SSTP

* [loaaeprkKka B KaneHTckux OC
— Windows - BCTPOEHHbIN K/IMEHT «
—Mac OS X - He noaaep:KUBaeTCsiyg
— Android - He noaAepKHUBaeTCA ¢¢
—10S - He noaaeprKMBaeTCA %

 Certificate-based Server Authenticaticy



SSTP
™ nporocon | Routeros | Kamenr

Password-base Client Authentication

v
Certificate-base Client Authentication x x x
RADIUS v
Tunnel All v v v
Split-Tunnel \V 4 x v
Split-Tunnel (Proxy ARP) ¥ 4 v ¥ 4
CepBep coobuaeT agpeca DNS/WINS v v v
CepBep coobuaet cnmcok Split-Tunnel v x v
ceTeun YV g v 4 Vg
TCP x x x

UDP



OpenVPN

« KnneHntckoe MO

— Windows - 0CTyrnHO 6ecnaaTHoO v
— Mac OS X - goctynHo 6ecnniaTtHo v
— Android - goctynHo B Play MapKkeT 6ecniaTHy
—i0S - poctynHo B App Store 6ecnsiaTHO v

* Certificate-based Server Authentication v



OpenVPN

™ nporocon | Routeros | Kamenr

Password-base Client Authentication ¥ 4
Certificate-base Client Authentication V V v
RADIUS v

Tunnel All v v v
Split-Tunnel v v v
Split-Tunnel (Proxy ARP) ¥ 4 v ¥ 4
CepBep coobuwaeT agpeca DNS/WINS v x ¥ 4
CepBep coobuaet cnmcok Split-Tunnel v x v
ceTeun v v v
TCp v % v

UDP



|Psec

* KonnyecTtBo BO3MOXKHbIX BAPUAHTOB
KOH(UIypaumm HEBEPOATHO BEJIUKO

« /lanee pacCMOTPMM TaKMe BapMaHTbI:
— |Psec PSK
— |Psec PSK + XAuth
— |Psec RSA
— |Psec RSA + XAuth
— IPsec RSA Hybrid




|Psec

« KnneHntckoe MO

— Windows - 0CTyrnHO 6ecnaaTHoO
(Shrew Soft VPN Client)

— Mac OS X - BCTPOEHHbIN KJIMEHT
TakKe cywecTByeT HeodULUMaNbHAA COOPKa
Shrew Soft VPN Client

— Android - BCTPOEHHbIN K/IMEHT
—i0OS - BCTPOEHHbIN KJMEHT



|Psec
_

RADIUS

Tunnel All

Split-Tunnel

Split-Tunnel (Proxy ARP)

CepBep coobuwaeT agpeca DNS/WINS

CepBep coobuwaet cnmcok Split-Tunnel
ceTeun

TCP
UDP
ESP

" HeT nosHoueHHOM noaaep»Kku NAT-T

*

CAARCCKRLS
C RCCKRLLX
CARCLEXRLSL



|Psec

* |Psec RSA + XAuth
— He nopgpeprxuBaetca RouterOS ¢

* [Psec PSK
— He nopaepuBaeT ayTeHTUDMKALMIO KIMEH @
— PSK == Pre-Shared Secret



IPsec PSK + XAuth

* [loaaeprkKa KameHTckum M0
— Shrew Soft VPN Client v
— Mac OS X IPsec Client v
— Android IPsec Client v
—1i0S IPsec Client v

* PSK == Pre-Shared Secret



|Psec RSA

* [loaaeprkKa KameHTckum M0
— Shrew Soft VPN Client v
— Mac OS X IPsec Client v
— Android IPsec Client v
—1i0S IPsec Client v

* Certificate-base Client Authentication
— TpebyeTtca co3aanme PKI



|IPsec RSA Hybrid

* [loaaeprkKa KameHTckum M0
— Shrew Soft VPN Client v
— Mac OS X IPsec Client X
— Android IPsec Client v
—i0S IPsec Client X

* Certificate-base Server Authenticatioy

» Password-based Client Authentication,



[IpMepbl U3 IMYHOI O OnbiTa



[Toxxenanna Kk Mikrotik

« XOTenocb 6bl yBMAETb B OyAyLIMX BEPCUAX
RouterOS:

— lNonHoueHnyto nopgaepkka IPsec NAT-T
— MNopaepxKy RADIUS B IPsec
— NoaaepxKy UDP-TpaHcnopTa B OpenVPN




Bonpocbl U KOMMEHTapPUK



bnaropapto 3a BHMMaHue!



