Heckonbko kaHanos WAN
C pe3epBUpoOBaHMEM U pacnpegeneHmem
Ha ocHoBe Mikrotik

Kornev Oleksandr
admin@admins.ua
www.admins.ua




NocTaHOBKa 3aaauu

" HacTpowuTb A4OCTYN K CETU MHTEPHET Yepe3 HECKO/IbKO
dU3nYeCKM pasageneHHbIX No MHTepdencam KaHanoB

" Peanm3oBaTb MapKMPOBKY NaKeTOB ANA pacnpeaeneHus
Tpaduka
= ObecneynTb KOPPEKTHYIO paboTty dst-nat ana scex ISP

" HacTpouTb MexaHW3M KOHTPOAA AOCTYNHOCTU U
PAaboTOCNOCOOHOCTU KaHa/a C aBTOMATUYECKUM
pe3epBUPOBaHNEM

= ObecneynTtb rMBKOCTb PaboTbl cUCTEMBI ANA AUHAMUNYECKUX
IP appecos Ha WAN mnHtepdemncax
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Mpoctenwan cxema pabotbl Heckonbkux WAN

= etherl — ocHoBHOW KaHan (cTaTnyecknn IP)
= ether2 — pe3epBHbIM KaHan (AnHamuyeckui IP)

He 3abbiBaem
UCKTIOUUTDb
ether2 ns
bridge
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Bridae PD'tS|VL.-’-‘«Ns STl Part MY
[+][=] [#][x]
# | |Interface |Bridge
22: defoonf
0 ddether? bridge
oo defconf
1H [Bemes bridge
22; defoonf
2H  [Bletherd bridge
oo defconf
3H  [Betes bridge
5;; defoonf
4H Bl ates bridge
;1 deficonf
5H [Bether bridge
5;; defoonf
BIH [BRates bridge
;1 deficonf
7IH Eetes bridge
5;; defoonf
G = bridge
¢
Sitems [1 zelected)

General |Ethernet Loop Pratect  Owerall Stats

WName: | ethers
Type: |Ethemet

MTU: [1500 | :
Actual MTU: 1500 L2 MTL: |1558
-D:-mI
L2 MTU: |1598 MALC Address: |E4:D1:54:95:3IJ:58 |
EMOYE
Max L2 MTU: | 8156 ARP: |enahled K2
MALC Addres ARP Timeout: | | b
. 1
ARP: | enabled fdmin, MAC Addiesl |64:01:54.95.30.58 | &

ARP Timeout:

Interface <bridge:

GBana'|STP YVLAN  Status | Traffic ]

Actual MTU: [1500

Ageing Time: | 00:05:00 |

Mame: |bridge | Cancel

i

Type: |Bridge | Peph
MTU: | |-

Dizable

[ ] IGMP Snooping
Fast Fonward

| enabled

| unning |

| ehabled
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YcraHaBanBaem HacTpoinku ISP1, ISP2 yepes GUI

Foute List

Routes |Ne:-:th|:||:us Bules  WRF

-EE EIENERR

[=]/E3
*= . ==
[Address 7 [Network I E Interface Interface List | Ethernet  EclP Tunnel  IP Tunnel | ..
CERTAra e | A0 ether-wan at Lizt | : =
D EB2.1‘I?.24EI. f2R 0 B2117.249128  ether2-wan? IEHI_IE' @ f _ | Find | | |aII "|*|
-:- defcanf 15t £ | Intertace il
BH192165.249.254/24 192162.2490  bridge 2 defoont
LAM bridge
22 defconf
AR el | -5
DHCP Cliert | DHCP Cliert Dptians Tios
(#][= ][] (5] [¥] [Fee [ e |
|Interfau:e £ |L|se P... |.-’-'-.d|:| D... | (L P Address |E:-:|:|ires After | Status | |V
ethers-wan: [I=%: yEs 21172491 .. 05:50:18 bound

| Find

| 4 | Gateway

|Distanu:e |Huuting b ark |F'ref. Sounce |

37.57.71.254 reachable etherl-wanl

32117, 249129 unreachable

ether] -wanl reachable

oac W37 57 71.0/24

PR
DALC .82.11?.249.12... ether2-wanz reachable 82.117.249.
DAL .192.158.249.0... bridge reachable 192168.249. ..
5 itemns
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Unun nponucbiBaem HacTtpouku ISP1, ISP2 us KoHconum

/ip address add address=37.57.71.XXX/24 interface=etherl-wanl

/ip route add dst-address=0.0.0.0/0 gateway=37.57.71.254
distance=3 comment="MainChannel”

/ip dhcp-client add interface=ether2-wan2 default-route-
distance=4 disabled=no

HacrpanBaem 6nokupylowme npasuna gna ether2 no
aHanorum 3asoackux y etherl

/ip list member add interface=ether2-wan2 list=WAN
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Boikntouaem npasuno fasttrack connection
Firewall =] E3

Fiter Rules | MAT Mangle FRaw Service Pots Connections Address Lists  Layer? Protocols
IEHE' Izl |l.'|l.'| Reset Counters ||DD Reset All Counters | |;_._._ | |a|| ";|
# | |.Pu:tiun |Chair1 |Src..ﬂddress |F‘mtu::n| |D5t. Port |In. Interface Out. Int... |Connection State | Connection NAT...|F‘ad{e‘ts | |"’
.+ special dummy rule to show fastirack counters
0D [Epas.. foward 0
.o defoonf: accept established related untracked
1 o acc... input established relate. . 1080
.o defoonf: drop invalid
2 #Kdrop  input invalid 300
.o defoconf: accept ICMP
3 face... input 1 ficmp) 1
.. defeonf: accept ICMP
4 o ace... input G tcp) 2291 4
.1 defeonf: drop all net coming frem LAN
L #Kdrop  input 3380
;. defeonf: accept in ipgec policy
[ acc... forward ]
;.. defconf: accept out ipsec policy
7 o ace... forward 0
.1 defconf: fasttrack
8 X .. fastt. . forward established related 0
. defoconf: accept established related, untracked
9 o#acc... forward established relate. . ]
.o defoonf: drop invalid
10 #Kdrop  forward invalid ]
. defoconf: drop all from WAN not DSTHATed
1 #Kdop  forward new Idstrat 0
12 items (1 selected)
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3apencrsyem HeCKonbKo KaHanos WAN

Bbiaenaem TpaduK, KOTOPbIN AonKeH xoamnTb Yepe3 WAN?2, B
npumepe ncnosb3yetcs otbop no src-address, Ha NpPakTUKe XKe
MOXeT bbITb 1It0H6ON ApYyron KpUTEpUN:

/ip firewall mangle add chain=prerouting src-
address=192.168.249.10 connection-nat-state=!dstnat
action=mark-routing new-routing-mark=by_wan2
comment="SecondChannel”

[Janee HeobxoaMMmo co3aaTh route AnA NAaKeToB NOMEYEHHbIX
«by_wan2», HO TaK Kak Ha uHTepdeince ether2 IP n Gateway
ANHaMUYECKUE, 3HAYUT U NPaBUIO A0/TKHO ObITb AMHAMUYECKHU
obHoBnAowmMmcA. Peannsyem sto npu nomouwm dhep-client Script

https://wiki.mikrotik.com/wiki/Manual:IP/DHCP Client#Lease script example
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https://wiki.mikrotik.com/wiki/Manual:IP/DHCP_Client#Lease_script_example

Ckpunt DHCP client nurepdeiica ether2

DHCP Client <ether?-wan2>
DHCP Advanced | Status

DHCP Options: . +
‘clientid

¢ 4

g
A

.‘I.

Default Route Distance: | 4

local mark “by_wan2"
local count [/ip route print count-only where comment="WAN2"]
if (Sbound=1) do={
i (Scount = 0) do={
} fip n:{:ule add gateway=3%"gateway-address” comment="WAN2" routing-mark =Smark
pleg=
# (Scount = 1) do={
local test [/ip route find where comment="WAN2"]
i ([/p route get Stest gateway] |= $ gateway-address”) do={
/ip route set Stest gateway=5"gateway-address”

}else={
} emor “Multiple routes found™

)
} else={
fip route remove find comment="WANZ2"]

}

enabled Status: bound
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Hactpoum DST-NAT ana scex nHtepdeuncos

= 1N NOKanbHbIX UHTEPPENCOB:

/ip firewall nat add chain=srcnat src-address=192.168.249.0/24 dst-
address=192.168.249.0/24 action=masquerade

= Nna etherl nHtepdemnca:

/ip firewall nat add chain=dstnat dst-address=37.57.71.XXX protocol=tcp dst-port=22777
comment="“SSH to Server WAN1” action=dst-nat to-addresses=192.168.249.10 to-
ports=22

= Nna ether2 nntepdeica:

/ip firewall nat add chain=dstnat dst-address=1.1.1.1 protocol=tcp dst-port=22777
comment=“SSH to Server WAN2” action=dst-nat to-addresses=192.168.249.10 to-
ports=22

Ip 1.1.1.1 BcTaBseH He owmnbo4HO 1 He CopyPast’om. OH byaeT aBTOMATUYECKHU
3aMEeHEeH Ha npaBuabHbIN, mogmndbunumnposaHHbiMm dhcp-client ckpuntom
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{ :local rmark "by_wan2"
:local count [/ip route print count-only where comment~"WAN2"]
:if (Sbound=1) do={
:;if (Scount = 0) do={
/ip route add gateway=5"gateway-address" comment="WAN2" routing-mark=Srmark
/ip route add dst-address=8.8.4.4 gateway=5"gateway-address" comment="test WAN?2"
:local dstnatcheck [/ip firewall nat find where comment~"WAN2"]
/ip firewall nat set Sdstnatcheck dst-address=S$"lease-address"
:log warning ("New WAN2 IP=".S"lease-address")
} else={
:if (Scount = 2) do={
:local test [/ip route find where comment™~"WAN2"]
:if ([/ip route get Stest gateway] != S"gateway-address") do={
/ip route set Stest gateway=S$"gateway-address"

ana ether2

:local dstnatcheck [/ip firewall nat find where comment~"WAN2"]
/ip firewall nat set Sdstnatcheck dst-address=S$"lease-address"
:log warning ("New WAN2 IP=".5"lease-address")
}
} else={
:log error ("Multiple routes found") }

}

} else={

MoaundunumpoaHHbiv ckpunt DHCP-client

/ip route remove [find comment~"WAN2"] } }
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3a4yemM Hy}XHa MAapPKMPOBKA NaKeTOB
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MapkupoBKa naketoB gna dst-nat

/ip firewall mangle add chain=forward in-interface=etherl-wanl action=mark-
connection new-connection-mark=by_wan1

/ip firewall mangle add chain=forward in-interface=ether2-wan2 action=mark-
connection new-connection-mark=by_wan2

/ip firewall mangle add chain=prerouting src-address=192.168.249.0/24
connection-mark=by_wan1 action=mark-routing new-routing-mark=by_wanl

/ip firewall mangle add chain=prerouting src-address=192.168.249.0/24
connection-mark=by_wan2 action=mark-routing new-routing-mark=by_wan2

ip route AN NaKeToB C MapPKMUPOBAHHbIM MapLLUpyTOM by wan?2
co3aaetca aBtomatmdeckn dhep-client ckpyuntom, a BOT anA nakeTos
by wanl He 3abbiBaem c034aTb MapLPYT CAMOCTOATENbHO:

/ip route add dst-address=0.0.0.0/0 gateway=37.57.71.254 routing-
mark=by_wanl comment=WAN1
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MapKupoBKa naketos gn1 input connections

/ip firewall mangle add chain=input in-interface=etherl-wanl
action=mark-connection new-connection-mark=mkt_wan1l

/ip firewall mangle add chain=input in-interface=ether2-wan2
action=mark-connection new-connection-mark=mkt_wan2

/ip firewall mangle add chain=output connection-mark=mkt_wan1l
action=mark-routing new-routing-mark=by_wanl

/ip firewall mangle add chain=output connection-mark=mkt_wan2
action=mark-routing new-routing-mark=by_wan2

Mponuwem cratnuecknu route Ha 8.8.8.8 ana KoHtpona WAN1

/ip route add dst-address=8.8.8.8 gateway=37.57.71.254
comment=test WAN1
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KoHTponb paborocnocobHocti WAN1 n WAN2

/tool netwatch add host=8.8.8.8 up-script="/ip route set distance=3
[find comment=\"MainChannel\"]" down-script="/ip route set
distance=7 [find comment=\"MainChannel\"]"

/tool netwatch add host=8.8.4.4 up-script="/ip firewall mangle set
disable=no [find comment=\"SecondChannel\"]" down-script="/ip
firewall mangle set disable=yes [find comment=\"SecondCha

nnel\"]"

/ip firewall filter add chain=output out-interface=etherl-wanl
dst-address=8.8.4.4 action=drop
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