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Ob6 aBTOpE

CUCTEMHBLIN agMUHUCTpaTop 6onee 10 net

HacTpounka Windows, Linux

BupTyanmnsaumsa Ha ocHoBe VmWare (ESXi)

ceteBomn nHxeHep: Mikrotik, L2-L3 ceutum Cisco, D-Link, Edge-core etc.

IP PBX (Asterisk) - open source nporpammHas ATC

npoekTupoBaHue IT NHppaCTPyKTypbl 3aka3dumka U peanusaumsa npoekTa “noa
KIToY”

paboTa c Mikrotik bonee 8 net (ot hAP Lite oo CCR)



Mikrotik aTO:

e MoxxHO caenaTb Ka4eCTBEHHOE pelleHne
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Winbox

© admin@192.168.126.128 (MikroTik) - WinBox v6.41.3 on CHR (x86_64) @ admin@192.168.126.128 (MikroTik) - WinBox v6.41.3 on CHR (x86_64) 6 7 - O X
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Winbox

© WinBoxv3.13 (Addresses) - | Y
File Tools
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Micnonb3yem pmnbTpbl

Interface List
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MHCTpYyMeHTbI Noncka
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icnhonb3oBaHue ceccuu

© 2dmin@192.168.126.128 (MikroTik) - WinBox v6.41.3 on CHR (x86_64) - O X © dmin@192.168.126.128 (MikroTik) - WinBox v6.41.3 on CHR (86_64) - 6 X
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[lobaBneHne/yaaneHne “cBonx’ KOJTIOHOK
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Mcnonb3ysa ceccun:
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Address Lists

Firewall =] E3
Fiter Fules  MAT Mangle FRaw Service Pots  Connections  Address Lists | Layer7 Protocols
=] v]x [Fnd__Jlal__]® cTaTuyeckas
|Name £ |Mdress |TiI'I'IE.'ﬂLI‘t |Cre.atinr1 Time |Cumme.-nt |7|
@ allow-rdp 4444 Apr/01/2018 14:32:29 : 3alruncCb
@ allow-rdp mikcrotikc com Apr/01/2008 14:32:38 1’
D @ allow-rdp 159.148.147 156 AprA01/2018 14:32:40 mikrotike com / /
@ allow-rdp google.com Apr/01/2018 14:32:49
] @ allow-rdp 21658 205238 Apr/01/2018 14:32:49 google.com /
@ allow-rdp SZUre.Com Apr/01/2018 14:34:57
] @ allow-rdp 137135107 235 Apr/01/2018 14:34:59 azure com
] @ allowrdp 235864158 Apr/01/2018 14:34:59 azure com
D @ allow-rdp 40.126.245.165 Apr/01/2018 14:34:55 azure.com <: (pOpMleyeTCﬂ
] @ allow-rdp 104419139 Apr/01/2018 14:34:59 azure com
] @ allow-rdp 407413320 Apr/01/2018 14:34:59 azure com aBToOMaTu4ecKn
D @ allow-rdp 104.40.52.107 Apr/01/2018 14:34:59 azure.com
D @ allow-rdp 13.54.152.98 Apr/01/2018 14:34:55 azure .com
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Ncnonbays Address List - B Firewall 6yaet Bcero O[JHO npasuno, a He 10. He Hy>xHO cneauTb 3a
nameHeHusimm IP agpecos
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[1paBa nonb3oBaTenen

[‘paHynupoBaHHbIE NpaBa JOCTYyMNa Ha OCHOBE rpynn New Group =] B3
[system users groups Name: [group-est
CrtangapTHbile full, read, write Poiicies: || local telnet
ash ftp
Kateropuu npas: reboot read
Login policies: local, telnet, ssh, web, winbox, password, api, dude write policy
g ] p o ) ) p o p ) test winbao
Config Policies: ftp, reboot, read, write, policy, test, sensitive, sniff, romon password || web
sniff sensitive
: api romaon
New User (= E3 |8 : . . dude tikapp
Name: |userl 5ers | Groups S5H Keys S5H Private Keys  Active Users
_ + =| |v|%||al 7] am Skin: [(EET S +
Group:
e ek * Mame Group Allowed Agtigess Last Logge
Alowed Address: = ::: system default user
S e
daea Login Authentication&Accounting
Password- as HADILS oK
) v| Accounting
Confirm P rd: G ance
S TS icd Interim Lpdate: ~
Default Group: read ¥
e r Exclude Groups: ¥
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RADIUS

EouHas Touka xpaHeHusa gaHHbIX ayTeHTudmnkauuu,
aBTOpM3auUUKN N akkayHTUHra (Npy Heob6XoaANMOCTH)

RADIUS mMo»HO ncnonb3oBaTtb Ans
ayTeHTudukaumm cnyxo:
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Authentication Port: (1812
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A Bbl ucnonozyete ROMON?

"Router Management Overlay Network™ - BO3MOXHOCTb AOCTy4aTbCA A0 poyTepa, Koraa ceTb He paboTaeT

https://wiki.mikrotik.com/wiki/Manual:RoMON

https://mum.mikrotik.com/presentations/ID15/presentation 2841 1447681048.pdf

nosieuncsa B ROS 6.28

WinBox v3.0rc13 (Addresses) e -
File Tools
Connect To: | | [Vl Keep Password
Login: |admin ] [ Open In New Window
Password: | ]

Hostl

fe80::200:abff fe2c R1

00:00:AB:2C:DC:00

|Version |Board 184
6281  x@
6291  x36

192.168.1.0/24

R1

11.11.11.0/24

R2

22.22.22.0/24

WinBox v3.0rc13 (Addresses)
File Tools

- 4+ X

-

Login: |admin

Password:

2

RoMON Agent 19216812

[ Add/Set ] ‘ Disconnect From RoMON ] Connect l

(v Keep Password
| Open In New Window

I

Managed RoMON Neighbors |

(3] e



https://wiki.mikrotik.com/wiki/Manual:RoMON
https://mum.mikrotik.com/presentations/ID15/presentation_2841_1447681048.pdf

PoaontenbCKUN KOHTPOIb

/ip kid-control Pa6otaet Ha ROS >6.42. XoT4 Ha wiki yka3aHo 6.41+

Briokmpyem vnun orpaHnynBaem no CKOPOCTU YCTpOMUCTBA “‘AeTen’

Kaxxgomy MAC agpecy 3agaeTtcs npMHagnexXHoCcTb K BriagenbLy

OpHom komMaHOou paspeluaem/3anpelwiaem/3agaemM napameTpbl 4OCTyNa B MHTEPHET cpaldy Ha BCE

yCcTpouncTea

/ip kid-control add name=kid1 fri=7h-22h mon="" sat=6h-22h sun=""\

thu="" time-rate-limited=

rate-limit=10k time-rate-limited=0s-0s

/ip kid-control device add mac-address=AA:AA:F1:99:11:A1 name=devicel user=kidl

/ip kid-control device add mac-address=AA:AA:F1:00:11:A2 nama—davicad near=lid1 .

/ip kid-control pause kidl
/ip kid-control resume kid1l

Fiter Rules | NAT Mangle Raw Service Pots Connections =~ Address Lists Layer7 Protocals
+ =T Reset Courters || 00 Reset All Counters dynamic || ¥
H Action  |Chain Src. Address |Dst. Address |Proto...|Src. Pot  |Dst. Port  |In. Inter...|Out. Int... | Bytes Packets hd IE"E
;1: device2, kid-contral
24D  Hreject forward 192.168.1.2 0B 0
.- device2, kid-control
25D Hreject forward 192.168.1.2 0B ] =3
Kid Cortrol [=E

Kids | Devices
*|=| v x| T [

MName Sun Man Tue Wed Thu Fri Sat hd
P kdl 00:00:00-00:00:00  00:00:00-00:00:00 00:00:00-00:00:00 00:00:00-00:00:00 00:00:00-00:00:00 00:00:00-00:00:00 00:00:00-04

Resume

17



MetaRouter

https://wiki.mikrotik.com/wiki/Manual:Metarouter

MetaRouter is a new feature in RouterOS 4.0 beta 1 and RouterOS v3.21
Currently MetaRouter can be used on

e RB400, RB700 series except models with SPI flash, RB900 series except models with SPI flash,
RB2011 boards
e Listed PPC boards: RB1000, RB1100, RB1100AH and RB80O0.

MetaRouter - BupTyanbHaa mawmHa. MoxHo noctasntb Open-WRT n Tam yxe Hactpoutb SQUID, Asterisk
Hy>xxHO oT 16M6 O3Y

https://netflow.by/blog/net/629-zapusk-asterisk-na-mikrotik-s-pomoshchyu-metarouter-i-open-wrt
https://habrahabr.ru/post/180889/
http://asp24.com.ua/blog/virtualnaja-mashina-metarouter-i-zapusk-openwrt-na-marshrutizatorah-mikrotik/

18
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PekomeHaauunu:

Address Lists

Interface List (static, dynamic)

DNS nmeHa B address-list (> 6.36), TyHHENbHbLIX MHTEpdencax un T.4.
perynapHo obHoBnsiem ROS u firmware (software “/system package”,
firmware “/system routerboard ” ).

B 6.42 noasunocsk /system routerboard settings set auto-upgrade=yes
routerboard - added RouterBOOT "auto-upgrade" after RouterOS upgrade
(extra reboot required);
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PekomeHgauun (NpoaormkeHne):

/ip firewall layer7-protocol - ncnonb3yem akkypatHo. CunbHo rpysmnt CPU
/ip service - OTKNKOYaEM HEHYXXHOE, OrpaHuyYmMBaemM paspelleHHblie |P

/ip cloud - Dynamic DNS ot Mikrotik (nosiBunocs B 6.27)

nmsa snaga 529c0491d41c.sn.mynetname.net

Safe mode - bepexem cBon HepBbl 1 Hory !

He 3abbiBaeM 0 6ekanax (*.rsc and *.backup)

bridge - admin mac address

IP Service List
v % T

Name Port Available From Certfficate

e 25 10.0.0.0/8

@ telnet 23
@ winbox 8291
@ winw 80

8 items (1 selected)




[1poaABUHYTLIE BO3MOXXHOCTMU:

remote log, topic log

users: group right (full, read, write and custom), allow address, SSH keys
TFTP cepBep (3arpyska no cetu, KOHpUrypaumnsi yCTpomcTa)

/ip service - MEHSIEM MOPTbl HA HECTaHO4APTHbLIE

/system watchdog - nepesarpyska poyTtepa, ecnu y3en HeaoCTyrneH
/system scheduler - nnaHnpoBLUK (on boot, on time, repeat interval)
AAA, remote radius, user manager

/tool bandwidth-test - TecT nponyckHon cnocobHOCTM KaHana
OVHaMUyecKkasa MapLupyTmsauus

NTP server

NTP client
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[1poABUHYTbIE BO3MOXHOCTU (npogonetue):

auto upgrade (one mikrotik as packages repository, from DUDE)

System -> Auto Upgrade
https://wiki.mikrotik.com/wiki/Manual:Upgrading RouterOS

QoS - npunoputesauma Tpaduka (simple queue, queue tree)

/tool mac-telnet

wndpposaHme (IPSec, GRE, OpenVPN, L2TP, EolP T1.4.) B T.4. annapaTHoe B
HekoTopbIX Mogensx H.p. hEX (RB750Gr3)

Scripting (https://wiki.mikrotik.com/wiki/Manual:Scripting)

/ip settings set rp-filter=strict - nrHopmpyem nakeTbl C HEMPaBUIIbHbLIM SIC
(3awmTta ot bogon/bogus networks - HemapLwpyTU3NpyeMbIe B MUHTEPHET CETU
https://www.securitylab.ru/blog/personal/aodugin/305208.php) 22



https://wiki.mikrotik.com/wiki/Manual:Upgrading_RouterOS
https://wiki.mikrotik.com/wiki/Manual:Scripting
https://www.securitylab.ru/blog/personal/aodugin/305208.php

[1poaABUNHYTLIE BO3MOXXHOCTU (npogometive)

e /ip neighbor - nwem yctponctea B ceTu. Hac Toxe Moryt obHapyxutb!!!
nogo6bHen hitps://habr.com/post/312236/

/interface bridge filter

add action=drop chain=output dst-mac-address=01:00:0C:CC:CC:CC/FF.:FF.FF:FF.:FF:FF \
out-interface=etherl-gateway comment="MNDP, CDP”

add action=drop chain=output comment="LLDP" \
dst-mac-address=01:80:C2:00:00:0E/FF:FF:FF.FF:FF:FF out-interface=etherl-gateway

fip firewall filter

add action=drop chain=output comment=Discovery dst-port=5678 \

out-interface=etherl-gateway protocol=udp

Neighbor List =l E3
T | | Discovery Settings

Interface IP Addre... MAC Address |dentity Platform Version Board Ma... |IPv6  |Age (s) |UPtime -

& ether 192.168... 50:00:00:03:.00:00  MikroTik  MikroTik  £39.2(st... CHR no 36 51d 01175

A etherl 192,168, 02:39:EE:0E:91:.00 AK-MT@,, MikroTik 6405 (st., x86 yes 32 34 10:27:14

& etherl 192 168... 02.CD:27:00:17E2 AK-MT@.. MikroTik 6405 (st.. x«86 yes 1  86d14:28:44 23

%etherz 50:00:00:03:.00:02 MikroTik  MikroTik 6.39.2 (st.. CHR o ¥k 5d01ITH


https://habr.com/post/312236/

MeToabl oTnagku (troubleshooting):

/tool ping

/tool traceroute

/tool torch

/log, /system logging - nornpyem Hy>xxHoe nogpobHo

/tool sniffer - 3axBaTbiBaeM 1 aHanuU3npyem nakeTbl.

CknagbiBaeM nokanbHO Unu otnpasnsem no npotokony TZSP n cmotpum B
real time B Wireshark (udp.port == 37008)
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HYy>XHa NMomMoLUb, NHTEPHET HE

pabotaeTt?
Support Output Fij. =.

5 System

poctynHo co3gaHune n3 Winbox, Webfig, Console
/system sup-output name=supout.rif

Konnpyem dann k cebe 1 nepegaem gpyry mnm B
TexnogaepXxky. B HemM cogepxuntcsa: noru,
KOHdoUrypauumsi, Tekywee CocTosiHue

File List [= B3

[MlocMoTpeTb cogepxmumoe anna MOXXHO Ha — S Bt A
cante https://mikrotik.com/client/supout

797.8Ki

! - I
1item (1 selected) |47.8 MiB of 128.0 M used 62% free



https://mikrotik.com/client/supout

Hy)XHa nomMmoLlb, MUHETPET He paboTaeT?

address
address6

arp

bfd

bgp

bridge
certificate
dhcp

export
firewall
firewall-bytes
firewall-packets
firewall-stats
firewall6
firewall6-stats
health
hotspot

Support Output File
instchk gueue
interface gueue-bytes
ippool queue-packets
ipsec gueue-stats
license resource
log route
mesh route6
mme routerboard
mpls store
neighbor switch
neighbor6 usb
nexthop web-proxy
ospf webproxy
package webproxy-test
pci wireless
port
PPP
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[lone3Hble CCbISTIKU N KOHTaKTbI:

e https://mikrotik.com/download

e https://wiki.mikrotik.com/wiki/Manual:TOC

e mikrotik backup and configure system - Ansible
(http://mum.mikrotik.com/presentations/RU16/presentation 3841 1476092869.pdf,
https://youtu.be/-NfES26€eE-c)

e https://mum.mikrotik.com/archive

e https://wiki.mikrotik.com/wiki/Manual:Packet Flow

e-mail: Mihail. MUM@agmail.com
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