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Mikrotik Cloud Hosted Router (CHR)

Cloud Hosted Router ™ - ocobbi1 BUA, XOPOLIO U3BECTHOM
onepaumoHHomn cuctembl Mikrotik RouterQOS,
npeaHa3Ha4YeHHOM crneunanbHO ANA UCNONb30BAHMA Ha
cepsepax VPS/VDS xocTuHr nposangepos c 64 6UTHOM
apxuteKktypomn. OcHoBHoOM 3aaaven CHR asnaetca
pacnpeaeneHne, nepeHanpaBaeHne U ynpasaeHmne CeTeBbIM
Tpadmnkom. MMHMMaNbHbIe XapakTepuctukn VPS/VDS:

* 64bit CPU c nogaepxKon BUpTYyann3auum

e 128 MB unn bonee O3Y
e 128 MB guckosoro npoctpaHcTea (Ho He 6bonee 16GB)
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MoarorosurenbHble paboTbl:
1. Perncrpauma XOCTUHI aKKAyHTaA

JlaHHaA npe3eHTaumA HanMcaHa Ha Npumepe UCMNOo1Ib30BaHUA
YCNYTr XOCTUHT KoMmnaHuu UTJI

na perncrpaumm MmoHO UCNO/1b30BaTb CAeAyOULYH CCbINKY:
NTJ1 pernctpaums

Haw npomokKoa: PP-1779012
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https://itldc.com/?from=17790

MoarorosurenbHble paboTbl:
1. Perncrpauma XOCTUHI aKKAyHTa

- Perucrpauus
h\r

Y mexsa YXE €CTb Yy4YETHAA 3aNUChb

CTpaka * | . ykpauka v 2
Email agpec . . * | email ?
KoHTakTHoe nuuo * Kopres AnexcaHap ?
Maponb T sesssenens é@* 2

MoaTeEp*aerue » * | seesccnees ?

v Cornaces ¢ yCNOBMSMM KCMONb30BAaHWUA

YCcnoena NCnonb3oBaHus

Ok OmeHa
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MoparotoButenbHble paboTbl:
2. 3aKas ycayr

MmaeHasn BuptyankHb:.. > 3akas BUpTyanbHOro cepeep...

3aKka3 BUpPTyanbHOro cepeepa (A »@!
War 1 LWar 2
TapudHbIn NnaH MAanamMaTNR VEmiri

[ara-ueHTp. 8 KoTopom OyaeT OTKpbITa yCnyra

BrifepuTe gata-ueHTp e EU3.ITLDC (RIX) - 2
MEPNOA ONNATH ... ) MECAY Tpu mecaya Monroga rog
b r.h .
i SSD VDS 1G: 1Gb RAM, 1 CPU, 10Gb SSD RAID1+0, 349€3a 3akazaTs
g ) true unmetered bandwidth MECcAY
L SSD VDS 2G: 2Gb RAM, 2 CPU, 15Gb SSD RAID1+0, 6.99 € 33 3akazaTh
A true unmetered bandwidth MEecAy
izm  SSD VDS 4G: 4Gb RAM, 4 CPU, 25Gb SSD RAID1+0, 13.99 €33 S
= .
¢ true unmetered bandwidth MECAY
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AETOMpogneHue

JomeHHOE WKMa

DnepaynoHHan CHCTEMa *

MpegycTaHoeneHHos MO

MaHenk ynpasnexsus cepeepom

Konwyecteo IP-aapecos

KonW4eCTED NpOLUECCOpPOE

Konuyecteo IPvE-agpecoE

OeTtanu sakasa:
S50 VDS 16 (Bazoean ueHa) - 3.49 € za mecAy,

OnepaynoHHan cuctema: becnnathas DC

3.49 € za mecAy

Debian-2-286_&4

- HE YCTAHOBNEH --

Bes nanenwn ynpaeneHKA (0.00 € 33 mecs=

o

o

MaHent ynpasneHuA cepeepom. Bes nadeny ynpasneHnus

Konudecteo IP-gopecos:; 1 WT
KonudecTeos npousccopos: 1 Wr

Konuqecteo IPvE-agpecos: 1 WT

MToro £ onnare: 3.49€

=

2 W (250€
2 W (2.00€

T WripoE
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MoarotosuTenbHble PaboTbi:

* [locne ycnewHoW perncTtpaumm u onnaThbl,
aBTOPU3UPYEMCH U 3aX0AMM B pa3gen:
«BupTyanbHble cepBepbI»

& Knuewr
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MoarorosurenbHble paboTbl:
3. NMoarotoBKa LiveCD obpa3a

Nwem B MHTepHeTe 0bpa3 ntobumoro anctpmnbytmnea Linux ans
3anycka B pexume LiveCD u Konupyem npamyto CCbIJIKY Ha
HYXXHbIW Ham iso ob6pa3 B bypep obmeHa nam 6/10KHOT:

http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/|
ubuntu-16.04-desktop-amd64.iso
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http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/lubuntu-16.04-desktop-amd64.iso
http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/lubuntu-16.04-desktop-amd64.iso
http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/lubuntu-16.04-desktop-amd64.iso
http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/lubuntu-16.04-desktop-amd64.iso
http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/lubuntu-16.04-desktop-amd64.iso
http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/lubuntu-16.04-desktop-amd64.iso
http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/lubuntu-16.04-desktop-amd64.iso
http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/lubuntu-16.04-desktop-amd64.iso
http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/lubuntu-16.04-desktop-amd64.iso

MoarorosurenbHble paboTbl:
4. MoarotoBKa K 3arpys3ke LiveCD

Ha)knmaem Ha BUPTYyasibHbIN cepBep CO3AaHHbIN
NO YMO/IYaHUIO, BBEPXY CTAHOBATCA aKTUBHbIMMU:
KHOMKW ynpaBneHus, Haxknmaem «llepentm»

..............................

= w8 HEg B
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MoarotosutenbHble paboTbi:
4. MNoarotoBKa K 3arpy3ke LiveCD

* [lepexogum Ha cTpaHuuy «VM manager»
* B paspene «YnpasneHue» Bblbnpaem:
* «ISO obpasbl» - 3arpy3mnTb

emor ger
Mmagxan Cnuc
Ek@E HDR _
J Cnucok 1S0-06pa3sos ¢ @ FE S
& Ynpaenenue
o @ e
3arpysuts
oAl et——
IIIIIIIIIII -
s id Bpemn yananexnus Pasmep CocTofHuE
5 md 20 ¢
&
# Hacrpoiku
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MoarorosurenbHble paboTbl:
4. MoarotoBKa K 3arpys3ke LiveCD

Bbibnpaem «URL ISO-06pa3a Ha apyrom cepsepe»
BcTaBnaem 3apaHee COXpaHEHHYIO CCbIKY Ha o6pa3 Linux LiveCD
[MpucBanBaem ntoboe MMA, HAXKMMAEM KOK»

v 2, sawkass1 «
manager
naexan Cnucok ISO 3arpys 150-o6pas
=] = *
= | 2
ﬁ' 3arpy3utb 1SO-o6pas c@
Tun daiina URL ISO-ospaaq Ha Apyrom cepeepe v|?

URL
http://cdimage.ubuntu.c eleases/16.04/rel [ 16.04-desktop-amd64.iso ? Q

lubuntu-16.04

Onu
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MoarotoButenbHble paboTbi:
4. MNoarotoBKa K 3arpy3kKe LiveCD

* Hayasca npouecc 3arpysku, o yem
CBMOETEeNIbCTBYET aHMMUPOBAHHOE
n3obpaxeHue AMNCKA, OXKUAAEMCA NOKa
NOABUTCA «3eneHas ranodka» (2-5 mmHyr)

9 manager
Maexas Cnucok 1S0-o6pasos
E k@ ®EE ,
J Cnucok 1SO-06pasoBs ¢ @ 7S

& Ynpaenesue

||||||||||| "

% 1eHuR CocronHue

nd 13:44:5 20
& 06-09 09:58:56 AR
-

&
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MoarorosurenbHble paboTbl:
4. MoarotoBKa K 3arpys3ke LiveCD

Bo3Bpallaemca B pasgen «BupTtyanbHble MallUHbI»
HaXXnmaem KHONKy «ANCKn»

Mmaexan
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4. MoparotoBKa K 3arpy3ske LiveCD
B pasaene « AUCKM» HaxXumaem «ISO»

VM

manager

masHas BupTyanbHbl > [WCKH BUPTYanbHOW MalWMKHbI ...
E w8 B = )
7J [Ouckn BUPTyanbHOW MalMHbI - vm169990 cammasE
& Ynpaeneuue
BUpTyanbHble MalwMHbl . = + Shift +
& iyt S0 Hasag IS0
B HbIE QUCKK —
i Id HanmeHoBaHWE Wuxa Ycrpoucteo | Pasmep, MiB| TNopraok sarpysku
SSH kntouit
@ Cramicruka 3699 ) lubuntu-16.04-desktop-amd64.iso ide hda 840 2
3546 & vm169990 virtio vda 10000 1

# Hacrpoiiku

CtaBum npuopuTert 3arpyskm «B Havyano»

VM

L, dawnavul ¥

lﬂOlTC]gCr
Maexan BupTyantHbl > [Oucku BupT. > MNogxmouenue 1S0-o6pasa
| HE R
" J Mopgknioyenue 1SO-o6pasa ¢ @
< Ynpaeneuue 5
Wma obpasa lubuntu-16.04 W) = Ma daiina ¢ o6pasom
WuHa ide
BupTyaneHoe ycTpoiicTE0 hdb Sk
Mopsgok sarpysku B navano ?

& Cratuctuka

® Hacrpoiiku Ok

A

5 = E

Otmena

M

R -V - |
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MoparotoButenbHble paboTbl:
5. 3anomuHaem IP agpec ana LiveCD

_J Virtual machines

e P B ®» B = 9© ¢

Edit Start Stop Restart Reinstall Password Disks Interfaces

—J

IP addresses

w B ¢ m

Fitter Information Load Bandwidth WVHC

id - Mame Domain name IPv4 address IPv6 address 05

vm 169990 vds- 169990 hosted-by-itidc.com 195.123.212.140 2a02:27ac::1a9 Debian-9-x66_64

Dashboard Virtual ma... » List of IP addresses - vm...

_J List of IP addresses - vm169990

k- —

Back Edit

id IP address Domain Gateway address «| HNetwork mask
=,

20385 195.123.212.140 vds-169990.h 1951232081 2552552450
20389 2a02:27ac:1a8 vds-169980.h  2a02:27Vac:1 32

Kornev Oleksandr
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MoparotoButenbHble paboTbl:
6. 3arpys3kKa c LiveCD

[anee, Kak n NPUHATO, paboTaeT 3a4acTylo TO/IbKO Yepes
Internet Explorer

_J Virtual machines

1
< -... - Y 3 = ] p p
2 (P E © 8 Y s ¢ @& o
Start IP addresses  Filier Information Load Bandwidth VHEC

Edit Stop Restart Reinztall Password Disks  Interfaces

d - MHame Domain name IPv4 address IPvE address 0%
2al2:27ac:1ad Debian-9-x86_64

3143 wm 169990 wdz-169990 hosted-by-itidc.com 195.123.212.140

_J Virtual machines
2

e P ® P m s 9@ F v L e oo

Edit Start Stop Restart Reinstall Password Disks Interfaces IP addresses  Filier Information

d - MHame Domain name IPv4 address IPvE address 05

3143 wm 169950 wds-169990 hosted-by-itidc.com

195.123.212.140 2ab2:3Tac:1a9 Debian-9-x56_64
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MogrorosutenbHble paboTbl:

Language

Amharic
Arabic
Asturianu
Benapyckan
Bt Arapckm
Bengali
Tibetan
Bosanski
Catala
Ceitina
Dansk
Deutsch
Dzongkha
EsAMULEG

Esperanto
Espafol
Eesti
Euskara

A s

3 Keumap

Francals
Gaeilge
Galego

Gu jarati
naiu

Hindi
Hrwatski
Magyar
Bahasa Indonesia
Izlenska
Italiano
HAsE
jaﬁmn@n
kasak
kKhmer
TI3T3n
st=20f
Kurdi

Lao
Lietuviskal
Latviski

F4 Modes

FS Accessibility

MakeaoHCKK
Malayalam
Marathi
Burmese
Mepali
Nederlands
Norsk bokmal
Narsk nynorsk
Funjabi (Gurmukhi}
Folski
Portugués do Brasil
Fortugués
Romana
PyCCKUNA
Samegillii
202
Slovencina
Slovenscina
shoip

CPACKK
SvEnska

Tamil
&5 7EaH )

Thai

Tagalog
Turkce
Uyghur
YEKPalHCEKA
Ting Widt
oS (TR )
7 2ERS)

F& Other Options
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MoarotoBuUTenbHble PaboThl:

Lubuntu®

Try Lubuntu without installing
LT |.I_JJ-.;. ;_l_l;-_ll_ll o
Check disc for defects
Test memory
Boot from first hard disk

F1 Help F2 Language F3 Keumap Fd Modes FS Accessibility F6 Other Options
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MoparotoButenbHble paboTbl:
7. HacrtpaunBaem cetb B LiveCD

Wired connection 1
Disconneck

VPN Connections

+ Enable Networking

= Network Connections

Mame LastUsed =
~ Ethernet

Kornev Oleksandr
Belikov Oleg
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MoparotoButenbHble paboTbl:
7. HacrtpaunBaem cetb B LiveCD

= Editing Wired connection 1 - + X

Connection name:

General Ethernet 802.1x Security DCB | IPv4Settings IPv6 Settings

Method: | Manual b
Addresses 1

Address Netmask Cateway

Delf E Network Connections - + X
2

DNS servers: 8.8.8.8 Name LastUsed = Add

search domains: v Ethernet BEedit

DHCP client ID QDelete

| Require IPv4 addressing for this connection to complete
Rout
3

il

| Kornev Oleksandr
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MoparotoButenbHble paboTbl:
7. HacrtpaunBaem cetb B LiveCD

& Fcitx
&) GDebi Package Installer

@] GParted

@ Install Lubuntu 16.04 LTS

&= LightDM GTK+ Greeter settings

iff Accessories v B2 L ubug

ki Graphics

@ Internet

B Office v | @ Printers

A Sound & Video » | @ software Updater
Q *| startup Disk Creator

. [2) synaptic Package Manager
& System Profiler and Benchmark
& Task Manager

2’ Logout £ Time and Date

Kornev Oleksandr
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MoparotoButenbHble paboTbl:
7. HacrtpaunBaem cetb B LiveCD

[ lubuntu@lubuntu: ~
File Edit Tabs Help

a command as administrator |

o 5.7 ms
) seg=2 ttl=57 time=26.0 ms

acket loss, time 1881ms
.061/0.154 ms
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YctaHoBKa Cloud Hosted Router

* Ham Heobxoammo ckayaTb RAW obpa3 CHR
e CBeXKYI CCbIZIKY cMOTPUM Ha https://mikrotik.com/download

Cloud Hosted Router (2)

6.40.8 (Bugfix only) 6.42.3 (Current) 5.26 (Legacy) 6.43rc23 (Release candidate)

2
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https://mikrotik.com/download

YctaHoBKa Cloud Hosted Router

BbINOAHMM 3arpy3Ky KOMaHA0M B KOHCONM:
wget https://download.mikrotik.com/routeros/6.42.3/chr-6.42.3.img.zip

[ lubuntu@lubuntu: ~
File Edit Tabs Help

Kornev Oleksandr
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YctaHoBKa Cloud Hosted Router

* MOXHO elle pa3 NPOBEPUTb BCE /I CKAYANOCH
KOMaHAaoMn «LS»

=] I ML MW I I

File Edit Tabs Help

:7501:4000:

hr-6.42.3.1mqg.z1p A% | ===========================================>

2018-06-07 08:06:06 (40.5
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YctaHoBKa Cloud Hosted Router

* Bbibop pa3gena A9 yCTaHOBKM
 OTO0bpa3nTb BCce pa3genbl «sudo fdisk -I»

File Edit Tabs Help

Disk /dev/loop0: 793.6 MiB, 832118 bytes, 1625232 sectors
U,-- c* cectors of l . :\l’,\ - El'\ hv

Disk /dev/vda: 9.8 GiB, 16485760000 bytes, 20480000 sectors
Unit of 1 * 512 by 3

Kornev Oleksandr
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YctaHoBKa Cloud Hosted Router

PasapxuBupyem, KOMaHAOM:
unzip chr-6.42.3.img.zip

== D T O o e

File Edit Tabs Help

~¥ "
L
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YctaHoBKa Cloud Hosted Router

e “YcTaHOBMM®, KOMAHAOM:
* sudo dd if=chr-6.42.3.img of=/dev/vda

i i 'I'

17728 bytes (134 MB, 128 M1B) copled, 2.39064 s, 56.

.- ' ::-._."'t.-:'-_- I
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HactpoukKa Mikrotik CHR

8 Virtual machines

1 2
2 (8 Y>r B = = &
Edit Start Stop Restart Reinstall Password nterfaces IP addresses

id = Mame Domain name IPv4 address

3143 vm 169990 vds- 169990 hosted-by-itidc.com 195.123.212.140

CtaBMM 06paTHO 3arpysKy c HakonuTens, a He CD

Dashboard Virtual ma... » Virtual dizks - vin169990

_J Virtual disks - vm169990 [ Louer tne boot priory |

& B (o [
Back 150 Edit Unassign Up

bd MName Bus Device Size, MiB Boot priority -

]

3547 ﬁ"# lubuntu-16.04-deskiop-amdG4.iso e hda 840 1
3546 '{L:r vm 159990 virtio vda 10000 2
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HactpoukKa Mikrotik CHR:
J Virtual machines

1
j - = @ B e Vo wd
Edit Stop Restart Reinstall Password Disks nterfaces IP addresses Information  Load Bandwidth VHC

id Name Domain name IPv4 address IPvE address 05

3anyckaem Cloud Hosted Router

MikroTik 6.48.8 (bugfix)
MikroTik Login: admin_

Kornev Oleksandr
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Hactpouka Mikrotik CHR:

* [lepBbiM AENOM HY*KHO 334aTb Napob!

* BbIBOAMM CNMUCOK AOCTYMHbIX KOMaHA Ha*KaTtnem « TAB»

MikroTik Router0S 6.42.3 (c) 1999-2818 http:77uwuw.mikrotik.coms

[?] Gives the list of available commands
command [7] Gives help on the command and list of arguments

[Tabl Completes the command-sword. If the input is ambiguous,
a second [Tabl gives possible options

% Move up to base level
Move up one level

scommand Use command at the base level

[ad e 1>

[adnin@ 1>
conf irm-new-password new-password old-password
[ad e 1> new-password=123456789

Old-passuword: s
conf irm—new—passuword: s

Kornev Oleksandr
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3a4em MeHATb Napoab?!

Freeze

Jun/04/2018 19:19:08
Jun/04/2018 19:19:18
Jun/04/2018 19:15:19
Jun/04/2018 19:27:30
Jun/04/2018 19:25:58
Jun/04/2018 19:30:40
Jun/04/2018 19:32:39
Jun/04/2018 19:33:16
Jun/04/2018 19:34:02
Jun/04/2018 15:34:51
Jun/04/2018 19:35:51
Jun/04/2018 19:36:08
Jun/04/2018 19:36:29

system, emor, critical
system, info, account
interface, info
system, info

system, info

system, info

system, info

system, info, account
system, info

system, emor, critical
system, emor, critical
system, emor, critical
system, emor, critical

router was rebooted without proper shutdown

user admin logged in via local

ether1 link up

address added by admin

address removed by admin

address added by admin

route added by admin

user admin logged in from 94.179.23.233 via winbox
filter rule added by admin

login failure for user netslum from 190.153.178.46 via ssh
login failure for user chris from 119.28.66.152 via ssh
login failure for user proftpd from 169.255.127.67 via ssh
login failure for user gubatamas from 185.211.88.113 via ssh

Kornev Oleksandr
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Hactpouka Mikrotik CHR:

* Tenepb 3a4aemM HAaCTPOUKU CETU ANA
BUPTYa/ibHOro poytepa (HacTtpomkmn mol
COXPaHAIN paHee)

L @ 1 2> address=195.123.212.148-21 interface=etherl
[ @ 1
Flags: X — disabled, I - invalid, D - dynamic
# ADDRESS NETUWORK INTERFACE
(6 195.123.212.1468-21 195.123.288.08 etherl
L @ 1 23 195.123.2688.1
Ladi @ 1 > 1
Flags: X — disabled, A - active, D - dymnamic,
C — conmect, 8§ - static, » — rip, b - bgp, o — ospf, m - mme,
B — blackhole, U — unreachable, P - prohibit

# DST-ADDRESS PREF-SRC GATEUWAY DISTANCE
8 AS B8.68.0.6-0 195.123.2688.1 1

1 ADC 195.123.288.08-21 195.123.212.148 etheril a

L @ 1>
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[MpoBepaem paboTocnocobHOCTL

e 3anyckaem WinBOX

* BBOAMM AaHHbIE
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[MpoBepaem paboTocnocobHOCTL

Bce, BMpTyaanbu‘Z poyTep paboTaer.

e Cnacubo 3a BHMMaHue!!l
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