Using RoOMON and
CHR with GNS3




INntroduction

Who is Chris?

e Technical Lead for Orbital Net / Vfast

ik Certified Consultant
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Orbital Net / Viast

e« UK's best fixed wireless broadband service

e Providing Internet Access, VolP, Web Hosting and more to
business and residential clients since 1998.

« Offering service via Fibre (Leased Lines, FTTC, FTTH, FTTP),
Wireless, Copper and more via direct hand off in local exchanges
all over Kent.

support@orbital.net




Learning RouterOS with GNS

Farly 2015

e Not easy to Setup GNS3

« Manual RouterOS X86 License entry via CLI




Cloud Hosted Router (CHR)

e |ntroduced Late 2015

e 4 tier including a free tier.

« Simple License Upgrade
e FHexible Usage

« Works with AWS, VirtualBox

and Qemu.

Price Tiers
License  Speed limit Price
Free 1Mbit FREE
P1 1Gbit $45
P10 10Gbit $95

All tiers allow full RouterOS features p.unimited unlimited  $250

[admin@MikroTik] > /system license print
system-id: 61R1ZP/utuJ
level: free

[admin@MikroTik] > /system license renew
account: mymikrotikcomaccount
password: Ak hkhdkdkhkddkddddkdkddddkihhkd
level: pl
status: done

[admin@MikroTik] > /system license print
system-id: 61R1ZP/utuJd
level: pl
next-renewal-at: jan/10/2016 21:59:59
deadline-at: feb/09/2016 21:59:59



RoMON

« Stands for Router Management Overlay Network

« ROMON works by establishing independent MAC layer peer
discovery and data forwarding network.

« RoMON network operates independently from L2 or L3
forwarding configuration.




Mac Telnet And Some

« Secure Layer?2 access to MikroTik devices via:
e Physical connection

e Through a Layer?2 tunnel

» Discovery

e




Home Example of RoMON

« RB750 Running
OSPF Stub Area

« RB3011 Malin
Router

e PowerBox for CC

e Cloud Switch for
Distribution

@‘ WinBox v3.7 (Addresses)

File Tools

Connect To: 180.88.210.73
Login: |admin

Password: | ¥

Session: |<own> ¥ | Browse..

Note: |Chris Humphreys|
Group:

RoMON Agent: |80.88.210.73

Add/Set Disconnect From RoMON

Managed RoMON Neighbors

T | | Refresh

Address Cost |Hops |Path L2MTU |Identity Version
02:5D:11:3F:.CF:7B 200 1 02:5D:11:3F.CF:7B 1500 ChrisHumphreys-RB3011UIAS  6.36
4C:5E:0C:ES:96:EA 400 2 02:5D:11:3F:.CF:7... 1500 MikroTik PowerBox 6.36
D4.CA:6D:CD:C7:0A 400 2 02:5D:11:3F:.CF:7... 1500 MikroTik Cloud Switch 6.36

=3 ol &

v| Keep Password
v| Secure Mode
v| Autosave Session

v| Open In New Window

Board

RB3011UIAS

RB750P
CRS125-24G-1S-2HnD




CHR and RoMON Combined

« Running GNS3 on a Windows 7

« Loopback Adapter




xample
Simple
BGP Typology

. & WinBox v3.7 (Addresses)
BGP-Provider-1

File Tools
I?Ih‘.. "
: ’ & Connect To: | RN :EEI8 PR v| Keep Password
; 3 Open In New Window
Login:

Password:

RoMON Agent:

Disconnect From RoMON

Managed RoMON Neighbors
Y| | Refresh

Address Cost Hops |Path L2MTU |dentity Version
00:00:AB:80:95:00 200 1 00:00:AB:80:95:00 1500 Corel 6.37.1
00:00:AB:C7-FC:00 200 1 00:00:AB:C7:FC:00 1500 Core2 6.37.1
00:00:AB:3D:77:00 200 1 00:00:AB:3D:77:00 1500 Core3 6.37.1
00:00:AB:A5:51:00 200 1 00:00:AB:A5:51:00 1500 Cored 6.37.1







Using RoOMON and
CHR with GNS3




ther Great CHR Usage

e From EU Mum 2016 —
BGP

pler

virtualised public
scale transit peer!

SP Architecture — Deploy

routers with CHR for large




