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What is GLC?

Garda Lintas Cakrawala (www.glcnetworks.com)
Based in Bandung, Indonesia

Areas: Training, IT Consulting

Mikrotik Certified Training Partner

Mikrotik Certified Consultant

Mikrotik distributor
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Trainer Introduction

NETWORKS

Name: Achmad Mardiansyah

Base: bandung, Indonesia

Linux user since '99

Certified Trainer (MTCNA/RE/WE/UME/INE/TCE)
Mikrotik Certified Consultant

Work: Telco engineer, Sysadmin, PHP programmer,
and Lecturer at Telkom University

Personal website: http://achmad.glcnetworks.com
More info:
http://au.linkedin.com/in/achmadmardiansyah
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Where is Indonesia?

e
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About Telkom University

e Located in Bandung, Indonesia

e / Faculties, 27 schools

e Areas: Engineering, Communications, Computing, Bussiness and
management, Arts

e 650+ Academic staff, 400+ Administration staff, 20000+ students

e An exchange program

e Runs mikrotik academy program
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Mikrotik academy @ TEL-U

Started in 2013
Embedded into schools curricula
100% hands-on

Get MTCNA certification
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Mikrotik in Indonesia

e \ery popular product for networking

e Early adoption (beginning of 2000)

e Many schools already join Mikrotik
Academy programs

e Lots of training classes

e Biggest MUM in the world (2500+
participants, 2-day event)

e \ery active community (facebook, telegram
forum, etc)

e \What..? you dont know Mikrotik? Where
have you been?

«

® cisco ® mikrotik

Search term Searchterm + Add comparison

Indonesia v 2004 - present v All categories v Web Search v

Interest over time @

Average Jan 1,2004
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Firewall
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What is Mikrotik firewall?

Is a feature to

Control network access (filter)
o “Modify network header (NAT)
Marking packet for further processing (mangle)
e Developed from linux
e Consist of 2 parts: matcher & action

s

O

Executed sequentially
Netadmin must understand the application’s characteristics in order to build a
matcher (e.g. browsing -> using TCP port 80)

O x
Filker Rules | NAT | Mangle | Raw |Service Ports Connections Address Lists  Layer? Protocols
= |« &= | T Feset Counters || 00 Reset All Counters Finc all ¥
#® Acktion  |Chain Src, Address |Dst, Address |Prot... |Src, Port  |Dsk, Port  |In, Ink... |Qut, I... Bytes |+
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Mew Firewall Rule

General | advanced Extra| Action Statistics

How firewall works?

Chain: | §

Src, Address: |

e Setup matcher -> then action
e Mikrotik has lots of options for matcher

Dst. Address: |

General  Advanced Extratatistics
Action: |accept

In. Interface

Cut, Interface

e > very flexible
Src. Pork: . H
o : e Matcher + Action = Firewall rule
Dst, Park: . .
S ot | e Rule is executed sequentially
ny. Pork:
Pop: | New Firewall Rule
: |
: |

add dst ko address list
. add src to address lisk
In. Inkerface List: | Laq Prefix: |drop
fFastbrack connection
Cut, Inkerface Lisk: | jump
log
passthrough
Packet Mark: | reject
return
Connection Mark: | tarpit
Routing Mark: |
Routing Table: |

Connection Type: |

Connection State: |

Connection MAT Skate: | '—CIW' Icnetworks.com
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Raw table

e allows to selectively bypass or drop packets before connection tracking

e does not have matchers that depend on connection tracking (like
connection-state, layer7 etc.)

e If packet is marked to bypass connection tracking, packet de-fragmentation
will not occur

Firewall

Filker Rules  NAT Mangle| Service Porkts  Connections  Address Lists  Laver? Protocols

(= <222 |E)] (T Fesel Counters || 00 Reset All Counters Finc all ¥
® Action  |Chain Src, Address |Dst, Address |Prot... (Src, Port  |Dsk, Port  |In, Ink... |Qut, I... Bytes W
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MNew Raw Rule

General i.a.dvanced Extra F\ctinn Statistics RaW table matCherS and
| Chain: .
Src, Address: i aCtIOn

Dst. Address: | .
| e No paramaters related to connection

tracking (I7-filter, conn-mark, bytes, etc)

Protocal:

Src, Port:

h Any. Pork:

In. Interface:

Mew Raw Rule

|
|
Dst. Part: |
|
|
|

Ouk, Interface:

Statistics

accepk

General Advanced Extra
In. Interface List: I Action:
Qut, Interface List: |
add dst ko address lisk
add src to address lisk

Log Prefix: |drop

jump

log

no krack,
passthrough
return

| enabled

h, 7 ¢ a—
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Combined with connection-limit and address list

General |Advanced Extra Ackion Statiskics

Chain: |in|:u_|t|

Src. Address: |

Dst. Address: |

Protocal: [ | |Eu (tcp)

arc. Port: |

Dst. Port: [ 1|80

Firewall Rule <80=

Metmask:

—4&— Conneckion Lirnit
Lirnik: [

General Advanced Extra |Fl.|:tic|r| Statistics

Firewall Rule <80=>

General Advanced Extra Action | Statistics

el Ml add src bo address list

| ILog

Log Prefix: |
- Address List: ||:||:||:|5-i|:|a|:||:|ress

Timeout: |

100

3e

—%— | imik
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End of slides

Thank you for your attention
Please submit your feedback: http://bit.ly/glcfeedback

Like our facebook page: “GLC networks”
Stay tune with our schedule
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