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* Hosting

* WISP

e Consultancy

» Mikrotik Training
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So the problem...

| want to add an extra layer of security from
network scans, viral scripts probing servers and
protect my WISP end users
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SitesA&B
3 Gateways
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FORWARD
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FORWARD
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Full of holes!
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Solutions?

 Don’t allow any ports open In the first place

* Migrate user to another (W)ISP and let them
have the problem!

e Or...
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Firewall them all!
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User alert
))))

e Default username

« Default password I
* Web access open

» Telnet access open
 DNS enabled
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blocked forward traffic based on input chain
- -
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Bad traffic
@1 INPUT
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Fireswall
Filter Rules |N.ﬁ.T Mangle Service Ports | Connections | Address Lists | Lawer? Protocols
EIEI Izl | 00 Reset Counters || 00 Reset All Counters | [ Finc | al [E3
# | |.ﬁ.|:ti|:|n |Chain |Sr|:. Address |Dst, Address |F‘ru:utu:u:u:u| Src, Port |D5t. Fort  |Im. Ink... |Ouk, I.., |Bytes |F‘a-:kﬂts | -
113 Forward established -
0 affacc,.. Forward 3636,4 KiE 5931 I
131 Allows Forward reqardless of rules
" 1 afacc,.. Forward 0B n
131 Allows regardless of rules
z & acc,., inpuk 43,9 Kib 529
131 dropinput From blocked address list
] K drop  input 2172 Kib 4 629
131 drop Forward From blocked address lisk
4 #drop  Farward 2056 B 35
131 Input chain jump to bad traffic check
5 #lijunp  input 261.7ME 244 860
131 Check For ICMP
& A jump  Bad_traffi. .. 1 {icrmp) Z712B 37
131 check For dns
7w | wjump | Bad_traffi. .. 17 {udp) 53 57 E 1 I
131 check For dns
g x| #jump |Bad_traffi. .. & (kopd 53 0E 0
i+ Check for port scanning
2 A jump  Bad_traffi. .. & (kcpd 261.7 MiE 244 325
131 Check Far Dos
10 A jump  Bad_traffi. .. 261.7 MB 244 790
15 Check For incoming BOGEON
11 A jump  Bad_traffi. .. 261.7 MB 244 693
131 Check For common M§$ attacks
1z #Fjump  Bad_traffi. .. 261.7 MB 244 670
131 Check Far woip probe
13 A jump  Bad_traffi. .. 261.7 MB 244 670
131 Check for brute Force attacks
14 Fjurmp  Bad_traffi. .. 261.7 ME 244 670
;13 Bllowe ICMP 0:0 S)sec burst 5 |
31 items (1 selected)
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Filter Rules MNAT Mangle Service Porks  Conmnections  Address Lists |La';.fer? Protocols

i (=] ||| 22 i

Mame ¢ | Address Tirneouk

@ Whitelisk 192.163.74.1
D @ attempt#1 192,168.0,254 00:00:46
D @ attempt#z 192.165.0.254 00:00:45
D @ attempt#3 192.165.0.254 Q0 00:50
D @ blacklisk 192.165.0,254 o0:09:51
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Logging
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192,168.0,254:45093- =192, 1658.0.1:8291, len &0 *

Feb/Z1/2016 21:19:39  |memory system, error, critical |login Failure For user admin from 192, 1658.0,254 via winbox ||
Feb/21/2016 21:19:40  memory Firewall, info brute Force attempt 2 Service_a: iniwlan out:{none),

src-mac 00:0c:42:64: 4040, proto TCP (3YN),
192,168.0,254:45099- =192, 1658.0.1:8291, len &0
Feb/21/2016 21:19:40  memory Firewall, info brute Force attempt 1 Service_a: iniwlan out:{none),
src-mac 00:0c:42:64: 4040, proto TCP (3YN),
192,168.0,254:45099- =192, 1658.0.1:8291, len &0
Feb/Z1/2016 21:19:41  |memory syskem, error, critical  login Failure For user admin From 192, 163,0,254 via winboox
Febf21/2016 21:19:41  memory -IIJ info brute force attempt 3 Service_a: iniwlan out:{none),
src-mac 00:0c:42:64 40040, proko TCP (SYR),
192,168.0.254:45100- =192, 1658.0.1:8291, len &0
Febf21/2016 21:19:41  memory Firewall, info brute Force attempt 2 Service_a: iniwlan out:{none),
src-mac 00:0c:42:64:4c:40, proko TCP (SYM),
192,168.0.254:45100- =192, 1658.0.1:8291, len &0
Febf21/2016 21:19:41  memory Firewall, info brute Force attempt 1 Service_a: iniwlan out:{none),
src-mac 00:0c:42:64:4c:40, proko TCP (SYM),
192,168.0.254:45100- =192, 1658.0.1:8291, len &0
Feb/Z1/2016 21:19:42 | memory syskem, error, critical  login Failure For user admin From 192, 163,0,254 via winboox
Febfz21/2016 21:19:43  memory firewall, info brute force detected Service_at: inswlanZ out:{none),
src-mac 00:0c:42:64: 4040, proto TCP (3YN),
192,168.0.254:45101- =192, 1658.0.1:8291, len &0
Febfz21/2016 21:1%:43  memary firewall, info brute force atkernpt 3 Service_a: iniwlanZ out:{none),
src-mac 00:0c:42:64: 4040, proto TCP (3YN),
192,168.0.254:45101- =192, 1658.0.1:8291, len &0
Feb/21/2016 21:19:43  memaory firewall, info brute force atkernpt 2 Service_a: iniwlanz ouk:{none),
src-mac 00:0c:42:64: 4040, proto TCP (3YN),
192,168.0.254:45101- =192, 1658.0.1:8291, len &0
Feb/21/2016 211943 memory Firewall, info brute Force attempt 1 Service_a: iniwlan out:{none),
src-mac 00:0c:42:64: 4040, proto TCP (3YN),
192,168.0.254:45101- =192, 1658.0.1:8291, len &0
Feb/21/2016 211943 memory Firewall, info Address in block list input: inswlan? out:{none), src-mac
00:0c:42:64 4040, proto TCP (ACK),
192,168.0.254:45101- =192, 1658.0.1:8291, len 52
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So how do we propagate the bad ?
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Blackhole the blacklist!

Rouke Lisk

Foutes | Mexthops Rules WRF
= (|| % O T

Disk, Address £ | Gakeway
0AS b= 0.0.0.000 192,168.74.1 reachable etherz
Do b= 0.0.0.0/0 192,168.74.1 reachable etherz
DA = 10.10.0.1 loopbackd reachable

DA = 192.165.0.0/24 wlanz? reachable

DA = 197 AR5 I_'I,I'?4 192 168,74,1 reachable etherz
Dac |A - potive, 15s #8tined - Dlaskisle jeachable
DA I 192.165.74.0/24  ether? reachable
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|Name & |Start Date |Start Tirne: Inkerval |On Event |Owner Fun Count |Ne><t Fun ||V
blackhole Febf21/2016 startup 00;00:20 blackhole adrmin 61 Febfz1j2016..,

Scripk =blackhole:=

(WE =R |ackhole | K

CrEr |ac|min | Cancel

Falicy: ftp reboot Apply
read write
policy test
password sniff Copry
sensitive

Camment

Remove

1 item {1 selected)

Last Time Started: |Feh/z1{2016 23:19:45 |

I

Run Scripk

Run Counk: |61

Source:
#read firewall blacklisk and add ko rouke table if not already in j

iglobal check "0
:Foreach entry in=[/ip firewall address-list find where
list=blacklist] do={

‘local blackIP [fip firewall address-lisk get walue-
name=address number=$entry];

local blackholeIP ($blackIP |, "i32";

‘Foreach route in=[jip route find where type=blackhale]
do={

ilocal routelP [fip route get value-name=dst-address j

UK MuM 2016
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The process

Bad traffic is detected at the edge on the input
chain

Src address Is added to blacklist address list

Forward chain then uses the blacklist address
to block unwanted traffic

To then propagate the blacklist information, a
script reads the blacklist and creates blackhole
routes.
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The process

The route table Is then passed on using OSPF In
this demonstration to other edge routers

Script also checks to see if blackhole routes can
be removed due to blacklist address timeout (set
by the Initial firewall input rule).

A manual whitelist is also created to prevent
accidental lockouts to important services and
systems.

It's not perfect... but it works for me!
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Avalilable for download

Blackhole script and bare basic routerboard
firewall config can be found at:

e http://www.allness.net/mum

Do not hold me responsible if it crashes and
wipes out your network. Use at your own
discretion and risk.
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Thank you for your time
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