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*Barry Higgins

* Made a living from L.T. since 1996

* Started a WISP in 2009

* MikroTik consultant since 2015
*Independent UK MikroTik Trainer since 2016

*| am not a security expert

*| repeat | am not a security expert
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The importance of security

The importance of security
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The importance of Security

Why do we need to have our Routerboards
secure?

Because ?
* Audience participation.. (yeah sure, like that’ll happen !)

* By the way, feel free to ask questions during the presentation. I'll do
my best to answer there and then rather waiting till the end.
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The importance of Security

*We don’t want to be part of an attack!

* We don’t want to share all our secrets!
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The importance of Security

So what do we do?
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Which option to go with...

Factory Default
Or
Bespoke?
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Factory Default?
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Factory Default

DO NOT connect your router to the internet
until you have done at least the following:

1) Created an admin user Password
2) Disabled services

3) Updated RouterOS to the latest ‘Stable’ or
‘Long Term’ version
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Factory Default

Step 1..

Set an admin user password!
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Factory Default

g P Iy :
i System " Auto Upgrade
& Qusues Certificates
| Files Clack
[::] Log Consale )
i_hange

B Radius Dirivers
% Tools S 2ld Passward: Change
Mew Terminal Identity Mew Password; |+ Cancel
| . Make Supautrif LED:s Confirm Password; |##dtssss
&) Manual License
@ Mew WinBox Logging
E- Exit Packages

| Password

Prrks
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Factory Default

Terminal/CLlI..

[admin@MikroTik] > /password
Old-password:

New-password: ***kxxkkkkk*
confirm-new-password: *%**kkikkkki%*
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Factory Default

Lets go one stage better..

Create a new user with a password.

Then disable the default admin account.
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Factory Default - new user

& Rauting [
I=ser Lisk
|-§§§- Systerm " Auto Upgrade
ers |Gru:uups | S5H kKeys | S5H Privake kews | Ackive Lsers |
’ Queues Certificates
| E
& Fies Clck B ¥
[:] Log Consale |Name { |Gr|:u_||:| |.ﬁ.|||:|weu:| Address |Last Logged In
: 15 svstem defaulk user
M) Radius Drrivers & admin Full
ﬁ Tools " History
Mew Terminal Identity
@ Make Supaut.rif LEDss Mame: |NewLIser 8]4
Q Manual License Group: |Fu|| ¥ cancel
@ Mlew \WinBiox Logging Allawed Address: |192.168.88.D,|'24 = apply
E, Exit Fackages Lask Logged In; | :
Disable
Password
Passwiord: |******** Cormmernt
Parks
Rehoak Confirm Password: |******** Copy
Reset Canfiguration Remove
Resources
Routerboard
enabled
SHTP Client
Scheduler
Scripks
Shutdown
Special Login

| Users ‘
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Factory Default

Logout user ‘admin’ and login with ‘NewUser’ to disable the admin account

& Routing I

|‘§§§' System I auto Upgrads
Users |Gruups | 33H Keys | 33H Private Keys | Ackive Users |
e Queles Certificates
s ik [#][=] [«][x] | A |
[:] Log Cansale |Name ] |Gru:uup |F'.II|:|weu:| Address |Last Logged In
_ & Mewlser  Ful
M Radius Drivers 113 swstem default user
% Tools [ History & admin Full Qcki0af2018 09:32:56
Mew Terminal Identity User =adrmin:
| Make Supout.rf  LEDs Mame: | admin | oK,
& Manual License ¥
@ Group: |FL|II " +* | Cancel
Mew WinBox Logging
i Allowed Address: | | v Apply
E, Exit Packages
Password Last Logged In: |0u:t,|'IIIEu,|'2IIIlS 09:32:56 | S
Paorts Comment
Reboot
Copy
Reset Configuration
Remove
Resaurces
Routerboard 00
SMTP Clienk enabled
Scheduler
Scripks
Shitdown
Special Login

| sers .
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Factory Default

Terminal/CLI..

[admin@MikroTik] > /user add \
name=NewUser group=full \
Password="*%%x%%x%%%x" \
Address=192.168.88.0/24

Now logout ‘admin’ and login as ‘NewUser’

[NewUser@MikroTik] > /user disable admin
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Factory Default

Why? ..

.. because you have now created 2 unknowns
that have to be acquired before logging in plus
removing a partially known login.
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Factory Default

Also note..

Adding an allowed address range has reduced
the risk of unwanted logins from other networks.
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Factory Default

For now that covers the more serious points
that the factory default doesn’t do for you.

However....
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Factory Default

Consider these points if you really insist on

using factory default..

[IP Services
Telnet APl FTP Winbox SSH are all enabled LAN side
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Factory Default - IP Services

i

—_—
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Packing
Piool

Routes

SMMP

IP Service Lisk

| % T

|Name

£ |F‘-:|r|:

feailable From

Certificate

=

& api

& gpi-ss5|
& ftp

@ ssh

& Lelnet

2 winbo
L

& -]

noane

Services

Setkings

g items (1 selected)

& A N
MIKror s

(Allness it




Factory Default - IP Services

[NewUser@MikroTik] > /ip service disable telnet, ftp,www, \
www-ssl,api,api-ssl

[NewUser@MikroTik] > /ip service print
Flags: X - disabled, I - invalid

# NAME PORT ADDRESS CERTIFICATE
0 XI telnet 23

1 XI ftp 21

2 XI www 80

3 ssh 22

4 XI www-ssl 443 none

5 XI api 8728

6 winbox 8291

7 XI api-ssl 8729 none
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Factory Default

At this point we’re nearly safe enough to

connect to the Interent..
One last bit.
RouterOS update
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Factory Default - Update RouterOS

Why should you update RouterOS?

Quite simply it is one way to minimise any
legacy exploits.

Update via your preferred method.

*There is a dilemma at this point.. connect to the internet and risk a /

system package update or less risky methods of downloading via an
alternative device and then uploading the update to the router.
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Factory Default - Update RouterOS

g raUuL Iy

e Queues

[ |Files

[:] Log

ﬂ Radius

% Toals

Mew Terminal
@ Make Supout, Hif
& Manual

@ Mew WinBox

[E Exie

i85 System [ Auto Upgrade

Cettificates | heck For Updates | | Enable || Disable | | ninstall || Unschedule || Downgrade | | Check, Installakion |
Clack Marne / |\-'ersiu:|n |Bui|d Time |Schedu|ed |
Eemaals Srouteros-smips 6,43 Sepl06/2015 12144156
& advanced-... 6,43 Sepi06fZ015 12:44:56
Drivers Sdhep
History 'hUtSDUt
Identity Wips . Channel: |bugfix anly

& ripls

LED oo
® S rauting Installed Yersion: |6.43 Download
License ;
& security Latest Yersion: |6.42.9 Download&nstal

Logaing S system
B wireless
Packages . What's new in 6,429 (2018-5ep-27 05:19):
Passward Important note!!! Backup before upgrade!
Parts 11 items Router0s v6.41 and above contains new bridge implementation that supparts
hardware offloading (hw-offload),
Reboot This update will convert all interface "master-port” configuration inko new

bridge configuration, and eliminate "masker-port” option as such,

Bridge will handle all LaverZ Forwarding and the use of switch-chip {huw-
offload) will be automatically turned on based on appropriate conditions,

The rest of Routerds Switch specific configur ation remains untouched in
Routerboard usual menus.,

Please, note that downgrading below RouterDs w6,41 will not restore "masker-

Reset Configur ation

Resources

SMTP Client port" configuration, so use backups ko restore configuration on dovngrade,
Schedul
Sk * bridge - ignore tagged BPOUs when bridge YLARN Filkering is used;
Scripks * bridge - improved packet handling when hardware offloading is being
dizabled;
Shutdawn *y crs317 - fixed packet Forwarding an bonded inkerfaces without hardware
. ) offloading;
3pecial Login *) cre326 crs526 - Fived packet Farwarding when part changes skates with
Users IGMP Snooping enabled;
*y defconf - properly clear global watiables when generating defaulk
Watchdag configuration after Routercs uparade;

*1 dns - fixed DMS cache service becoming unresponsive when active Hokspot
server s present on the router (ntroduced in 6.42);

|New version is available
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Factory Default - Update RouterOS

[NewUser@MikroTik] > /system package update set \
channel=bugfix
[NewUser@MikroTik] > /system package update print
channel: bugfix
installed-version: 6.43
Latest-version: 6.42.9
[NewUser@MikroTik] > /system package update install
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Factroy Default

Don’t forget to update routerboot too!
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Factory Default - Routerboot

g MLy

|r§:§§l Syatam " huto Upgrade Routerboard
& Queues Certificates Routerboard 0K
| Files Clock Model: |RouterBOARD 941-2n
!pgrade

L) Leg Conscle Serial Number: |SE3204065631 |E
M radius Drivers Settings
% Toals K story Firmwara Type: |qca§531L |
Maw Terminal Tdentity Factory Firmware: |3.22 |
g Make Supout.rif LEDs= <urrent Firmware: |3.23 |
& Manual License Upgrade Firmwara |
9 Mew WinBox Logging
E- Exit Packages

Pazzword

Ports

Reboot

Rasat Configuration

Resources

| Routerboard
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Factory Default - Routerboot

[NewUser@MikroTik] > /system routerboard print

routerboard: yes
model: RouterBOARD 941-2nD
serial-number: 5B3204D65631
firmware-type: qca9531L
factory-firmware: 3.22
current-firmware: 3.23
upgrade-firmware: 6.43

[NewUser@MikroTik] > /system routerboard upgrade

Y -
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Routerboard Security

That’s it.

Thank you for listening
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Factory Default

No wait...

There’s more!
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Factory Default

Do you trust the LAN side?

* MAC servers
* Neighbo(u)r Discovery
* Active empty ethernet ports

* /tool BTest server
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Factory Default - MAC servers

Why disable the MAC Servers?

The MAC servers enable connections over
layer 2 via either mac-telnet or mac-winbox.
Disable if you do not want them active.
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Factory Default - MAC servers

|% Tools
Mew Terminal

@, Make Supout. rif

& Manwal

-@ Mew \WinBox

Il Exit

BETest Server
Bandwidth Test
Ernail

Flood Ping
iaraphing

IP Scan

W | MAC Telnet Server

MAC WinBox Server

MAC Fing Server

Interface
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Src, Address

ipkime

MAC Server
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Packet Sniffer
Ping

Fing Speed
Profile
RaMan
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Telnet
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Allowed Interface Lisk:

MAC WinBox Server
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Factory Default - MAC servers

[NewUser@MikroTik] > /tool mac-server set \
allowed-interface-list=none

[NewUser@MikroTik] > /tool mac-server mac-winbox set \
allowed-interface-list=none
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Factory Default - Neighbor Discovery

Why disable the Neighbour Discovery?

Neighbor Discovery allows your router to be
seen by other devices and information of those
devices seen by your device.

Neighbor Discovery Protocol (NDP)
Cisco Discovery Protocol (CDP)
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Neighbor Discovery

Information seen..

I
||§| - | app Neighbior List =T
. WPLS ) [r—— | Discovery Settings |
ﬁ Routing | I |InterFace 4 |IF‘ Address |MAC Address | Identity |F‘IatFu:urm |'-.-'ersiu:|n |Eh:uaru:| Mame |IPVE\ |.ﬁ.ge (=) |LI|:|time |v
N M etherz-master-local  192.168..., CCOZ0EMO2... DownS... MikroTik  6.43.2 (stable) RBcAPG-SacDznl  no 3 14d02:46:33
{5 System Cloud A4 etherz-master-local | 192.165.... 0Z:D6:A8:69,.. Bus-Link  MikroTik  6.43.2 (stable)  REwAPG-80ad no 45 1d l4:46:25
e DUELEs DHCF Client A& etherz-master-local  192.168..., 02:D6:48:69.., Home-... MikroTik 6.43.2 (stable)  REwAPG-60ad no 39 10d 20:46:56
IR & etherz-master-local  192,168.... 02:00:00:00... Home-... MikroTik 6,432 (skable) CR3112-3P-45 WES 10 14d 0z2:50:06
es DHCP Relay A etherz-master-local 02:00:00:45... A)s-PP... MikroTik 6.40.5 (bugfix)  RESO0A yes 53 159d 17:52:50
[:] Log DHCP Server & etherz-master-local  192.168.... 6+4:01:54:EF.., Office MikroTik.  6.43.2 (stable) REwsAPSHacznh no 14 15d01:33:35
ﬂ.Radius & etherz-master-local  192.168.... 02:00:00:76... home-s... MikroTik 6,432 (skable) ZR3125-24i3-15 WES z1 03:06:24
DH3 A etherz-master-local  192.168.... CC:200ED47... UpStairs  MikroTik  6.43.2 {skable) REcAPG-SacDznl no 1 13d21:22:32
%TDDB " Firewal & etherz-master-local  192.168.... &4:D1:54:EF... bedroom MikroTik  6.43.2 (stable)  REwsAPSHacznD  no ) 03:14:17
3 Mew Terminal Hotenot & etherz-master-local  192.168.... 64:D1:54:EF... Kitchen  MikroTik 6,432 (skable) REwsAPSHacznh no 45 13d 21:21:352
HEspa A etherz-master-local  192.168.... D:CAED:7... Primar... MikroTik  6.42.9 {long-term) RE1100AHx2 nio sz 3dlz:00:18
g Make Supout. rif IPsec
&€ Manual Kid Cantral
9 New WinBox Neighbors 11 items
- Feik Darbinn
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Factory Default - Neighbor Discovery

1P " ARp Meighbar List
I* Accounking V| | Discovery Settings
" hddresses Interface 4 |IP Address MAZ Address Identity
" Cloud
LA et Discovery Settings
DHCP Relay —
Inkerface: | ||none * Ok
DHCP Server
— Cancel
" Firewal Apphy
Mews Terminal Hatspok
g Make Supout, rif IPser
& Manual Kid Contral
@ Mew WinBox Meighbors
B et Packing 0 items
Pl

ﬂ MIKrOT (Allness it




Factory Default - Neighbor Discovery

[NewUser@MikroTik] > /ip neighbor discovery-settings \
set discover-interface-list=none
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Factory Default - Disable ports

Why disable unused ports?

Disabling unused ethernet/sfp/wireless ports
stops any unwanted access being obtained via
those ports.
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Factory Default - Disable ports

8l Interfaces ﬂ Irkerface List
= ,
L ireless Interface | Interface List  Ethernet |E|:|IP' Tunnel | IF Tunnel | GRE Tunnel | WLARN | YRRP | Bon
-

Bridae
; : W |8 [ |7 | Power Cycle

PPR

_ Marme £ Type MTIL Ackual MTU L2 MTU | Tx
= Switch 49 cther1-gateway Ethernet 1500 1500 1598
12 Mesh RS #iketherz-maste... Ethernet 1500 1500 1593
- N 5 #i#cther3-slave-l... Ethernet 1500 1500 1595
= IF S 4%etherd-slave-l.. Ethernet 1500 1500 1598
7 MPLS [
ﬁ Routing [ Interface <etherd-slave-local=
% System [+ General |Ethernet | Loop Proteck  Cwerall Skaks | | oK
e CIeLEs Mame: Cancel
g Files T':."IZIE-':
Apply

. Log MTU: | 1500

R adi I’ Dizable
2 Radus . ackual MTU: 1500 -
x Toals I* Cormment -
| 4 ik L2 MTL: (1595

MNew Termina |
. Max |7 MTIL | 2N25 Tarch =
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Factory Default - Disable ports

[NewUser@MikroTik] > /interface ethernet disable \
ether4-slave-local
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Factory Default - Wireless

On the subject of ports..

Wireless interface:

Its alive and accepting connections!

B MikroTik (Alingss.it)




Factory Default - Wireless

Depending on the model..

The wireless may be open to connection
without any password required!

Absolute minimum add a password!
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Factory Default - Wireless

How to..

Create a new security profile then assign the
profile to all wireless interfaces requiring it.
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Factory Default - Wireless
1 Wireless !

Eg Bridge WiFi Interfaces |'-.-'-.-'6le Skakion | Mstreme Cual | fcess List | Registration | Conneck Lisk | Security Profiles | Channels |
== Switch IE“E' Ig | AP || WS Clienk || Setup Repeater || SCanner | | Alignment || Wireless Sniffer || Wireless Snooper |
715 Mesh |Name i |Type |.ﬁ.ctual rTU |Tx |Rx % Packek (pfs) |Rx Packet (p/s) |FF‘ Tx
2z Ip ¥ Gwlanl Wireless (Atheros AR. .. 1500 0 bps 0 bps 1] 0
4 Routing F
ioo System i |intertace <wlanl> Security Profile <Mew-wifi-profile = [=1{E3
g AR General  Wireless |HT | HT MCS | WS | Mstreme | Status | TrafFic | I: General |RF'.DILIS | EAP | Static Keys |
[ Files Mode: |a|:| bridge " 2 Marne: |New-wiFi-prDFiIe | Cancel
L . - ¥ —
g =i Band: |2GHz-B/G/N | I: Made: |dynamic keys =] Apply
Radius AL =
& 1o s Channel width: |20/40MHz Ce [ Authentication Types: [ | WRA PSK WPAZ PSK
Toals armnmen
Frequency: |aut|:| " +* | MHz LlwraEAP [ ]wraz EAP
Mew Terminal Unicast Ciphers: [vw] ass com [ kk
[ Mok Supout.rF SSID: |MikroTik-Foas42 | q P P
are JUpaut.r - Group Ciphers: aes com || kkip
& Marual Scan List: ||:IeFau|I: " - Ay
.@ Mew WinBo:x Wireless Probocol; |8I32. 11 " * WPS Pre-Shared Key: | |
E. Exik . Security Profile: |New-wiFi-prDFiIe " +* W WPRAZ Pre-Shared Key: |************ |
WP Mode: |pu5h butkon " +*
Supplicant Idenkity: | |
Eridge Mode: |enal:uled || * et
Group Key Update: |IZIIII:IIIS:IIIIII |
YLAM Mode: |n|:| kag " * |
WLAN 10 |1 | Fre Managerment Proteckion: |al|u:uweu:| " 3|
Management Protection kKey: | |
Default AP Tx Rate: | | ¥ bps
[ Disable PMKID
Default Clienk Tx Rate: | | ¥ bps
=
[l PaFanlk &khankicaks |

N
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Factory Default - Wireless

[NewUser@MikroTik] > /interface wireless security-profiles \
add name=New-wifi-profile mode=dynamic-keys \
authentication-types=wpa2-psk unicast-ciphers=aes-ccm \
group-ciphers=aes-ccm wpa2-pre-shared-key=test1234

[NewUser@MikroTik] > /interface wireless set wlani \
security-profile=New-wifi-profile

ﬂ MIKrOT (Allness it



Factory Default - Btest Server

Why disable the Btest Server?

It’s a visible open port should your router be
port scanned. (port 2000)

Like moths to a flame it will draw the inquisitive to your router.
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Factory Default - Btest Server

L Radios

ETest Server Settings

|ﬁ Taals I | ETest Server ‘

Mew Terminal Bandwidth Test -l Ok,

_ Aukhenticate
@, Make Supout, rif Ermail iZancel
_ Allocake UDP Ports From: | 2000

& Manual Flood Ping | Apply
@ Mew WinBio el Max Sessions: | 100

E- Excit - Sessions

MAC Server

[NewUser@MikroTik] > /tool bandwidth-server set \
enabled=no
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Factory Default - NTP

Do you trust MikroTik Cloud time update?
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Factory Default - NTP

25l [P " aRp Cloud
. MPLS " Accounting || DOMS Enabled Ok
40 Routing I Addresses [ | Update Time

Cancel
‘57 System " Cloud Public Address:
g QJueues DHCP Client DNS Mame: el
|| Files DHCP Relay Force Update
[:] Log DHCP Serwver
L Radius DS

[NewUser@MikroTik] > /ip cloud set update-time=no
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Factory Default - NTP

It might be better to set your own ntp client
to a server you are more familiar with.
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Factory Default - NTP

&% Routing ¥

N SMTP Client
é:%- Syskem Auto Upgrade =
Enabled

g Quees Certificates oK
5] Files - Mode: |I:ur-:ua|:h:ast Cancel
LJ Lag Console Primary MTP Server: |1.2.3.4 apphy
,@ Radius Drivers Secondaty NTP Server: |III.III.III.III
x Toaols " History Server DMS Mames:
Mew Terrinal Identity Dynamic Servers:
g Make Supout, rif LEDs
9 Manual License Poll Interval:
@ Mew \WinBox Lagaing Ackive Server:
E, Exit Packages Last Lpdate From:

Password Lask Lpdate:

Parts .

Last Adjustment:

Rebook

Reset Configuration Last Bad Packet From:

Resources Lask Bad Packet:

Routerboard Last Bad Packet Reason:

| SWTP Client .

[NewUser@MikroTik] > /system ntp client set \
enabled=yes primary-ntp=1.2.3.4
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Factory Default - Packages

And finally...

If you want to be really thorough check what
packages are running and decide if you really
need them to be available.

Hotspot? MPLS? PPP?
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Factory Default - Packages

" Aute Upgrade

Certificates || Check For Updates Enable Dizable Uninskall || Unschedule || Dow
Clock. |Name 4 |Mersian |Eh.|i||:| Time Scheduled
Sirouteros-smips 6,43 Sepi06)2018 12:44:56
Consale
& advanced-... 6.43 Sep/06/2018 12:44:56
Drivers & dhcp 6.43 Sepf06/2018 12:44:56
[ Histor S hokspoat 6,43 Sepf06/2015 12:44:56 scheduled For disable
_ i Bipvs 6,45 Sep/0612015 12:44:56
Mew Terminal Identity Simpls 6,43 Sep/06/2018 12:44:56 scheduled For disable
| Make Supaut. rif LEDs Sppp 6,43 Sep/06/2018 12:44:56 scheduled For disable
S routing 6,43 Sepf06/2015 12:44:56
&) Manual License & security 6,473 Sep/06/2015 12:44:56
@ New WinBox Logging & swstem 6.43 Sepf06/2015 12:44:56
_ S wireless 6,43 Sep/0&/2015 12:44:56
E. Exit Packages
Password
Parks 11 iterns (3 selected)

[NewUser@MikroTik] > /system package disable \
hotspot, mpls, ppp
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Bespoke option

What if you chose not to go with the factory

default?

Why?
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Bespoke option

Why | personally prefer the bespoke option..

You know what the router has been configured
to do!
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Bespoke option

It’s not for everyone though.

You are better to leave alone with factory
defaults if you are unsure what you are doing.

* Except of course changing at least the password!

* plus if you have just woken up please see previous slides!
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Bespoke option

Session  Setktings  Dashboard

Safe Mode Session; |$C:5E0CIF9: A6 3F

A5 Quick Set
T CAPsMAN : :
RouterOs Default Configuration
|8 Inkerf =
nterfaces
T Wireless The Fallawing default configuration has been inskalled on waur rouker:
- -
EE Eridge RouterMode:
== Switch * Wik port is prokected by firewall and enabled DHCP dlient
it * wireless and Ethernet interfaces (except WaN port ether 1)
%15 Mesh are part of LAM bridge
wlanl Configuration:
lez5] TP I* rnode:; ap-bridge;
) band: 2ghz-b)an;
ﬁ Rauting I kx-chains:  0;1;
Syl I tx-chains:  0;1;
ﬁﬁé i ht-extension: 20f40mhz-Ce;
9 Queues LAMN Configuration:
| Files IP address 192, lﬁgl.adﬂ. 1/24 is set on bridae (LAMN paort)
DHCP Server: enabled;
[:] Log WAN {gateway) Configuration:
gateway: etherl ;
ﬂ Radius ipt Firewwall: enabled;
MAT: enabled;
4, Toals I DHCF Client: enabled: |
Mewvs Terminal : :
Remove Configuration Show Scripk,., | 0K i
S e : | | |
Make Supout. ri
&) Marual
@ e WinBox
[l Exi
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Bespoke option

You can type "v" to see the exact commands that are
used to add and remove

this default configuration, or you can view them later
with

'/system default-configuration print' command.

To remove this default configuration type "r" or hit
any other key to continue.

If you are connected using the above IP and you remove
it, you will be disconnected.
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Bespoke option

For the brave or the experienced..

You removed configuration

The router has been cleared of defaults.

Now what?
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Bespoke Option

First..

Check the all the security advice in the
previous slides regarding ‘Factory default’
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Bespoke Option

In brief..

1) New username and password
2) IP Services

3) RouterOS and Routerboot

4) Mac server /[ Bandwidth Test
5) Packages
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Bespoke Option

Now to add the missing bits..
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Bespoke Option

The Firewall..

The simplest approach is to add the allowed
then block everything else.
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Bespoke Option - Firewall

Breaking that down..

Remember the firewall can protect both the router
(in/fout) and any network available through it.

* Router
* Input chain / Output chain
* Network

* Forward chain
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Bespoke Option - Firewall

Input / Output / Forward chain..

*The sequence is this -

* Allow the packets you want

* Block everything else
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Bespoke Option - Firewall

Allow options..

* Typically 3 ways to approach this -
* Individual specific rules
* Utilising address lists for grouping networks

* New ‘chains’ combining the above
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Bespoke Option

N.B the follow examples show a combined
‘input/output/forward’ chain. This is for
demonstration purpose only and requires
individual ‘input’ ‘output’ and ‘forward’ chains
in actual use
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Bespoke Option - Firewall

Individual / specific rules
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Bespoke Option - Firewall

= 1P ARP
ﬁ Routing Accaunting Filter Rules |N.|5.T | Mangle | Raw | Service Ports | Connections | Bddress Lists | Laver? Prokocols |
ios System Addresses Lt| = || 8 (O || |00 Reset Counters || 00 Reset all Counters
9 Queues Cloud # | |.ﬁ.|:l:in:|n |Chain |Srn:. Address |D5I:. Address |F‘ru:utn:n:n:|| |Srn:. Port |D5t. Port
[ Files DHCP Cliert 1] o acc.., inputfoutputforward
1 K drop  inputfoukput)forward

.| Log DHCF Relay
A radius DHCP Server
% Tools DhS
Mew Terminal Firewall
g Make Supout, rif IPzec
&) Manual Kid Contral
@ Mew WinBo:x Meighbaors
E, Exit Packing .

Pool 2 items (1 selected)

Routes
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Bespoke Option - Firewall (matcher)

72

Firewall Rl

General | gdvanced | Extra | Action | Statistics|

Chain: |inputfoutput)forward

Cancel

Sre. Address: | |+ Apply
Dst, Address: | | =
Protocal; | |~ IWI
Sre. Port: | |~ Copy
Dst. Port: | |~ IWI
Ay, Part: | |~ IW
In, Interface: | |~ W
out, Interface: | |~
In, Interface List: | |+
Out, Tnterface List: | |+
Packet Mark: | | bt
Connection Mark: | |+
Routing Mark: | |+
Routing Table: | |+
Conneckion Type: | | -
Conneckion State; | | b
Connection MAT State: | |+

% A N
Mikror 1k
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Bespoke Option - Firewall (action)

General | &dvanced | Extra Action |Statistics |

& A N
i Mikror 1k

Reset Counters

[ o |
Action: |accept ¥ | Cancel |

add dst ko address list | Apply |
add src ko address lisk

Lag Frefix: |drop | Disabi |
Faskkrack conneckion san'e
Jurnp | Cornrment |
log
passthrough | co |
rejeck oy
return | Remove |
Larpit

Reset All Counters
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Bespoke Option - Firewall (matcher/action)

CLI/Terminal..

[NewUser@MikroTik] > ip firewall filter \
add chain=input/output/forward \

<matcher criteria> \

action=<accept/drop>
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Bespoke Option - Firewall

Individual accept..

515 Mesh
Firewall
lzgsl 1P " amp
_ Filter Rules |N.ﬁ.T | Mangle | Raw | Service Ports | Connections | Address Lists | Layer? Protocals |
ﬁ Routing ¥ Accounking
Gt M addresses = & 3| (0 || 00 ResetCounters | 00 Reset All Counters
! Qleles Claud # | |.ﬁ.|:ti|:|n |Chain |Srn:. Address |D5I:. Address |F‘ru::tn:u:n::| |Srn:. Piork |D5t. P
. 0 e’ ace,., inpuk/outputForward
| Files DHCP Client 1 # drop  inputfoutputForward
[:] Log DHCP Relay Firewall Rule <=
M Radius DHCPR Server Feneral |.ﬁ.|:|-.-ann:eu:| | Extra | ckion | Skatistics | oK
X Tools oo Chain: |inputfoutputfforward || ¥ | Cancel
ain: |inputfoukputforwar ancel
Mew Terminal Firewsall .
| Make Supout.rf - [psec New Firewall Rule
& Manual Kid Control eneral | Advanced | Extra Action |Statistin:s | O
@ Mew WinBox Meighbors . =
; Ackion: |an:n:epl: ||*| Cancel
[ Exit Packing
Pool [ |Log Apply
Routes Log Prefix: | | i Disable
SHMP Zamment
Services ™ I 1
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Bespoke Option - Firewall

Using address lists
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Bespoke Option - Firewall (address list)

77

Fing

# | |.ﬂ.n:tin:|n |Chain |Srn:. Address |Dst. Address

okocal |Srn:. Paort |Dst. Paort |In. Ir

o acc... inputfoukputforward
#drop  input/outputFarvard

Firewall Rule <=

Gereral  Advanced |E><tra | Ackion | Statiskics |

Sre. Address List: [ || whitelist S

D=k, Address Lisk:

% A N
Mikror 1k

Laver? Protocol: " o
arne:

Content: | Address: Cancel

Conneckion Bytes: | Timeout: &pply
Connection Rate: | Creation Time: |Jan,|'I32,l'19?El 03:25:12 |
Per Connection Classifier: |
Src. MAC Address: |
ok, Bridge Port: |

In. Bridge Port: | enabled
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Bespoke Option - Firewall (address list)

CLI/Terminal..

[NewUser@MikroTik] > /ip firewall filter add

chain=<input/output/forward>
<src/dst-address-list>=<address-list>

action=accept
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Bespoke Option - Firewall

Chains
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Bespoke Option - Firewall (chain jump)

Firewall

Filter Rules |N.ﬁ.T | Mangle | Raw | Service Porks | Conneckions | Address Lists | Layer? Proktocols |

e = & |3 (O |7 | 00 Reset Counters || 00 Reset All Counters [

# | |.ﬂ.|:ti|:|n |Chain |Srn:. Address |D5I:. Address |F‘ru:utn:n:n:|| |Sr|:. Paork |D5I:. Part

1] o acc,.. inputfoukput/forward
1 K drop  inputjoutput/farward

Firewall Rule ==

izeneral | Advanced | Extra Action |Stati5tic5 |

84

. Action: |jum|:| ";|
| lLog

Log Prefix: | | w7

Jurmnp Target: |NewChain| || ¥ |

Zancel

Apply

Disahble

Comrent

& A N
ﬂ Mikror 1k

Copy

Femove

Reset Counters

Feset all Counters
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Bespoke Option - Firewall (NewChain action)

Firewall

Filter Rules |r'-.l.ﬂ.T | Mangle | Raw | Service Porks | Connections | Address Lisks | Layer? Pratocals |

e = | |3 (| | | 00ResetCounters || 00 Reset All Counters

# | |.ﬁ.n:ti|:|n |Chain |Srn:. Address |D5I:. Address |Pru:ul:n:n:|:|| |Srn:. Piork |D5I:. P
1] o acc... inputfoutput/Forw., .

1 K drop  inputfoutputFarw, .,

2 o acc... MewChain

Firewall Rule ==

izeneral |.ﬂ.dvanced |E:-:tra Ackion |Stati5tics | Ok

Gckion: |an:n:ept || * | Cancel

Log Apply

-0g Prefix: |.ﬁ.llnwed | -~ Disable

Cormrnenkt

Copy

Remowve

Feset Counters

Reset &ll Counters
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Bespoke Option - Firewall (address list)

CLI/Terminal..

[NewUser@MikroTik] > /ip firewall filter add \
chain=<input/output/forward> \

<matcher> \

action=jump jump-target=NewChain

[NewUser@MikroTik] > /ip firewall filter chain=NewChain \

<matcher> \

action=accept log=yes log-prefix=""Allowed”
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Bespoke Option - Firewall

Things to consider being allowed..

*Established / related packets

* Protocols
* ICMP & Routing

*VPN'’s

* Management access
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Bespoke Option - Firewall

Firewall efficiency

* Deal with the biggest bulk of packets first

* Process unwanted and known bad packets/traffic

* Process wanted and known good packets/traffic

* Deal with the unknown last

* New streams
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Bespoke Option - Misc

Anything else to consider?

Lots of little bits!
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Bespoke Option - Misc

IP Services..

e Restrict the networks these services are
allowed from.

* Perhaps even contemplate changing the listening port -

‘security by obscurity’
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Bespoke Option - Misc (Ip Services revisited)

IP Service Lisk

|x v

|Name ] |F‘n:urt |.ﬂ.vailahle Friam Cettificate ||""
& api o728
® api-ss) arvza none
® ftp 21
@ zsh 10022 0.0.0.0/0
& Lelnet 23
@ winbox 8291 192.1658.58.0024
oy aa
& -l 443

IP Setvice <sshx

Marne: |55h (0] 4

[ ] Port: | 10022 Cancel

&itemd Awailable From: |III.III.I:I.III,|'III Apply

IP Service <winbox:=

VT |winl:n:|x (] 4

Port: 5291 Cancel

Hvailable From: |192. 165.85.0/24 Apply

Disable

|enal:n|ed
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Bespoke Option - Misc (Ip Services revisited)

[NewUser@MikroTik] > /ip service print

Flags: X - disabled, I - invalid

# NAME PORT ADDRESS CERTIFICATE
0 XI telnet 23

1 XI ftp 21

2 XI www 80

3 ssh 10022 0.0.0.0/0

4 XI www-ssl 443 none

5 XI api 8728

6 winbox 8291 192.168.88.0/24

7 XI api-ssl 8729

[NewUser@MikroTik] > /ip service set ssh port=10022 \
address=0.0.0.0/0

[NewUser@MikroTik] > /ip service set winbox \
address=192.168.88.0/24
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Bespoke Option - Misc (SSH)

Ssh..

Consider uprating SSH with options like
* Stronger crypto
*Larger key sizes

*Importing certificates for authentication

See wiki for more details
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Bespoke Option - Misc (SSH)

[NewUser@MikroTik] > ip ssh set strong-crypto=yes
[NewUser@MikroTik] > ip ssh set host-key-size=4096
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Bespole Options - Misc

Or consider..

Disabling all ip services and using a method
called ‘port knocking’

A technique by which you use the firewall to monitor for a sequence
of events that then trigger an access mechanism.

Again, check the wiki for information and howto’s
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Bespoke Option - (Misc RP Filtering)

Reverse Path Filtering..

Drop packets that appear to be spoofed.

e.g. packets attempting to leave your network with incorrect source IP
address.

It would indicate you have a system that’s infected!

[NewUser@MikroTik] > /ip settings set rp-filter=strict
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Bespoke Option - (Misc RP Filtering)

S8 Mesh

5] 1p

ﬁ Rauting

iod System

e CIUELES

[ | Files

[:] Log

ﬂ R.adius

% Tools

Mews Terrminal
g Make Supouk, FHF

&) Marual

@ Mewy WinBox

[l Exit

ARP
Accounking
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Serwver
DMS

Firewall
IPsec

Kid Conkral
Meighbors
Packing

Pool

Routes
SMMP

Setvices

Settings
Socks

TFTF
Traffic Flow
LIPRF

Wieb Prooy

IF Settings

IP Forward K

Send Redirects Cancel
[ 1 Accept Redirects
Secure Redirects

[ ] Accept Source Route
Allow Fast Path
Route Cache

Apply

@ rrrien [strict

Max Meighbaor Entries:

ARP Timeouk

ICMP Rate Linnik:

IPw4 Fast Path Packets:

[ TCP svnCookies

5192

: |00:00:30

10

[ | 1Pw4 Fast Path Ackive
0

IPv4 Fast Path Bytes: 0B

IPw4 Fasttrack Packets:

[ | 1Pw4 Fasttrack Active

IPw4 Fastirack Bytes:

& A N
Mikror 1k
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Bespoke Option - (Misc RP Filtering)

A word of caution when using RP-Filtering. It can’t be
implemented on individual interfaces.

It’s all or nothing.

This leads rise to possible problems if the router is
part of a multi-homed network.
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Bespoke Option - Misc

And finally some common sense practises for
the more advanced.
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Bespoke Option - Misc

Routing protocols..

OSPF (v2)

* Use authentication between routers
(even if it isn’t that strong- MD5/password)
* Do not broadcast OSPF on interfaces that are visible by prying eyes

(enable passive on the interface in question)
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Bespoke Option - Misc

Routing cont..

BGP

* Filters — Only allow the routes you want to have and to send

* Firewall - Only allow the peers you want to see and talk to
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Bespoke Option

Thank you for watching and listening

Any last questions?
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Check list - ‘factory defualt’

1. New Username/password. disable/delete admin

2.Apply an allowed address range for the user

3.Disable services and any required ones restrict network access and/or change listening ports
4.Update RouterOS to the latest ‘Stable’ or ‘Long Term’ version
5.Don’t forget Routerboot

6.Disable MAC Services

7. Disable Neighbour Discovery

8.Disable unused interfaces/ports

9.Set at password for the WiFi plus check other security requirements
10. Disable Btest server

11. Disable MikroTik Cloud (not so urgent)

12.Add your own NTP details

13. Disable unused packages
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Checklist - No factory defaults

1. Apply all the fixes from ‘factory default’
2. Firewall

3.SSH

4. Port Knocking?

5. Reverse Path Filtering

6. OSPF

7.BGP
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