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Presentation Objectives

Since 6.41 there has been some major changes to the Bridge
Look at some of new features on the CRS3xx Series

VLAN configuration on the CRS3xxx Switch
Common Layer 2 misconfigurations

Some of the other new features since 6.41 in bridge and on
CRS3xx switch



Switch vs Router - which is most powerful?

CCR1072-1G-85+ CRS317-1G-16S+RM
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e 72 Core 1GHz Tile chipset e 2 Core 800MHz Arm Chipset
16GB Ram  1GB RAM

* RRP $3050 * RRP $399

* Layer 2 Throughput * Layer 2 Throughput
79,000 Mbps 159,000 Mbps

* Layer 3 Throughput * Layer3 Throughput
79,000 Mbps 3,000 Mbps

CCR1072 test results 1518byte packet Bridging no filters with fastpath - https://mikrotik.com/product/CCR1072-1G-8Splus#fndtn-testresults
CRS317 test results 1518byte packet switching non blocking layer2 throughput - https://mikrotik.com/product/crs317 1g 16s rm#fndtn-testresults
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Switch vs Router - which is most powerful?

CCR1072-1G-85+ CRS317-1G-16S+RM
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Depends on what you going to use it for!

CRS has almost double the throughput at Layer2
CRS is just over 10% of the cost

Choose the correct unit for the correct job!
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Bridge

* If you have started using stable versions and are not just using
long-term versions you will have seen......

* Since 6.41 there has been some changes to the bridge and
switch configuration

* No master/slave configuration on interface to pass packets
through switch chip and not the CPU



Interfaces Pre 6.41

Interface <etherd:
General | Ethemet Loop
Name
Type
MTU
Actual MTU
L2 MTU
Max L2 MTU
MAC Address
ARP

ARP Timeout:

Protect Owerall Stats  Rx Stats ..

" oK
| | Cancel
; |Etherr1na°t | oot
. 1500 |
Dizahle

- (1500 |
: |-| 553 | Comment
. 4074 | Torch
. |4C:5E:0C-C2:0F-79 | Cable Test
. |enabled =] Blink

| | - Reset MAC Address

Master Part:

Bandwidth (R Tx)
Switch

: |ur1|irnited || * | ,-“|unlim'rted

: |sw'rtd'|'|

Reset Counters

enabled

slave

nio lirk;

UNRAVELLING
TECHNCLOGY
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Interfaces 6.41 Onwards

Inteface <etherd:

General |F‘nE Fthemet Loop Protect Overall Stats ..

oK
tame | Cancel
Type: |Ethemet | =
MTL: |1500 |
Disable
Actual MTU: |1500 |
L2 MTU: |1588 | Comment
Max L2 MTU: |9204 | Torch
MAC Address: |E-1:D'I 5d:FB:F9.09 | Power Cycle
ARP: |enabled B Cable Test
ARP Timeout: | R Blink
Reset MAC Address
Reset Counters
enabled slave no link

UNRAVELLING
TECHNCLOGY
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Bridge hardware offloading

* Adding ports to the bridge will now automatically (if
supported and enabled) use switch

Bridge Port =etherd:
Bridge Pots VLANs MS5Tle Port MST Oven|] General | STP VLAM Status 0K
+||=| v|[%] = T interface: EEEEINNNN * | | | Cancd
Interface |Bridge Bridge: |bridge-an K3
Tt ether? bridgedan Apply
ftethers bridgedan . :
At athard bridgedan Horizon: | | b Disable
Abntlnnnt bidae{an . =
nactive, H- Hw. Offload [, Leam: |auto 3 Comment
At ethers bridgedan Unknown Unicast Flood Copy
dtether” bridgedan Unknown Multicast Food .
ftetherd bridge-an v Emove
b athord bridgeJan Broadcast Flood
t-tether 1l bridgedan L] Trusted
ttether?? bridgedan
tbetherl? bridgedan Hardware Offload
ttetherid bridgedan
ttetherid bridgedan
Yt etheris bridgedan
ttetherits bridgedan
ttethers? bridgedan
bridgedan
enabled inactive | Hw . Offload




Bridge — VLAN Filtering

Since 6.41 bridge VLAN filtering has been supported
This simplifies the VLAN setup on ROS

This makes bridge operation more like a traditional Ethernet
switch

CRS326 makes an ideal LAN switch

TIP:

Create all VLANs before enabling VLAN filtering to prevent
loosing access to the router during configuration!



Bridge — HW offloading

Since ROS 6.41 Bridges handle all Layer2 forwarding and the
use of the switch chip

HW offloading is turned on if appropriate conditions are met

Enabling some bridge features disables hw offloading eg:-
— Spanning Tree

— Rapid Spanning Tree

— Multiple Spanning Tree

— IGMP Snooping

— DHCP Snooping

— VLAN Filtering

— Bonding



Bridge — HW offloading

* Depending on the model or the switch chip, different features
will disable bridge HW offloading

. Model STP/RSTP MSTP DHCPSnooplng VLAN F|Iter|ng

CRS3xx
CRS1xx/2xx v x x x x
QCA8337
AR8327 v x x x x
AR8227 v x x x x
AR8316 v x x x x
AR7240 v x x x x
RTL8367 x x x x x
ICPlus175D x x x x x

TNV G LA
TECHNCLOGY

Complete list https://wiki.mikrotik.com/wiki/Manual:Switch Chip Features#Bridge Hardware Offloading
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Bridge — VLAN Setup
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Bridge — VLAN Setup

* For this configuration as we are unable to alter the phone
configs we will need a mixture of

 Trunk Ports for link to other switches and router
Port 1 — Link to router
Port 2 — Link to next switch

* Access ports for the servers, PCs and phones
Ports 3-6 — PCs and Phones
Port 7 — Untagged in VLAN11 for a server
Port 8 — Untagged in VLAN201 for public device



e Create a bridge

VLAN Configuration

Imterface <bridgedan:

General |STF" WLAN | Status  Traffic

Admin.

-OHI
Name: || | Cancel
Type: | Bridge | Apply
MTU: : Iv|
Actual MTU: (1500
L2 MTU: [1592 |
MAC Address: |CC:2D:ED:?E:33:41 |
ARP: |enabled I3 —
ARP Timeout: | | =
MAC Address: | | hd

Ageing Time: |DD:D5:1}I]

[ ] IGMP Snooping
[ | DHCP Snooping

[ ] Fast Forward

enabled

unning

UNRAVELLING
TECHNCLOGY

18



VLAN Configuration

e Add all Switch Ports to the Bridge
* Defaultis hardware offloaded

Bridge Port <etherZ=

General |STP' VLAN  Status oK
interface: = | * | | | Cancel
Bridge: |bridge-lan " + | Apply
Horizon: | | b Disable
Leam: |a|.rtr.:| || ¥ | Comment

Unknown Unicast Flood Copy

Unknown Multicast Flood

Remove

Broadcast Hood
[ | Trusted

Hardware Cffload

UNRAVELLING
E,nabled Inadllule TECHNCLOGY




VLAN Configuration

Configure VLANs on bridge and assign ports to them
For this example we have these VLANSs

VLAN 11 — Data

VLAN 101 — Phones

VLAN 201 - Public

We going to Start with the Trunk Ports 1 & 2



VLAN Configuration

* Create VLANs and add etherl and ether2 as tagged

[=]|E3| m|E3] Bridge VLAN <201> (=l E3

Bridge: |bridgedan ¥ Bridge: |bridgedan ¥ Bridge: ¥

VLAN IDs: [11 2 VLAN IDs: [101 = VLAN IDs: [201 4

Tagged: |ether? ¥| ¥ Tagged: |efher? ¥ ¥ Tagged: |efher? ¥| ¥

ethers ¥ ¥ sthers ¥ ether? | &

Untagged: - |Untagged: - Lrtagged: -

Cumrent Tagged: Cumrent Tagged: Cumrent Tagged:

Cument Lintagged: Cument Lintagged: Curment Untagged:
enabled enabled enabled

2

(BN



VLAN Configuration

TIP — Add extra columns to WinBox! This will make it easier to
see the config

Bridge Pots VLANs |M5Tls Port MST Ovemides  Fiters  MAT

*/ =] [v|l%[a] [7

Hosts MDB

Eridge

VLAN IDs
Tagged
Untagged
Current Tagged

Current Untagged

Fird
|En'dge s |"u"LA.N IDs |Current Tagged |Currerrt Untagged |"’|
bridgedan 1m .
bridgedan 11 Show Categories
bridgedan 2N Detail Mode

Inline Comments

Show Columns ¥
Find Ctrl+F
Find Mext Ctrl+G
Select All Ctrl+A
Add NS

‘|

Jitems (1 selected)

UNRAVELLING
TECHNOLOGY
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VLAN Configuration

Now you can see both the configured and current settings
Current column populated when devices connected up

Bridge = E3
Bridge Pots VLAMs | MSTls  Port MST Ovemides  Fiters  MAT  Hosts MDE
5 =l [T
Bridge VLAN 1Ds Tagaged |Untagged Curment Tagged Cumrent Untagged -
bridgedan 101 etherl, etherd
bridgedan 11 etherl, ether2
bridgedan 201 etherl, ether2

23



Untagged Ports

Next we will configure ports 3-6
These ports are for PCs and Phones
PCs need to be in VLAN 11 and Phones in VLAN101.

We will use a MAC based VLAN rule to put the phones in
VLAN 101



MAC based VLAN

We can use switch rules to create a MAC based VLAN. We will
use this for our phones.

We can use a MAC address mask to catch all phones with the
same OUl based MAC

We will set up these ports so we can also use the PC port in
the phone without reconfiguring the phones.



MAC based VLAN

Switch ACL Rule <etherd, etherd, etherh, etherb:

=] B | Switch ACL Rule <etherd, etherd, etherh, etherbs

MAC |VLAN IP Action Bypass
Tae: IS+ |
[ Invert Match Apply
Src. Ports: |ethe|'3 " ¥ | >
\etherd =] %
\ether5 I o
|E‘tth‘E " > | ¥ Remove
Digt. Ports: | | =

Sre. MAC Address: |'B-1:'I'E:?F:DE:CF:FE

Src. MAC Mask: |FF:FF:FF:DD:1}|]:DD

MAC VLAN IP Action |Bypass
pcton: [FETE + |
Miror To: | |~ Apply
Policer: | R
aam .| Mic=
New Service VID: | R Copy
New Service PCP: | | | | Remove
New Service DEI: | v

Dst. Addr. Registered: | | - Mew Customer DEI: | | -
MAC Protocal: | - New DSCP: | I~
Drop Precedence: | | - Mew Priority: | | -
Custom Fields: | - Mew Drop Precedence: | | -
Mew Registered State: | | -
Mew Flow |D: | | -

enabled enabled

LLING

LOGY

Create a Switch ACL rule to change VID based on MAC address

26



Untagged Ports

We will now create some Untagged ports for our PCs and
phones o

Bridge Pots VLAMs | MSTls  Port MST Ovemides  Fiters MAT Hosts MODB
= v | X O T

Bridge WLAN 1Ds Tagoed |Untagged Cumrent Tagged -
bridgedan M etherl, ether? etherd, etherd, et .
bridgedan 11 etherl, ether? etherd, etherd, et
bridgedan 201 etherl, ether?
Bridge VLAN <115 Of x| (O[]
Bridge: ([l ¥ Bridge: |bridgedan ¥
VLAN IDs: [11 s VLAN IDs: [101 4
Tagaged: |etherl F| ¥ Tagged: |etherl ¥ |
— | = |
e e
Urtagged: |etherd ¥ ¥ Urtagged: |effier? ¥ ¥
Comment Comment
——L et S [ coy |
Copy
— | . = |
et 514 et 514
etherf ¥ etherf ¥ | ¥
Cument Tagged: Cument Tagged:
Curment Untagged: Curment Untagged:

enabled enabled



Untagged Ports

Set the Ports to Add PVID to untagged traffic to put PC in data
VLAN. Phones will be tagged in phone VLAN using the switch
rule =

Bridge Forts |VLANs MSTls  Port MST Overmides  Fitters  WAT Hosts MDE
= v | % O T Bridge Port <etherd:

Copy

Remove

# h'ﬂﬂerface Bidge | General STP VLAN | Status
I
2 At b o e i ;
h mad S
6 IH ethers bridgedan -

-
7 items (1 selected)

enabled inactive Hwe . Cffload
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Untagged Ports

* Next we will configure Port 7 as a Data VLAN port and set the

PVID on port 7

Bridge VLAN <11

Bridge:
WLAM [Dg:

Tagged:

Urtagged:

Cument Tagged:

Cument Urtagged:

enabled

11

ether1 *
ether? >
etherd ¥
etherd >
ethers ¥
ethert ¥
ether” +
etherl

4 4 4O 4 4 O O 4 |

oK

Cancel

Apply

Dizable

Comment

Copy

Remaove

Bridge Port <ether?:=

General STP VLAN | Status o
mvib Cancel
Frame Types: |admit all - =
Ingress Filtering .
Tag Stacking Disable
Comment
Copy
Remove
enabled inactive

Hw . Offload

29




Untagged Ports

* And Port8 untagged in VLAN201 and PVID on port 8
B} Bridge Port <etherd:

Bridge: |bridgedan E3 QK General STP VLAN |53"ﬂ-Js 0K
VLAN IDs: |201 | & Cancel PVID: | Cancel
Tagged: |n.=,=ther1 || ¥ | — Apply Frame Types: |adm'rt all || ¥ | Apply
p I Filteri
|mg " * | v Disable W fi'ﬂﬂg Disable
— - || Tag Stacking
Untagged: |ether? =1+ Comment Commert
Cument Tagged: |E-‘thE-‘f1 | Copy Copy
Cument Untagged: | | Remove Remove
enabled
|enabled |ir1ac:ti'u.re | Hw. Offload

TECHNOLOGY
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Management Interface

* We need an IP Address on the switch so we can manage it

* For this example we will manage the switch from the Data
VLAN (VLAN 11)



Management Interface

* Create a VLAN interface on the bridge interface

Interface <vlan1:

Interface List General | Loop Protect  Status  Traffic
Interface | Intedface List Ethemet EolP Tunnel Name: |FERRNEEE || | Cancel
|l = ||| 5 T | | Detect Inte Type: |VLAN | Apply
MTLU: 1500

R |N¢;~E§dge-lan : EEEZE P :'IE[H] : Disable
R prvlan1 VLAN Ha ' Comment
R 4tbridgel Bridge L2 MTL- |-|534 |
RS 4i*etherl Ethemet Copy
RS elether? Ethemet MAC Address: |64:01:54:F8:F9:08 |

] Remove
5 #retherd Ethemet _ —
S evctherd Ethemet ARP: |enabled 3 —
5 #i#etherd Ethemet ARF Timeout: | | -
5 sjpethert Ethemet
S #irether7 Ethemet i |
5 4betherd Ethemet B 11
5 sivetherd Ethemet Interface: |bridge-lar1 || ¥ |
5 spretherll Ethemet _
g #1¥ether1l Ethemet [ | Use Service Tag
¢
31 items

UNRAVELLING
TECHNCLOGY
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Management Interface

* Add bridge as a Tagged Port on the VLAN11 — IMPORTANT
Add an IP Address to the VLAN interface

Bridge VLAN <113 Off x|

Bridge:

Current

enabled

WLAM 1Ds:

Tagged:

Lntagged:

Cument Tagged:

ntagged:

11

ether1 *
etherd ¥
bridgedan ¥
etherd >
etherd +
ethers ¥
ethert ¥
ether? *
bridgedan
ether1

etherd

4 4 4 4 4 4 4 4 )

OK

Cancel

Apply

Dizable

Comment

Copy

Remove

Mew Address
utala TR0, 100.1.27°24

Metwork: |10.100.1.0

Interface: vlan11-data

enabled

OK

Cancel

Apply

Dizable

Comment

Copy

Remove

UNRAVELLING
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Enable VLAN filtering

* Now we have finished the VLAN setup we can Enable VLAN
Filtering

* We can also enable Ingress Filtering. This will only allow
VLANs we have configured into the bridge

Interface <bridgedan:

Bridge | Ports VLAMs MS5Tls Pot| General STP VLAN | Status  Traffic QK
L o =] | T VAN Fitering Cancel
Mame Type EtherType: |(x8100 ¥
R 3bridged Brid Aoply
Lo == PVID: [1
Dizable

*

Frame Types: |admit all

Ingress Fitering e

Copy

Remowve

Tarch

-
1item out of 14




Ingress Filtering

* Checks Ingress Port and VLAN ID in bridge VLAN table.

* Specify what frames types to permit

— Admit all (default)
— Admit only untagged and priority tagged

— Admit only VLAN tagged

Bridge Port <etherd:

General STP  VLAN | Status QK
PVID: {11 Cancel
Frame Types: |admit all + Apply
admit all
admit only VLAN tagged Disable
admit only untagged and priorty tagged
Comment
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Layer 2 Misconfigurations

Here are a few common incorrect Layer 2 configurations and
then the correct way to do it.

The following slides show the INCORRECT setup follow by the
correct setup

Do not follow the incorrect setup!



Layer 2 Misconfigurations
Multiple Bridges

Scenario:-

* You are using a CRS3xx series switch

* You need to isolate certain ports from each other.
* You decide to create 2 bridges.

* As each bridge is a separate Layer 2 domain you have isolated
the ports from each other

Symptoms

* You start to use your switch and notice that one set of ports
work at wire speed and give full throughput. However the
other set of ports do not.



Layer 2 Misconfigurations
Multiple Bridges

What has happened?

You test further and notice that the CPU is very high when
traffic flows slowly though one of the bridges.

You look at your
configuration

See how the H flag is
not set for ports in
bridgel

Bridge Ports | VL ANs

= X O T

Interface

ttetherid
ttatherid
ttetheris
ttether it

Bridge

bridgedan
bridgedan
bridge4an
bridgedan

M5Tls Port MST Overides  Filters NAT H

Horizon | Trusted |Pric
no
no
na
no

Ttather?7

Mo

ttether 18
ttether 19
+tetherd]
+t-ather?]
+tathers?
+-tether2d
+tetherz4

24 tems (1 selected)

bridge4an
bridgedan

nao
no
nao
nao
no
nao
VES




Layer 2 Misconfigurations
Multiple Bridges

* Only some devices support more than 1 hardware offloaded
bridge

* CRS1xx\2xx series switch support up to 7 bridges using
hardware offloading

* Consider reconfiguration of your network to use VLANs and
VLAN filtering and port isolation.



Layer 2 Misconfigurations
VLAN - on slave interface

Scenario

* You want a DHCP server to give out IP addresses only to a
certain tagged port

Interface List =] E3
Interface | Inteface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
|| = || 82 T | | Detect Intemet Cing
MName ¢ | Type Actual MTL L2 MTU |Tx Rx Tu| ™
e e 1500 1552 2.8 kbps 14.1 kbps *
4{rether] Ethemet 1500 1592 0 bps 0 bps
rvlan1l VLAN 1500 1538 0 bps 0 bps

VLANs

M5Tls Port MST Ovemides  Fiters NAT Hosts MDB

= (| 5] |E=

T

» dge

Path Cost

Role

Root Pat...

bridgedan

10 disabled port

10 disabled port
10 _disabled port

- ——

=l



Layer 2 Misconfigurations
VLAN - on slave interface

Problem

* VLAN interface will never capture any traffic at all since it is
immediately forwarded to the master interface before any
packet processing is done.

Symptoms DHCP Client =] E3
DHCF Client | DHCP Client Options
¢ DHCP C||ent / Server e = | |¥® (O T Release Renew
1 Interface Use P [Add D... |IP Address Expires After | Status -
nOt Worklng properly wan 77 yES yES i searching...

* Device unreachable
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Layer 2 Misconfigurations
VLAN - on slave interface

Solution
* Change the VLAN to the bridge

Interface List =] E3
Iterface | Interfface List FEthemet EolP Tunnel IP Tunnel GRE Tunnel VLAM VRRP Bonding LTE
(| = ||| 22 T | | Detect Intemet
ot MTL L2 MTU | T Rix Tul >
R ttbridgedan 1500 1552 287 7 kbps 3.1 kbps -
R fhvlan1l 1500 1588 286.9 kbps 2 9kbps
R  4tbridgel 1500 1552 Obps 0 bps
= thotbo oo 1500 1552 330.7 kbps 8.3 kbps
RS  4jpether? Ethemet 1500 1552 512 bps 3.7 kbps
5 4{retherd Ethemet 1500 1552 O bps O bps
5 4{retherd Ethemet 1500 1552 O bps O bps
5 4{rethers Ethemet 1500 1552 O bps O bps
5 4{rethert Ethemet 1500 1552 O bps O bps
5 4{rether? Ethemet 1500 1552 0 bps O bps

UNRAVELLING
TECHNCLOGY




Scenario

Layer 2 Misconfigurations
VLAN in a Bridge with Physical Interface

* You want to send tagged traffic out of a physical port

IP Tunnel  GRE Tunnel YLAN @ WRRF Bonding LTE

Actual MTU L2 MTU | Tx

1500
1500
1500
1500
1500

Interface | Inteface List Ethemet EolP Tunnel
+'r == " x [l | T Detect Intemet
Mame Type
R tbridgedan Bridge
R #ikether] Ethemet
5 #j#ether? Ethemet
#leetherd Ethemet
dbvlan11-data VLAN
5 4

#etherd Ethemet

1588
1588
1588
1588
1584

[=]|E3

Pots |V0ANs MSTls Port MST Overides

= | T
Interface Bridge
A3 vl 7 1-dlafz bridgedan
ttethens bridgedan
+-tather” bridge-an
ttethent bridge-an
ttethers bridgedan

Horizon |Trusted |Priorty (h

na
na
na
na
noa

Fiters MNAT Hosts

MOB

a0
a0
80
80
20

Path Cost |Ruole
10 disabled port
10 disabled port
10 disabled port
10 disabled port
10 disabled port
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Layer 2 Misconfigurations
VLAN in a Bridge with Physical Interface

Problem

This will work in most cases

It will cause problems if also using STP/RSTP with other
vendor’s switches because BPDUs are tagged

Not all switches can understand tagged BPDUs

Symptoms

Port blocking by RSTP
Port flapping
Network loops



Layer 2 Misconfigurations
VLAN in a Bridge with Physical Interface

Solution
e Use VLAN filtering as we have just looked at

Bridge Port <vlan11-data> Bridge Port <vlan11-data:

ristace: PN |
BN ¥ +

. |bndgedan
|| Ingress Filtering
Horizon: | | b | [] Tag Stacking Disable
Leam: |a|_rtn || ¥ | ] Commert
Unknown Unicast Hood l Copy
Unknown Multicast Food 1 Remove

Broadcast Flood
[ | Trusted

Hardware Offload

UNRAVELLING
TEC L OGY
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Scenario

Layer 2 Misconfigurations

Bridged VLANSs

* You are using VLANSs to isolate Layer 2 domains connected to

your switch

* You create VLAN interfaces on each physical interface

Interface List

Interface | Inteface List Ethemet EolP Tunnel

der = & % (O | Detect Intemet

Mame
4ibether?
4ibetherd

Actual MTU L2 MTL | Tx

1500

1538

I[P Tunnel GRE Tunnel V0LAMN WVRREP Bonding LTE

S 4rvlan101-etherl
4i¢etherd

S 4vlan11-etherd

5 4vlan101-etherd
i¢etherh

50




Layer 2 Misconfigurations
Bridged VLANSs

Scenario (cont..)
* Put VLAN interface into a separate bridge for each VLAN
Bridge =] E3

Bridge Ports VLANs MSTls Port MST Ovemides Fitters MAT Hosts MDB
g | = ¢ ¥ O T

H Interface Bridge Horizon |Trusted |Priorty (h  |Path Cost | Role Fw
....... 21 vanifletherd bidgevlan101  yes 80 10 disabledpot
....... 3| TrweniOlether brdgevlan101  yes 80 10 disabledpot

0l 1Y vian 7 1etherd  bridge-vian1l YES a0 10 disabled port
11 I vian 7 7ether?  bridge-vlan1l YES a0 10 dizabled port

51



Layer 2 Misconfigurations
Bridged VLANSs

Problem
* You notice parts of the network are unreachable
* You notice links keep flapping.

* This is due to sending out tagged BPDU packets

Symptoms

* Port blocking by (R)STP
* Port flapping

* Network inaccessible



Layer 2 Misconfigurations
VLAN in a bridge with Physical interface

Solution
a) Easiest solution is to disable (R)STP on the bridge
Or Even still use recommend to rewrite your config and

b) Use VLAN filtering as we have just looked at
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DHCP Snooping

* Since 6.43rc56, bridge supports DHCP Snooping
 DHCP Snooping is a Layer 2 Security feature

* This limits the ports on which DHCP Offer packets are received



Rogue DHCP Server

Rogue DHCP Server could provide legitimate clients with
bogus TCP/IP Information

This could prevent them communicating on the network as
their address is incorrect

This could change their gateway address to a rogue gateway
They could obtain rogue DNS server settings



DHCP Server Spoofing

192.168.0.1
DISCOVER
g -

DISCOVER
>

DHCP Server
DNS Server
192.168.0.10

1. Client sends DHCP DISCOVERY broadcast packet. Because it is a broadcast
packet, switch sends it out of every switch port.

UNRAVELLING
TEC OLOGY
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DHCP Server Spoofing

192.168.0.1

DISCOVER DISCOVER
o e
OFFER OFFER
-
IP=192.168.0.100 DHCP Server
GW =192.168.0.1 DNS Server
DNS =192.168.0.10 192.168.0.10

1. Client sends DHCP DISCOVERY broadcast packet. Because it is a broadcast
packet, switch sends it out of every switch port.

2. Server sends a DHCP Reply.

UNRAVELLING
TEC ~ O
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DHCP Server Spoofing

192.168.0.1

DISCOVER DISCOVER
| |
OFFER
- -
IP=10.0.0.100 g DHCP Server
GW =10.0.0.1 8 DNS Server
DNS =10.0.0.1 rf, 192.168.0.10
pe)

. Client sends DHCP DISCOVERY broadcast packet. Because it is a broadcast

packet, switch sends it out of every switch port.

2. Server sends a DHCP Reply.
3. Fake DHCP server can also receive the DHCP DISCOVERY packet and send a

DHCP Reply.
. Attacker could give out incorrect IP addresses.
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DHCP Server Spoofing

192.168.0.1
1.23.4

DISCOVER

X

5.6.7.8

DISCOVER
>

OFFER

-

IP 192.168.0.100

GW 192.168.0.1
DNS 192.168.0.200

DHCP Server
DNS Server
192.168.0.10
HSBC.COM =1.2.3.4

43N0ODSId

NS Server
2.168.0.200
C.COM=5.6.7.8

1. Client sends DHCP DISCOVERY broadcast packet. Because it is a broadcast
packet, switch sends it out of every switch port.

2. Server sends a DHCP Reply.

3. Fake DHCP server can also receive the DHCP DISCOVERY packet and send a
DHCP Reply.

4. Attacker could give out incorrect IP addresses.

5. Attacker could give out incorrect DNS Server.
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DHCP Snooping — HW offloading

Depending on the model or the switch chip, using DHCP
Snooping will disable bridge HW offloading

RouterBOARD model HW offloading

CRS3xx series
CRS1xx/CRS2xx series

v

X

QCA8337
AR8327
AR8227
AR8316
AR7240
RTL8367

ICPlus175D

X X X X X %X X

UNRAVELLING
TECHNOLOGY

https://wiki.mikrotik.com/wiki/Manual:Switch_Chip_Features#Bridge_Hardware_Offloading

62



Bridge DHCP Snooping

Create Trusted Port for port(s) which you want to allow DHCP
ACK messages on

This is normally ports with DHCP server connected and ports

with other switches on. In this setup its Etherl and Ether2

General | STP  WLAN Status

Interface: |effer?

Bridge: |bridgedan

Horizon:

Leam: |auto
v Linknown Unicast Aood
v| Linknown Multicast Food

v| Hardware Cffload

enabled inactive

| |l

-

|

Hw . Cffload

mI|E3} | Bridge Port <ether2s

General | STP VLAN Status
Interface: | effies
Apply Bridge: |bridgedan
| Lnknown Unicast Food
| Lnknown Multicast Food

| Hardware Cffload

enabled inactive

# | |

Hw . Offload

oK

Cancel

Apply

Disable
Comment

Copy

Remaove
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Bridge DHCP Snooping

* Once ports are configured
 Turn on DHCP Snooping on the bridge

Inteface <bridgedan:

Gereral | STP VLAN Status Traffic
- -
Actual MTU: | 1500
Comment
L2 MTU: |1592
MAC Address: |(CE:2D:E0:7B:38:41
ARP: |enabled *
ARP Timeout: -
Admin. MAC Address: |(CE:2D:E0:7B:38:41 -

Ageing Time: | 00:05:00

v| DHCP Snooping

Fast Forward

UNRAVELLING
TECHNOCLOGY

enabled unning
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Thank you for
Listening
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