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<% Consultora en Telecomunicaciones
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MUM Soporte IT

< Diseno, desarrollo e implementacion de soluciones.
< Incidencias puntuales.

% Soporte mensual (OutSourcing).

% Revision y Optimizacion % Asesoramiento
+ Actualizacion “ Soporte Prioritario

< Mantenimiento preventivo % Guardia 24x/

< Monitoreo < Implementaciones Adicionales
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e Overview

€ Graprs

Last Time Modify Event:
Last Backup Export:

Last Backup Binary:

® MikroTik - CCR1036-12G-4S B v6.36.3 (stable)
Device Name:
Category / Group: @ woe
IP Address: 1.1.2.128
Host Alive: m
Last Seen Alive: 33 seconds
Uptime: 00:29:36 (1776 secs)
Uptime (Reboot) 7 ( Last Reset: September 20
Counter: )
© Cron Detalls
Last Probe: 47 seconds
Last Job Status: | Warning |
Log Probe:
Last Checked: 33 seconds

25 minutes ago
08 de Noviembre de 2017
08 de Noviembre de 2017

Intirinces U Fuwwall Q Logs 21 Files 2 Hslory
( System Resources |= Device's Events - Showing last 5 events
= Memory Used (2.29%): (= Type Date Category Description
s O o 8 hours ago Interface Change for Interface ether2 Value (ink- *
& Disk Used (13.87%): (| downs)
142.1 B G2
& Monday at Ping Device is DOWN since 6 minutes ago .
8 CPU Load (0%): [ WARNNG  11:20am
36 core / 12000
F] November 4 Ping Device is DOWN since 5 minutes ago .
cpell: % cpul: % cpe: % cpud: 3% cpud: % WAINNG
cpub: % cputs: % cpul: % cpus: % cpul): %
cpull: % cpull: % cpul2: % opuld: % cpuld: % & Ono November 4 Interface Change for Intecface eltherd Value (ink- *
cpulh: % cpulé: % cpul?: % cpuls: % cpuld: % daowns,)
cpu0: % cpu21: % cpu22: % cpul: % cpu2d: % -
C 4 5 tes .
25 % cou2s: % cou2?- % o2 % cou2: % & Novernber ing Device is DOWN since 5 minutes ago
WARNNG
cpud0: % cpud: % cpud2: % cpudd: % cpudd: %
cpuds: % CPU_total: 0.08%

< Monitor: Uptime Activity

i Hardware Detalls
3 System License

{) Connection Tracking

# RouterBOARD
Architecture-name:
Current-firmware:

Factory-firmware:

Firmware-type:

DJN2-SXLD / Level 6

Actual: 1482 / Max: 524288

tile

327

tilegx

% Interfaces Static

other: pptp-out: vian:

SRaR L Rl N REE
@ Ordculo MKE Solutions « :

2 14 16

Eth ot Ethermnet

No L Tols
+ BGP
« BGP Poers (8)
Poer " Adcle n AS Ued n d Usd Sort
o-netrotel IR U 21
D e 21
[(ossetrore . TS 19

\“
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@Q oraculo.mkesolutions.net

Start Duration
I 2017-11-08 11:53:25 28 minutes
I 2017-11-08 11:52:26 3 minutes

1 hours 9 minutes
SAMSUNG

4 minutes

1 days 1 hours 54 minutes

— near a minute
Change for Interface ether) Value
(Wr-Gowns) 8 minutes
Ty vt INFO ‘
Vorable 1Lk -downsy ‘1 minutes

Categoxy. imterface
Valuos Refore: 11 - Actual 13

SEFEEEE

\" days 9 hows 19 minutes

Dévicn Al - Cans Cortal
# Address 1,135/ Paturera

\

Made for

& &
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Device Obesder Revadove
P Addross: 1.1.2232 / Rlermat

Values Before 115511 - Aok
00:05:29
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MUM Introduccion y Objetivos = =

Mas alla de proteger el router deshabilitando los servicios que no se

utilizan e implementando reglas de Firewall, también es necesario

implementar reglas que controlen el trafico desde/hacia sus clientes.
< RFC2827 (BCP38).

+ RFC3704: RP-Filter.

< Puertos mas comunes a proteger.

“+|DS / IPS / mitigadores.

+ BGP Blackholing.

% Buena comunicacion (y predisposicion) del proveedor.
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El problema...

Torch (Running)

~ Basi ~ Filters
Interface: |SNE E Src. Address: |0.0.0.0/0
Entry Timeout: |00:00:03 s  Dst. Address:
~ Collect Src. Addressé: [::/0
v Src, Address || Sre. Address6
Dst, Addressé: |::J0
v Dst, Address || Dst. Addressé
E MAC pfaOCd Port MAC PfOtOCd: a“
V| Protocol | vian 1d Protocol: |any
L pscp Port: |any
VLAN Id: |any
DSCP: |any
Eth. Pro... Protocol Sre. Dst. VLANId [DSCP  |TxRate |Rx Rate T |Tx Pack... Rx Pack...
800 (ip) 17 (udp) 31.76.153.223:35978 ’ 127610 Obps 744 bps 0 1
800 (ip) 17 (udp) 32.19.202.196:39908 ' 127147 Obps 744 bps 0 1
800 (ip) 17 (udp) 32.37.142.48:61061 ’ 127201 Obps 744 bps 0 1
800 (ip) 17 (udp) 31.83.117.100:17881 ' 127041 Obps 664 bps 0 1
800 (ip) 17 (udp) 31.56.178.81:27634 ' 27767 Obps 656 bps 0 1
800 (ip) 17 (udp) 31.102,163.139:44750 ) 127558 Obps 656 bps 0 1
800 (ip) 17 (udp) 31.193,.74.77:10115 ' 127868 Obps 624 bps 0 1
800 (ip) 17 (udp) 31.196,149.127:19084 ’ 127912 Obps 624 bps 0 1
800 (ip) 17 (udp) 31.200.180.117:52663 ’ 127636 Obps 624 bps 0 1
800 (ip) 17 (udp) 30.211.242.93:50994 ' 127398 Obps 616bps 0 1
800 (ip) 17 (udp) 31.6.180.183:50773 ) 127126 Obps 616 bps 0 1
800 (ip) 17 (udp) 31.73.198.161:17520 ’ 127649 Obps 616bps 0 1
800 (ip) 17 (udp) 31.92.41.152:18751 ’ 127107 Obps 600 bps 0 1
800 (ip) 17 (udp) 31.103.203.105:38230 ) 127232 Obps 600 bps 0 1
800 (ip) 17 (udp) 31.164.165.10:28313 ’ 127204 Obps 600 bps 0 1
800 (ip) 17 {(udp) 31.175.155.111:11108 " 127476 Obps 600 bps 0 1
800 (ip) 17 (udp) 32.18.148.207:55999 ' 127964 Obps 600 bps 0 1
800 (ip) 17 (udp) 30.204.198.217:27609 ' 127628 Obps S92 bps 0 1
800 (ip) 17 (udp) 31.11.133.75:39861 ) 127848 Obps S92 bps 0 1
800 (ip) 17 (udp) 31.33.125.24:46028 ) 127493 Obps S92bps 0 1
800 (ip) 17 (udp) 31.77.218.138:16417 ’ 127743 Obps 592 bps 0 1 \
800 (ip) 17 (udp) 31.88.132.122:50210 [ 127391 Obps 592 bps 0 1
\\- 900 items Total Tx: 0 bps Total Rx: 13.9 Mbps Total Tx Packet: 0 |Total Rx Packet: 26 843 MKE
MIK IVIING



Torch (Running)

~ Filters
| $|  Src. Address: |0.0.0.0/0
s (Dst.Address: | )
~ Collect Src. Addressé: [::/0
v Src, Address __| Src. Addressé
Dst, Addressé: |::J0
'V Dst. Address || Dst. Addressé
E MAC Protocol Port MAC Protocol: all
v Protocol I vLaN1d Protocol: |any
L lpscp Port: lany
VLAN Id: |any
DSCP: |any
Eth. Pro.. Dst, VLANId [DSCP  TxRate RxRate © TxPack... [Rx Pack...
800 (ip 17 (udp) 31.76.153.223:35978 ’ Obps 744 bps 0 1
800 (ip 17 (udp) 32.19.202.196:39908 ) Obps 744 bps 0 1
800 (ip 17 (udp) 32.37.142.48:61061 ' Obps 744 bps 0 1
800 (ip 17 (udp) 31.83.117.100:17881 ) Obps 664 bps 0 1
800 (ip 17 (udp) 31.56.178.81:27634 ' Obps 656 bps 0 1
800 (ip 17 (udp) 31.102,163.139:44750 ) Obps 656 bps 0 1
800 (ip 17 (udp) 31.193,.74.77:10115 ) Obps 624 bps 0 1
800 (ip 17 (udp) 31.196,149.127:19084 ’ Obps 624 bps 0 1
800 (ip 17 (udp) 31.200.180.117:52663 ) Obps 624 bps 0 1
800 (ip 17 (udp) 30.211.242.93:50994 ) Obps 616bps 0 1
800 (ip 17 (udp) 31.6.180.183:50773 ) Obps 616 bps 0 1
800 (ip 17 (udp) 31.73.198.161:17520 ' Obps 616bps 0 1
800 (ip 17 (udp) 31.92.41.152:18751 ' Obps 600 bps 0 1
800 (ip 17 (udp) 31.103.203.105:38230 ) Obps 600 bps 0 1
800 (ip 17 (udp) 31.164.165.10:28313 ' Obps 600 bps 0 1
800 (ip 17 (udp) 31.175.155.111:11108 " Obps 600 bps 0 1
800 (ip 17 (udp) 32.18.148.207:55999 ' Obps 600 bps 0 1
800 (ip 17 (udp) 30.204.198.217:27609 ) Obps S92 bps 0 1
800 (ip 17 (udp) 31.11.133.75:39861 ' Obps S92 bps 0 1
800 (ip 17 (udp) 31.33.125.24:46028 ' Obps S92bps 0 1
800 (ip 17 (udp) 31.77.218.138:16417 ) ] Obps S92 bps 0 1 \
800 (ip 17 (udp) 31.88.132.122:50210 ' : =
Ml}( 900 items tal Ty 0 bp: Total RZTT3.9 Mbps Total Tx Packet: 0 |Total Rx Packet: 26 843 } KE
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Analisis

<+ Interfaz de entrada: WWAN

< lTodo el trafico es UDP

< |IP origen aleatoria.

“ Puerto de origen aleatorio.

< [P destino > Cliente atacado.
<+ Puerto de destino aleatorio.
% Paquetes recibidos: 26800.

% Paquetes enviados: 0.

\
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.

MUM ;Qué es DoS / DDoS? £

< Los atagues de denegacion de servicio tienen como principal
objetivo atacar el vinculo mas debil para provocar una caida del
serviclo: capacidad contratada, capacidad de procesamiento, enlaces

troncales, distribuciones, AB del cliente, etc.

Z
Atacante o /4 f/ Victima
/
DNS 28 - 54
. / res | NTP 557
NetBIOS 3.8
CharGEN 358

\
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MUM ;Que es el IP Spoofing? 2=

“ Sustrtucion de la direccion IP de origen de un paguete IP por otra

totalmente falsa.

“Un router normalmente inspecciona la cabecera |IF busca la

direccion [P de destino y la compara con su tabla de enrutamiento
para determinar cual es el proximo salto, pero no hace nada con la

direccion [P de origen.

@ o) @

SRC: 8.8.8.8 SRC: 8.8.8.8 SRC: 8.8.8.8
DST: 200.0.0.10 DST: 200.0.0.10 DST: 200.0.0.10

&
& ME

SRC: |oﬂ9. 10 > 8.8.8.8

& ©,
\ =
M/Krom DST: 200.0.0.10




;Se puede hacer algo!? o

< Filtrar el trafico valido antes que sea demasiado tarde!

20 (D ©

SRC: 8.8.8.8 SRC: 8.8.8.8 SRC: 8.8.8.8
DST: 200.0.0.10 DST: 200.0.0.10 DST: 200.0.0.10
A
8. ©,

SRC: |0ﬂ9|0>8888
~ DST: 200.0.0.10 .
“ R2 no tiene manera de reconocer si el nuevo origen 8.8.8.8 es

verdadero o falso.

“ Implementar BCP38 6 uRPE. —
MikroTik MKE



mum BCP38 - Ingress Filtering = =

<+ Que? BCP38: Best Current Practice 38 > RFC2827/

< Cuando? Mayo de 2000.

< Porqué? Eliminar los atagues DoS provocados por IP Spoofing vy

detectar el verdadero origen del ataque.

% Como!? Bloqueando el trafico que ingrese al router con direcciones

IP_de origen diferentes a nuestras propias direcciones.

< Donde? En las interfaces locales de nuestros routers.
RFCSsdtoéuﬁﬁngrds
< m ey g |ETF

- 12
edity
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yes es

n-interface ge——cs Routing e ) out-interface~__| | 77" P
Prerouting @d 2 Bridge " Postrouting
yes IPSec

Input | Output l Policy

INPUT IPSec J
INTERFACE Decryption i
no

IPSec Interface
LAN no

Encryption HIB
Local Local
Process IN Process OUT

< /ip firewall filter add chain=forward | chain=input...

OUTPUT

INTERFACE

\
% —
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Reglas de Firewall

Firewall

Fiter Rules NAT Mangle Raw Service Ports Connections Address Lists |Layer? Protocols

i=| |22 & T Find REDES LOCALES

Address Creation Time
@ REDES LOCALES 192,168.77.0/24 Julf12/2017 02:5...
@ REDES LOCALES 10.30.50.0/29 Julf12/2017 02:5...

General | Advanced Extra Action Statistics | General Advanced |Extra Action Statistics General Advanced Extra Action | Statistics
Chain: |Forward Src. Address List: ¥ |REDES LOCALES Action: |drop
Src. Address: Dst. Address List: " Log

Dst. Address: Laver7 Protocol: LOG PYEFIXE ..
Protocol: Content:
arc, Port: Connection Bytes:
Dst, Port: Connection Rate:
Any. Port: Per Connection Classifier:
In. Interface: [ |/LAN Src. MAC Address:

Out, Interface:

\
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Reglas de Firewall

[ ip firewall address-list
add address=192.168.78.0/24 list="REDES LOCALES"
add address=10.30.50.0/29 list="REDES LOCALES"

[ ip firewall filter
add chain=forward in-interface=LAN src-address-list=!"REDES LOCALES" \

action=drop comment=BCP38

add chain=input in-interface=LAN src-address-list=!"REDES LOCALES" \

action=drop comment=BCP38

\
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Mikror ik MJ,;EE



DDoS en accion

o

Torch (Running) [=] E3
~ Basic ~ Filters Start I
Interface: |ether3 * Src., Address: [0.0.0.0/0 '
Stop
Entry Timeout: (00:00:03 s  Dst, Address: |0.0.0.0/0 q
ose
~ Collect Src, Addressé: |::40 -
Src. Address || Sre. Address6 S New Window
JSC, Addresso: |i
Dst, Address | Dst. Addressé
MAC Protocol Port MAC Protocol: | all i
Protocol ClvLaN Id Protocol: |any ¥
_Ipscp Port: lany L2
YLAN Id: |any ¥
DSCP: |any ¥
Eth. ... 7 JProtocol | Src. Dst, Tx Rate Rx Rate Tx Packet Rate  Rx Packet Rate v
800 (ip 17 (udp) 4.18.244.69:43735  200.200.200.1:41589 0 bps 0 bps 0 0 *
800 (ip 17 (udp) 2.27.45.121:43736  200.200,200.1:41590 0 bps 0 bps 0 0
800 (ip 17 {udp) 6.238.169,63:43741 200.200.200.1:41595 0 bps 480 bps 0 1
800 (ip 17 {udp) 0.250.191.202:43744 200.200.200.1:41598 0 bps 0 bps 0 0
800 (ip 17 {udp) 6.152.157.161:44325 200.200.200.1:42179 0 bps 480 bps 0 1
800 (ip 17 {udp) 0.137.228.188:44345 200.200.200.1:42199 0 bps 0 bps 0 0
800 (ip 17 (udp) 0.147.29.231:44398 200.200.200.1:42252 0 bps 0 bps 0 0
800 (ip 17 {udp) 8.129,151.151:44402 200.200.200.1:42256 0 bps 480 bps 0 1
800 (ip 17 {udp) 6.0.6.137:44409 200,200,200,1:42263 0 bps 0 bps 0 0
800 (ip 17 (udp) 3.60.171.66:44423  200.200.200.1:42277 0 bps 0 bps 0 0
800 (ip 17 {udp) 6.103.110,152:45409 200.200.200.1:43263 0 bps 0 bps 0 0
800 (ip 17 {udp) 2.169.120.162:45422 200.200.200.1:43276 0 bps 0 bps 0 0
800 (ip 17 {udp) 11.129,24,120:45431 200.200.200.1:43285 0 bps 480 bps 0 1
800 (ip 17 {udp) 4.102.212.8:45444  200.200.200.1:43298 0 bps 0 bps 0 0
300 {ip)§ 4.200,190,89:45448 200,200,200,1:43302 U bp ) bp i 0 A
500 items Total Tx: O bps Total Rx: 4.3 Mbps Total Tx Packet: 0 Total Rx Packet: 9 032 E

v — ' B
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Session:

E4:8D:8C.52:FF:06

DDoS en accion

Mikror ik

Firewall

Filter Rules NAT Mangle Raw Service Ports Connections | Address Lists  Layer7 Protocols

f—l‘ ’Y‘ ‘ Tracking |

Sic. Address Dst. Address Protocol Timeout TCP State Ong./Repl. Rate Orig./Repl. Bytes v

C 0.0.0.0.:68 255.255.255.255.67 17 (udp) 00:00:00 0 bps/0 bps 328B/0B »
Cs 2.16.251.194:12794 200.200.200.1:10207 17 (udp) 00:00:07 0 bps/0 bps 28B/0B
Cs 211717713422316  200200.2001:19723  17(udp)  00:0007  ~~~ Obps/Obps  28BAOB |
Cs 2132.57.100:11105 200.200.200.1:8518 17 (udp) 00:00:07 0 bps/0 bps 28B/0B

Cs 2.151.178.168:12796 200.200.200.1:10209 17 (udp) 00:00:07 0 bps/0 bps 286B/0B

Cs 3.21.141.233:5641 200.200.200.1:3054 17 (udp) 00:00:08 0 bps/0 bps 28B/0B

Cs 3.62.35.221:2731 200.200.200.1:144 17 (udp) 00:00:08 0 bps/0 bps 288708

Cs 3.91.141.107:4537 200.200.200.1:1950 17 (udp) 00:00:06 0 bps/0 bps 28B/0B

Cs 3.99.25.178:9392 200.200.200.1:6805 17 (udp) 00:00:08 0 bps/0 bps 28B/0B

Cs 3.110.51.195:4548 200.200.200.1:1961 17 (udp) 00:00:08 0 bps/0 bps 28B/0B

Cs 3.121.129.178:2766 200.200.200.1:179 17 (udp) 00:00:08 0 bps/0 bps 28B/0B

Cs 3.136.45.37:3338 200.200.200.1:751 17 (udp) 00:00:07 0 bps/0 bps 28B/0B

Cs 3.178.47.45:18812 200.200.200.1:16225 17 (udp) 00:00:07 0 bps/0 bps 28B/0B

Cs 3.228.77.57:15289 200.200.200.1:12702 17 (udp) 00:00:06 0 bps/0 bps 28B/0B

Cs 6.10.134.144:2718 200.200.200.1:131 17 (udp) 00:00:06 0 bps/0 bps 28B/08B

Cs 6.32.163.236:11107 200.200.200.1:8520 17 (udp) 00:00.07 0 bps/0 bps 28B/0B

Cs £.188.242.147.5666 200.200.200.1:3079 17 (udp) 00:00:08 0 bps/0 bps 28B/0B

Cs 6.233.200.104:2977 200.200.200.1:390 17 (udp) 00:00:08 0 bps/0 bps 28B/0B

Cs 7.2.147.141:5050 200.200.200.1:2463 17 (udp) 00:00:08 0 bps/0 bps 28B/0B

Cs 7.14.212.101:3340 200.200.200.1:753 17 (udp) 00:00:07 0 bps/0 bps 28B/0B

Cs 7.55.204.166:3659 200.200.200.1:1072 17 (udp) 00:00:08 0 bps/0 bps 28B/0B

Cs 7.98.51.67:3373 200.200.200.1:786 17 (udp) 00:00:07 0 bps/0 bps 28B/08B

Cs 7.123.134.98:.12859 200.200.200.1:10272 17 (udp) 00:00:07 0 bps/0 bps 28B/0B

Cs 7.144.161.45:3933 200.200.200.1:1396 17 (udp) 00:00:07 0 bps/0 bps 28B/0B

Cs 7.163.143.222:2803 200.200.200.1:216 17 (udp) 00:00:08 0 bps/0 bps 28B/0B

Cs 7.190.8 15854 200.200.200.1:13267 17 (udp) 00:00:08 0 bps/0 bps 28B/0B -
817 items out Max Entries: 218040




MUM

RAVWV en RouterOS vé

- -
-

\ . '
yes \ es \ !

n-interface o N Routing B i b out-interface~_ | | 7T .
@ng | P Forward Bridge_——- Postrouting

M/Kr

11k

INPUT IPSec ol Output yes IPSec
INTERFACE Decryption Policy
no
IPSec Interface
Encryption HTB il
no
Local Local OUTPUT
Process IN Process OUT INTERFACE
- ‘ | Connection Mangle Destination
PREROUTING l’ Hotspot-IN " Tracking Prerouting NAT

\
MKE



MUM  Reglas Optimizadas (RAWV)

Session: |192,168.10.27 CPL: 2%

Filter Rules MNAT Ma ‘° Raw ’S> vice Ports  Connections Address Lists  Layer7 Protocols

b= ¢ | AT | 00 Reset Counters || 00 Reset All Counters Find all
# Action  |Chain Src, Address |Dst, Address Prot... Src. Port  Dst, Port  |In. Int... |Out, I... |Bytes Packets
0 o acc... prerouting 17(... 68 ether3 7.5KiB 230
1 A drop prerouting ether3 394.0 MiB 14 755 732
MNew Raw Rule
General | Advanced Extra Action Statistics General Advanced |Extra Action Statistics General Advanced Extra Action ‘Statistics r
Chain: |prerouting ¥ Src. Address List: [1|REDES LOCALES | ¥ | a Action: +
Src. Address: st Dst. Address List: e " |Log
Dst, Address: v o v [
Content: — Log Prefix: |
Protocol: st Per Connection Classifier: v [
Src. Port: v Src, MAC Address: o [
Dskt, Pork: hd
IPsec Policy: v -
Any. Pork: e [
In. Interface: [ | ether3 ¥ - Ingress Priority: v |
Out, Interface: v Priority: v
DSCP (TOS): e
In. Interface List: i
TCP MSS: v
Out, Interface List: o | I
‘ | ] |
+ Regla simplificadall =

MikroTik MKE



MUM  Resultados Finales (RAW) 2=

Session: 192,168.10.27
_l'_.’ _____
Fiter Rudes NAT Mangle Raw |Setvioe Ports Connections Address Lists Layer7 Protocols
& =| || | | T 00 Reset Counters || 00 Reset All Counters
# | |Action |Chain 'Src. Address |Dst. Address Prot... |Src.Port |Dst.Port |In, Int... Out.I... Bytes  Packets
0 o acc... prerouting 17(... €8 ether3 6.6 KiB 221
1 HKdrop prerouting ether3 383.2MiB 14 351 777
nterface <ether3> @E Profile (Running) =] B3 |
Overall Stats R Stats TxStats Status Traffic |, = cPU: al k2 Start
TxjRx Rate: 624 bps |1 61.9Mbps | = Stop
Tx/Rx Packet Rate: 1 p/s 120 941 pjs
xR 1 p} ¥ ols | — Close
New Window
FP Tx/Rx Rate: 592 bps |159.3Mbps | Disable :
FP Tx/Rx Packet Rate: |1 pfs |1 123589p)s | o |Name / CPU |Usage [ v
bridging 0 0.0
TxjRx Bytes: 36.6 MB | 1293.4MB | Torch ;l:ﬂ . SO
L~ LA 71 | S —
Tx/Rx Packsts: |36 529 |} 21179088 | Cable Test ethernet 0 22.0 Bl
s firewal 0 165
TxfRx Drops: [0 |I 0 l Blink logging 0 0.0
Tx/Rx Errors: |0 jo | || Reset MAC Address managerment 0 15|
networking 0 425 1
Reset Counters profiling 0 30| I
unclassified 0 3.0/
winbox 0 05|
| | wireless 0 0.0
1< 624 bps T T
Wrx: s1.9mbps |||
U b
7 Packet: 1p/s (M ~\
\\ BlRx Packet: 120941 pjs |/{| [l
preoprrropprespprrare BRIRRISIRRPRIIRPRIRPE 10101101010

M



mAP lite

< CPU 650MHZz

+ 64 MB RAM

% hasta |60k pps (64 byte)

&
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MUM Conclusion =

“BCP38 no evita que se generen ataques de DoS, cuando se
originan desde redes validas, ni Impide que se reciban estos ataques

desde la interfaz publica.

*Lla Implementacion de estas reglas significan un aumento

insignificante del CPU de un router cuando el trafico es normal.

% El no disponer de dichas reglas implica un aumento considerable
del CPU cuando se produce este ataque, provocando
inconsistencias en la red, mayores latencias y reinicios del

equipo.
% Si todos los ISP implementaran BCP38, no existiria este ataque.
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