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Your Instructor

» Mike Delp
- Mikrotik Certified
> In the WISP Industry since 2000
- Consulting Since 1987 -Startup of two Dial UP ISP’s
- Microsoft Certified
> WISP Experience
- Worked on numerous WISP in Midwest Since 2000
- Deployed many Mikrotik Based Networks

- Specialized projects like Hurricane Relief 4 yrs ago,
and numerous Large capacity PtP links
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Course Contents

» Using the Dude

- What is it!

- Why Use it?

> Installation
- Windows/Linux
- RouterQOS

- What can it do?
- Server - Client - Agent
- Monitoring
- History
- Alerts
- Notifications
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What is the Dude?

» NMS (Network Monitoring System)
- Provides Up/Down Status Information of a Network
- Graphical and Logical Network Maps!

- Provides Notifications via audio/graphics/E-mail of
outages

- Provides Outage information
- Start Time
« Duration
- Graphing of Services
- Ping Times
- DNS Query Times
- Web Server Times
- Graphing of Link Bandwidth

- Information such as bandwidth usage across connections
etc.
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What is the Dude?

» NMS (Network Management System)

» Network Management
- Ability to Use Tools to Gain Access to Devices
- Winbox into Network Routers
- Web/Telnet Access
» SysLog Server Built In
- Ability to send Logs to single logging location
» Full SNMP Support
- Ability to Graph, monitor SMNP OIDs
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SNMP

» SNMP

- Simple Network Management Protocol

- MIB

- Management Information Base

- Tree of Information and settings on a Device
- OID

- Object Identifier for an Item in the MIB

- Object can be graphed, Monitored etc.
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Internet Connection Monitoring

» Monitor Public Site witognecan,
o WWW.google.com GTIE DNS
o WWW.Mmicrosoft.com
» Provides Metrics for overall Up:Siream memRx: 170 tbps,

Network Performance
out to the internet..

> Monitor DNS services
- DNS issues shows slow responsive DNS Servers
- DNS is required to Browse Internet!
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Monitoring

DNS Services

- Graphing of Response Times

- Long Times can mean, slow internet access
Mail Servers

- Same thing, graph response times

- OIDs may provide number of messages per second etc
in/out!

o

(0]

Business Clients?

- Business Services could offer monitoring of their
connection

Residential Clients
- Depends on the class of service you are offering.

(0]

o
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Alerting

Beeps

> Don’t help too much

Video

> Projector/Large TV with main Chart
Outages

> TV showing current outages

Sounds
- Hook into your PA System! Put an alert on it!

E-Mail

v

v

v

v

v

- Of Course, E-mail! Use Text Messages as well!

- Use the features to only alert people in the proper
areas..
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Installing the Dude

» Windows Installation
- Download File
> Run though Setup
> Simple as can be!
» RouterQOS Installation
> Just like installing a Package
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Installing the Dude

» RouterOS Installation

> 500 Series Smallest Routerboard to Install on
Do NOT do other functions
433AH is better - Needs Extra Storage
PoweRouters Work Great - Extra Storage
RouterOS Versions major change after 3.17

- 3.0 rc2 - Dude package independent of RouterOS
version

- Before this version, Each time you updated RouterOS
you updated Dude

- 3.1 - Allows multiple stores! BIG Deal!
Disk Space is an issue! A BIG issue!

(o)

(o)

(o)

(o)

(0]
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Installing the Dude

» So why is this important to know!

- VERSION 3.1 and newer, will allow you to use this
system to STORE dude data..

» Storage requirements

> | have seen systems balloon up to several hundred
meg very quickly with data.
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Server Information

Connect To

N

\\f @ Preferences || &3 Server He
K| Settings cd | B dh | =
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Server Information

x Local
P ode: Ireml:ute i — Remote
Uzer Mame: Iadmln m
Connect To Password: [ ) IP Address to
§ ¥ Remember Pazsward Con nect to
\ Connect Ta: |71 1D:l //’I
Part: 221EI

.........

!‘ @ Preferences || &3 Server He
K| Settings cd | B dh | =
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Server Information

Disconnect

Connect To

N

\\f @ Preferences || &3 Server He
K| Settings cd | B dh | =
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Server Information

Disconnect

Connect To

\\f @ Preferences || &3 Server He
| K || Settings cd | B dh | =

=

Undo
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Server Information

Disconnect

Connect To

\\f @ Preferences || &3 Server He
/,“} Cul /’SEttings cd | B dh | =
Undo General
Settings
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Server Information

Disconnect

Connect To

\\f @ Preferences || &3 Server He
/,'f} Cul /SEttinga E:ﬂ il W=
Undo General
Settings

Export Settings &
Configuration

Copyright 2009 -- Link Technologies, Inc. 9/4/2009



Server Information

Connect To

Disconnect
\\f @ Preferences || &3 Server He
K || | &

: | Settings | |
Py

General
Settings

Export Settings &
Configuration

Import Settings
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Server Information

Enable Server on PC

Connect To

Undo

Here you can enable Server on this compute "--".-.

H can log on ta fres : e instance with User name
D | S C O n n e Ct |:|r|'|ir| and no paszword Ihll Enter ke |
Enable On Localhost

Run bode: I all tirne: j

Server
Options

i Sewer R

\/

A

Preferences

Run Mode

= ¢

=

/' / / SEttingE

General
Settings

Export Settings &
Configuration

Import Settings
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Server Information

» Run As Service
- Don’t need to do this if you have separate server.
> Runs as windows service
- Keeps it running upon startup
> Service called “The Dude”
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Setting Up The Dude

lz" ) ‘ Preferences ||° Server || Help | IREWATISAND B ANDWIDTH !

: e
E“El |T Sellings Discover  Tools @ Layer: Ilinks j Zoom: IWDDZ j

-Histary Actions
~Tools
& Files
=FLogs
I~f57 Syslog
Debug
ff Action
— P Event
[=-Metwork Maps
-Local
~Probes
Devices
—Metwarks
£ Services
~Dutages
- Adming
Notifications
-Lirks
~Address Lists
Charts
~Mib Nodes
- Functions
= Panels
-~ admin 70.248.151.166

Connected Client: rx 237 bps / t« 0 bps Server r2 216 bps / v 237 bps
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Server Configuration

Server Configuration

General | SHMP | Palling | Server | Agents | Spzlog | b ap | Chart | R eport | Digcover | Router05 | Mizc |

E mail notifications will be zent uzing ane of these
SMTF servers and Email address

Prirary SMTF: Im v
Secondary SMTF: ID.D.D.EI v

Framm: Idude@sume.dnmain.cnm

Ok

Cancel

tiE
Ix

Apply
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Map Settings

Ability to Setup a Background
Map. Could be Image etc.

Local - Metwork Map

General | Foling | Appearance  |mage |E:-:|:u:urt

I qrid.prg j [rpart
Background:
{100
Cale: | A
lessz mnore
[+ Tile
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Contents

Contents 1 Action History

—Highary Actiogs— L
- Toolz
r% Filez !

1 Logs I Add/Manage Tools

> Syzlog
=7 Debug
=] Action
=] Event |
=-Metwork, Maps

L Local L
~Probe [

- [Devices

-~ Metworks I Pro bes
—£8% Services
~utage

_____ 4 Acmins Outages

- Motifications
~Linksz

ddress Lists Admin Users
-Mib Hodes

- Functions ifi i
Notifications

—I-Panels

= L admin ?N

Functions

Network Maps
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Adding Devices

Right-Click Map

gk Add Device
gk Add Nebwark
gk Add Submap
gk Add Static
gk Add Link
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Adding Devices

Right-Click Map

- Add Device
Select Add Device %I.ﬂ.ddmetwnrk

gk Add Submap
gk Add Static
X g add Link

Enter IP addresz ar DHS name

Address: [10.0.99.254

Login for Fazt access to device with Telnet A inbox I P O r D N S

Idzer Mame: Iadmin

FPazzword: I ””””””””

[T Secure Mode
¥ Fouter 05

| Back || et || I:ance||
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Adding Devices

Right-Click Map

x

Enter IP addresz ar DHS name

Address: [10.0.99.254

- Add Device
Select Add Device %I.ﬂ.ddmetwnrk

gk Add Submap
gk Add Static
gk Add Link

Login for Fazt access to device with Telnet A inbox

Idzer Mame: Iadmin

IP or DNS

FPazzword: I ””””””””

[T Secure Mode
¥ Fouter 05

| Back || et || I:ance||

RouterOS
\’ username/password
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Adding Devices

Services

Add zervices vou want to monitor on this host

| =] el )] L N ||[=

x

| Type /| Problem Motes

r—

pirig ak,

| b

| Back || Finizh || Cancel |
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Adding Devices

Se rvi Ce S Add Device EI
\ Add services you want to manitar on thiz host
/

L

Use Service
Discovery K

k

| Back || Finizh || Cancel |
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Adding Devices

» Device is Created

- RouterQOS Devices with Correct
Information

- Will show Device Performance
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Device Appearance

» Right-Click on Device
» Select Appearance

g | T .
CO pop Settings
cpu: 32

s
i

Appearance Gig
=k, Tools r ﬂ

Reprobe

Ak,

nack.

pgrade »

Force Upgrade  #
(] Mokes
== B ermove

Select Adjacent
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32



Device Appearance

[Device.Mame]O O[device_performance()][Device.ServicesDown] -

» Lots of Information m—y

Type: |item

- Label can contain OID’s oo [

from your MIB database
Frequency?
Channels

Number of Clients Labl Retsh trv: [

thiz iterm if not specified here

Label: -

=]

- Hotspot Users o ;

o) Diown Partial: | -
I m ag. ? . Diawn Complete: | -

- Ability to set a image for bokes:| v
the device oo | ”

Fant: -
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Device Information

Lots Of Information Per Device
Setup “Name” here

i | PP

i | P

General |F'n:| ervices  Outages  Srmp | RouterDS | Histoy | Tools
M ame: |1EI.EI.E|E|.254 Agent: Idefault
Addresses: I1D.D.99.254 I@l ¥  Snmp Profile; Idefault
DMNS Mames: | User Mame: Iadmin
OMS Lookup: Iaddress ko hame Paszword: I
DS Lookup Intersal: IEEI I™ Secure Mode
V¥ Router 05

MAC Addresses: IEIEI:EIE:42:2'I 91:49

[T Dude Server

AL Lookup: Iip to mac

Services:

Farents: |

il

-

=

it

w

[

Tope: IMikru:uTik Device j EI
il

-

Custom Field 1; I

Eup -1

Statuz: (up

Custom Field 2; I

Custarm Field 3 I
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Device Information

Device Outage
Information

0.99.254 - Device
neral| P'u:ulling| Services Outages |Snm|:u| Router05 | Histu:ur_l,l| Tu:u:uls|

Shatus: IaII "’I Probe: IaII j [ g

‘ | Remove Resolved |

Device Services

ak,

Ml

|Status ¢ |Time |Durati-:un |Sewi-:e |N|:-tes
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Device Information

» Device SNMP Info

> |If SNMP is configured
- And Enabled on RouterOS

10.0.99.254 - Device

General Poling Services Outages Snmp |F||:|uterl:IS Hiztory  Tools

Interface |I|:u Houte Arp Brndge Fdb Storage Cpu Wireless Station FHeagizh

th | & ™
M ame Type FMTLU T« Rate H= Rate
pptp-ind [237) u]u]] 1] 0 bpz 0 bpz
etherl [241] ethernet-camacd 1500 251 Mbp:  1.39 Mbps
etherd [242] ethernet-cemacd 1500 195 kbps 1.2 Mbps
ether3 [243] ethernet-cemacd 1500 g0 bps 48 bps
£12tp-rovnet: [255) ppp 1200 3.39 kbps A4.E kbps
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Device Tools

} TOOIS I Core Roter
- Make it very simply for net- opu 20 dist
work management

oo Sekkings
Appearance

. . Reprobe £ Traceroute
° WlnbOX Ack Snimpalk
. . . nack, A Sean
- Starts a Winbox session using Upgrade : Eiimx
username/password in Dude E;wtceuwsrade *gmm
. leli=s Remote Conneckion
- Terminal = Remove ¢ Torch
. Select Adjacent andwi os
- Does the same but with Term- = o Test
inal Window O web
. O Frp
- Remote Connection O pude

- Adds IP address into MS Term Server.

- Telnet/Web etc - Ability to open Telnet or web client to
Device!
> You can add more!
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Up-Stre

Adding Links

F’Eug.ﬂui

x

kaztenng Type: I zimple

Speed: |-|

Type: I Lk ot

2 | PP

| Finizh || Cancel |

Right Click
Select Link
Click & Drag
Between Devices

Select Device

SNMP or RouterOS

b aztening Tepe: I routeros

|rterface: I ethers

Interface for Link
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Adding Links

Link is Created
Note Speed Information

e R0 503 kbps ’
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Link Information

» If you use SNMP

- Must be enabled on RouterOS

- See SSID, Channel, and Signal
- As well as Data Rates and Air Rates!

ZKFES_2_HILL (537453 -536
Rx: 2.34 Mbps (54 Mbps)
Tx: 275 kbps (54 Mbps)
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Link Errors

» Error such as this

> Shows username/password is not correct in Link
Device

> SNMP community String is not correct.

R nterface.InBl tRate
Tu: nterface.outBl tRate

£
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Maps

» Right-Click
» Add Map

> Create Map
- Name

x

Enter properties of new network. map

M arme: IHiIIsI:u:uru:u

| Back || Finizh || Cancel |
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Maps

» Submaps

- Ability to Drill Down
- Setup Customers
- Tower / Site Monitoring
- Show overall Topology

Internet

Hillsboro
os070
FPevely
0/0/0
Festus Hillsbaro
o/o00 o/or0
OverView
Fin Dak Water Tower
o/oro o/or0
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Maps Notifications

Total Devices

Unstable

Down
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Pinging / Tracing from Dude

o
From: [sever 7] |o ||ooe| PacketCount [
To: [10.0.431 (epv|  Packetsize: [32
Interval: [1000 ms L e

# | |H|:ust M ame |Time |Hep|_l,l Size |TTL |Status
1 10.0.49.1 <1 mg 2 A
2 10.0.43.1 <1 ms 2 A
3 10.0.43.1 10 mis 32 Al
4 10.0.49.1 10 ms I
] 10.0.49.1 <1 mg I
B 10.0.49.1 <1 m 2R
7 10.0.43.1 <1 ms 2 A
g 10.0.43.1 <1 ms 2 A

4 | | 3 I
2 tranzmitted. 8 received. 0% packet loss, round tip mindavg/max = 042510 ms
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Pinging / Tracing from Dude

o
Fram: | sercer I EI - Packet Count; I-I m
To: | ; Packet Size: |32
Interval: |1 oan mz TTL: |7|54 m
# | |H|:ust |Name |Time |Hep|_l,l Size |TTL |Status
1 10.0.491 <1 mz 32 E1
2 10.0.491 <1 mz 32 1
3 10.0.49.1 10 mz 32 1
4 10.0.49.1 10 ms 32 1
5 10.0.49.1 <1 ms 32 1
E 10.0.491 <1 mz 32 E1
7 10.0.49.1 <1 mz 32 1
8 10.0.49.1 <1 msz a2 E1
9 10.0.49.1 <1 ms 32 1
10 10.0.49.1 <1 mz 32 1
11 10.0.491 <1 mz 32 1
12 10.0.49.1 <1 mz 32 1
13 10.0.49.1 <1 msz a2 E1
14 10.0.49.1 <1 ms 32 1
15 10.0.49.1 10 mz 32 1
4 | | 3 I
15 transmitted, 15 received, 0% packet lozz, round trip mindavgdmas = 02,0470 ma
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Pinging / Tracing from Dude

I x
=
Ta: [4.222 (] \Sti‘
Packet Size: IEE
Timeout; IEEIEIEI mE
# | |H|:||:| |H|:|st | |Time |
1 1 10.0.99.254 failed
2 2101741011 failed
3 324 217.1.253 failed
4 4 24 217.1.229 failed
] b 24.217.58.82 failed
B B 24.217.2130 failed
7 7479741 failed
a 2 465101.164 failed
9 34222 Al ms
|dnne
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Torching from Dude

Torch Hill-5Gig

=101 x|

Start

Cloze

= General = Filker

From: | Hil-5Gig o |lam|  Protocol B
Interface: lean2_2Festus j Src. Address: |EI.EI.EI.EI.-"EI
Average: IEEI gz Det Address |EI.EI.EI.EI;"EI

j - Stop
FS
rs

Pt IE

Table Fie |Ear
Frotacol |Src. Addresz | Src. Port | Dst. Address Dst, Port

@ iap - 13.3 K @ ianp - 7.35 K
@ ospf - 380 @ cspf - 108
[ tep - 697 K B tcp - 584 K
(Miudp - 78.2 K B udp - 33.3 K
Total Bytes Rx Bytes
@ ianp - 9 @ ianp -1
B tcp - 127 tep - 73
@ udp - 54 @ udp - 17

Total Packets Rx Packets

ﬂA

@ iap - 6K
[ ospf - 272
@ tcp - 112 K
@ udp - 4.9 K

Tx Bytes

CJiamp - B
@ tcp - 54
O udp - 37

Tx Packets
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Torching from Dude

Torch Hill-5Gig

=10l x|

— General = Filker Stark
X MEGT s -

Fraom:; Hill-5Gig El Pratacal IE J “ Stop
Interface: lean2_2FE$tus ﬂ Sic. Address: ID-D-D-D*’D - Close
Average: IEEI gz Dat Address: ID.D.D.DF‘ID -

Port: IE j -
Table Pie Bar |
Pratocol |Sru:. Address | Src. Port | Dat. Address Dist. Port
2 M
1.5 M
im @ Total
 rx
T
500 K
i et
tcp udp ianp ospf
Bytes
200
225
150 @@ Total
@ rx
T
Packets
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What we covered

» Using the Dude
> Installation
- Basic configuration
- Notifications
> Charting
- Graphing
> Services
> Tools
- Ping
- Traceroute
- Torch
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