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The same IP on multiple interfaces

Address List

|| = [« |E]|T

Address ¢ | Metwork Interface
............. 10.0.0.1/24 10000 etherl
= 10.0.0.1/24 10.0.0.0 ether?
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The same IP on multiple interfaces

[admin@MIM]1 6TX-AR] > /ip address print
Flags: X - disakled, I - inwvalid, D - dynamic

#  ADDEESS NETWORE INTERFACE
0 10.0.0.1/24 10.0.0.0 etherl
1 10.0.0.1/24 10.0.0.0 etherd

[admin@MTM16TE-LAL] >

[admin@MTM16TE-LAL] >

[admin@MUM1 6TX-AR] > fip route print

Flags: X - disakled, A - active, D - dynamic,

C - connect, 5 - static, r - rip, b - bgp, © - ¢c3pf, m - mme,
B - klackhole, U - unreachakle, P - prohibit

# DST-ADDEESS PREEF-5EC GATEWAY DISTANCE
0 ADC 10.0.0.0/724 10.0.0.1 etherl 0
ether?

survival strategy: MAC telnet or
connection from different network
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Lack of monitoring o N
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Lack of monitoring

" Whatis the health of my router?

" |sitreachable from everywhere it should?

" |sn’tit overloaded ?
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Lack of monitoring

System Health [edmin@ccrldT2] » fayatem health print
cpu-overtemp—check: yes

Fan Mode: [IETTEIN + | cpu-overtemp-threshold: 100C
Use Fan: | awdliary |#] | Ccancel cpu-overtemp-startup-delay: 1lm
cpu-temperature: 39C
Voltage: Aeply poWer-consumption: 55.2W
CPU Tenpedre: board-temperaturel: 28C
board-temperatures: 27C
Board Temperature: board-temperatured: 32C
Board Temperature 2: psul-voltage: 12V
Power Consumption: psuZ-voltage: OV
p3ul-current: 4.64
Active Fan- pau2-current: 0O&
fanl-speed: 4724RFM
FanZ Speed: |4627 RFM fan3-speed: 4724RTM
Fan3 Speed: |4659 RPM fand-speed: 4627TREM
Fan4 Speed: |4653 RFM [admin@ccrld72] > f3yatem health print oid
gctive-fan: .1.3.6.1.4.1.14988.1.1.3.9.0
PSU1T Voltage: 120V voltage: .1.3.6.1.4.1.14988.1.1.3.8.0
) temperature: .1.3.6.1.4.1.14988.1.1.3.10.0
P5UT Cument: processor-temperature: .1.3.6.1.4.1.14988.1.1.3.11.0
current: .1.3.6.1.4.1.14988.1.1.3.13.0
P5UZ Voltage: power-consumption: .1.3.6.1.4.1.14988.1.1.3.12.0
_ psul-state: .1.3.6.1.4.1.149858.1.1.3.15.0
Tl psui-state: .1.3.6.1.4.1.149858.1.1.3.16.0

MUM USA, Dallas 2016.04.28 Andis Arins / WISP TRACON | router.lv



Lack of monitoring

SMMP Settings

\w: Enabled QK
Cortact Info: |andi5@muter.l'u' Cancel
Location: |DEI||EIE TX Apply
Engine ID: | |- Communities
Trap Target: |1.2.3.4 | %
Trap Community: |publi:: || ¥ |
Trap Version: |3 " * |
Trap Generators: |irrterfa::es " ¥ ¥
Trap Intefaces: |EI|| " ¥ ¥

IP - SNMP

/snmp> send-trap
for proactive
action
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Lack of monitoring

@ admin@ - The Dude 6.35.1 — O

@ | Preferences || Help |

DIEIPEIS s . m
The DUde |Corrtents ,rl ~ IEIE "T | Se*:ings | | Discover || * Tools | @
. - -

] Address Lists - - Y A—
A& Admins | * ’ |mLameey
B Agents 1 . ? n % ]
E Chart
= -
. [ Files _
you can monitor and = ot
. Links w
manage your devices o ey
=} Debug mmms  smmas
[ Event . .
57 Syslog S| | N——
] Mib Nodes -
= 5§ Network Maps amsa, [FIEEE T
£ Local o = . . .
. &= m?o:_s [T ool e e e
new features since B N R Sy R R e
Routeros 6 34 F admin 2165921, ¥ & —— # & e s
" TN u ¢} . .
St Al A R R e
SESESS - O R B = =
- " u s n w
SSS88S [ & ey s s
i [ <) < ! N X
:1ien:x 1; kbps /tx 229 bps |Server oc 4 99 kbps /be 750 kbps |Connected
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Lack of monitoring

(=] [«][s T tools-
Metwatch Host <8.8.8.8>
e e . netwatch
Cancel
Apply
ms Dizable
Status: down Comment
Since: |Apr/28/2016 10:00:06 Copy
Remaove
1 #am |F.'l"l.=|h|F.'1!'.| |
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Lack of monitoring

I

= tools-

0 items

Mame: QK
Interface: etherd ¥ Cancel
Traffic: |transmitted * Apphy
Trigger: |above ¥
- Disable
Threshold: (100M bits.s
Comment
On Event:
/beep Copy
Hemove

Traffic monitor
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Lack of monitoring

|P- Traffic Flow

[=]|EY
General | Status OK
Enabled Cancel
Interfaces: |EI|| " * | - Apphy
Cache Entries: |32‘r-: " +
Targets

|
Active How Timeout: |DD:E'-'I]:DD |
Inactive Fow Timeout: |D'|]:D'D:15 |

|.F~ddress ¢ | Port Version

Mew Traffic Flow Target

Address: |[JEEN] | oK
Port: 1234 | | Cancel
Wersion: |H || ¥ | Apply
v3 Template Refresh: |2'|] |
Copy
v3 Template Timeout: |'IE'I]'I] |
Remove

0 items
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Lack of monitoring

Also HA solutions without monitoring may fail one day

VRRP for 99.9%+
availability

0.365 days or
8.76 hours
down in year

INTERNET
192.168.0.2/24 P i

MASTER

INTERNET

"

ACK
192.168.0.0/24 el

_ 182 168.0.3/24
- 192.168.0.1/24
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DNS issues )
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DNS issues

DMS Settings
o ® Many requests from

- == || spoofed IPs
Allow Remote Requests Apply \ \
Max UDP Packet Size: [4096 |

Query Server Timeout: |2.1]Dﬂ | = Cache

Query Total Timeout: [10.000 | s / rcx.:terl:%%gfcn
Cache Size: |2'[H-E |K.iB| ’ & F Q) F ﬁ Fy ﬁF Q)E

Cache Max TTL: |7d 00:00:00

Cache Used: |8 |

Jip firewall filter

add action=drop chain=input connecticn-state=new dat-port=53 in-interface=Y
etherl-INTEENET protococl=udp

add action=drop chain=input connecticn-state=new dat-port=53 in-interface=Y
etherl-INTEENET protococl=tcp

VICTIM
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DNS issues

DHCP Metworks |Leas&a Options  Option Sets  Alerts / A
+|[=] [a] [T rouaterioogosen
Add G DNS S Domai
L N = - & E9FP9F3ESE
DHCP Metworle <10.0.0.0/24=
GEITE-'WEI}"Z |1Dﬂﬂ1 | # Cancel 10.0.0.0/24
Netmask: | - Apply aa
DNS Servers: [8.8.8.8 S r— ‘ Active le@Ctory
[10.0.0.100 | [ Copy |
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Firewall inefficiency LA
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Firewall inefficiency

internet —_ | 123.123.123.123

& FPO9FSFP9F9F | webserver

irewall

Fiter Rules |N.F|.T Mangle Service Ports Connections  Address Lists  Layer/ Protocols

E = [v![%| 3] [T |00 Reset Courters || oo Reset Al Courters o [
# | |Action |Chain \Src. Address Dst. Address Proto... |Src. Pot | Dst. Port
0 w'acc... forward 123123123123 0.0.0.0/0
1 acc... forward 1.1.11 123123123123
2 wacc... forward 2222 123123123123
3 wacc... forward 3333 123123123123
4 wacc... forward 4444 123123123123
b o’acc... forward hhhb 123123123123
[ o’acc... forward BEERE 123123123123
7 w’acc... forward TITT 123123123123
8 ' acc... forward 0.0.0.0/0 123123123123 6 ftcp) 80,443
9 HKdop  forward 0.0.0.0/0 123123123123
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NAT issues L_EA
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NAT issues

—
rogateriocosnc
10.0.0.0/24 l 123

S e | e il |l |

159.148.147.196

NAT
masquarade
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NAT issues

Fiter Rules N-'“'-T|Ma1gie Service Pots  Connections ~ Address Lists  Layer? Protocols

E“E' |l:ll:l Reset Counters ||l:ll:l Reset All Counters | 10-1-1-0/24
ion ain re. ress . ress a..|arc. Po . Puoi 10-0-0-0 24 ~
# | |Agtion |Ch |Src. Address |Dst. Address |Proto... |Src. Pot | Dst. Port / o 10.1.1. 0/24

.../nr‘!erb‘aag punt®

MNew NAT Rule
Advanced | Bira Mian|&ausucs | oK | | S E\Fjﬂﬁﬁ

Action: [IEFIECTT SN ¥ | | | Cancedl | %

[ | Log | Apply | “
log Prefic| 7 | [_Debe | 123.123.123.0/24
| Comment |
/ip firewall nat
bad add acticn=masquerade chain=3rcnat

ok fip firewall nat
gdd acticn=masquerade chain=3arcnat ocut-interface=etherl-INTEENET

Jip firewall filter

()k add acticn=drop chain=forward connecticn-atate=new dat-addresa=\
10.0.0.0/24 in-interface=etherl-INTEENET
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NAT issues

,Zlmbggg;c, / roganerisSoenc
10000/24 RS IIIIIIIIIIIII....'VE 19216800/24

FIF3E 3F 3F PSP 9F 9F 5F

IPSec

Jip firewall nat
add action=masquerade chain=3rcnat cut-interface=\
etherl-INTEENET src-address=10.0.0.0/24

/Jip firewall nat

add chain=srcnat dst-addreszz=192.168.0.0/24 zrc-address=\
10.0.0.0/24

add action=masquerade chain=srcnat cut-interface=\
etherl-INTERNET =zrc-addrez=z=10.0.0.0/24

MUM USA, Dallas 2016.04.28 Andis Arins / WISP TRACON | router.lv



Allowed IP Spoofing A

MUM USA, Dallas 2016.04.28 Andis Arins / WISP TRACON | router.lv



Allowed IP Spoofing

/rcx.:teu%gggfc"i‘ \\\

10.0.0.0/24 | —
'« P9P9P9P9P

- . 1. routing decision

2. firewall decision

123.
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Allowed IP Spoofing

Tools- Traffic Generator

IE“E' | Raw Packet Templates |

|Name 4 |Header Stack |DE|tE| |DE|tE| Byte |F‘urt
packettemplate 1 ip, mac unintialized
[=]|E3
Test ID: E
Latency Distrbution Max. us | OK |
Stats Samples To Keep: | Cancel |
Latency Distibution Samples: _ | Apply |
Latency Distribution Measure Interval: m | Quick Start |
| Start |
| Stop |
| Inject Pcap |
| ot |

Packet Template <packettemplate:

General  MAC |F'|

313131313

il

-

Dst. s
Protocol: [64cp) [ ¥#]%

Commert

DSCP: |46 * Remove
P s
Frg. Ofet: | %
TIL ¢
Assumed Src.: | |
Assumed Dist . | |

Assumed Protocol: (47 (gre)
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Allowed IP Spoofing

Test your network  nttps://spoofer.caida.org/

[l Firewall as a service in SDN OpenFlow network
Andis Arins
Information, Electronic and Electrical Engineering (AIEEE), 2015 IEEE 3rd
Workshop on Advances in
Year: 2015
Pages: 1-5, DOI: 10.1109/AIEEE 2015.7367309
IEEE Conference Publications

b Abstract  ((html) ao7kn) ©

http://ieeexplore.ieee.org/
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Allowed IP Spoofing

IP Settings

IP Forward
e Elechmci

[ | Accept Redirects Aoply N

Secure Redirects

L] Acompk Souwce Frte / rouateriscosrc

Allow Fast Path 10000/24 -

Pt |« P9PSPSPSP
RP Fitter: |r1c| " *

looge |
Max Neighbor Entries: |5192 |
7 T | | src-ip: 13.13.13.13 routing
ICMP Rate Limit: (10 | dst-ip: 159.148.147.196 decision

[ | IPv4 Fast Path Active
IPv4 Fast Path Packets: |0 |

IPv4 Fast Path Bytes: 0B |

[ | IPv4 Fasttrack Active
|Pv4 Fasttrack Packets: |0 |

IPv4 Fasttrack Bytes: |0 B |
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Bridge issues 5 29
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Bridge issues

RB 3011 UiAS-RM @@

Jinterface bridge

add name=bridgel-switch-without

Jinterface bridge port

add bridge=bridgel-switch-without interface=ether?Z

add bridge=bridgel-aswitch-without interface=etherl-INTERNET
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Bridge issues

& PSP 3P 9E 5P

Bridge Ports |Fiers NAT Hosts

master slave slave  slave +[=] [¢][%]

wan |interface + | Bridge | Priority th... |Path Cost |Horizon |Role
.1 defconf
|a n +tethermaster  bridge 20 10 designated port

.+ defconf

| ftshr bridge a0 10 dizabled port
H 1o defoonf

brid ge | dzbwianT brdge 80 10 disabled port
i: defconf

| ttwdans bridge 20 10 disabled port

JSinterface ethernet

set [ find default-name=ether?
set [ find default-name=ether3
set [ find default-name=etherd
et [ find default-name=etherSs

name=etherZ-master

master-port=etherZ-master
master-port=etherZ-master
master-port=etherZ-master

[ N Ry Y -
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Bridge issues

¥- ¥
' c :“.
; aIK’ oW &b

& P 9F9F9F 9P

bridge-lan

IHCP Server

DHCP | Metworcs  Leases  Options  Option Setz | Alerts

EE | DHCF Corfig || DHCP Setup |

|Name 4 |Irrterface |Lease Time |Mdress Pool |Md AH...|
defconf etherd 00:10:00 defauttdhcp . no

DHCP-Server on individual port, not on bridge itself
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PoE issues A 33
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PoE issues

Mikrotik PoE standart
(4,5pin +) (7,8pin -)

. iYo from DC !!!

// i
.‘._

o 2

// -

N

|« P9PSESESP

(11
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PoE issues

N

/rcx_:nerb%g;;_{ ~\?/'_'— o
| C\@FP 3PP 9P 9P . |

ethl
’ ®

PoE in
\.@
data,power 2 |

DC power 1

1))
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Waiting for hackers PN 3
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Waiting for hackers

IP Service List Apr/28/2016 14:28:53  memory system, emor, critical  login failure for user admin from 208.67.1.187 via ssh

=

Apr/28/2016 14:28:55  memorny system, emor, critical  login failure for user root from 208 67.1.187 via ssh
E' @ Apr/28/2016 14:28:56  memory  system, emor, critical  login failure for user admin from 208.67.1.187 via ssh
: 5 Apr/28/2016 14:28:57  memorny system, emor, critical  login failure for user test from 208.67.1.187 via ssh
|N::; ! |F‘urt 2728 Sonsbelle Eetberi: Apr/ 2852016 14:28:58  memony system, emor, crtical  login failure for user root from 208.67.1.187 via ssh
@ apiaal 2779 Apr/28/2016 14:25:00  memory system, emor, critical  login failure for user vagrant from 208.67.1.187 via ssh
api none Apr/ 2852016 14:25:01  memony system, emor, critical  login failure for user pi from 208.67.1.187 via ssh
@ ftp 21 Apr/2852016 14:25:02  memony system, emor, crtical  login failure for user root from 208.67.1.187 via ssh
@ ssh 22 Apr/28/2016 14:29:04  memory gystem, emor, crtical  login failure for user ubnt from 208.67.1.187 via ssh
@ telnet 23 Apr/28/2016 14:29:05  memory gystem, emor, critical  login failure for user telnet from 208.67.1.187 via ssh
@ winbox 8291 Apr/28/2016 14:25:06  memorny gystem, emor, critical  login failure for user device from 208.67.1.187 via =sh
@ W 80 Apr/28/2016 14:25:08  memory system, emor, critical  login failure for user public from 208.67.1.187 via ssh
Ho| @ www-ss] 443 rone Apr/28/2016 14:29:09  memory system, emor, critical  login failure for user admin from 208.67.1.187 via ssh

11

Apr/28/2016 14:25:10  memony system, emo

Apr/28/2016 14:25:11  memory system, emo

Apr/28/2016 14:25:13  memory system, emo

.C . Apr/28/2016 14:29:14  memorny system, em
DUde (lf |nSta”ed ) port 2211 Apr/28/2016 14:291%  memorny system, em
Apr/ 2852016 14:2517  memony system, emo

Apr/28/2016 1425918 memory gystem, emo

Apr/ 2852016 14:2519  memony system, emo

Apr/ 2852016 14:2520  memony system, emo

Apr/28/2016 14:29:22  memoary system, emo

Apr/28/2016 14:29:23  memory System, emo

Apr/28/2016 15:33:52  memory System, emo

Apr/28/2016 15:33:55  memory gystem, emo

Apr/28/2016 15:33:57  memory system, emo

ccrtical  login failure for user sysadm from 208.67.1.187 via ssh
ccrtical  login failure for user write from 208.67.1.187 via ssh
ccrtical  login failure for user Manager from 208 67.1.187 via ssh
crtical  login failure for user echo from 208.67.1.187 via ssh
ccrtical  login failure for user guest from 208.67.1.187 via ssh
crtical  login failure for user vor from 208.67.1.187 via ssh
ccrtical  login failure for user scradmin from 208.67.1.187 via ssh
ccrtical  login failure for user admin from 208.67.1.187 via ssh
ccrtical  login failure for user admin from 208.67.1.187 via ssh
,crtical  login failure for user diag from 208.67.1.187 via ssh
ccrtical  login failure for user unknown from 208.67.1.187 via ssh
ccrtical  login failure for user root from 220.124.151.130 via ssh
ccrtical  login failure for user root from 220.124.151.130 via ssh
ccrtical  login failure for user root from 220.124.151.130 via ssh

e e T T T T T B T T T e |
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Waiting for hackers

Firewsall

Fiter Rules |I"-.IF|.T Mangle Service Potz  Connections  Address Lists  Layer? Protocols

EHEI @ |l.'|l.'| Reset Courters ||uu Reset Al Counters |

# | |.H{:tiun |I:hain |Src. Address |D5t. Address |F‘rotucu| Src. Port | Dst. Port In. Irnterface Out. Irt... |E'_.rtes |F'Eld{E‘tS
. drop Invalid connections

0 K drop input 184 B 3
..; allow Established connections

1 o accept input 342 1 KB 5010
..; allow remote administration from mikerotile office. here could come also other whitelists

2 o accept input 155148147 0724 0B 0
.o; allow pings ICMP

3 ¥ accept input 1 {icmp) 0B 0
.o allow DNS requests from LAMN. Here could be any other services like VWP M from intemet, Proxy, O5SPF etc

4 + accept input 17 (udp) h3 lether3-wan 2652 B 36

B " accept input 152.168.200.0/24 lether3-wan 7.9 KiB 28
. drop evenything else

[ & drop input £3KE 43

fip firewall filter
add acticn=drop chain=input comment="drop Invalid connections" connecticn-state=invalid
add chain=input comment="allow Established connections”™ connecticn-state=established

add chain=input comment="allow remote administration from mikrotik office. here could come alsoc other whitelists™ \

grc-address=159.148.147.0/24

add chain=input comment="allow pings ICMP" protocol=icmp

add chain=input comment=%\
"allow DMNS requests from LAN. Here could be any other services like VPN from internet,
in-interface=!ether3-wan protocol=udp

add chain=input in-interface=!etheri-wan src-address=192.168.200.0/24

add acticn=drop chain=input comment="drop ewverything else"

Proxy, O5PF etc” dat-port=53 \
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Waiting for hackers

MAC telnet/winbox server on all interfaces

Telnet Interfaces |W‘non Intefaces  Active Sessions Telnet Interfaces  WinBox Interfaces |ﬁ.c:tive Sessions

[+[=] .@ . | MAC Ping Server | o+ = .@ .
| Interface | Interface | v{

¥ all W all |

bridge bridge

2 tems 2items

default configuration allows MAC access only from initial bridge
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Try to Guess ... K A
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[admin@MikroTik] » faystem routerboard print

routerboard:
model:
serial-number:
firmware-type:
factory-firmware:
current-firmware:
upgrade-firmware:

[admin@MikroTik] » /user export

# apr/28/2016 09:31:07 by Router03 £.35.1

admin / no password

Ve3
EouterBOARD 941-2nD
2F3E0563B341
gcald531L

3.24

3.33

3.33

# software id = DIPN-Z4TH

#

Jfuser

Users |Emups 55H Keys  S5H Private Keys  Active Users

#][=] (=] =] [v] [ |

|Name £ |Group |Nluwed Address |Lr:|5t Logged In

.o system default user
& admin full Apri28/2016 16:09:19
User <admirn:
Mame: m | QK
Group: |Fu|| || * | Cancel
Allowed Address: | | Apply
Last Logged In: |Apr/28/2016 16:09:19 | .
Dizable

add comment="3syatem default user"” group=full name=admin

MUM USA, Dallas 2016.04.28 Andis Arins / WISP TRACON | router.lv




admin / no password

" RouterOS router configur X

Routel

T—

rOS router configur X

X | [} 192.168.88.1 wSam O ¥ =

€ - X | [J192.168.88.1/webfig/

Loading NERRNNNRENENN

/[ MikroTik - Quick Set atac %
s

€ - C [ 192.168.88.1/webfig/

[Gouokse 7

T CAPsMAN
1 Wireless
| Interfaces
Ei Bridge

= Switch
=g PPP
“15 Mesh
sl 1P
/7 MPLS

42 Routing

§§§ System

9 Queues

] Files
L:| Log
ﬂ Radius

New Terminal

%Tools

MetaROUTER
# Partition

MUM USA,

Netwo

Frequency

Band

yY|I¥r\v\v¥

Country

Use Access List (ACL)

WiFi Password

—
MikroT ik
RouterOS v6.35.1

‘You have connected to a router. Administrative access only. If this device is not in your possession, please contact your
local network administrator.

WebFig Login:

Login: Login

SHEAm 5

Winbox  Telnet  Graphs License  Help
© mikrotik

|auto v | |auto r |
| no_country_set r |

WPS Accept

Guest Wireless Network
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That’s it!
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