Common VolIP problems,
How to detect, correct and
avold them.



Who am | ?

* David Attias

* Installing VolP systems for over 7
years

* Mikrotik user for 5 years

* Mikrotik certifications
MTCNA, MTCRE & MTCWE
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Purpose of this lecture

To inform Mikrotik users on how to
identify and resolve voip problems
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Agenda

1) Identify factors which will affect VolP call quality
2) Correct call quality issues with RouterOS QoS

* Marking packets with Mangle
* Shaping VolIP traffic with Queues
3) Detecting VolP call quality problems

* Check for dropped packets
* Using RouterOS packet sniffer & wireshark

4) Avoid call quality issues
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What is VolP?

Several protocols used together to send and
receive REAL TIME voice calls through an
IP network(s).
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|dentify factors
call quali




Considerations about VolIP call quality

* VoIP calls are REAL T
* Connection between p

ME!

nones and VvoIp Servers

must have low delay and very low Jitter.

* Must have enough available symmetrical

bandwidth.

g/11 uLaw codec = 87.2k per channel

[20ms voice payload per packet]

Sip = 65k (max sip message size)






What can affect call quality?

*Not considering hardware problems

High jitter levels

— What is Jitter? Packet Delay Variation / The time lapse
between each packet for a given data stream

Packet Loss
Delay
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In the real world.

* Jitter, packet loss and delay can happen
anywhere between the phone and (hosted)
server.

* However, 90% of call quality issues happen at
the customer location.

Why? Because customer networks are rarely
configured properly — if configured at all for VVolP
QoS.

USE MIKROTIK!!
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Correcting iss
RouterOS




Quality Of Service (QoS)

Techniques that categorize and prioritize
packets

Ensures sufficient bandwidth, controls latency,
jitter, and reduces data loss.

Regulate data flows by classifying, scheduling,
and marking packets based on priority and by
shaping traffic
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Mikrotik Mangle

Mangle is a Mikrotik routerOS facility that
marks packets for future processing.

The mangle marks exist only within the router.

Also used to modify some fields in the IP
header, like DSCP and TTL fields

Only 1 packet mark per packet
Only 1 connection mark per packet
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To conserve processor resources:
First mark the connection

Once the session is In “connection tracker” all
packets for that session are marked.

This is more efficient because Mangle doesn't
need to scrutinize every packet. It just needs to
know if the packet is in “that” connection.

Penny Tone LLC
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Qualify Traffic

* SiP server =
* SiP port =
* RTP port range =

10000 ~




Mark the SiP connection

Mangle Rule <1.2.3 4:5060 Mangle Rule 1.2 3.4:5060=

General | Advanced Bdra Action Statistics General Advanced Bdra Action | Statistics

Chain: | PRI Action: Cancel
Src. Address: Log Apply

Dist. Address: Log Prefoc: Dizable

Protocol: MNew Connection Mark: |sip-connection Comment

Src. Port: v| Passthrough Copy

Dst. Part: Remove

Ary. Port: Reset Courters

P2P: Reset Al Courters

In. Interface:

Out. Interface:

Facket Mark:

Connection Mark:
Routing Mark:

Routing Table:

Connection Type:

Connection State: invalid established related
enny Tone LLC
Connection MAT State:




Mark the SiP connection

/ip firewall mangle

add chain=forward dst-address=1.2.3.4
protocol=tcp dst-port=5060 action=mark-
connection new-connection-mark=sip-
connection
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Mark the SiP connection

Firewall E E

Fiter Rules NAT Mangle | Service Pots Connections  Address Lists  Layer7 Protocols

op = | T leset Counters || 00 Reset All Counters

Action Chain  |Dst. Address | Proto... |Dst. Pot  |Connection Marc | New Packet Mark | Mew Connection ... |+
# mark connection forward 1234
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Mark the SiP packets

Mangle Rule <> [=] E3 Mangle Rule <= =] E3
General | Advanced Extra Action Statistics General  Advanced PBra  Action | Statistics

arc. Address: Apply
Log
Dst. Address: o
Disable Log Prefic: Disahle
Protocol: Comment rrme
New Packet Mark: |SIP ~omment
Src. Port: Lopy _
v| Passthrough Lopy
Dst. Port: Remove
Remaove
Ary. Port: \eset Counters
Reset Counters
P2P:
ieset All Counters
In. Interdf

Out. Interf

Facket Mark:

Connection Mark: sip-connection
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Mark the SiP packets

/ip firewall mangle

add chain=forward
connection-mark=sip-connection
add action=mark-packet
new-packet-mark=SIP
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Mark the SiP packets

Firewall E E

Fiter Rules MAT Mangle | Service Pots Connections  Address Lists  Layer? Protocols

=T leset C 00 Reset All Counters

Action Chain Proto... |Dst. Pot | Connection Marlk Mew Paclket Marc | New Connection ...
# mark connection forward
# mark packet forward sip-connection
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Mark the RTP connection

Mangle Rule <123 4> Mangle Rule <1.2.3.4>
General | Advanced Bdra Action Statistics

Chain: m

Src. Address:

General Advanced Bdra Action | Statistics

Dst. Address:

Protocal: 7 Log Prefec: |RTP-Conn

Src. Port:

New Connection Marc: |tp-connection
Dst. Part:

Any. Port: [_](10000-20000 v| Passthrough
P2P:

In. Intedface:

Out. Interface:

Facket Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:

Connection State: invalid established related
Penny Tone LLC
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Mark the RTP connection

/ip firewall mangle

add action=mark-connection chain=forward dst-
address=1.2.3.4 new-connection-mark=rtp-
connection port=10000-20000 protocol=udp
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Mark the RTP connection

Firewall
Fiter Fules MAT Mangle | Service Ports  Connections  Address Lists  Layer7 Protocols

*
-

00 Reset Al Counters

= [v

Action Chain Dist
# mark connection forward 1.2.3.4  ftop )
sip-connection

Fmark p it forward
# mark connection forward 1.2.3.4 17 {udp) 10000-20000

Mew Packet Mark | New Connection Mark

Connection Mark
clion

Addr 0 Dst. Port | Amy. Port

ntp-connection
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Mark the RTP packets

Mangle Rule <> = E3 Mangle Rule <= =] E3
General | Advanced Bdra  Action  Statistics General Advanced Bdra Action | Statistics

Chain: | FER] Cancel Ll nark packet [[Rd

Src. Address: Apply I Apphy

st Address. Disable Log Prefix: Disable

FI rl:lt oCco | . I: amme rlt H b F' ac Ir E't r|||1 a |'|.|' : F-: T F' I: omme rlt

Src. Port: Copy v Passthrough Copy

Remove

Dst. Port: Remove
Any. Port: Reset Counters Reset Counters

P2P: Reset All Counters Reset All Counters

In. Interface:

Out. Interface:

Packet Mark:

Connection Mar: || | tp-connection *

Penny Tone LLC 26



Mark the RTP connection

/ip firewall mangle

add action=mark-packet chain=forward
connection-mark=rtp-connection new-packet-
mark=RTP
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Mark the RTP Packet

Firewall E H

Fiter Rules MNAT Mangle | Service Ports Connections  Address Lists  Layer7 Protocols

= | T Feset Counters || 00 Reset All Counters , ¥
w

Action Chain Dst. Address | Protocol | Dst. Port | Any. Port Connection Mar: |Mew Packet Mard: | Mew Connection Mark
# mark connection forward 1234 & tcp) 5060 sip-connection
4 mark pack forward sip-connection 5IF

7 1 IEIEI
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How do we know its working?

' Firewall
Fiter Rules  NAT Mangle Service Pots  Connections | Address Lists  Layer7 Protocols

T | | Tracking

.Ein::. Address .Ds’_[_. Pu:ln:lre:ss Protocal 'IZJ:gnriEic;'t_in;] |'yl1arh'..

192.168.20.100:5060 506D 17 (udp) sip-connection
152.168.20.101:5060 0060 17 {udp) sip-connection
192.168.20.100: 14534 121504 17 {udp) tp-connection

Penny Tone LLC
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How do we know it's working?

Mangle Rule < [=] B3

General Advanced Bdra Action | Statistics

Action: \mark pachket

___

Log Prefoc: |RTP-Packet

New Packet Mark: |RTP Comment

v| Passthrough Copy
Remove
Reset Courters

Reset Al Courters

Apr/20/2016 10:46:14  memory firewall, info

RTP-Packet forward: in:vlan20 out :ether1-gateway, src-mac ec:e1:a%:cd:aa: /d, proto UDP, 152.168.20.100:1
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Change DSCP

Differentiated Services Code Point (DSCP) is a
field in an IP packet that enables different levels
of service to be assigned to network traffic.

Penny Tone LLC 31



Change DSCP

Mangle Rule <= =] E3 Mangle Rule <= [=] E3
General | Advanced BExtra Action Statistics

General Advanced Bdra Action | Statistics

Chain:

el lllichange DSCP (TOS)
Src. Address: Apply

. A R v L:
Ost. Address: Disable og
Log Prefoc: |change-dscp
Protocal: Lomment
Src. Port: Copy

New DSCP (TOS): |46

Dst. Port: Remave v| Passthrough

Ary. Port: Reszet Courters

PIp- Reset All Courters

In. Interface:

Out. Interface: vlan20

Facket Mark: RTFP

Penny Tone LLC 32



Mikrotik Q
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Mikrotik Queues

limit data rate for cert
subnets, protocols, ports, al

limit peer-to-peer traffic
prioritize some packet flows
configure traffic bursts for faste

browsing

apply different limits based on'ti
share available traffic among us

or de

oY=1alellale

on the load of the ¢ch

Penny Tone LLC




Mikrotik Queues

Parent Queues (inner queues) — distribute bandwidth

Child Queues (leaf queues) — consume bandwidth

Penny Tone LLC 35



Mikrotik Queues

Queue List

Simple Queues  Interface Queues Queue Tree | Queue T

oF =l leset Counters
MName Farent FPacket Marks
Parent Queue j_;:. downiload |:||'i|:||:|Ee-||:||::E||
download
download
O_\)
o

Penny Tone LLC

36



Mikrotik Parent Queues

Parent Queues only responsibility is to
distribute traffic to child queues.

Parent queue will first satisfy the child queue's
“limit-at” traffic then try and reach child “max-
limit”.

Priorities are ignored on Parent Queues.

Penny Tone LLC 37



Mikrotik Queue priorities

8 Is the lowest priority, 1 is the highest.

Queue with higher priority will have a chance to
satisfy its max-limit value before lower priority
queues.

Actual traffic prioritization will work only if limits
are specified.

Penny Tone LLC 38



Create A Queue Tree

* Scenario:
My home office

5 phones

internet bandwidth = 35Mb downl
4Mb uplo




Create A Queue Tree

Queue <upload: =] E3

* First create a queue Generl | Sttt
Name: |TiEr]

/ q ueue tree Parent: etherl-gateway |+ m
Packet Marks: _

add limit-at=4M max-limit=4M | —
name=upload
parent=ether1-gateway
priority=8 queue=default

Gueue Type: default

Priority:

Lirmit At

Mz Limit: | 4N
Burst Limit:
Burst Threshold:

Burst Time:

enabled

Penny Tone LLC 40



Create A Child Queue

* Create an RTP queue and select it's “parent”
aS “upload” Queue <upload_pri_13 " =] E3

General | Statistics

add limit-at=440k Name: [FETEENN

Parent: |upload

max-limit=440k
name=upload pri_1 N
packet-mark=RTP prony: [

Faclket Marks: [RTFP

Lirmit At: 0 e/ - e
p rl O rl ty = Maze Limit: c e/ F "5 E’fﬂ L 'iu nters
q u e u e — d efa u I‘t Burst Limit: /s Reset Al Counters

Burst Threshald:

Burst Time:

Peni




Create A Child Queue

* Create a SIP queue and select it's “parent” as

13 u p I Oad ” Queue <upload_pr_2> — =] E3

General | Statistics

add limit-at=325k o [
max_limit=325k Parent: |upload
name=upload pri_ 2 N
packet-mark=SIP

Facket Marks: |SIP

Limit At: | 325k
p rl O rl ty= Mazx Limit: | 325k
queue:defaUIt Burst Limit:

Burst Threshald:

Burst Time:




Create A Child Queue

What about packets withol




Create A Child Queue

* Create a "no mark” queue and select it's

“parent” as “upload” i —
General | Statistics DK
add limit-at=3M -
. . Parent: |upload
m aX-I I m It: 3 M Packet Marks: nin-rnarl-:
n a m e = u p I Oa d—p rl—2 Queue Type: |default

packet-mark=SIP Proy: [3
Limnit At:

p rl O rl ty= Max Limit: | 3N

queue=default Buret Lini:

Burst Threshold:

Burst Time:

enabled



Queue Tree GUI view

Intefface Queues Gueus Tree | Queue Types

¥ || [ | oo Reset Courters || 00 Reset All Counters

FParent Paclket M... + |Limit At ...|Max Limit...|Avg. Rate |Packets Cropped

4 020 701

{2 upload_pri_1 upload 3 3 0 bps 318 512

= upload_pri_2 upload ] 20k 20k 0 bps 244 (0594

2 upload pri_8 upload no-mark 88 bps 2127 445

12 download bridgedocal 53.9 kbps 829375
& download pri_1  download RTF 3 3 0 bps 316 255

& download pri_? download S|P 20k 20k 0 bps 244 347

{2 download pri 8 download no-marlk 53.9 kbps 858 708
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Queue Tree GUI view

Queue List
Simple GQueues
ot (=]

Mame
= download
= download_pri_1
= download _pri_ 2
= download _pri_ 3
= download _pri_ 4
= download _pri 8
= upload
=t upload_pri_1
= upload _pri_2
=t upload_pri_3
it upload_pri_4

{2 upload_pri_§8

Interface Queues

—

7

Farent

bridgedocal

download
download
download
download
download

etherl-gateway

upload
upload
upload
upload
upload

Cueue Tree

eset Counters

FIEIE: I..: =t r'-'1 -

RHTP

SIP
TCP-ACK
DMNS
no-mark

RTP

SIP
TCP-ACK
DMNS
no-mark

Gueue Types

00 Feset Al Counters

35M

440k 440
M M
1k 128k
34M

4M

440k 440
M 1500k
1k 128k
IM

Penny Tone LLC

128 bps

0 bps
hZ.6 kbps
3.5 kbps
0 bps

7.8 kbps
430 bps
0 bps

152 bps

Fackets

245 095
201

0

4021 472
318 512
244 341
0

Diro ppe d
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Detecting




Detecting problems

* Check for “dropped pac
* Enable the “dropped packe




Detecting problems

¥  MName
v  Parent
v | Packet Marks

Queue Type

Priority

v Limit At

¥ | Max Limit
Burst Limnit

Burst Threshold

Burst Time

Gueue List
_ v | Avg. Rate
Simple Queuss  Inteface Queuss Queue Tree | Queue Types
Avg. Packet Rate
o= iTd Reset Courters || 00 Reset All Counters
Queued Bytes
Mame Parert Packet Marcs |Limit At . |Max Limit... |Avg. Rate |Dropped 1™ Q d Packets
& download bridgeocal 35M 35M  16.3 kbps 0 R Einnaala
= download pri_ 1 download RTP 440k 440k 0 bps 0 g Bytes
2 download_pri_2  download SIP 325k 325k 0 bps 0 Detail Mode Packets
iZ download_pri_ 8  download no-mark HM 168 kbps 759 Don't Inline Comments
1= upload ether1-gateway AM 4M 0 bps 0 v Dropped
1= upload_pri_1 upload RTP 440k 440k 0 bps 0 -
- Show Col b F
Supload pri 2 upload SIP 125 125 0bps 0 sl | R
= upload_pri_8 upload nio-mark M 0bps 248 Find Chrl+F
Find it Ctrl+ G
Select All Ctrl+A
L Add INS
g tems 0 B queued [ packets queued 1




Detecting problems

* Check for “dropped packets” in queue tree
* Enable the “"dropped packets” view

Queue List

Simple Queues Inteface Queues

op = ieset Courters || 00 Reset All Counters

MName Parent Packet Marks |Limit At ...|Max Limit... Avg. Bate |Dropped
=t download bridgedocal 35M 35M 2465 kbps
= download FTP A4 A4 0 bps
download S|P 325k 325k 0 bps
download no-nark 3M 246 5 kbps
8 upload ether1-gateway ! ! 3.0 Mbps
=t upload _pr_1 upload C . 8.2 kbps
= upload_pri_2 upload SIP 325k 325k 0 bps

1]

8 upload_pri_8 upload no-mark N 3.0 Mbps
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Detecting problems

Mikrotik packet captur

cnny 10one




Detecting problems

Mikrotik packet capture
From GUI:
Tools — Packet sniffer

Packet Sniffer Settings

General | Streaming = Filter

Memory Limit: m. E, kb

Only Headers

File Mame: |voip pcap .

File Limit: | 2043 kb

Penny Tone LLC
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Detecting problems

Packet Sniffer Settings =] B3

Mikrotik packet capture
From GUI: et

MAC Address:

TO O | S - P a C ket S A iﬁe I MALC Protocal:
F i I te r |P Address: | ||152.168.20.100

|P Protocal:

I P Port:

Direction: |any
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Detecting problems

Cap file voip.pcap will be*'c _
Download it |
Then open voip.pcap in wireshark




Detecting problems

Filer = rtp
Then select one RTP packet

M voip.pcap [Wireshark 112.8 (v1.12.8-0-g5bbe543 from master-1.12)]

File Edit View Go Capture Analyze Statistics TE|E|;II}'IIIIHI Tools  Internals HE||;II

©©® |[| |EI| QAQAA0 Mm% O

Filter: rtp- EI Expression.. Clear Apply Save

Mo.  Time Protocol  Length  Info
106 0. 000000 RTP 294 PT=ITU-T G.711 PCMU, S5RC=0x961D2C14, Seq=10836, Time=223936004
0.022098 ! 294 PT=ITU-T G.711 PCMU, S5RC=0x11CClEBB, Seq=12603, Time=960
. 007680 ! 294 PT=ITU-T G.711 PCMU, S5RC=0x961D2C14, 5eq=10837, Time=223936164

011824 4 294 PT=ITU-T G.711 PCMU, S5RC=0x11CClEBE, 5eq=12604, Time=1200
. 018173 ! 294 PT=ITU-T G.711 PCMU, 55RC=0x961D2C14, Seq=10838, Time=223936404
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Detecting problems

Select “Telephony” - “RTP” - “Stream Analysis”

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

e 6 ¢ | =B | F) ¢ ANST | QAR dE®@EmW% O
G5M '
Filter: | rtp IAX2 ression.. Clear Apply Save
Mo,  Time Protocel  Length  Info I5UP Messages
106 0. 000000 RTP 294 PT=I LTE 4
107 0.022098  RTP 294 PT=ITU  p7p3 » OXLICCLEBB, Seq=12603, Time=060
109 0.007680  RTP 204 oI o . - 7, Time=223936164
RTP 4 Show All Streams &
110 0.011824  RTP raum g il N 4, Time=1200
112 0.018173  RTP 204 pT=ITU "1 Sl e e=223936404
4 4

)x961D2C14, Seq=10836, Time=223936004

5 icC - ; LCTR
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Detecting problems

Wireshark: BTP Stream Analysis

Forward Direction Feversed Dlirection

Analysing stream from 192.168.20.100 port 10920 to |||l oot 16982 ssre = owe1D2c14

Packet *= Sequence 1 Deltal{ms) 4 Filtered Jitkter(rms) 4 Skew(ms) 1 IP BW(kbps 4 Marker 1 Status
106 10836 0.00 0.00 0.00 2.24 [Ok]

109 10837 29.78 0.61 -9.78 4.43 [ Ok]
112 10838 30.00 0.57 -9.97 6.72 [ Ok]
115 10838 30.03 0.54 -9.81 8.96 [ Ok]
118 10840 29.95 0.51 -9.76 11.20 [ Ok]
11 10841 30.03 0.48 -9.80 15.44 [ Ok]
124 10342 30.06 0.45 -9.85 15.68 [ Ok]
127 10843 29.93 0.43 -9.79 17.92 [ Ok]

Max delta = 32.87 ms at packet no. 2620

Max jitter = 0,561 ms. Mean jitter = 0.09 ms.

Max skew = -13.56 ms.

Total RTP packets = 1105 (expected 1105) Lost RTP packets = 0 (0.00%) Sequence errors =
Duration 3312 s (-62 ms clock drift, corresponding to 7985 Hz (-0.19%)

Save payload... ” Save as C5V... ” Refresh Jump to Graph Player || Mext non-Ok || Close
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Detecting problems

Click “Player” - “Decode” - “Play’

J| From 76.74175.70:16982 10 192.168.20.100:10920 Duration:3315 Drop by Jitter Buff:0( Out of Seq: 0(0.0%6) Wrong Timestarmp: 0f

— -

View as time of day

Jitter buffer [ms] | 50 : @ Jitter buffer Use RTP timestamp Uninterrupted mode | Decode | |
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Avoid Problems

Before on-boarding a customer:
Make sure their internet connection is adequate!
Monitor their WAN

Review the monitoring data!
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Wd 75-Z0
Wd £5:20
Wd 0520
bd BF-c0
Wd 37-Z0
lWd TI-T0
Wd Z7-Z0
Wd OF-Z0
ld BE:T 0
d 3E-C0
Wd FE-Z0
ld ZE:TO
bd DE-C0
Wd BZ-Z0
Wd SZ:Z0
bd FE-c0
Wd Z2-20
lWd DZ:Z0
bd B1-20
Wd 3120
Wd F1:Z0
bd £1-20
Wd 0120
ld BO:Z0
d 30-£0
Wd 7020
lWd Z0:Z0
id 00-2C
Wd B5:T0O
lid 95:10
bd ¥5-10
Wd £5:T0
lid 05:10
d BF-10
Wd 5710
ld TI-10
bd CF-10
d 07T
lid BE:T0
d 3E-T0
Wd TE-TO

kWd LE-TD 0&/¥0

CPR industries

Penny Tone LLC
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Avoid Problems

- Packet capture every call! www.sipcapture.org

- Also be aware of internet carrier problems
www.internethealthreport.com

Penny Tone LLC
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http://www.sipcapture.org/

Avoid Problems

internethealthreport.com
| ¥ faxsipit portal
dynatrace keynote

Internet Health Report Generated from 4,/20/2016 12:30:46 PM to 4/20/2016 1:30:46 PM (PDT)

Destination - Latency (ms) - Last 1 Hour
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Summary

1- Learned about some factors that affect VolP
call quality

2- Learned how to reduce or eliminate call quality
Issues

3- Leaned how to find issues and diagnose issues
4- Learned how to avoid issues
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