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Workshop
● Who

● Why

● How

● What



Who?
Co-founder of MCP Networks, creators of Aerēz

Discovered Routerboard in 2009

MTCNA + MTCTCE + Trainer certified

BS + MS CS/MIS @ Minot State University, ND

Internet Service Provider Network Engineer for 
over a decade

Started working on Aerēz based on MikroTik in 
2015



Why use the cloud?
● Need a way to validate 

connectivity from off-net
● Throughput testing
● Idea Proof of Concept (POC) 

testing
● Off site networking / storage / 

resources
● Augment services / servers
● It’s freakin’ cool!



So how do you do it?
1. Get a (*free) Amazon account (or 

other)

2. Login and find EC2 instances 

a.  

3. Launch a new instance

a.  



AMI
4. Select AWS Marketplace

5. Search for CHR

6. Select

*Some other user submitted 
AMIs exist in the community



Instance Size

7. For testing, stick with free!

~200 Mbps throughput

Scales up to 10Gbps (20G?)

Nano, Micro, Small, Medium...



Network
8. Click Next

Free public IP - yay! Static IP?

AWS is very flexible and scalable, 
learn more on your own ;-)

Just like MikroTik, AWS has lots of 
cool firewall, routing and access 
controls



Storage

9. Might as well 
use all the free 
storage, change 
GB to 30!

After free, you pay!



Tags and Launch
10. It’s a good idea to name everything

11. Review and Launch!

12. You have to hit Launch one more time!



What about security?
Default AWS firewall for this AMI:

TCP 22 allowed from 0.0.0.0/0

Secure? Warning?

12. Download the PEM and Launch 
(and wait)



That’s it?

Pretty much, now you need 
to connect

Go back to EC2 services, 
check on instances and for 
several minutes Initializing

In the meantime, set up 
your favorite SSH client



MAC/Linux G2G - putty can’t use PEM

Load the key pair 
downloaded from AWS

Save the private key PPK to 
use with putty!



Login and enjoy!



Add security
Firewall + Firewall (AWS & ROS)

Tips:

● Use wimi.com
● Toggle winbox from your IP
● Elastic IP = Static IP



Cool, but now what can I do?
The Dude server

● Bandwidth test

● Remote polling

● Charts

● Troubleshoot, etc



Lab environment!
● Proof of Concept

● Learn protocol 

interaction

● Test code versions

● Interop testing with other 

vendors



VPN services gateway
● Concentrator

○ PPTP
○ L2TP
○ openVPN
○ SSTP
○ IPSEC



Offsite data center
● Spin up more servers

● Use CHR as your whole 

AWS Gateway!

● Backups

● Redundant services



API Services Gateway
● Securely tunnel traffic 

with VPN

● Leverage MikroTik API

○ Automation &

○ Scale



Enjoy the MUM!
● Any issues/questions?

● Visit my booth: Aerez

● Thanks for attending!


