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Central Control Rc

*This is from CogentCo
* There BGP Guide.

* Gives information
such as where you
will form a eBGP peer
to connect with a
black hole router.

www. linktechs.net
(314)-735-0270

BlackHole server
The Blackhole server allows customers under a DDOS attack to send all traffic to the IP address
under attack to null route.

To request configuration on the blackhole server: Log into eCogent and click on BGP request.
You will need the following information:

1. Order Number.
2. An IP address from your network with which we will peer.
3. A password (all blackhole server sessions are password protected).

All North American and Asia Pacific Customers will peer with:
IPv4: 66.28.8.2 and IPv6: 2001:550:0:1000::421¢:802

All European Customers will peer with:
IPv4: 130.117.20.2 and IPv6: 2001:550:0:1000::8275:1402

Once your session to the blackhole server has been established, any network you announce to it
will be stopped at our borders. Please note that Cogent does not warrant or guarantee that use
of the blackhole server will mitigate, or minimize any effects of a DDOS attack nor does Cogent
guarantee that a session to the blackhole server can be established on a timely basis.

You are limited to announcing 50 prefixes to our blackhole server. If you anticipate needing to
announce more, relay that request to our Customer Support department along with the technical
justification for an increase in the number of prefixes to be announced.

Cogent Communications Proprietary and Confidential Page 17 of 28
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Central Control Route Reflector

* In this case, we can do our
announcements from the CC RR
router. This is our route reflector.

* By adjusting the BGP communities
that we have on this router, we can
affect how and what is advertised out
what provider.

* Furthermore, we can have our BGP
customers peer with our RRs, vs
directly with our peering routers.

* Then our set of rules, they can get a
copy of (BGP Guide) and then they
can affect how their prefixes are
announced as well!
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) your edges!

our edges, and since it’s a
‘e and how to advertise it.
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Surviving a DDOS attack

*Attack coming in..

*Goes on though to
your network.

Until its identified!



http://www.linktechs.net/

www. linktechs.net

(314)-735-0270

Surviving a DDOS attack

* Attack coming in..

*Your rules on your peering
router identify who is
being attacked.

* As well as who is
attacking.

 We add addresses to the
address list, then we start
to block data!l
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Surviving a DDOS attack

This peer connection is
only 1Gig, and is being
maxed!

But traffic is being
dropped at your edge,
still affecting your
customers!

www. linktechs.net
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‘

Peering Peering

Core Core

CCRR
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Surviving a DDOS attack

your peering routers
have identified the

destination IP. The
AttaC ked ! Peering Peering
We place a /32 in the

CCRR Router!
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Core Core
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Surviving a DDOS attack

Provider B Provider A

is not coming in
anymore!

Core Core
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send all of your
OS activity. If
ey get your inbound
| (GRE or IPIP) .

ypical y will only announce a /24 or the
f the attack. Once the attack slows, they
come directly to you as well.
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BGP DDQOS Protection

Peering
Advertising /22
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BGP DDQOS Protection

*Tunnel Service

*You send netflow data
to scrubbing service
X,

*They are looking for a - GRETumnel
N

Bk on oy .

one of your 4 /24s.
Advertising /22
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BGP DDQOS Protection

* Tunnel Service

 When they find a DDOS, they send out
a BGP advertisement announcing the
/24 being attacked

* BGP prefers longer prefixes, so all traffic
oing to your /24 that was involved in Scrubbing Service
eing attacked is changed over to going

to the scrubbing service.

* They then block the DDOS and send GRE Tunnel
filtered good data on the /24 though to
you via tunnel.

Peering
Advertising /22
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BGP DDQOS Protection

*Tunnel Service
*\When the traffic /
ceases, they will —
withdraw the /24 and
then your traffic will 'Y{Tume'
normally traverse your

Internet connection. Posring
Advertising /22
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BGP DDOS Protection
e CONS
 Typically fairly expensive to

do this \;,,

* Need technical expertise to T
assist in setting this up.

* Added Latency for traffic GRE Tunnel
going though subbing
service.

Peering
Advertising /22
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BGP DDQOS Protection

—‘?‘

*PROS

* Does monitor your service
and can filter out DDOS
attacks.

/ . Scrubbing Servi
* Typically this is for more

sustained attacks. g
* Works well with incoming \
bandwidth under 10gig.

Peering
Advertising /22
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es, and if you have a lower latency
rred BGP Peer, it will inject BGP

on-preferred peer to become active, in
cies. The software | used ran around
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BGP DDQOS Protection

* Your server sits on-site with
you
* |t receives netflow data from
your peers
e Upon it recognizing that you
have a DDOS, it advertised to

gour peering router what to
lock

e Based on this, you can have it

g0 up to your upstream if you e
wish. Scrubbing ServeyZ Ze T A gvertsing /22

S
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