Tomorrow's Innovation Today

Building a World Class
Cybersecurity Appliance
with MikroTik

Presenter: Troy Wilkinson, CISSP, EnCE, MTCTCE
CEO - Axiom Cyber Solutions
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Axiom is Exclusively a Cybersecurity
Company

* Intrusion Detection & Prevention

* Distributed Denial of Service Mitigation

* Ransomware, Malware, Spam, Virus Detection and
Prevention

* Full Management, Configuration, Monitoring, and
Reporting

* Vulnerability Scanning, Penetration Testing

* Security Architecture Design and Implementation
* Continuous Updates

. Ponmorphi;}lweat telligence Platform
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* Why MikroTik?
* Capabilities
* Price
Flexibility of Deployment
* Ability to Run Scripts
* Ability to Update Protections with no Degradation
* Ability to Connect MikroTik to Our Platform

* hEX - Micro Business / SoHo

« RB3011 - Small Business

« CCR-1009/1036 - Medium Business

* CCR-1072 - Large Business / Data Center
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Polymorphic Threat Defense

Polymorphic because it is continuously changing protections
Cloud based platform that takes in over 100 open and closed sources of
threat intelligence and CVE data
Parses the relevant threat data points such as IP Addresses, Hosts, URLS,
Indicators of Compromise, and others
Deploys those data points in real-time to our network of clients via the
MikroTik hardware
Updates address lists, block lists, regular expression matching, Layer 7
rules, and firewall rules
Updates 350,000 data points per day to keep ahead of the latest attack
vectors
Averages one update approximately every 10 minutes

'* \No memory impact or degradatlon of throughput to the device, to date.
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Sources ///K

* Spamhaus
 Abuse.CH

 C&C Tracker

* Forkbomb Labs
 Botnet Tracker

* HoneyDB
 MalShare.com
 PhishTank

* SANS.org / SANS ICS
* Verizon

* + many more paid subscription and open source
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Data Points

* |P Addresses - Botnet, Ransomware, Malware,
etc.

* URLs

* TOR Nodes

 Malicious Domains

* Layer 7 filter rules f
Ransomware
Torrent
Malware

Indicators of Com romis/e
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Risk Factor

From the time a vulnerability is disclosed to the world, until you
patch against is your risk factor of a breach due to that
vulnerability. As time increases so does your risk of a breach.

Updates are crucial. Not just the threat intelligence feeds, but all
firewall rules must be dynamic and updated on a frequent basis.

With MikroTik, dynamic firewall rules allow us to add offenders
to a custom address list and then take a secondary action such
as block for a period of time, tarpit, drop, etc
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Scnpts | Jobs  Environment
= — "_| |T Aun Script
Name . Owner |Last Time Started | Run Court | -
| dataCollector siomadmn Por/12/2018 174131 __ 14678 ]
st Malware Lpdate Domain Hash adomadmin Aor 122018 17:41:31 15
setMalware Update|PHash axiomadmin Aor 12201817411 35
setMalware Update TorHash axiomadmin Ppr12/2018 17:41:31 70
aetMalwane LipdateVarsion axiomadmin Apr12/2018 17:41:31 35
sed Sentinel\Version adomadmin Aor12/2018 174131 278
.Etama
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| = | E’ IE 00 Reset Counters |nu Reset All Counters |
#| |Adion |Chan |Src. Address [Dst. Address |Proto...[Src. Port | Dst. Port
.0  otept ipat  GteR)
1 Mdop input 7. 53
2 Kdop  input 6 itep) a3
3 Etadd... input 6 ftep)
4 Kdop input
5 ctadd.. input 6 ftep)
[ Kdop  inpus
7 et add... input 6 ftcp)
8  Hdop output Etcp) B0
9 HKdop input
10 fjump  output 1ic...
1 Ajump  inpui 1ic...
12 Hdop  input 6 ftcp) 8291
13 ddjump  forward 1lic...
14  Mdop forward
15 K dop  forward
16 Hdop forward
17 tadd.. forward B itep) 25587
18 Mdop forward 6 ftep) 25587
9 X wfecc.. input 17
0 X «Facc.. input G ftcp
21 wfacc_. input 6 ftep)
22 ofacc_. input 6 ttep)
23 ofacc... input
24 wacc... input 7. 53
25 Hdop forward
26 Kdop inpu
27 wfacc.. ICMP Tiic...
28 wfacc... ICMP 1iic...
29  acc. ICMP 1lic...
30 ofacc_. ICMP Tie...
N wacc... ICMP 1ic...
2 Hdop ICMP Tic...
i3 ¥ dop  forward
k! Kdop  forward 7. 53
35 K oop  forward
36X #Kdop forwand
7 Hdop forward
38 Mdop foward
kl: HKoop  forwand
40 Kdop forwand

[in. Inter...|Owt. Int... [Bytes
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DB
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2723 KB
0B

11.8 MiB
10.5 MiB
10.3 MiB
124 KB
3238.2 KiB
25208
45448 kKB
10.4 KB
0B
7728 KB
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Packets
0B .

0 Accept
186 766 AXD16
0 AXD1T
149186 AX018
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Comment
.0 AXD0Y -
B7 AXD34 -
27 AXD35-

0 AX0D02-
0 AXD03-
0 AXDO4 -
0 AXDOS-
35 AXD06 -
0 AXDO7 -
56 AX008 -
73 250 AXD09 -
52986 AXD10-

412 AX011-
126 042 AXD12 -
0 AXD13-
0 AX036-
0 AX037-
0 AXD14 -
0 AXD15-

LT -~ T
Drop external DNS - UDP

Drop extenal DNS - TCP
Connection Limit

Drop Chromecast Hack Vector

Add Syn Flood IP to the list

Drop to syn flood list

Port Scanner Detect

Drop Access to WebUI

Drop to port scan list

Jump for lemp output

Jumg for icmp input flow

Block all access to the Sentinel- except to support list & DO NOT ENABLE THIS RULE BEFORE ADD YOUR SUBNET IN THE SUPPORT ADDRESS LIST
Jump for icmp forward flow

Drop to bogon list

Drop to mnsomware list

Drop to TOR list

Add Spammers to the list for 3 hours
FAwoid spammers action

DN5 - UDP

DNS - TCP

- Accept to established connections

- Accept to related connections

- Full access to SUPPORT address list

3 359 Mlgws DNS Query from Router,

0 AX040

90225 AXD19-
55 836 AX020-
92 367 AX021 -
183 AX022 -

21 250 AXD23 -
45 AXD24 -

42 557 AXD25-
11 AX026 -

0 AX027 -

573 AX028 -

0 AX029 - DPI | Hash Trackers Drop

0 AXD30 -
0 AX031 -
0 Ax032-
5 AX033 -

- Drop to Manual Block List

Drop anything else! # DO NOT ENABLE THIS RULE BEFORE YOU MAKE SURE ABOUT ALL ACCEPT RULES YOU NEED
Echo request - Avoiding Ping Flood

Echo reply

Tirme Exceeded

Destination unreachable

PMTUD

Drop to the other ICMPs

L7 Drop All Connections to Toment Stes

DNS | Drop DNS Requests to Toment domains
DPI | Toment Deep Packet Inspection Drop

DPI | Drop all GETPEERS Requests
DPI | Drop all INFO_HASH requests

DP1 | Drop all ANNOUMCE_PEER requests
DPI Drop P2P Protocols
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(Name /| Address Timeout | Name /| Address Timeout
@ ransomware 149.202.109.202 @ tor_odes 1852201019
& ransomwane 149 202 52 215 & bor nodes 185.222 202 104
@ ransomiare 151.236.14.51 @ tor_nodes 185.222.202.12
@ ransomware 151.236.15.226 @ for_nodes 185222 209.32
@ ransomware 158.255.6.109 @ tor_nodes 185.225.68.13
@ ransomwane 158.255.6.115 @ Lor nodes 185.237 §B.250
@ FANSOMWane 158692235 P lur:mdcs 185.227 829
@ ransomwane 164132 4047 @ lor_nodes 185234 218,251
@ ransomware 176.107.185.13 @ tor_nodes 185.24.216.42
* randomwane 176.121.14.95 @ tor_nodes 185.31.136.244
@ rAnSOIWARE 176.31.47.100
@ ransomwans 176.53.21.105
@ ransomare 176.9.172.166 Tlmssemoar e
@ ransomware 178.62.232 244 @ tor_nodes 185 58 226 243
@ FANSOMN AN 17863 238185 @ lor nodes 185.62 189.76
@ ransomware 185.100.85.150 ® lor | rn BTG

_nodes 185.62.57.91
@ ransomwane 185.102.136.67 & Inr_mdes 185.65.205.10
@ ransormwane 185.106.122 .38 o lnr_nndes 185.72 744 24
@ ransomware 185.117.72.105 @ tor_nodes 185.83.215.22
© ransomware 188177284 @ tor_nodes 185.86.148.90
@ ransomware 185.127.25.17% & b e 186 8% 181 91
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Axiom Reporting Portal - Ch

Monthly Attacks and Total Traffic Last Month vs Current Month
p
| A 500000
. X | O M DDos December, 2017
Targeted BN january, 2018
- B Port/Bot Scan
_J' Tomorrow's Innovation Today. 40000 { —— Spam/Phishing 400000 -
Ransomware
Bogons
Reporting Period: 01/01/2018 - 01/31/2018
30000 300000
Dear Client,
20000 4 200000 4

This month, your Axiom SecureAmerica® firewall (Firewal Name) inspected 687.85 GB of traffic.

100000
10000 4

Ransomware Blacked (47,.961) ! : .—l

0 opes

T
et can Lanind are ons
7.9% Bagans (44,675) — Tard® porl®et ke Spamlpws pansa™ 809

T T T T T T T T T T T T T T T T T T T T T T T T T T
7.3% 12345678 910111213141516171819202122232425262728293031

Gay  argeted Attack (39,299)

DDoS - Distributed Denial of Service. This is when your firewall sees a traffic flood and blocks
suspected traffic. Traffic floods occur more often than you think. Because they often come in low
78.4% 275 volumes, you may or may not see the effects on your network. Hackers use these as “probes” to test
DDoS Attack (478.407) networks and infrastructure for vulnerabilities. The Axiom firewall is designed to absorb these and not
25,0 4 reply. This leaves the attacker no information helping your business stay invisible.

—— Traffic [GB]

Targeted Attack — This is when someone puts in your IP address for a specific attack. This could be

many different vectors such as SQL Injection attempt, Cross Site Scripting attempt or a vulnerability
scanner. This generally happens with someone has scanned and found your IP with the Bot Scan or

20,0 4 ] iy .

DDoS Attack 478,407 they have found your IP from and email or web response. In any event, the Axiom firewall will block

these attacks. The Axiom firewall keeps track of these offenders and will block them after several

attempts.

22.5

Attack Type Frequency

Targeted Attack 39,299 17.5 4

Ransomware 47,961 15,0 Ransomware — This is when Ransomware has been activated on your network and is reaching out for

Port/Bot Scan 0 the encryption key exchange. Ransomware malware makes hundreds, if not thousands of calls out of
Spam/Phishing 0 1254 the business and this number represents the number of packets blocked. This is targeting a specific
protocol that Ransomware must have to activate.

Bogons 44 675

12345678 610111213141516171815202122232425262728293031 Port / Bot Scan — This is when servers or bots on the internet are scanning for open ports or known
devices on IP ranges. Each day, thousands of servers (both legitimate and illegitimate) are scanning
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Axiom Dashboard -
General Statistics

GoHAXIOM = a
e g ENGLISH  ADMIN
= DASHBOARD 2w 5d 18:58:50  105.8°F 0% 5%
Uptime Temperature CPU Memory used
System Health
:
£t Quick Config Bandwidth Usage Connections

(@ Firewall Report

3,000 0 0 3

- 2750
@ AxomSignal Wireless DHCP Leases Packets/Seconds
2,500

Diagnostics 2250

2,000 3 7 0

A
£ Routing

1750 TcP uoP icMP
B

Log 1,500

1,250 0

1,000

Packet Trap
750

&

500

250

0
125518 1255118

T Rx

16 AXIOM CONSULTING SOLUTIONS LLC. Al rights reserved ~
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Axiom Dashboard -
Firewall Stats

1% Sentinel - Firenall -

GoAXIOM = e &

GYBER SOLLITIONS ENGLISH  ADMIN
@ FIREWALL
Fir
{al Dashboard o
4% Quick Config Firewall Packets
A Chain Protocol Packetsis Bytes Packets
@ Axdomsignal
B Packet Trap
- Diagnostics 1 tamit input tep 0 0B 0
2 Routing B Sentinel | Session Connection Limit
2 add-src-to-address-ist input tep 0 0B 0
B g Sentinel | SYN Flood Detection
1P Services 3 add-src-to-address-ist input tep 0 0B 0
B  SYNFlood Traffic Flow
4%  General Settings - -~ . e ,
@  Sentinel | Port Scanner Detection
5 add-src-to-address-ist input top 0 0B 0
@  Port Scanner Traffic Flow
6 drop input 0 0B 0
@  ICVP Input Flow
7 jump input icmp 0 40MB 36931
@ Block Al CLI Access Outside Support
8 drop input tep 0 0B 0
@  ICMP Forward Flow Jump
9 jump forward icmp 0 0B 0
@ Sentinel | Bogon Network Detector
10 drop forward 0 0B 0
@ Sentinel | Spam IP Detector
11 add-srcto-addressist forward tep 0 0B 0
B Sentinel | Spammer Behavior Analysis
12 dop forward tep 0 0B 0

Qantinal | NS Raflartinn Natartinn - 1INP
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Axiom Dashboard -

Advanced Packet L

i Sentinel - Torch

EEHAXIOM =

Tormons Inevenon Tody.

fof Dashboard
{3} Quick Config
(B Firewall Report

) AxiomSignal

A+ Diagnostics w

Torch
Ping
Traceroute
E Routing
Bl Log
L) P Services

{8t General Seftings

‘))

Collect
n Sre. Address
MAC Protocol

Port

Start |

Protocol

0 items

)

Dst. Address

Total Tx: 0 Bfs

PRIVILEGED AND

Protocol

VLAN Id

Tx Rate

Total Rx: 0 Bls

evel Diagnostics

Filters
Source Address

0.0.0.0/0

MAC Protocol

Rx Rate

Total Tx Packets: 0

IDENTIAL

- X

@ &

ENGLISH ADMIN

Destination Address
0.0.0.0/0

Protocol

VLAN Id

Tx Packets Rx Packets

Total Rx Packets: 0
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xlom Dashboard -
IP Services Menu
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Axiom Shield

 Works with MikroTik RouterOS

* Compatible to 6.2x versions ... but you really need to update to
the latest available version!

* Access to Axiom’s Polymorphic Threat Defense System
* Packages Start at $50/month for dynamic rules & updates
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