
About Me
• Steve Discher, from College Station, Texas, USA

• MikroTik Certified Trainer since 2008 and teach 
RouterOS classes, LearnMikroTik.com, ISPSupplies.com,  
and blog at SteveDischer.com

•mikrotikconfig.com, Firewall, QOS, Load Balance and 
Country IP Block address list generator now updated daily

• Author of RouterOS by Example, 1st and 2nd Editions 
from ISPSupplies.com and Amazon.

•Thanks Ty Bermea!



Congratulations to 24 Students 
Completed MTCNA Class This Week



13 Past US MUMs
2007 Orlando

2008 Chicago

2009 Dallas

2010 Phoenix

2011 Las Vegas

2012 New Orleans

2013 St Louis

2014 Pittsburg

2015 Miami

2016 Dallas

2017 Denver

2018 Baltimore

2019 Austin



Top Ten RouterOS 
HowTo Questions



What & How

 What: What are the top ten Google Key 
word search terms including “MikroTik 
How to”?

How: Use an SEO tool which displays 
search suggestions based on volume for 
the base key phrase “mikrotik how to”



Top Ten Search Phrases
1. mikrotik how to port forward
2. mikrotik how to backup config
3. mikrotik how to install package
4. mikrotik how to export config
5. mikrotik how to reset
6. mikrotik how to block youtube
7. mikrotik how to upgrade
8. mikrotik how to block mac address
9. mikrotik how to upgrade firmware
10.mikrotik how to set up a wireless bridge



•Greg Sowell
•Kevin Myers
•Thomas Kirnak
•The Brothers WISP
•many more

Your Brain Is Safe!



Walk through each of 
these processes



1. How to Port 
Forward



Port Forwarding

•Port forwarding is really “destination NAT”
•Used to allow public access to private 
resources

•Example: public access to a private web 
server, IP camera DVR’s, etc.











IP Cloud - Dynamic 
DNS

Make it even easier by publishing a CNAME



2. How to Backup  a 
Config



How to Backup a 
Config

•How can I create a snapshot of my router 
and restore it later?

•How can I clone my router from one 
device to another, full or partial?



Making backups and storing them 
on your router is not a backup 

strategy!



Option 1- System Backup (Snapshot)







•Best for saving a router state at a point in time such as 
before a major configuration change

•Not good for cloning



Option 2 - Backup 
Using an Export

(portable, for cloning)









•To restore the file, 
use import 
command

•Best done with an 
un-configured 
router



4. How to Install 
Package



How to Install Package

•All functions in RouterOS are controlled 
by packages

•If you are missing a functionality like 
wireless, maybe you are missing a 
package



What Packages Do I Have?















5. How to Reset Your 
Router



How to Reset Your 
Router

•Resetting lets you “start over’
•Allow access to the original default 
configuration or to clear all configurations









6. How to Block YouTube



How to Block YouTube

•Some sites and protocols can be blocked 
with reasonable effectiveness

•There are many strategies, I will show 
you two because they are the most 
reliable and the most expandable



Option 1 - Layer7

(can be processor intensive 
for large implementations 

so use with caution)















Reject or Drop





Option 2 - Block YouTube Using DNS





Must have Firewall 
on WAN Port!



localhost, web 
request goes 

nowhere!



Forward

Reverse

Static DNS



Tip: Force your router to proxy DNS by using 
dst-nat rule for port 53, TCP and UDP with 

redirect atcion



• TLS-Host matcher was made available in 6.41 to easily match TLS 
traffic (https, formerly SSL)

• Google began implementing QUIC (Quick UDP Internet 
Connections) in Chrome, a new encrypted-by-default Internet 
transport protocol, that provides a number of improvements 
designed to accelerate HTTP traffic as well as make it more 
secure, with the intended goal of eventually replacing TCP and 
TLS on the web.

• This makes TLS-Host hit or miss right now

Why Not Use the TLS-
Host Matcher?



7. How to Upgrade 
RouterOS



How to Upgrade 
RouterOS

•Keeping your device current is the best 
way to ensure safety and security of the 
network









Development Channels





8. How to Block MAC 
Address



How to Block MAC 
Address

•Regardless of the clients IP address, 
maybe you want to block a certain MAC















9. How to Upgrade 
Firmware



How to Upgrade 
Firmware

•Keeping the boot loader in sync with the 
current version helps ensure router 
stability













10. How to Setup a 
Wireless Bridge



How to Set Up 
Wireless Bridge

•Extend Ethernet connectivity from Point A 
to Point B, no routing required



















On the other side of the wireless bridge…









TestTest











Questions?



Thank You!

• Steve Discher, from College Station, Texas, USA

• MikroTik Certified Trainer since 2008 and teach 
RouterOS classes, LearnMikroTik.com, ISPSupplies.com,  
and blog at SteveDischer.com

•mikrotikconfig.com, Firewall, QOS, Load Balance and 
Country IP Block address list generator now updated daily

• Author of RouterOS by Example, 1st and 2nd Editions 
from ISPSupplies.com and Amazon.


