About Me

® Steve Discher, from College Station, Texas, USA

® MikroTik Certified Trainer since 2008 and teach
RouterOS classes, LearnMikroTik.com, ISPSupplies.com,
and blog at SteveDischer.com

e mikrotikconfig.com, Firewall, QOS, Load Balance and
Country IP Block address list generator now updated daily

® Author of RouterOS by Example, |st and 2nd Editions
from ISPSupplies.com and Amazon.

® Thanks Ty Bermea!
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| 3 Past US MUMs

2007 Orlando 2013 St Louis
2008 Chicago 2014 Pittsburg
2009 Dallas 2015 Miami
2010 Phoenix 2016 Dallas
201 | Las Vegas 2017 Denver
2012 New Orleans 2018 Baltimore
2019 Austin
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Top Ten RouterOS
HowTo Questions
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What & How

What:What are the top ten Google Key
word search terms including “MikroTik

How to™?
How: Use an SEO tool which displays

search suggestions based on volume for
the base key phrase “mikrotik how to”

MikroTik RouterOS
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Top Ten Search Phrases

mikrotik how to port forward

. mikrotik how to backup config

. mikrotik how to install package

. mikrotik how to export config
mikrotik how to reset

. mikrotik how to block youtube

. mikrotik how to upgrade

. mikrotik how to block mac address
mikrotik how to upgrade firmware

0.mikrotik how to set up a wireless bridge
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Your Brain Is Safe!

*Greg Sowell

*Kevin Myers

* Thomas Kirnak

* The Brothers WISP

*many more
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Walk through each of
these processes
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|. How to Port
Forward
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Port Forwarding

*Port forwarding is really “destination NAT”
*Used to allow public access to private

resources
*Example: public access to a private web

server, |IP camera DVR’s, etc.
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session  Settings Dashboard

Sesson{ |

A5 Quick Set
i CAPsMAN
Jmm Interfaces
3 Wireless

s, Bridge
=% PPP
“5 Mesh

gl IP ARP

-~ MPLS
4 Routing
<5 System
@& Queues
| Files

| Log

o) RADIUS
4 Tools

I*

New Terminal

¥ LCD

#-. Partition

I N P g, Sy e

@SPSuppUes

Accounting
Addresses
Cloud

DHCP Client
DHCP Relay

DHCP Server

DNS
Firewall
Hotspot
IPsec

Kid Control

\K N N
Learn \VIIKIOT I com

MikroTik RouterOS
Training/Certification




| Interfaces
3 Wireless
25, Bridge
=g PPP

== Syyitch
“12 Mesh
e IR

< MPLS
4 Routing
oo System
& Queues
[ | Files

=R
M Radius

@ Mew Terminal
[ LCD

=4 MetaROUTER
#-. Partition

& Manual
9 Mew \WinBox

Exit

A Tools I

Filter Rules MAT |Mangle Raw Service Ports Connections  Address Lists  Layer? Protoco

EE |DD Reset Counters ||nu Reset All Counters |

Ll AT Rule <80

| Make Supout.rif

@SPSuppUes

o
Learn VIIKIrOT

.COMm

General |Advanced Extra Actioh Statistics (0]4
etherl
Chair: |dstnat Cancel |
Src. Address: | Apnly |
Dst, Address: | Disable |
C t
Protocol: Ij‘ﬁ it “ ¥ a | Sl |
Copy |
Src. Port: | |
Femove |
Dst. Port: D‘BD “ Feset Counters |
Ay |ROnt: | ‘v eset All Counters |
In. Interface: Ijleiherl “ ¥
out, Interface: | |v
In. Interface List: | ‘ -
out, Interface List: | | -
Packet Mark: | | -
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Session  Settings Dashboard

o F‘ Safe Mode | Session: |

A5 Quick Set

1 CAPsMaAN

‘LI — Filter Rules NAT ‘Mangle Raw Service Ports Connections Address Lists Layer7 Protoc
jm Interfaces

7 Wireless +,’ :‘ ‘ ; ‘C‘ ?‘ ‘ 00 Reset Counters H 00 Reset All Counters

BE O . Addre
#x Bridge NAT Rule <80>

=4 PPP
e General Advanced Extra ‘Action Statistics OK

‘o

TP [ ¥ Connection Limit Cancel
=

MPLS [ v Limit Apply

4 Routing | v Dst. Limit e

) Systesm | v Nth 0.35.0,
QQUEUES v Tlme Comment
| Files v Src, Address Type Copy 0.35.0,
_ Log 4 Dst. Address Type ) Remove 0400
o, RADIUS Address Type: (S * | o
&5 Reset Counters 05 4
Y | Invert 23.4!
> plletls : = Reset All Counters
i@ New Terminal PSD 0.25.1
=/LCD Hotspot R
@ partitinn o

v IP Fragment
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sSession  Settings  Dashboard

) || (4 | Safe Mode | Session:

A5 Quick Set

1 CAPsMAN

- S Filter Rules NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protoc
m Interfaces

1 Wireless | =| |«2||32]| || || | 00 Reset Counters || 00 Reset All Counters
22 Bridge PSR : ‘ |st. Addre
=3 PPP NAT Rule <1.2.3.4:80>
°15 Mesh General Advanced Extra Action | Statistics | OK
s IP X

> NELS \ Action: |dst-nat * | Cancel
4 Routing > [Log | Apnly
co0 System I ; 10.0.35.0,
Lo Log Prefix: - | Disable
Q Ruehes | Comment
. |Files To Addresses: (192.1638.1.2 - | Copy 10.0.35.0.
Log

M RADIUS | Remove
% Tools > | Reset Counters | }0.0.25.4!
@ New Terminal Reset All Counters | 10.0.25.11
= LCD
= 0.0.30.3
@5 partitinn
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IP Cloud - Dynamic
DNS

=% PPP
“12 Mesh

=P

. MPLS
4 Routing I*
o System I*
& Queues

[ | Files

| Log

) RADIUS

%, Tools b
Mew Terminal
¥ LCD

#-. Partition

| Make Supout.rif
& Manual

L New WinBox

Cloud
Accounting

Address
Cloud

DDMS Enabled
Update Time

(04

Cancel

| DHCP Client Public Address: |E|Eu.?6.

DHCP Relay

DMNS Mame: | - d0ch93.sn. mynethame.net

DHCP Server

| Apply

Force Update

OMS updated

Firewall
Hotspot
IPsec

Kid Control
MNeighbors
Packing

Prinl

Make it even easier by publishing a CNAME
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2. How to Backup a
Config
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How to Backup a
Config

*How can | create a snapshot of my router

and restore it later?
*How can | clone my router from one

device to another, full or partial?
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Making backups and storing them
on your router is not a backup
strategy!
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I ————————
Option |- System Backup (Snapshot)

Session Settings Dashboard
O || 4| | Safe Mode Session: [10,10,10.1

Ay Quick Set
1 CAPsMAN

8 Interfaces

1 Wireless

2 Bridge

w4 PPP

== Swikch

“15 Mesh

25 1P I*
4 Routing X
o System I’
Q Queues

__ Files

| Log

M rADIUS
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Session Settings Dashboard

| Safe Mode Session: [10,10,10.1

As Quick Set
1 CAPsMAN
=| | Y| |[&| @ | Backup Restore Upload...

M8 Interfaces

- File Name /| Type Size Cr
4 Wireless Ddisk1 disk
3; Bridge script 3490.4 KiB
= A-IP-Agarigated.rsc script 800.3 KiB
S PPP . .db file 4192.0 KiB
=22 Switch = disk1 /dude.db-shm .db-shm File 32.0 KiB
o2 Mech =) disk1 /dude. db-wal .db-wal file 5.6 MiB

e Jdisk1 [files directory
25 IP [ D disk1 ffiles/default disk

- . [ EJ disk1 [files/default/Vera. ttf ttF File 64.4 KiB
Sy ROt =) diski fFiles/deFault/VeraMono.ttf .ttf file 48.1 KiB
W System J =) disk1 ffiles/default/certificate.p... .pem File 3406 B

= disk1 ffiles/def ault {done. way wav file 9.8KiB

Q Queues I Ndick 1 fFilecldaf anilt limanee dirertary
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wi13] . -

wi13] ' il
rf13f] Password: h Cancel
wi13]

*|

Encryphion: |aes-shazSé

v Don't Encrypt

- MikroTik RouterOS
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Session Settings Dashboard

;H 4 ‘ Safe Mode Session: |10,100,10,105
Quick Sek File List
- = VT |[B| 8| | Backup | Restore Upload...
& &, Bridge - : ' :

b File Name IType ISIZG [Creatlon Time \']
= |~ today.bacl . e 19.6KB  Marf24{2019 10:13:27
= PPP today.bacl " ) 19.6KiB  Mar/24/2019 10:13:27
°3 Mesh COpub S St ory Mar/24/2019 10:10:56

Fltoday.rsc  Detail Mode 12988 Mar/24/2019 10:10:56
S 1P J =) auto-befor Show Columres N 9.8KB  Mar/24/2019 00:49:33
4 Routing | (D hotspot COry Mar/13/2016 05:56:28

- =lhotspot  Find Ctrl+F file 12938 Mar/13/2016 05:56:28
s System ) Elhotspot  Eind Mext ctrieg  |file 8988  Mar/13/2016 05:56:28
& Queues =] hotspaot ile 36156  Mar/13/2016 05:56:28

- =|hotspot  Restore 9038 Mar/13/2016 05:56:28
L] Files Dhotspot  pownload Mar/13/2016 05:56:28
Log = hot . 3925B  Mar/13/2016 05:56:28
é‘ = hotspot/login. html .html File 3455B Mar/13/2016 05:56:28
< =] hotspot/logout. htm html file ar 156!
e = hotspot/lagout. html himl fil 1813B  Mar/13{2016 05:56:28
A, Tools | (Jhotspot/lv directory Mar/13/2016 05:56:28
e _. TR Le 1t ea ~—— - as lamlmma r ;o= =, o~

*Best for saving a router state at a point in time such as

before a major configuration change

*Not good for cloning

@SPSuppLies

& N N
Learn \VIIKIOT I com

MikroTik RouterOS
Training/Certification




Option 2 - Backup
Using an Export

(portable, for cloning)
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Session Settings Dashboard
|4 Safe Mode Session: |10,100,10,105

Ax Quick Set

M Interfaces

24 Bridge

=2 PPP

“1a Mesh

25l 1P I*
4 Routing X
o System X
Q Queues

| Files

| Log

M rADIUS

A Tools I*
@ New Terminal

| Make Supout.rif
& Manual

9 New WinBox

B Exit

' \ — MikroTik RouterOS
@SPSuppUes Learn \VIIKIOT I .Com Traiﬁng/cgrl:if?c;ration



Session Settings Dashboard
> || (4| | Safe Mode Session:llO.lOO.lO.lOS

A Quick Set Terminal
8 Interfaces
21, Bridge
w4 PPP
“15 Mesh
KKK TTTTTTTTTTT KK

& 1P J KKK TTTTTTTTTTI KKK
38 Routing [ III KKK KKK RRRRER 000000 TTT III KKK KKK
‘ IITI EKEKKK RRR RRR 000 000 TTT IIT EEKKKK
157 System J MMM MMM III KKK KKK RRRRRR 000 000 TTT III KKK KKK
& Queues MM MMM III KKK KKK RRR RRR 000000 TTT III KKK KKK
(] Files MikroTik Router0S 6.44.1 (c) 1999-2019 http: //www.nikrotik.com/
.. Log
‘@.RADIUS [2] Gives the list of available commands

command [?] Gives help on the command and list of arcquuents
X Tools f
@ New Terminal [Tab] Completes the command/word. If the input is ay
— a second [Tab] gives possible options
| Make Supout.rif
Q Manual / Move up to base lewvel
= .o Move up one level
O New WinBox /command Use command at the base leve
lExit [bermeajt@Virtual] > export file=today.rsc

: S e MikroTik RouterOS
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Session Settings Dashboard

|| C Safe Mode Session: |10,100,10,105
An Qui
/. Interfa Restore
L Buicos File Name Type Size Creation Time T
=2 PP Cpub drectory Mar/24/2019 10:10:56
°SMesh I ~ today.rsc. svink  1298B Marf24/2019 10:10:56
=) auto-befor  Show Categories TAp 9.8KB Mar/24/2019 00:49:33
3 IP (Jhotspot Detail Mode tory Mar/13/2016 05:56:28
4 Routing =l hatspo file 12936  Mar/13/2016 05:56:28
= hotspo  Show Columns P ) file 898B Mar/13/2016 05:56:28
w7 System | Elhotspo — ile 36158  Mar/13/2016 05:56:28
@ Queves Elhotspo  Find CrHF L 903B  Marf13{2016 05:56:28
- (Jhotspo  Find Next Cr+G  Jropy Mar/13/2016 05:56:28
L Files =) hot: —_— file 39256 Mar/13/2016 05:56:28
| Log =l hotspo Dz;;;ea ] File 34558  Mar/13/2016 05:56:28
T = hotspo b_ 18138 Mar/13/2016 05:56:28
< _Jhotspot/lv directory Mar/13/2016 05:56:28
A Tools | = hotspot v/ alogin.html html File 1303B Mar/13/2016 05:56:28
Pt El hotspot/lv/errors.txt .txt File 3810B Mar/13/2016 05:56:28
— = hotspot flv/login. htmi html file 34088 Mar/13/2016 05:56:28
. o Make Supout.rif =] hotspot v logout . html html File 1843 B Mar/13/2016 05:56:28

@SPSupplies
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* To restore the file,

MMM MMM { TITTTITTITIT KKK

MMMM MMM KKK TITTTITITITIIT KKK °

MM MM MMM III KKK KKK RRRRRR 000000 TTT III KKK KKK use |m Ort

MM MM MMM III KKKKK RRR RRR 0CC 000 TIT IIT KKKKK

MMM MMM TIII KKK KKK RRRRRR 000 000 TIT IITI KKK KKK

MMM MMM III KKK KKK RRR RRR 000000 TIT IITI KKK KKK Com mand

MikroTik Router0S €.43.2 (c) 1999-2018 http://www.mikrotik.com/

[ ]
[2?] Gives the list of available commands i BeSt done Wlth a-n
command [?] Gives help on the command and list of arguments
®
[Tab] Completes the command/word. If the input is ambiguous, un—co nflgu red
a second [Tab] gives possible options

/ Move up to base level t
. Move up one level rou er
/command Use command at the base level

apr/04/2019 00:58:43 system,error,critical login failure for user admin from 10.0.
40.238 via ssh
apr/04/2019 00:58:45 system,error,critical login failure for user sdischer from 10

[2dmin@10.0.0.3-To-TBB-VPN-Router] > import file=today.rsc

MikroTik RouterOS
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4. How to Install
Package
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How to Install Package

*All functions in RouterOS are controlled
by packages

*If you are missing a functionality like
wireless, maybe you are missing a
package
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What Packages Do | Have?

| ‘{’ LIl L SR}
& Routing
tor System Package List
Lieues i
? Q_ Eenufcarss | Check For Updates l | Enable H Disable l | Uninstall H Ur:
[ |Files Clock = —
Name / Wersion |Build Time |Scheduled
.. Log Console Brouteros-tile  6.43.12 Feb/08/2019 11:4...
& RADIUS Disks Badvance... 6.43.12 Feb/02/2019 11:4...
& Tools N , Bdhep 6.43.12 Feb/08/2019 11:4...
AN Drivers Shotspot  6.43.12 Feb/08/2019 11:4...
; @ New Terminal  Health ; invG 6.43.12 Feb/08/2019 11:4...
| . mpls 6.43.12 Feb/08/2019 11:4...
= IS Bppp 6.43.12  Feb/08/2019 11:4...
B %5 Partition Identity groutinu 6.43.12 Feb/08/2019 11:4...
- : . security  6.43.12 Feb/08/2019 11:4...
/[ L3 Make Supoutrif LEDs Bsystern 64312 Feb/08/2010 11:4...
| & Manual License Bwireless  6.43.12 Feb/08/2019 11:4...
B (9 New \WinBox Logging
' [ Exit Packages
|
I Password
| Ports
| Reboot
| Reset Configuration
| Resources
| Routerboard

' \ — MikroTik RouterOS
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6.43.13 (Long-term) 6.44.1 (Stable)

MIPSBE (LIRS1xx. CR§2xx DISC, Fxbergiox hAP, hAP ac, hAP ac lite, LDF, LHG, ILAP mini, mMANTBox, mAP, NetBox, NetV
ite, RB4xx, wAP, BaseBox, DynaDish, RB2011, SXT, OmniTik, Groove, Metal, Sextant, RB7xx

Main package b= =

Extra packages b= =

X86 RB230, X86

Main package _ =

Extra packages = _

CD Image — =

The Dude server = -

. \s gl ikroTik Router
(GISPSupplies ISy ooTy MikroTik RouterOS
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Session Settings Dashboard
| C4 Safe Mode Session: |10,10,10.1

Ax Quick Set
1 CAPsMAN

M Interfaces

1 Wireless

2, Bridge

=2 PPP

== Switch

“a Mesh

235 IP I
4 Routing [
o0 System I
Q Queues

Files

| Log

M RADIUS
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Session Settings Dashboard

|| C Safe Mode Session: |10,100,10,105
A Quick Set
U Inkorfaces =| |V |[B| @ | Backup || Restore Upload...
& 1, Bridge : :
File Name Type Size Creation Time Y
=5 PPP & gps-6.44.1.npk package 2.1 KB Mar/24/2019 10:15:30
°2 Mesh _E]today.bac backup 19.6 KB Marf24/2019 10:13:27
_Jpub directory Mar[24/2019 10:10:56
= L J =) today.rsc script 12986  Mar24/2019 10:10:56
4 Routing | _EJ auto-before-reset.bac backup 9.8KB Mar/24/2019 00:49:33
_Jhotspot directory Mar/13/2016 05:56:28
o System j =) hotspot/alogin. html html File 12938 Mar/13/2016 05:56:28
Q Queues =] hatspot ferror . html 8986 Mar/13/2016 05:56:28
— = hotspotjerrors.txt 361SB Mar/13/2016 05:56:28
L Files =] hotspotfavicon.ico 9036 Mar/13/2016 05:56:28
lan [ Thatenatlima direckary Mar{12U2M A NS EA 28

@SPSupplies
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Session Settings Dashboard
) || 4| | SafeMode | Session:|10.100.10.105|

A Quick Set
8 Interfaces
2 Bridge
w3 PPP
“15 Mesh
: Auto Upagrade
255 Ip
z : Certificates
Routin
- g —  Clock
[if,? System I
Console
Q Queues .
= Disks
__ Files
GPS
| Log
Health
& rADIUS
~ : [ History
* Tools
N Identity
@ New Terminal
= . . LEDs
.. Make Supout.ri
= & License
& Manual -
— 0gaing
& New WinBox
Packages
B Exit

Password
Ports

Reboot

Reset Configuration
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Package List [=] E3
Y | | CheckFor Updates Enable Disable Uninstall || Unschedule || Downgrade | | CheckInstallation | [rpy |
Name / Version Build Time Scheduled v
®calea 6.44.1 Mar/13/2019 08:38:51 *»
Baps ]
9 rulticast 6.44.1 Mar/13/2019 08:38:5
®np 6.44.1 Mar/13/2019 08:38:
# openflow 6.44.1 Mar/13/2019 08:38:5
Srouteros-x86  6.44.1 Marf13/2019 08:38:51
8 advanced-... 6.44.1 Mar/13/2019 08:38:51
B dhep 6.44.1 Marj13/2019 08:38:51
# hotspot 6.44.1 Mar/13/2019 08:38:51
®ipo 6.44.1 Mar/13/2019 08:38:51
®pls 6.44.1 Mar/13/2019 08:38:51
Sppp 6.44.1 Marj13/2019 08:38:51 -
Qrouting 6.44.1 Marj13/2019 08:38:51
8 security 6.44.1 Mar/13/2019 08:38:51
B system 6.44.1 Mar/13/2019 08:38:51 -
18 items

@SPSuppUes
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Session Settings Dashboard
|| C Safe Mode Session: |10,100,10,105

A Quick Set
MM Interfaces
21, Bridge
=3 PPP
“15 Mesh
: Auto Upgrade
255 Ip
z : Certificates
Routin

- : —  Clock

o System I*
Console
Q Queues _
o Disks
| Files
GPS

| Log

o Health
A RADIUS
- I : History
* Tools
A I Identity
@ New Termina
— LEDs

. Make Siinonk rif
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5. How to Reset Your
Router
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How to Reset Your
Router

*Resetting lets you “start over’
*Allow access to the original default
configuration or to clear all configurations
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Session Settings Dashboard

|| 4 Safe Mode Session: |10,100,10,105

Ay Quick Set
¥ Interfaces
2 & Bridge
w3 PPP
“a Mesh
Auto Uparade
s IP [
~ Certificates
Routing I
—  Clock
o System I
Console
’ Queues )
B Disks
__ Files
GPS
.| Log
Health
M rADIUS .
= : [ History
* Tools y
A : Identity
& MNew Terminal
- . . LEDs
_. Make Supout.ri
LS : License
& Manual _
= Logging
9 New WinBox
Packages
B exit
Password
Ports
Reboot

Reset Configuration

Resources

' \ — MikroTik RouterOS
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Session Settings Dashboard
|| (4| | Safe Mode Session: 10.100,10.105

A& Quick Set
8 Interfaces
2, Bridge

=2 PPP

“a Mesh

ess IP Ml Reset Configuration

4 Routing " __l'Keep User Configuration
{55 System > || caps Mode

Cancel
& Queues ﬁ __| No Default Configuration

5 Files | Do Not Backup

Reset Configuration

Log Run After Reset:

M rRADIUS
A Tools I

& New Terminal

' \ — ikroTik Router
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Session Settings Dashboard

) |4 Safe Mode Session: [10,100,10,105

Ay Quick Set
8 Interfaces
21, Bridge
=2 PPP
“15 Mesh
Auto Upagrade
255 IP
z Certificates
Routin
- g Clock
o7 System
Console
9 Queues )
o Disks
_ Files
GPS
Log
Health
M rRaDIUS _
~ I : History
% Tools
A I Identity
@ MNew Terminal
— . : LEDs
. Make Supout.ri
= £ License
& Manual .
— Logaing
O New WinBox
Packages
B Exit
Password
Ports
Reboot

Reset Configuration
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6. How to Block YouTube
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How to Block YouTube

*Some sites and protocols can be blocked
with reasonable effectiveness

* There are many strategies, | will show
you two because they are the most
reliable and the most expandable

- ~ N S— MikroTik RouterOS
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Session Settings Dashboard
Optlon | - Layer7 %) || (4| | SafeMode | Session:|10.100.10.105

Ax Quick Set

(can be processor intensive /8 Interfaces
M . D p;
for large implementations & 5 Bridge

so use with caution) £ PPP
“15 Mesh

&5 P ARP
4 Routing " Accounting

{3 System " Addresses
& Queues DHCP Client
| Files DHCP Relay
| Log DHCP Server
A RADIUS DNS
K Tools " Firewall
& New Terminal IPsec

., Make Supout.rif Kid Control

' \ — MikroTik RouterOS
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Firewall

Filter Rules MNAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols ’
* = (2T

e / |Regexp
0 ikems
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egexp ‘

MNew Firewall L7 Protocol

Name: |You Tube ot
# Regexp: Cancel
~ +(youtubef com). *$ :I Apply
Comment
Copy
Remove
| <

: N\ S—— MikroTik RouterOS
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Filter Rules NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

(= (=T
Name / |Regexp
@ You Tube  ~.+{youtube.com).*$

@SPSUP plies Learn VIIKIrOT 1

.COMm
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Filter Rules |NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

o =| |2 | | T | 00 Reset Counters || 00 Reset All Counters

# Action |Chain Src. Address |Dst. Address |Prot... |Src. Port  |Dst, Port  |In. Int... /Out, I...
0 items

' \ — MikroTik RouterOS
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New Firewall Rule

General ’Advanced Extra Action ... oK
“ Chain: |forward * Cancel
Src. Address: /. Apply
Dst. Address: v Dicable
* Protocol: [ 1|6 (tcp) ¥ - Comment
Src. Port: v Copy
o . Dst. Port: [ ]|80,443 - Remove
; Any. Port: v Reset Counters
dj In. Interface: v Reset All Counters
Out, Interface: v

: N\ S—— MikroTik RouterOS
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General Advanced |Extra Action Statistics

, Address List:

Dst, Address List:

Layer? Protocol:

t:

Connection Bytes:
Connection Rate:
Per Connection Classifier:

Src. MAC Address:

& N N
Learn \VIIKIOT I com

|

h 4

v

O x

QK

Cancel

Apply

Disable

Comment

Copy

Remove

Reset Counters

Reset All Counters | |-

MikroTik RouterOS
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New Firewall Rule
| Advanced Bdra Action | Statistics ...

| Log
Log Prefix: |

A R I A

' NS —_—
@Spsupp“es Learn M/K//O' IR com

Action: (EEE R

Reject With: :icmp network unreachable

|

| ¥ Disable

Comment

Copy

Remove

Reset Counters

Reset All Counters

I

Reject or Drop

MikroTik RouterOS
Training/Certification




B

This site can’'t be reached

www.youtube.com refused to connect.

Try:
* Checking the connection
* Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

Details

@SPSuppLies
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Option 2 - Block YouTube Using DNS

[ Incerraces
2 Bridge
=3 PPP

“13 Mesh

[T 1P

ARP

192.168.1.0/24 192.168.1.1

DHCP Network <192,168.1.0/24 >

s 4
A, Tools irewall

4 Routi " Accounting
57 Syst " Addresses

ueu HCP Cli :
SQ ORCP Clent DHCP Nefworks |Leases Options Option Sets Alerts
LI Files DHCP Relay

& = AT

L DHCP Server
AR IAddress / ]Gateway IDNS Servers ]Domain ]Nex

& New Termin IPsec
- Address: 192.168.1.0/24 Jf |

(oM Kid Control

@mn Neighbors Gateway: | |

O New WinBox Packing o Netmask: _

B exit Pool [ No DNS
Routes DNS Servers: [192.168.1.1 =
2il Domain: [ ¥
i WINS Servers: [: v
Cavuimas

Cancel

Apply

Comment

Copy

Remove

' \ — MikroTik RouterOS
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A Quick Set

M Interfaces

21, Bridge
=3 PPP

“a Mesh

55 1P
4 Roging
@52 em
& Hueues
___|Files
| Log

M rADIUS
X Tools

B New Terminal

- Make Supout.rif

& Manual

9 New WinBox

B Exit

@SPSuppLies

o
Learn VIIKIrOT

ARP

Accounting
Addresses
DHCP Client
DHCP Relay
DHCP Server

DNS

Firewal

IPsec

Kid Control
Neighbors

Packing

Pool

Routes

S5MB

~AILAR

.COMm
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DNS Settings

@SPSuppUes

Servers:

QK

Dynamic Servers:

10,100,10,30

Cancel

Apply

Max. Concurrent TCP Sessions:

Static

Cache

Cache Size:

2048

Cache Max TTL:

7d 00:00:00

Cache Used:

17 KiB

o
Learn VIIKIrOT

.COMm
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*=] ()] 1F] [T

: = :Name tRega(p :Address :TTL (s)
0 @ www.youtube.... 127.0.0.1 1d 00
1 @ youtube.com 127.0.01 1d 00

DNS Static Entry <www youtube .com>

RSB vww youtube.com| | OK
Regexp: Cancel
Address: |127.0.0.1

localhost, web . oo - Peply
request goes | | Disable
nowhere! Comment
Copy
Remove

,0.0.3-To-TBB-V| enabled

MikroTik RouterOS

& | J
Learn M/KF Oni .com Training/Certification



Name

127.0.0.1

0 @ googlevideo.com

1 @ ytimg.com 127.0.0.1

2 @ vyoutube.com 127.0.0.1 o

3 @ youtube-ui.l.google.com 127.0.0.1 1d 00:00:00
4 @ ytima.l.google.com 127.0.0.1 1d 00:00:00
S @ ytstatic.l.google.com 127.0.0.1 1d 00:00:00
6 @ youtubei.googleapis.com 127.0.0.1 1d 00:00:00

DNS Cache

Flush Cache

wm

@ 1.0.0.127.in-addr.arpa PTR  ytimg.com Reverse

S
S  @1.0.0.127.in-addr.arpa PTR youtube,com
S  @1.0.0.127.in-addr.arpa PTR youtube-ui.l.google.com 1d 00:00:00
S  @1.0.0.127.in-addr.arpa PTR vtimg.l.google.com 1d 00:00:00
S  @1.0.0.127.in-addr.arpa PTR ytstatic.l.google.com 1d 00:00:00
S @1.0.0.127.in-addr.arpa PTR youtubei.googleapis.com 1d 00:00:00
S @ googlevideo.com A 127.0.0.1 1d 00:00:00
s i i JpUdLES-TIEr e | 00:00:00
@ updates-hermes-mb-prod-4872374... A 35.169.41.170 00:00:08
@ updates-hermes-mb-prod-4872374... A 54.86.251.59 00:00:08
@ updates-hermes-mb-prod-4872374... 54.236.152.62 00:00:08
- o : : == UL UL LS

@ wiww,youtube,com voutube-ui.l.google.com

S @ youtube-ui.l.google.com A 127.0.0.1
S @ youtube.com A 127.0.0.1
S @ youtubei.googleapis.com A 127.0.0.1
S @ ytimg.com A 127.0.0.1 1d 00:00:00
S @ ytimg.l.google.com A 127.0.0.1 1d 00:00:00
S @ ytstatic.l.google.com A 127.0.0.1 1d 00:00:00

: S e MikroTik RouterOS
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B

This site can’'t be reached

www.youtube.com refused to connect.

Try:
* Checking the connection
* Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

Tip: Force your router to proxy DNS by using

dst-nat rule for port 53, TCP and UDP with
redirect atcion

@SPSupplies
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Why Not Use the TLS-
Host Matcher?

- TLS-Host matcher was made available in 6.41 to easily match TLS
traffic (https, formerly SSL)

- Google began implementing QUIC (Quick UDP Internet
Connections) in Chrome, a new encrypted-by-default Internet
transport protocol, that provides a number of improvements
designed to accelerate HTTP traffic as well as make it more
secure, with the intended goal of eventually replacing TCP and
TLS on the web.

 This makes TLS-Host hit or miss right now

- ~ S— MikroTik RouterOS
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/. How to Upgrade
RouterOS
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How to Upgrade
RouterOS

*Keeping your device current is the best
way to ensure safety and security of the
network
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Session Settings Dashboard

&) || 4| | SafeMode | Session:

Ay Quick Set
1 CAPsMAN
8 Interfaces

1 Wireless
2 Bridge
=3 PPP

=5 Switch

Auto Uparade

Certificates
“5 Mesh
: Clock
255 Ip
jf : Console
. Routing
.o System
N2k Health
History
Identity
LEDs
= : : License
* Tools
N I Logaing
@ MNew Termina
- Packages
@ Dude l
assword
& Partition
. : Ports
. Make Supodt.ri
= : Reboot

& Manual

Ml as___ _aave_m_ .
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Check For Updates =] E3
Channel: st.able JE OK

Installed Version: [6.44.1 ] Check For Updates

Latest Version: [6.44. 1 P ‘

What's new in 6.44.1 (2019-Mar-13 08:38): ﬂ

Changes in this release:

*) bridge - fixed possible memory leak when using "ingress-filtering=yes" on
bridge interface;

*) certificate - force 3DES encryption For P12 certificate export;

*) dhep - fixed dual stack queue addition;

*) dhepvé-server - use MAC address for RADIUS user when "allow-dual-
stack-queue=yes";

*) e-mail - fixed missing "from" address for sent e-mails (introduced in v6.44);
*) aps - increase precision for dd Format;

*) gps - removed unnecessary leading "0" for dd format;

*) ipsec - allow identities with empty Xauth login and password if RADIUS is
enabled (introduced in v6.44);

*) ipsec - fixed dynamic L2TP peer and identity configuration missing after
reboot (introduced in v6.44);

*) ipsec - use "remote-id=ignore" For dynamic L2TP configuration

(introduced in v6.44);

*) ipv6 - do not allow setting "preferred-lifetime” longer than "valid-lifetime";
*) ke - do not show "session-uptime" if session is not up;

*) ke - fixed LTE interface band setting on RBSXTLTE3-7 (introduced in v6.44);
*) rb4011 - fixed ether10 Failing to auto negotiate link speed to 1Gbps;

*) winbox - added "use-local-address" parameter in "IP/Cloud" menu;

*) wireless - fixed antenna gain setting on RBSXTSnDr2; ;I

[System is already up to date

: N MikroTik RouterOS
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Check For Updates =] E3
Cha*“ besting . |K3 OK
Installed Version: |6.44.1 ] Download
Latest Version: |6.45beta20 _ | Downloadgdnstall
What's new in 6.45beta20 (2019-Mar-25 10:07): ;[

Changes in this release:

*) certificate - made RAM the default CRL storage location;

*) kel - adjusted debug packet logging topics;

*) ipsec - fixed freshly created identity not taken in action; —
*) ke - allow to specify URL For firmware upgrade “firmware-file" parameter;

*) sms - fixed long message parsing (introduced in v6.45betal9);

*) wireless - fixed SGHz interface disappearing after upgrade (introduced

in v6.45betal9);

Other changes since v6.44.1:

*) bridge - fixed log message when hardware offloading is being enabled;

*) certificate - added support for ECDSA certificates (prime25év1, secp384r1,
secpS21r1) (CLI only);

*) certificate - removed DSA (D) flag;

*) crs3xx - correctly display auto-negotiation information for SFPJ/SFP+
interfaces in 1Gbps rate;

*) crs3xx - fixed auto negotiation when 2-pair twisted cable is used
(downshift Feature);

*) dhepv4-server - added "vendor-class-id" matcher (CLI only);

*) dhcpv4-server - improved stability when performing "check-status”
command; LI

[New version is available

: N MikroTik RouterOS
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Check For Updates

Channel |stable
long term
Installed Version BN

Latest Version: development

| |What's new in 6.44.1 (2019-Mar-13 08:38): ﬂ
- Changes in this release:
Development Channels
Archive
Long term /
= e
Beta

: N MikroTik RouterOS
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= gps
@ hicad | certificate - made RAM the default CRL sl
& *) kel - adjusted debug packet logaing topi
® - bpml_ *) ipsec - fixed freshly created identity not |

*) Ite - allow to specify URL fFor firmware up

Srouterg *) sms - fixed long message parsing (intrody
B adv] |*) wireless - fixed S5GHz interface disappear
Sdhey |in v6.45betal9);

9 hot4
®ipvc Other changes since v6.44.1:

¥ mpl: *) bridge - fixed log message when hardwar
Sppp *) certificate - added support for ECDSA cel
Srout] | secpS21r1) (CLI only);

B secy | *) certificate - removed DSA (D) flag;

B syst] | *) crs3xx - correctly display auto-negotiatio
interfaces in 1Gbps rate;

*) crs3xx - fixed auto negotiation when 2-p
(downshift Feature);

*) dhcpv4-server - added "vendor-class-id"

*) dhcpv4-server - improved stability when

command;

18 ikems

Downloaded 4% (1.0MiB)
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8. How to Block MAC
Address
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How to Block MAC
Address

*Regardless of the clients IP address,
maybe you want to block a certain MAC
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Session Settings Dashboard
|| C Safe Mode Session: |10,100,10,105

As Quick Set
M Interfaces
2, Bridge

PPP
g
5 Ip " ARP
4 Routing " Accounting
o0 System " addresses
& Queues DHCP Client
| Files DHCP Relay
| Log DHCP Server
A RADIUS DNS

' \ — MikroTik RouterOS
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ARP List

=| |2 || $2 Y

IP Address MAC Address Interface
a10.100.10.1 B8:69:F4:01:94:6B etherl
©10.100.10.30 B8:27:EB:DC:04:CD etherl
c10.100.10.104 38:F9:D3:7D:30:BA etherl

3 ikems
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ISession Settings Dashboard

e Safe Mode Session: |10,100,10,105

Ay Quick Set
M Interfaces
21, Bridge

=3 PPP

“1a Mesh

[_g;g. IP

4 Rou

ARP

Accounting
o Syst " Addresses
& Que DHCP Client
| Files DHCP Relay
| Log DHCP Server
# RAD DNS
A Tools " Firewal

& New Terminal

| Make Supout.rif id Control
& Manual Neighbors
O New WinBox Packing
l Exit Pool
Routes

S MikroTik RouterOS
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Session Settings Dashboard

m e Mode Session:

A et\
1 CAPsMAN Filter Rules ’NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

8 Interfaces 90 Reset Counters || 00 Reset all Counters
1 Wireless Src. Address Dst. Address | Protocol Src.... Dst. Port
& %, Bridge
=3 PPP o
= Swikc
= ﬁ Chain: Cancel
“1a Mesh
3 Ip ' c. Address: [ Apply
LN
4 Routing ) st. Address: [ Disable
o System f
e Protacol: | |- Comment
Q Queues [ ‘ —
Src, Port: -

.| Files

Log Dst. Part: | | » Remove
. rRADIUS any. Part: | R Reset Counters
N Tools ) In. Interface: | v Reset All Counters
B ewiTonmns Out. Interface: | |
O Dude f

: N MikroTik RouterOS
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New Firewall Rule

General Advanced |Extra Action  Statistics

Src. Address List:

Dst, Address List:

\dd

1liII!E

Layer7 Protocol:

Content:
Connection Bytes:
Connection Rate:

Per Connection Classifier:

Src. MAC Address:

IPsec Policy:

@SPSupplies

QK

Cancel

Apply

Disable

Comment

(2§

Copy

Remove

Reset Counters

38:F9:03:70:30:BA

Reset All Counters Ds

. Bridge Port:

. Bridge Port List:

. Bridge Port List:

MikroTik RouterOS

& | J
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New Firewall Rule

General Advanced Extra Action ’Statistics oK

Action:

0g

|

Comment

Copy
Cor Remove
el Reset Counters

Reset All Counters
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9. How to Upgrade
Firmware
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How to Upgrade
Firmware

*Keeping the boot loader in sync with the
current version helps ensure router
stability
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@SPSuppLies

Session Settings Dashboard

[;‘ ‘XI Safe Mode | Session:

Ay Quick Set
1 CAPsMAN
¥ Interfaces
1 Wireless
2 Bridge
PPP
= Auto Upgrade
== Switch
Certificates
“15 Mesh
[ Clock
255, IP
:‘f : Console
Routin:
o0 System
; s Health
s
= History
Identity
LEDs
M raDIUS ,
— [ License
* Tools
N Logging
& New Terminal
- Packages
O Dude [ = 7
aSSWOr
% Partition
Ports
. Make Supout.rif
= & Reboot
& Manual
— Reset Configuration
Y New WinBox
= Resources
Exit
Routerboard
SNTP Client
Scheduler
Scripts

o
Learn VIIKIrOT

.COMm
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Routerboard

v| Routerboard

Model: [RB760iGS
Upgrade
Serial Number: 976C09CAE129

Settings

Firmware Type: mt7621L USB Power Reset

Factory Firmware: 6.41.3 Mode Button

Current Firmware: 6.44

Upgrade Firmware: 6.44

|Firmware upgraded successfully, please reboot for changes to tak...
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Upgrade

Do you really want to upgrade firmware?

No
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Session Settings Dashboard

%)

C4 Safe Mode Session: |10,100,10,105

A Quick Set
8 Interfaces
2 Bridge

=% PPP

“15 Mesh

[_ Auto Upgrade
5 1P '-

@SPSuppUes

< ; Certificates
Routin >
- g —  Clock
o System )
, Console
S
= Disks
= GPS
0
L9 Health
M RADIUS _
~ : [ History
% Tools
A : Identity
B New Termina
— . : LEDs
. Make Supout,ri
Lo = License
& Manual -
— 0gging
Y New WinBox
Packages

B exit

Password
Ports

Reboot
Reset Configuration

Resources

S
Learn \VIIKIOT I com
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Reboot

Do you want to reboot the router?
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10. How to Setup a
Wireless Bridge
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How to Set Up
Wireless Bridge

‘Extend Ethernet connectivity from Point A
to Point B, no routing required
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Session Settings Dashboard

|| C4 Safe Mode

A Quick Set
1 CAPsMAN
8 Interfaces
1 Wireless
& Bridge

=2 PPP

== Switch
“13 Mesh

Q Queues
| Files

.| Log

A radius

X Tools f
@ New Terminal
=4 MetaROUTER
¥ Partition

| Make Supout.rif
& Manual

9 New WinBox

B Exit

sl IP I

42 Routing I
o0 System I

Session:

Wireless Tables

W60G Station  Nstreme Dual Security Profiles

WiFi Interfaces

Access List  Reqgistration Conne Channels

Authenticatio. .. Unicast Ciphers |Group Ciphers |WPA Pre-Shared ... \'WPA2 Pre-Share. ..

¢
1 item out of 7 {1 selected)

' \ — MikroTik RouterOS
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Wireless Tables

WiFi Interfaces W60G Station Nstreme Dual Access List Registration Connect Lise security Profiles | Channels
= a4 T
/ |Mode Authenticatio. .. |Unicast Ciphers |Group Ciphers |WPA Pre-Shared ... |WPAZ Pre-Share...
ickeys WPAZPSK ~ aescem  aescom Wm0 s
B 2 B 2

: N\ S—— MikroTik RouterOS
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Security Profile <Test>

(GISPSupplies

General \Rnolus EAP Static Keys

“ Name:
e Mode:
Authentication Types:

Unicast Ciphers:

Group Ciphers:

WPA Pre-Shared Key:

WPAZ Pre-Shared Key:

Supplicant Identity:

Group Key Update:

Management Protection:

QK
Cancel
dynamic keys > Apply
| wPA PSK WPAZ PSK p——
ClwrPaEaP [ W2 EAP
aesccm || tkip Copy
aesccm || tkip Remove
seopeokeofokodopokofoko ok
00:05:00
allowed +

Management Protection Key:

& N N
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i Interfaces |W6OG Station MNstreme Dual Acces

ﬂ = =IN ¢ CAP WPS e
[Name / ITvpe ]Actual MT
4Pwlani Wireless (Atheros A 1

\

o

@SPSuppLies

Interface <wlanl >

General Wireless |HT HTMCS WDS Nstreme NY2 Status Traffic

2 ﬂ Mode: |bridge

Band: |2GHz-B/G/N

Channel Width

Frequency

3 —p s

Scan List

\Wireless Protocol

“ Security Profile

WPS Mode

Bridge Mode

YLAN Mode
VLAN ID

Default AP Tx Rate:

Default Client Tx Rate:

(s 2

. |DWGB7508

KL

[3]

=]

: [push button

[#]

E3

]' bps

‘V bps

& N N
Learn VIIKIrO# lk_Com

oK

Cancel

Apply

Disable

Comment

Advanced Mode

Torch

WPS Accept

WPS Client

Setup Repeater

Scan...

Freq. Usage...

align...

Sniff...

MikroTik RouterOS
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Session Settings Dashboard
O || (4| | Safe Mode Session: |10,100,20.1

A5 Quick Set

1 CAPsMAN

8 Interfaces

1 Wireless

& Bridge

=3 PPP

== Switch

“13 Mesh

SN I*
4 Routing I
o7 System I’

Bridge
Bridge IPOI'tS YLANs MSTIs Port MST Overrides Filters NAT Hosts MDB

o = ¢ R O |V | Settings

é:ﬂf""‘ RE Hbridge B e obs Obps.
S

.. Log

B radius

X Tools X
@ New Terminal
¥4 MetaROUTER

A
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Interface <bridge>

General ’ STP  YLAN

)Ty;):

MTL:

= Actual MTU:

L2 MTU:
MAC Address:
ARP:

ARP Timeout:

Admin, MAC Address:

Status Traffic 0K
Cancel
: |Bridge Apply
h 4
Disable
1500
Comment
65535
Copy
78:11:F2:9E:25:C7
Remove
enabled +
Torch
v
v
.| IGMP Snooping
| Fast Forward

, & ) |
(GISPSupplies Learn VIIKIrOT 1K com

MikroTik RouterOS
Training/Certification




v

General

|Bridge

[Horizon

\
=

l;f;face

‘Bridge

External FDB

nterface:

Horizon:

PO IWAls WSTIs| Pt T Overides | Fkers AT | o TR N - | |
ok ||

STP  VLAN Status

ether1 E] Cancel -
: Ibridge ]@
[ Disable
: ’ auto Comment
Hardware Offload Copy
o Remove

0 ikems

enabled

@SPSuppUeS
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New Bridge Port [=] E3
General ]svp YLAN Status OK
F Int sufan? + Cancel -
ridge: |bridge d Apply
Disable
+ lauko Comment
Copy
Remove
i ’enabled ‘ ’ i
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On the other side of the wireless bridge...
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Session Settings Dashboard

|| 4 Safe Mode Session: |10,100,20.1
A5 Quick Set
1 CAPsMAN
|8 Interfaces

1 Wireless
2 Bridge
=L PPP

== Switch
“15 Mesh
sl IP I
4 Routing )
o7 System )
Q Queues

| Files

.. Log

A radius

X Tools )

Security Profiles | Channels

WiFi Interfaces W60G Station  Nstreme Dual

Access List  Registration Con

WPAZ Pre-Share...

Authenticatio. .. Unicast Ciphers |Group Ciphers |WPA Pre-Shared ...

& New Terminal
4 MetaROUTER
%5 Partition

| 4 Make Supout.rif .
1 item out of 7 (1 selected)
& Manual

9 New WinBox
B Exit
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Wireless Tables

WiFi Interfaces W60G Station Nstreme Dual Access List Registration Connect Lise security Profiles | Channels
= a4 T
/ |Mode Authenticatio. .. |Unicast Ciphers |Group Ciphers |WPA Pre-Shared ... |WPAZ Pre-Share...
ickeys WPAZPSK ~ aescem  aescom Wm0 s
B 2 B 2
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Security Profile <Test>

(GISPSupplies

General \Rnolus EAP Static Keys

“ Name:
e Mode:
Authentication Types:

Unicast Ciphers:

Group Ciphers:

WPA Pre-Shared Key:

WPAZ Pre-Shared Key:

Supplicant Identity:

Group Key Update:

Management Protection:

QK
Cancel
dynamic keys > Apply
| wPA PSK WPAZ PSK p——
ClwrPaEaP [ W2 EAP
aesccm || tkip Copy
aesccm || tkip Remove
seopeokeofokodopokofoko ok
00:05:00
allowed +

Management Protection Key:
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Session Settings Dashboard

%)

C4 Safe Mode

Ay Quick Set
1 CAPsMAN
8 Interfaces
1 Wireless
2 Bridge
=L PPP

== Switch
“15 Mesh

5 1P

4 Routing
w5: System
Q Queues
|| Files

.. Log

B radius

X Tools

& New Terminal
4 MetaROUTER

%5 Partition

| Make Supout.rif

& Manual
O New WinBox

B Exit

Session:

Wireless Tables

WiFi Interfaces | WE0G Statios

v

®

.

1 item out of 7 (1 selected)

@SPSuppLies

Interface <wlanl >

General Wireless |HT HTMCS WDS Nstreme Advanced Status

# Mode

Band

* Channel Width:

Frequency:

wp S50

Scan Lisk

‘Wireless Protocol

* Security Profile

S
Learn VIIKIrOT

: |station bridge

: |2GHz-B/G/N

20MHz

[auto

: |DWGB7508

- Idefault

: 802,11

: ITgst_

Default Authenticate

.COMm

oK

Cancel

Apply

Disable

Comment

Advanced Mode

Torch

WPS Accept

WPS Client

Setup Repeater

Scan...

Freq. Usage...

Align. ..

MikroTik RouterOS
Training/Certification




Session Settings Dashboard
O || (4| | Safe Mode Session: |10,100,20.1

A5 Quick Set

1 CAPsMAN

8 Interfaces

1 Wireless

& Bridge

=3 PPP

== Switch

“13 Mesh

SN I*
4 Routing I
o7 System I’

Bridge
Bridge IPOI'tS YLANs MSTIs Port MST Overrides Filters NAT Hosts MDB

o = ¢ R O |V | Settings

é:ﬂf""‘ RE Hbridge B e obs Obps.
S

.. Log

B radius

X Tools X
@ New Terminal
¥4 MetaROUTER

A
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Interface <bridge>

General ’ STP  YLAN

)Ty;):

MTL:

= Actual MTU:

L2 MTU:
MAC Address:
ARP:

ARP Timeout:

Admin, MAC Address:

Status Traffic 0K
Cancel
: |Bridge Apply
h 4
Disable
1500
Comment
65535
Copy
78:11:F2:9E:25:C7
Remove
enabled +
Torch
v
v
.| IGMP Snooping
| Fast Forward

, & ) |
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New Bridge Port [=] E3
General ]svp YLAN Status OK
F Int sufan? + Cancel -
ridge: |bridge d Apply
Disable
+ lauko Comment
Copy
Remove
i ’enabled ‘ ’ i
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v

General

|Bridge

[Horizon

\
=

l;f;face

‘Bridge

External FDB

nterface:

Horizon:

PO IWAls WSTIs| Pt T Overides | Fkers AT | o TR N - | |
ok ||

STP  VLAN Status

ether1 E] Cancel -
: Ibridge ]@
[ Disable
: ’ auto Comment
Hardware Offload Copy
o Remove

0 ikems

enabled
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Questions!?
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Thank You!

e Steve Discher, from College Station, Texas, USA

o MikroTik Certified Trainer since 2008 and teach

RouterOS classes, LearnMikroTik.com, ISPSupplies.com,
and blog at SteveDischer.com

e mikrotikconfig.com, Firewall, QOS, Load Balance and
Country IP Block address list generator now updated daily

® Author of RouterOS by Example, |st and 2nd Editions
from ISPSupplies.com and Amazon.
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