First Hob Redundancy Protoco

Mohammad Tayyebi
Engineer Austin, LLC

\

EngineerQustin MIK



A\
MIKri

€Engine

Mohammad Tayyebi

= MikroTik Certified Trainer and Academic Trainer
= Working with MikroTik solutions since 2008

= Certifications :

CCNARES, CCNP R&S, MTCE, VCP, EMC ISM,
EMCSA, MTCNAMTCRE, MTCTCE, MTCUME,
MTCTCE, MTCIPV6, MTCSE, MTCINE

* EngineerAustin.Com



Engineer Austin

= Global Consulting
= Evaluate, Design, Implement,

= Network Engineer

= [T Training

= Data Center EngineerOUSti

Tel : (512) 481-2710

* = Virtualization



Agenda

< What's FHRP

< Problem/Solutions

< Redundant Router Protocols
< What's the VRRP

<+ VRRP Operation

<+ VRRP Configuration

< Load Sharing

< Security in VRRP

<+ VRRP and IPV6

* EngineerAustin.Com



What's FHRP

= First Hob Redundancy Protocol

= FHRP is designed to protect the Default Gateway by allowing two or mo
Routers to provide backup for that address.

= In the event of failure of an active router, the backup router will take over
the address, usually within a few seconds
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» Standard Protocol

» Using IP Encapsulation 112

» Using 224.0.0.18 as Multicast Address
» Priority Range : 1-255 (Default : 100) Master/Backups
» Group Range : 0-255

» Mac Address : 00:00:5e:00:01:XX
» Preemption : Yes by Default

» Authentication : AH

» |IPV6 Support
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VRRP Mac Address

> |ANA Mac Address Block : 00:00:5e

> VRRP Virtual Mac :
00:00:5e:00:01:<VRID>

> VRID Example :

> VRID 10 00:00:5e:00:01:0a
> VRID 100 00:00:5e:00:01:64
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VRRP Priority

Routerl
10.10.10.253

Router2

SEEmE LT A, SRS

Virtual Mac : 00:00:5e:00:01:40
VRRP Group 64
Virtual IP= 10.10.10.1

Virtual Gateway

Master Priority=100 Backup Priority=100
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Routerl Router2
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2 S T AN, TR

MmO MmN Vv . |

Virtual Mac : 00:00:5e:00:01:40
Master Priority=250 VRRP Group 64 Backup Priority=200
Virtual IP= 10.10.10.1

L Multicast/Election J

\ Multicast/Advertisement Timer
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Routerl
10.10.10.253

Router2
10.1?.:!0.254
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Virtual Mac : 00:00:5e:00:01:40

Virtual Gateway

Master Prinri'h_.v=250

VRRP Group 64

Backup Priority=200
Virtual IP= 10.10.10.1 '
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VRRP Operation

Routerl
10.10.10.253

Router2-Master

------------------------------------
---------

Virtual Mac : 00:00:5e:00:01:40
VRRP Group 64 Backup Priority=200 .
Virtual IP= 10.10.10.1 u

Virtual Gateway “w
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Gateway=10.10.10.1
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VRRP Security
»>None
»>Simple

»>AH
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VRRP Versions

>\Version2

>Version3
»NoO Authentication
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VRRP with IPV6

Version: |3

V3 Protocol: | IPv6

“ <

> VRRP Virtual Mac : 00:00:5e:00:02:<VRID>

» the multicast address is FF02:0:0:0:0:0:0:12
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Routerl Router2
10.10.10.253 10.10.10.254
mmmnveivivivsivviviviely = mmmn vivivivivivivieivivivie. . |

Virtual Mac : 00:00:5e:00:01:40

Master Priority=250 VRRP Group 64
Virtual IP=10.10.10.1

Virtual Gateway Backup Priority=200

Gateway=10.10.10.1
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VRRP Scenario

Router1 Configuration

sl P
gl |Pvb

42 Routing

|| Files

.| Log

S RADIUS
A& Tools

@ New Teminal

" LCD
@ Dude
#5 Partition

ARP

~ Accounting

| o Make Supout sif

Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS
Firewall
Hotspot
IPsec

Kid Control
Neighbors
Packing
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Address <10.10.10.253/24> =] E3

B

Routerl Router2

Address: |10.10.10.253/24 | oK
Network : {_19:10.1():0 A Cancel mei“
Al 3
Interface: |LAN 1L‘ Apply Virtual Mac : 00:00:5e:00:01:40
Virtual Gateway “\aster Priority=250 VRRP Group 64 Backup Priority=200
Disable Virtual IP= 10.10.10.1
Comment
C
wid Gateway=10.10.10.1
Remove
%enabled

13 tems (1 selected)
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VRRP Scenario MiKr
Router1 Configuration

General |VRRP Scripts Status Traffic

S Virtual on R1]
Type: |VRRP ot o
MTU: (1500 | T
Actual MTU ip:l—ﬁ I Vinualﬁauway@orityﬂso Vinuall\:{:;;°g:gﬁ::>°=01=40 Backu
r Virtual IP=10.10.10.1
L2 MTU: 1594 B
MAC Address: |00:00:5E:00:01:40
- i Gateway=10.10.10.1
ARP: |enabled ¥
AP Tieout ~ I 1l
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General VRRP ’Scn'pts Status Traffic
interface: ([T + |

VRID: |64
S [ Routerl Router2
Priority: | 250 10.10.10.253 s 10.10.10.254
Interval: _ﬁ_(}() |s
'v| Preemption Mode _ Virtual Mac : 00:00:5e:00:01:40
Virtual Gateway “\aster Priority=250 VRRP Group 64 Backup Priority=200
Fae Virtual IP=10.10.10.1
- Authentication [

" none (" simple (& ah

Password: |******** P Gateway=10.10.10.1

s 2 = A Al

V3 Protocol: |IPv4
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VRRP Scenario
Router1 Configuration

sl |P

&l |Pv6
42 Routing
4oy System
9 Queues
|__| Files

.. Log
S RADIUS
& Tools

New Teminal
& ICD

@ Dude

#5 Partition

| & Make Supout rif

ARP
Accounting

Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall
Hotspot
IPsec

Kid Control
Neighbors
Packing
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Virtual Mac : 00:00:5e:00:01:40
VRRP Group 64
Virtual IP=10.10.10.1

Backu

Router2

p Priority=200

Gateway=10.10.10.1

Address: [10.10.10.1/24 1 | ok O e

Network: |10.10.10.0 - Cancel |

Interface: Mrjual on R1 “}:I Apply Virtual Gateway @oﬁwﬂm
Disable [
Comment

Copy
Remove
enabled
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Router1 Configuration

/ip address
add address=10.10.10.253/24 interface=LAN

Router2
10.10.10.254
SRS, T ER T
R Ll Ll LU T

Routerl
10.10.10.253

/interface vrrp
add authentication=ah interface=LAN name="Virtual on__ < Virtual Mac : 00:00:5¢:00:01:40

" ®k%kk R . . irtual Gateway CMaster Priority=250 VRRP Group 64 Backu
R1" password= priority=250 version=2 vrid=64

Virtual IP=10.10.10.1

/ip address
add address=10.10.10.1/24 interface="Virtual on R1" Gateway=10.10.10.1
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VRRP Scenario
RouterZ Configuration

258l 1P ™ ARP [=I/E3

|

50 System " Accounting _\-'-’-‘ VHX‘ ‘C]f ‘? ’ ’
& Queues | Addresses Address <10.10.10.254/24>
&= Al »
Bl Fles Ll Address: [10.10.10.254/24 | oK
= etwork: ALY R anc uter uter
A Radius DHCP Relay e 10?0.10.253' — 0398
% Tools M DHCP Server Interface: ‘LAN |+ [ Apply RERnASRTSy o
New Teminal DNS Disable Virtual Mac : 00:00:5€:00:01:40
!..j MetaROUTER Firewall ual Gateway @iorityﬂm VRRP Group 64 Backup Priority=200
o b Comment Virtual IP= 10.10.10.1
e Partition IPsec
| 4 Make Supout nf Kid Control Copy
@ Manual Neighbors ‘ femove Gateway=10.10.10.1
9 New WinBox Packing enabled
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Router2 Configuration

Name:

Type VRRP Routerl Router2

MTU: [1500 _ S R o u |
Actual MTU: 11500 _ Virtual Mac : 00:00:5e:00:01:40

in ) Virtual Gateway ) aster Priority=250 .VRRPGroup64 Backup Priority=200
L2 MTU ]594 —— Virtual IP=10.10.10.1
MAC Address: |00:00:5E:00:01:40
Gateway=10.10.10.1

ARP: |enabled WJ

i ot - A AT
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General VRRP !Scripts Status  Traffic

==z
nterface: [N + |
VRID: 64
e P Routerl Router2
Priority: 1200 101010253 10.10.10.254
————— ARV . B R
Interval: |1.00 s I
‘v Preemption Mode _ Virtual Mac : 00:00:5e:00:01:40
Virtual Gateway £ jaster Priority=250 VRRP Group 64 Backup Priority=200
S Virtual IP= 10.10.10.1
- Authentication —

" none  simple & ah

Password: |******** _! N Gateway=10.10.10.1
= J;; L-_JIL-_‘I_-_IL-_I L-_Jl L-_I L-_I
V3 Protocol: |IPvd |ii
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VRRP Scenario
Router2 Configuration

& 1P " ARP =13
W T Acoouning = |v|%| @Y [Fw
# Routing I | Addresses
2 ? Address <10.10.10.1/24>
o2 System " Cloud :
M | Routerl Router2
QQueues DHCP Client feldman; ‘1010110394 : OK 10.10.10.253
B Fles DHCP Relay Network: |10.10.10.0 |- Cancel R —
.| Log DHCP Server Interface: |Vitual on R2 [F] [ Acply :
— — Virtual Mac : 00:00:5e:00:01:40
‘@ RADIUS DNS Virtual Gateway @iorityﬂm VRRP Group 64 Backup Priority=200
A T | Disable Virtual IP= 10.10.10.1
X, 100Is ' rewa
Gl . Comment
@ New Teminal Hotspot
B LCD |Psec Copy
G =10.10.10.1
@ Dude " Kid Control Remove =
[ :
#5 Partition Neighbors enabled ,
s Meke Spoutsk  Packing T3 tems (1 selected) --J L--‘ L-] L-J
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Router2 Configuration

/ip address
add address=10.10.10.253/24 interface=LAN

Routerl
10.10.10.253

Router2
10.10.10.254
SRS, T ER T
R Ll Ll LU T

/interface vrrp |

add authentication=ah interface=LAN name="Virtual on Vircual Mac - 00:00-50:00-01:20
R1" password=Mikrotik priority=200 version=2 vrid=64 """ (aserrrioty=250 - VRRPGroupes packup Prior NSl

[ ————

/ip address
add address=10.10.10.1/24 interface="Virtual on R1" Gateway=10.10.10.1

A IO
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VRRP Scenario Mikr
Script on Routers

General VRRP Scripts lStatus Traffic
On Master:
|
Routerl
10 oo 10:10:10:

; Virtual Mac : 00:00:5e:00:01:40
Virtual Gateway ) aster Priority=250 VRRP Group64  Backu p Priori
On Backup: Virtual IP=10.10.10.1
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VRRP Scenario
Configuration Verification

Routerl
Interface List
Interface  Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP |Bond|ng LTE
*|=||<|%] |3 |T
~ Name /Type  [MTU  |Actual MTU [L2MTU [Tx Rx TxP...|R«Pa.. VRID |Proity  |Authentic... Password |
RM  4pVitualonR1  VRRP 1500 1500 1594 624bps 1104bps 1 3 64 20ah
Router2
Interface List
Inteface  Intefface List Ethemet EolP Tunnel IP Tunnel GRE Tumnel VLAN VRRP \Bondang LTE
Name Type  MTU  |Actual MTU |L2M... |Tx ! |Rx Tx Pac...|Rx Pack...VRID |Priority  |Authentic...|Password |

B 4PVitualonR2  VRRP 1500 1500 Obps  Obps 0 0 64 200 ah Mikrotik

| - invalid, R - running, M - master, B - backup
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VRRP Test Result

N\UsersNAdministrator>ping 18.186.18._1
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FHRP Protocols
[ lop

Packet Standarad Cisco Proprietary
Protocol IP Encapsulation 112 Udp encapsulation 3222
Group Range 0-255 0-1023

Multicast IP 224.0.0.18 224.0.0.102

Built-in Load Sharing No Built in Yes

Mac Address Just one/Group 4/Group

Advertisement sender Just by Master All router in group
Advertisement Timer 1 Second 3 Second
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Routerl
10.10.10.253

Router2
10.1?.:!0.254

-———

Virtual Mac : 00:00:5e:00:01:40

Virtual Gateway

Master Prinri'h_.v=250

VRRP Group 64

Backup Priority=200
Virtual IP= 10.10.10.1 '

S [ I8 (58 QR |58 (8 (&
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Routerl Router2
10.10.10.253 10.10.10.254
AR NG, TR T AR AN, TR T
mnmn vV . | mEnn vviviviviviviviviviery =

Virtual Mac : 00:00:5e:00:01:40
VRRP Group 64 Backup Priority=200
Virtual IP= 10.10.10.1

Virtual Gateway Master Priority=250

S [ I8 (58 QR (58 (& [k
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VRRP Preemption Interface
Tracking

A Tools
{@ New Teminal
= L.CD

@ Dude P

¥ Partition

| & Make Supout rif
& Manual

& New WinBox
B Et

BTest Server
Bandwidth Test
Email

Flood Ping
Graphing

IP Scan

MAC Server

Netwatch
Parkat Sniffar

/tool netwatch

add host=1.1.1.1 interval=10s up-script="/interface vrrp set \"vrrp1\" priority=250"

=] E3

Host ]Up Down
Host: |1.1.1.1 Cancel

Interval: ‘00:00:10 Apply |

Timeout: ’1000 ] ms

Status: |up
Since: |Mar/25/2019 12:28:50 Copy

down-script=":if ([/interface vrrp get \"vrrp1\" running])\\\r\ndo={[/interface vrrp set \"vrrp1\"
priority=1501]}"
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VRRP Load Sharing Mikr
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Routerl Router2
10.10.10.253 10.10.10.254
@ v, W vt — SRR, TR
AEEE vy = MEnnvvvvivivvvveY . |

Master Priority=250 VRRP Group 100 Backup Priority=200

Virtual IP= 10.10.10.1
|

Backup Priority=200 VRRP Group 101 Master Priority=250

Virtual IP= 10.10.10.2

Gateway=10.10.10.2 Gateway=10.10.10.1
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Thank You For Your Attention




