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Overview

In this case study I'll demonstrate how | used a MikroTik router as a provisioning server for
cable modems.

ISSUES TO OVERCOME

| needed to be able to deploy high speed internet to a number of apartments over an
existing coax cable network.

Total end users would not exceed 200 per location
Rewiring the infrastructure with fiber and copper Ethernet was cost-prohibitive.

Client had an existing coax network which he used to provide local broadcast TV
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SOLUTION

Client added a low cost CMTS ( Cable Modem Termination System )
with necessary amplifiers to update coax system

MikroTik CCR router added as edge router

CCR configured to replace the need for additional modem
provisioning servers
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CABLE MODEM OPERATION

Four Steps

1.Downstream Channel Search and Lock
Basically layer one establishment over the RF on coax cable

2.DHCP

IP address/mask /gateway
3.TOD ( Time of Day)
4. TFTP

Config File Download



Client Router Operation

Most “modems” are actually a combination of cable modem and client wifi router
Once Modem “side” is online and operational the router “side” must be given its
configuration

We accomplish this with a second ‘DHCP server’ to give out normal IP address, gateway,
mask, and DNS server
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L admin@00:0C:42:FC:F3:25 (DOCSIS) - WinBox v6.44 on CCR1009-8G-1S (tile) — O >
Session Settings Dashboard
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== Switch %10.11.12.1/24  10.11.12.0 windsor/yorkshire windsor gateway
12 Mesh iD__7r10.101.0.241/.. 10.101.00 ___etherl-wan
sl IP I
vl [Pv6 )
7 MPLS )
' OpenFow
€ Routing 5
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MikroTik DHCP Server Config

We need to have the MikroTik router provide several parameters to the modem

1. IP address, mask, gateway
2. TFTP server address
3. Boot File Name

We also need to have the MikroTik provide parameters to the router

1. IP address

2. Subnet mask
3. Gateway

4. DNS server



IP DHCP SERVER

A& Quick Set
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Set DHCP Options

S0
2 18000
66 10.11.11.7

7100101y

DHCP Option <devonshire TFTP>

Code: 66

Value: [10.11.1.1°

Raw Value: |0a0b0101




Set DHCP Option Set
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/IP DHCP SERVER/ NETWORK

for routers

[ Interfaces
1 Wireless
a5, Bridge
2 PPP

== Switch
%2 Mesh
5P

8 IPv6

' MPLS

DHCP Networks ‘Ieasu Options Option Sets  Alerts

*/=a]l7

/ |Galeway |DN5 Servers |Dorr|a
10.11.1.0/24 10.11.1.1 88884222
10.11.2.0/24 101121 88884222
10.11.3.0/24 10.11.3.1 10.11.3.1
;g DHCP Network <10.11.2.0/24>

10.11.2.0/24 K
Gateway: 10.112.1 $ Cancel
Netmask: >

DNS Servers: 8.8.8.8

e [
H .
o
&
« 0
EEE EIE

5 Doman: [ |

WINS Servers:

H

NTP Servers: |198.55.111.50

H

CAPS Managers:

4« ¢ ¢ ¢

i

4

BootFieName: | |
DHCPOptions: | |%
DHCP Option Set: v




/IP DHCP SERVER/ NETWORK

for modems

P SRR A= - L=
1 Wireless
# 4 Bridge
=3 PPP

DHCP Networks | Leases Options Option Sets  Aletts

LICINEN 4

| Address / |Gateway 'DNS Servers Dom
10.11.1.0/24 101111 188884222
10.11.2.0/24 10.11.2.1 8.8.88 4222
10.11.3.0/24 10.11.3.1 10.11.3.1

Y DHCP Network <10.11.1.0/24>

10
Gateway: [10.11.1.1 - |¢-
- -
[l No DNS
DNS Servers: [8.3.8.3 |$ -m
s

14222 s
ﬁ Domain: | |v I
B WINS Servens: | s _
NTP Servers: |10.11.1.1 $
CAPS Managers: | =
Next Server: | 3

Boot File Name: |devon55:t3ﬂsnrnp ,cfg| -

DHCP Options: | s




MikroTik TFTP SERVER Config

o admin@00:0C:42.FC:F3:25 (DOCSIS) - WinBox v6.44 on CCR1009-8G-15 (tile) — O >

Session  Settings Dashboard

Session: 00:0C.427C:73:25
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MikroTik IP TFTP Server

e admin@00:0C:42:FC:F3:25 (DOCSIS) - WinBox vb6.44 on CCR1009-8G-15 (tile) — (] e
Session Settings Dashboard

Sesson 000G 427G 325 =
A& Quick Set TFTP
T CAPsMAN [#][=] [v][=] [¥]

[ Interfaces # | |IP Addresses ) Real Filename Allow
i Wireless

& Bridge

=g PPP

== Switch

®1g Mesh

sl IP r
55! IPv6 r Req. Filename: |devon55x30snmp cfg
/" MPLS » Real Filename: |devon55x30snmp cfg
<" OpenFow [w] Allow

2 Routing r [v| Read Only

1 10.11.11.20-10.11.11.254 windsor55x 30snmp cfg windsor55x30snmp cfg yes

Hits: |0




Put Modem Config File in /files

@ admin@00:.0C:42:FC:F3:25 (DOCSIS) - WinBox ve.44 on CCR1009-8G-15 (tile) - O >
Session Settings Dashboard

Sessor: [00.0C 4277325 =

& Quick Set
i CAPsMAN
L A = [T [0 @] | escap || esoe | | posd |
= Weoh |File Name © | Type |Size |Creation Time
== =] windsor55x 30snmp.cfg «cfg file 127B  Mar/01/2019 09:35:12
4 Bridge =) welsh backup backup 379KB  Jan/01/1970 18:21:32
=8 PPP [Duser-manager directory Mar/01/2019 09:38:50
[= usermanager/sqldb file 800KB Mar/D1/2019 09:38:50
5= Switch [=] usermanager/logsqldb file 60KB Mar/01/2019 09:38:49
©12 Mesh [5) um-before-migration tar 17.0KEB  Mar/01/,2019 05:38:50
[Dskins Mar/01/2019 09:37:37
iz P [=) remote-19700123-1058 backup 181 KB  Jan/23/1970 04:58:07
58l IPvE [=] moss pub 272B  Jan/16/1970 08:55:27
= (=l moss bluff backup 376KB Jan/01/1970 18:27-36
<’ MPLS [ morgarfield 1-15-19 backup 372KB  Jan/01/1970 18:06:36
<7 OpenFlow (= jennings backup 427KB  Jan/02/1970 16:48:52
- [= hwy14=1=15=19 backup 355KB  Jan/01/1970 19:12:50
42 Routing [l devon55x30snmp cfg 127B  Mar/01/2019 09:35:12
4 System [2) auto-beforereset backup 181 KB  Jan/23/1970 05:05:45
®0 20 items 46.5 MiB of 128.0 MiB used 63% free
|| Files
| Log




Modem Config Files

Docsis config files provide the info needed to configure the cable modem.
The config file we place in /files must be in “Docsis” binary format

You will need a config file editor
https://www.excentis.com/

Some basic items would be:

upstream max traffic flow

downstream max traffic flow

whether or not customer can access modem
SNMP community names

address of SNMP server



Config file editor

=

File Edit Options Help

ﬁ Reqmred Encodlngs

#] (Euro)DOCSIS 1.0 Required Encodings
=] ﬁ (Euro)DOCSIS 1.1 Required Encodings
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-T]V Service Flow Reference
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SNMPv1v2c Coexistence Configuration
TV SNMPvivZc Community Name
- TV SNMPv1v2c Transport Address Accesd
TV SNMPv1vZc Transport Address
TV SNMPv1v2c Transport Address Mask
TV SNMPvlvZc Access View Type

=TIV SNMPY1v2e Access View Name
+=] Other Encodings

Network Rccess Control:on
Upstream Service Flow Encodings
Service Flow Reference:l
Quality of Service Parameter Set:provisioned admitted actiw
Traffic Priority:7
Upstream Maximum Sustained Traffic Rate:30000000
Downstream Service Flow Encodings
Service Flow Reference:2
Quality of Service Parameter Set:provisioned admitted actiw
Traffic Priority:3
Downstream Maximum Sustained Traffic Rate:55000000
SHMEvlvic Coexistence Configuration
SHMEvlv2c Community Name:tntl
SMMEvlv2c Transport Rddress RAccess
SHMEvlvic Transport Address:10.11.5.0/0
SHMPvlv2c Transport Rddress Mask:255.255.248.
SHMEvlvic RAccess View Type:read-only
SHMEvlvZ2c Access View Name:docsisManagerView
SHMP CPE RAccess Control:off

/0
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+=] (Eura)DOCSIS 1.0 Required Encodings
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71V Service Flow Reference

T1V Quality of Service Parameter Set
11V Traffic Priority
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<= Optional Encodings
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~- TV SNMP CPE Access Control
[=hT] Vo SNMPv1vZc Coexistence Configuration
=TV SNMPvlv2e Community Name
=TIV SHMPviv2c Transport Address Access
TiV SMMPv1vZc Transport Address
TiV SMMPviv2c Transport Address Mask
TiV SMNMPvlvZc Access View Type
----- TIV SMMPvlvZc Access View Name
<] Other Encodings

1]

Excentis DOCSIS Config File Editor, DOCSIS 3.1 compatible - windsor55x30snmp.cfg — O X Excentis DOCSIS Config File Editor, DOCSIS 3.1 compatible - windsor55x30snmp.cfg - (|
File Edit Options Help
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File to upload

J windsorb5x30snmp.cfg - Notepad —

File Edit Format View Help
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One or many config files?

In this case study, one config file is used for all modems with up and
download speeds set at just over the maximum limits for the fastest service
being sold.

Actual user bandwidth is controlled using address lists containing IP
addresses of routers, not modems along with mangle rules and queue tree.

Another approach would be to control bandwidth at the modem with a
different config file uploaded to modem for each speed package sold.

Still another would be a different config file for VOIP customers which would
prioritize VOIP traffic at the modem.

Note that if you want to change a service by means of a different config file,
you must reboot the selected modem for the new config file to be uploaded.



Numerous Deployment Options

ALL Dynamic Assignments

Simple

All same type modems

All same services

Example would be a hotel or student housing
with modems behind Hotspot

Static Leases Assignments
Paid service
Different Speeds and services
Ability to suspend service for non payment



Separate Subnets for devices and services

Under all but the simplest dynamic deployment, you can separate device types and
services into separate subnets.

In this case study all modems are placed in subnet 1, and all routers into subnet 2.

You can also separate different service levels into separate subnets by placing all
routers with same bandwidth limit into one subnet and others with different
bandwidth limit into a second. Or all VOIP customers in same subnet.

The reason for this is to control which modem config file gets delivered to a specific
modem. Remember we have only one DHCP server per interface so config files are
specified in the DHCP networks section as well as the TFTP server address list. We also
need to write static dhcp leases.

It also becomes easier to control traffic flow based on subnet. For example you can
block internet access for all modem subnets if not needed, restrict modem access to
only what’s needed, or Netmap different router subnets to different public IP’s.



DHCP network and TFTP server

DHCP Networks |Leases Options Option Sets Aletts +‘_|¢Ix lY

+/ =] o] 7]

10.11.20/24 101121
DHCP Network <10.11.1.0/24:

38884222

0 111 072 [ ok | TFTP <10.11.1.20-10.11.1.254>
Gateway: [10.11.1.1 = | Cancel |
Netmask: [ [ | Aoty | 1.20-10.11.1.25
e L ¢ Req. Filename: |devon55x30snmp cfg Cancel
4222 |# Real Filename: Idevun55c3[hnmp.cfg Apply
a Doman: [  |v - v Allow
S L [ Read Only Disable
NTP Servers: (101111 |4 Copy
CAPSManagers: | |4 Hits: |0
Netsover [ |+ Remove
Boot File Name: |devon55«30snmp cfg| 4
DHCPOptons: [ |%

DHCP Option Set: |devonshire | % | &




Dynamic Assignment

When all users have the same modems, service levels,
bandwidth limitations, etc...

Such as in hotels or student housing then just use IP pools
instead of static leases.

The options sets remain the same but the routers will
ignore what they don’t need. For example the TFTP server
address.

In the simplest case, the config file for the modem can rate
limit users without the need for queuing on main MikroTik
router.



Add IP pool to DHCP server

DHCP Server <devonshire>

Name: |devonshire | ok Pods I
Interface: ldevonfberkka_ ”"’ _ Cancel :| - U ] U ?| | Fino
Relay: | 1v | hoply Name / [Addresses Next Pool
Lease Time: |Id 00:00:00 = rdhep_pooll 10.11.100.2-10.11.100.254 none
Bootp Lease Time: }fﬂ\'ﬂ _ |[_‘_ o IP Pool <dhcp_pool0> =] E3
: b T——
Address Pool: |[slgl=wislsls][V “* = M M | oK
DHCP Option Set: | il Addresses: [10.11.100.2-10.11| Cancel
Src. Address: | v Next Pool: |none [®]a Apply
Delay Threshold: | | o
Authoritative: |yes ”; Copy
Bootp Support: [statlc ] i Remove
|| Aways Broadcast 1item (1 selected)
insert Queue Before: first [#]



Static Lease Assignments

Various ways can be deployed to write static leases:

1. Manually enter the mac and IP address for each both
modem and router

2. Integration of third party billing platforms either local,
remote, or cloud based

3. Radius server ( MikroTik Usermanager)



Write Leases Manually

DHCP Server <devonshire>

Name: |devonshire | Lok
Interface: ‘devon)berk/kenhg I{i Cancel
Relay: ‘ o b Apply
Lease Time: [ld 00:00:00 '.'. Disable
B Le Time: |f :
ootp Lease |ime L‘_I_E.‘_'BT—HT_ COD]I
Address Pool: [ETSSr M *
Remove
DHCP Option Set: | i
Src. Address: | v
Delay Threshold: | -
Authoritative: |yes [=]
Bootp Support: ‘static ”i




Add Modem

DHCP Networks Leases  Options Option Sets Alerts

]|=]| [v][%] 1] [¥] [ crocktan |

| DHCP Lease <10.11.1.20,0.0.0.0>

General ‘ Active

DHCP Options: |
DHCP Option Set:
Rate Limit:

Insert Queue Before:
Address List:

Address:
MAC Address:

Server:

Lease Time:

10.11.120 E2
100:01:02:03:04:05

"] Use Src. MAC Address
Client ID: |

-
:devonshire H ¥~
w
| Block Access
'v| Allow Dual Stack Queue
__| Always Broadcast
IR
devonshire [#]~
v
firs [E3

Cancel

Comment

s/

Check Status

Add first modem’s mac address, IP
address, and option set

All Modem IP address will be issued
from one subnet



Add Router

DHCP Networks Leases Options Option Sets Alerts
#| = [v][x| @] [T/ | check st |

DHCP Lease <10.11.2.20.0.0.0.0>

==
R —
MAC Address: |01:02:03:04:05:06
[ ] Use Src. MAC Address
~
Client ID: b
Server: |devonshire “3 | -~
Copy
Lease Time: | |~ Remove
Ok roome | [ s ||
| Allow Dual Stack Queue
|| Aways Broadcast
DHCP Options: | | &
DHCP Option Set: | -
Rate Limit: . st
Insert Queue Before: -_fim ||3
Address List: | | &

Add first router’s mac address and IP
address,

All router IP addresses will be issued from
separate subnet



Third party cloud based

Mac addresses for both modem and
router are entered and associated with
a customer and IP addresses are
assigned.

A service is also associated with the
customer indicating bandwidth limits

Router is updated via APl and static
leases are written as well as address
list entries



Enable API Service

o admin@00:0C:42:FC:F3:25 (DOCSIS) - WinBox vb.44 on CCR1009-8G-15 (tile)
Session Settings Dashboard

Safe Mode | Session:(00.0C:42.FC:F3.25|
Aa Quick Set
1 CAPsMAN
| Interfaces

1 Wireless

iy Bridge

=@ PPP

5= Switch

“18 Mesh

w5l IPvE »
7 MPLS >
<" OpenFlow

32 Routing

{5 System r

QQ.IEUGI

[ Files

[2] Loa

L RADIUS

& Tools >
|| New Terminal
TRO69

= .co

#5 Partion

| 4 Make Supout rif
& Manual

@ New WinBox

B Exit

Enable API service

Make sure to allow access only
from authorized IP address and
create certificate if using API-SSL



Static Leases written

e admin@00:0C:42:FC:F3:25 (DOCSIS) - WinBox v6.44 on CCR1009-8G-15S (tile)

O >
Session Settings Dashboard
Session: [00:0C:42.FC:F3:25 u &

A5 Quick Set
i CAPsMAN
8 Interfaces
1 Wireless

& Bridge

=& PPP

= Switch

°[2 Mesh
25 P

3£l IPv6

<7 MPLS

2 Routing
50 System

& Queues
5] Files

[l Log

# RADIUS
K Tools

B New Teminal
TRO69

[ .cD

#5 Partition

| 4 Make Supout sif
& Manual

@ New WinBox

B Exit

DHCP Networks Lesses |Options Option Sets Aletts

EE,.. (=] [F] [(Creck Status |

+ | MAC Address |Cliert ID | Server |Ac... |A|A |Expires After  |Status
10.11.1.20 00:01:02:03:04:05 waiting
10.11.2.20 01:02:03:04:05:06 waiting
1011221 AB:11:FC:6F:53A.C1 devonshire waiting Kensington 803
10.11.10.2 FC:E8:92:AD:1B:D5 windsor waiting
10.11.11.20 04:4E:5A:F6:E0:E2 windsor waiting york 1203
10.11.12.20 04:4E:5A:F6:ED:E3 windsor waiting york 1203




Address list updated

@' admin@00:0C:42:FCF3:25 (DOCSIS) - WinBox ve.44 on CCR1009-8G-15 (tile)
Session Settings Dashboard

?HF Safe Mode | Session:|00:0C 42.FC.F3:25)

AS Quick Set Firewall
T CAPsMAN Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists | Layer7 Protocols
| Interfaces || =| |« Al |7 [ Einc | [an [+]
1 Wireless |Name s |Address Timeout |Creation Time |Comment |-
$2 Brdge @ DNS_Accept 8838 Mar/01/2019 08:__. I
@ DNS_Accept 4222 Mar/01/2019 08:...
=2 PPP @ DNS_Accept 10.11.0.0/21 Mar/01/2019 08:...
2 Switch @ DNS_Accept 10.11.8.0/21 Mar/01/2019 08:...
— @ Delinquent 10.11.2.26 Mar/01/2019 08:... Devonshire 604 (74)
‘s Mesh @ Delinquent Whitelist ~ 1.2.3.4 Mar/01/2019 08:...
55l 1P A @ Devonshire_25¢10 10.11.1.20 Mar/01/2019 08:... Berkshire 603 (80)
1Py " @ Devonshire_40x20 10.11.2.38 Mar/01/2019 08:... Devonshire 603 (106)
2! IPvi @ Devonshire_50x25 10.11.2.200 Mar/01/2019 08:... Devonshire Office (65)
7? MPLS P @ Devonshire_5x25 10.11.1.34 Mar/01/2019 08:... Kensington 901 (87)
> OpenFlow @ Inactive 10.11.1.26 Mar/01/2019 08:... Devonshire 604 (74)
@ Windsor_25x10 10.11.11.30 Mar/01/2019 08:... Yorkshire 104 (129)
#2 Routing P © Windsor_40x20 10.11.12.21 Mar/01/2019 08:... Yorkshire 1704 (34)
& Sysem \ @ Windsor_40x20 10.11.11.21 Mar/01/2019 08:... Yorkshire 1704 (34)
@ Windsor_40x20 10.11.11.28 Mar/01/2019 08:... Yorkshire 502 (118)
& Queues @ Windsor_50x25 10.11.12.200 Mar/01/2019 08: . Yorkshire Office (78)
] Files
|| Log
. RADIUS
X Tools I*
[ New Teminal
TRO69
= L.cD
@5 Partition
| = Make Supout.rif
& Manual
& New WinBox 16 tems




Mangle and Queue Tree Based on address lists

© 20min@000CA42FCF325 (DOCSIS) - WinBox v6:A44 on CCR1003-BG-15 (tle) - o X © admin@00:0C42:FCF3:25 (DOCSIS) - WinBox v6.44 on CCR1009-8G-15 (tile) - O X
Session  Settings  Dashboard Session  Settings Dashboard
Session:[000C4ZFCFAZS [ &) Session: | 00.0C42FCF3.25 1)
4 Quick Set Mande Rue 7 Quick Set
TCPMAN | FlerRues NAT Menge Raw SevcePots = coPan
mieteos | (¢ (%] O] ] (00RO 5 pghs i 5 i 250 3 =
1 Wirless # |Adion Chain ) 1 Wireless Queue List
3 be N T — 52 Bidoe
L] 1 Zmak comection forward L Simple Queues  Interface Queues Gueue Tree ‘MTM
weep 2 #mark connection forward Layer7 Protocol: v Dichie =2 PPP EE D] E E 00 Reset Counters qu Reset Al Counters ‘
% Swich 3 makpacket forward c = Swich : ‘
vl 4 rakpace forward N . Name | Parent Packet .| Limt At {...[Max Lt ..| Avg. R... | Queued Bytes | ¥
lo Mesh 5 #makconnection forward : 3 Mesh {8 Devonshire_25¢10_download __ devon/berk/_. Devon... Obps 08
ai|p | 6 & markcomnection forward Connection Bytes: [:] v gl P {2 Devonshire_2510_upload etherl-wan Devon... Obps 08
|7 #makpaet fomiard 8 Devonshire_40:20_download  devon/berk/... Devon... Obps 08
ufl IPe§ 8 #makpacket foward ComectonRete: | |¥ gl IPvé 8 Devonshire_40x20_upload etherlwan  Devon.. Obps 08
JMPLS M9 2 mak comection foward o . Reset Counters ) MPLS & Devonshire_5(x25_download  devon/berk/... Devon... Dbps 0B
10 #makcomedion fowarg | P Connection Classfier : Rese Al Corters & Devonshire_50x25_upload etherlwan  Devon... Obps
i 11 #makpacket forward semches | v AR 8 Windsor_25x10_download windsor/yorks... Windso... Dbps
#Roting 1| 12 #makpacket forward ' ' #2 Routing & Windsor_25x10_upload etherlwan  Windso... Dbps
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UserManager

We could use the built in Usermanager to
write static DHCP leases with mac address as
username then add profiles and limitations
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Userman profile and limitation
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Hotspot

Although not covered here we
could also use Hotspot



SUMMARY

The only real difference between a Docsis based
network and an Ethernet or wireless based
network other than the physical layer protocols
is the need to deliver config files to the
modemes.

While there is a need for expensive Docsis
provisioning software and servers on large
complex networks this case study shows how to
build a working solution using only a MikroTik
edge router.



