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e [lpakTUKyOWNN agMUHUCTPATOP CETEN U pelleHnn ¢ 1996r.
e Yuyuncsa B TSI Pura n MT Mocksa.

e Pabotan B komnaHusax NURON DC, SIA Datagrupa 777, CI1 Buzton,
Novatel, Sonet.
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Mikrotik

* JlaTBCK1 NnponssognuTenb CETEBOro obopynosaHuns. KomnaHus
pazpabartbiBaeT 1 NnpogaeT ceteBoe obopynoBaHne (MapLupyTnu3aTopbl, CETEBbIE
KOMMYTaTOpPbl, TOYKWM OOCTyAa 1 NnporpaMmmHoroe obecnedeHue).

e KoMmnaHns ocHoBaHa B 1996 rona.
* OCHOBHbIe OOCTONHCTBA:
e CTOMMOCTb - B CBOEN LIEHOBOW KaTeropum npocTo HET.

* OYHKUMOHANBLHOCTb NPOCTO orpoMHas. Mo>XXHO peann3oBaTb itlobyto

MikroTik MUM Tashkent




[ lepexon Ha |IPv6 HeEN30exeH.

e |Pv6 npr3BaHHaa pewmnTb NPOobeMbI, C KOTOPbIMU CTOJIKHY1ACh
npenblaywas sepcus (IPv4) npun e€ ncnonb3osaHun B /IHTEPHETE, 3a
CYET 1CNOSb30BaAHUA OJHbI afpeca 128 buTt BMecTo 32.

e [Pv4 agpecHoe NpoCTpaHCTBO JaBHO 3aKOHYIOCh.

e MapLupyTtmnsaTtopbl bosibLLe HE OOJKHbI (PParMEHTUPOBATL MakKeT,
BMECTO 3TOro naket otopacbiBaetcd ¢ ICMP-yBegoMneHmnem o
npesbieHnn MTU n ykazaHnem sBenvdmnHbl MTU crnepytowlero
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https://ru.wikipedia.org/wiki/IPv4
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82
https://ru.wikipedia.org/wiki/%D0%91%D0%B8%D1%82
https://ru.wikipedia.org/wiki/Maximum_transmission_unit
https://ru.wikipedia.org/wiki/Ethernet
https://ru.wikipedia.org/wiki/TCP
https://ru.wikipedia.org/wiki/UDP

OCHOBHblE (DaKThI.

* |Pv4 apgpec = 32 butam. Bcero
MapLLPYTU3npyemMbix agpecon: 4.294.967.296

e |Pvb agpec = 128 butam. Becero
MapLLPYTU3MPYeMbix anpecos 3,4x1038 (Ha 1 k..
- MeTp 3emnun: 6,65x10%° agpecos).
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OCHOBHblE (DaKThI.

e |Pv6 agpec: 128 6uT, 0TOBparKatoTCA Kak BOCEMb YETbIPEXBHAYHbLIX
LLIeCTHaALATEPUYHbIX YNCEN, Pa3aeIEHHbIX OBOETOUYMEM.

e [Npumep agpeca: 2001:0db8:11a3:09d7:1134:8a2e:07a0:765d

* Ecnn gBe n 6onee rpynn nogpsag pasHbl 0000, TO OHW OMNYyCKatOTCS
N 3aMEHAOTCA Ha OBOMHOE ABoeToume (). He3Havallye ctapLuve
HYJIM B Fpynnax ornyCcKarTCS.
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https://ru.wikipedia.org/wiki/%D0%A8%D0%B5%D1%81%D1%82%D0%BD%D0%B0%D0%B4%D1%86%D0%B0%D1%82%D0%B5%D1%80%D0%B8%D1%87%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%81%D1%87%D0%B8%D1%81%D0%BB%D0%B5%D0%BD%D0%B8%D1%8F

OCHOBHblE (DaKThI.

e |Pvb. CtaHpgapTHasg ojvHa npeurkea ois
NoKasibHOW ceTu: /64.
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OCHOBHblE (DaKThI.

e CyllecTtByeT Tpu Tnna IPve—anpecos:

e Unicast (mvHanBuayanbHbIN) — CRy>XUT ONG onNpeaeneHns nutepdenca Ha yCTponcTBe
nof ynpasseHVeM npoTokoa |IPve.

e Multicast (F'pynnoBon) — //Icnonb3yeTcs s OTNpaBKy MakeTOB MO HECKOTbKUM
afgpecamM HasHa4veHus (3amenunn cobon Broadcast agpec, nmeetcs IPv6- agpec onist Bcex
Y3/10B, KOTOPbIN OaeT aHasIorMyHbIN pesdyibTar.). MapLupyTnsaTopb! HE OOSKHbI
nepenaBatb Ntobon multicast makeT 3a rpaHuUpl, YKasaHHble B MoJie Scop B multicast
afpece nosiyyartens.
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MeToob! nprcBoeHna agpeca |Pvo
B MikroTik.

o ABTOKOHQUIYypaums (Stateless Address
Autocontiguration — SLAAC).

e DHCPVG6 - B ponu gononHenna k SLAAC, ong
‘pacnpocTpaHeHua options23 - DNS (npumep)

—
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MeTonob! nprcBoeHna agpeca |Pvo.

o BaxkHo! [lenermpoBatb CETb MOXKHO TOJIbKO HE
HKe npedukca /64. SOHO ycTponcTBa KIIMEHTA,
HKE /64 HE MOHMMALOT.

« DHCPv6 pabotaet Ha noptax udp, 546 (KIneHT),
- 547 (cepsep).

" - Cr o i . ey Yo GSent
s L
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[ lpoBanoep He naet [Pvo.

e Y Hac OOVH MyTb, TYHHEIbHbIE OPOKEPDI.

 Aarnet, Hurricane Electric, Indonesian |Pv6,
IP4Market, NetAssist 1 Tak nanee.
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| l[poBanioep He OaeT IPVo.




HacTtpouka IPvo Ha MikroTik.

e AKTVBMPOBATHL |IPV6O Naker:
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HacTtpouka IPvo Ha MikroTik.

e Co30artb TyHe b 6t04:

In:erface <ipvé-tunnel= [= E3

Ceneral | Status  T-affic

-~

Mame: |ipv6-tunnel Cancel
Type: |6to4 Tunnel Apply
MIu: 1280

Disable

Aclual MTU; 1280
; Comment

L2 MTL: (85535

Loca Address: |101.23.45. 12| | Remove

Femote Address: |144.0.1.2 Torch
INscc Scerck:
keepalive:

DSZP: |10
Dont Fragment: m

v| Clama TCP Y55

erabled running
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HacTtpouka IPvo Ha MikroTik.

° |_|pOI_II/ICaTb BbI,EI,aHHbII7I TyHHeJ'IbeII7I agpec aJid MapLpyTtmdaudnif:

v IPvE
MPLS

Addresses
DHCP Client
DHCP Relay
DHCP Server

¢ Routing

Firewall
MND

MNeighbors

_"Q Radius Pool

&, Tools Routes

@ Mew Terminal Settings

Address:
From Pool:

Interface:

IPv6 Address <£2a0d:8340:8aa::2/64 >

3F0c:1340:F11::2/64 oK

[ Cancel

ipve-tunnel  [EIIPR

| EUIe4
| advertise
| No DAD

Disable

Comment

Copy

Remove
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HacTtpouka IPvo Ha MikroTik.

* [lponuncartb agpec 13 BblgaHHOW MOACETW:

IPv6 Address <2a0d:8340:8a33:5555::1/64 >
Address: |3F0c:1340:F11:1111::1/64 K

From Pool: | e Cancel

(11 =To -l Dridge-home-lan ¥ Apply

V| aAdvertise

| No DAD

Comment

Copy

Remove

enabled Global
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HacTtpouka IPvo Ha MikroTik.

* MapLupytraaums 0o bpokepa:

IPv6 Route <2000::/3> =] E3
General | Attributes OK

Dst. Address: | 2000::/3 Cancel

Gateway: |3f0c:1340:F11::1] 3 reachable ipvé-tunnel :‘ Apply

Check Gateway: Disable

Type: ‘unicaskt
P —L Comment

Distance: | Copy
Scope: Remove

Target Scope:

Received From:

venabled active skatic
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HacTtpouka IPvo Ha MikroTik.

 Hactpouka ND (Neighbor Discovery)

MND <bridge-home-lan=

Interfaces | Prefixes (Y-l bridge-home-lan ¥ OK

.|.‘ =| % V R4 Interval: |200-600 | S Cancel

Interface / |RA Interval (s) R& Dela.., MTU RA Delay: |3 < Aol

bridge-home-lan 200-600 3 MTL: | Y

Disable

Reachable Time:
Copy

Retransmit Interval:
Remove

RA4 Lifetime:
Hop Limit: |64
Vv Advertise MAC Address
| Advertise DNS
' Managed Address Configuration

¥ Other Configuration

2 items (1 selected) enabled
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HacTtpouka IPvo Ha MikroTik.

e HacTpouka DHCPv6 ona Bbloadn DNS.

DHCP | Bindings Options Option Sets

= |v|% A |7

Mame / |Interface Address Poolé  |Lease Time
dhcp2 bridge-home-lan 7d 00:00:00

DHCPv6 Server <dhcp2>
Name: m QK

Interface: |bridge-home-lan | * Cancel

Address Poolé: Apply

Lease Time: 7d 00:00:00 ]
Disable

R g crtonz>-dns Comment DHCPv6 Option <option23-dns>

Copy Mame: |option23-dns QK
Remove Code: |23 Cancel
Yalue: 0x3f0c13400f1111110000000000000001 Apply

Raw Value: |3f0c13400f1111110000000000000001

Copy

Remove
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HacTtpouka IPvo Ha MikroTik.

 DNS Ha MikroTik:

DNS Settings =] E3

Servers: 2001:4560:4560::5855 QK

8.8.8.8 Cancel

2001:4860:4360::5544 Apply

2001:470:20::2 Static

8.8.4.4

o000 0

Cache
Dynamic Servers:

v/ allow Remote Requests

Max UDP Packet Size: 4096

Query Server Timeout: |4.000

Query Total Timeout: |10.000

Max, Concurrent Queries: |100

Max. Concurrent TCP Sessions: |20

Cache Size: 2048
Cache Max TTL: |1d 00:00:00

Cache Used: 446 KiB




HacTtpouka IPvo Ha MikroTik.

* HasoBble npasuia ipvo firewall:

/ipv6 firewall filter

add action=drop chain=input comment="drop invalid connections" connection-state=invalid
add action=accept chain=input comment="Allow established,relate connections" connection-
state=established,related,untracked in-interface=ipv6-tunnel

add action=accept chain=input comment="Accept ICMP (50/sec)" in-interface=ipv6-tunnel limit=50,5:packet
protocol=icmpv6

add action=accept chain=input in-interface=bridge-home-lan protocol=icmpv6

add action=accept chain=input dst-port=53 in-interface=bridge-home-lan protocol=udp

add action=accept chain=input dst-port=53 in-interface=bridge-home-lan protocol=tcp

add action=accept chain=input dst-port=547 in-interface=bridge-home-lan protocol=udp
add action=log chain=input disabled=yes log-prefix=ipv6

add action=drop chain=input comment="Block All "

add action=drop chain=forward comment="drop invalid connections" connection-state=invalid

add action=accept chain=forward disabled=yes in-interface=ipv6-tunnel limit=50,5:packet out-interface=bridge-home-lan
protocol=icmpv6

add action=accept chain=forward comment="Allow established,relate connections" connection-
state=established,related,untracked in-interface=ipv6-tunnel out-interface=bridge-home-lan

add action=accept chain=forward in-interface=bridge-home-lan out-interface=ipv6-tunnel

add action=log chain=forward disabled=yes log-prefix=ipv6-fw

add action=drop chain=forward comment="Block All"
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HacTtpouka IPvo Ha MikroTik.

* BbinonHsgewm tecT:(https://ipvbtest.google.com, http://test-ipv6.com)

Google

BcTpeuanTe 6yayuiee MHTepHeTa!

‘/ [Toxoxe, Bbl yXXe ncnonbayete nportokon |Pv6.

Hobpo noxanosarts B byaywee UHTepHeral

NMoppobHee o npotokone |IPv6 u BcemupHom 3anycke IPV6...

Google

22


https://ipv6test.google.com
http://test-ipv6.com

Pazfgada pool [Pvo.
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Paznada pool [Pvo.

BblOennTb NoaceTb B pool IPve.

IPv6 Pool =] E3
Pools | Used Prefixes

=] ||

i :Name :Prefix :Prefix Length jExpire Time V
- dhcpvé_ppp_pooll  3f0c:1340:f12::/48 64

1 item (1 selected)
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Paznada pool [Pvo.

o CO3OaHve npodung onas ppp.

PPP Profile <profile-sstp-ipvé=

General | Protocols Limits Queue Scripks
Mame: |profile-sstp-ipvé Cancel
Local Address: |192.168.0.1 Apply

Remote Address: |vpn_pool Comment

Remote IPv6 Prefix Pool:
Copy

DHCPv6 PD Pool: |dhcpvé_ppp_pooll

Remove

Bridge: |

25



Paznada pool [Pvo.

 HacTtpomka mAP Lite B kadecTBe aboHeHTa:

DHCPv6 Client <sstp-home: =] E3

DHCP | advanced Status

Interface: BTSN ¥ | | Cancel

Request: | |info __| address (v prefix Apply

O
~

Pool Mame: |ipvé pool
Pvo_Pp Disable

Pool Prefix Length: 64
Comment

_‘..

Prefix Hink:
Copy

V| Use Peer DNS
| 4dd Default Route

Remove
Release
Renew

Status: bound
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Paznada pool [Pvo.

 HacTtpomka mAP Lite B kadecTBe aboHeHTa:

Mew IPv6 Address =] E3 |

Address: 164

From Pool: m | # | Cancel

Interface: :bridge-lan ¥ Apply

V| Advertise
| No DAD

Comment

Copy

Remove

venabled leobaI
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Paznada pool [Pvo.

e Hactponka mAP Lite B kayecTBe abOHEHTA:

Tnterfares | prafixec
=] |« T
Inerface / RA& Inter... |RA Jela, . MTJ Reachabl... Retrans... RA Lifeti..., Hop Limit |Adwverti... |Adwvarti...

brdac lan 200 600 3 1200 61 yos Yes

ND <bridge-lan:
Intzrface:
RA Interval: , Canzel

RA Delay: Apply

MTU: | -
Disadle

2items (1 selected) Reachabls Time:

Copy

Retransmit Interval:
Remove

RA | Fetime:
Hrq limnk: (R4
v Advertise MAC address
v Advertise DNS
Managed Address Cenfigu-atior

Other Corfiguration 1iSEY  Memory sstp
21:599:C6  rmemory sysk

21:59:10 memory syst

enabled
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Paznada pool [Pvo.

e Hactponka mAP Lite B kayecTBe abOHEHTA:

#|=| [v][%] (=] 7] |

[nterface / |Request  |Pool Name Pool Pr... Use P... AddD. . Prefix

Prefix Expi... |Address Address Ex... DUID Staus
sskp-home arefix ipv6_pool 6% ves Yes 3f0c:1340:F12::)64

2d 23:58:09 0x00030001b&5... bound

E] IPwE Address List

Pools | Usec Prefixes

e AN Address ¢ |\Fron Pool Interface Adver:ise

- : _ — —| P 3f0c:1340:F12:: /64 ipvé_pool bridge-lan yes
MName / Prefix Prefix Length Exgire Time B fea0:6/64 sstp-home —
ipv6_pool 3f0c:1340:F12:: /64 64 2d 23:58:10 B Fe00::baca:F4if:Fe1b:5b20/G4

o fes0::ba6:f4ff:Felb:Sh2964

bridge-lan no
bridge-wan no
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Paznada pool [Pvo.

« DHCPV6 Ha cTopoHe pasnoatoLLEero:

DHCPv6 Server

DHCP | Bindings Options Option Sets

v :Name iInterface :Address Poolé iLease Time A
D <sstp-ipv6é_home> <sstp-ipvé_home> dhcpvé_ppp... 3d 00:00:00
dhcp2 bridge-home-lan 7d 00:00:00

DHCPv6E Server
DHCP Bindings | Options Option Sets

v iAddress iDUID :IAID :Server iPrefix Pool :Expire Time Status
D 3f0c:1340:F12:: /64 0xbB69F41bSb29 6 <sstp-ipv6_... dhcpvé_ppp... 2d 23:56:36 bound
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Paznada pool [Pvo.

e Hactponka mAP Lite B kayecTBe abOHEHTA:

DAS P 3f0c:1340:F12:: /64 fed0::6% <sstp-ipv6_home > reachable
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Bonpochbi?

00 3a BHMMaHue!
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