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m Centralizing management MikroTik access
point with CAPsMAN.

= Integrating wireless network into LAN.
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Centralized management of RouterOS (ROS)
APS.

Dual Band AP support
Provisioning of APS

MAC and IP Layer communication with
APSs

Certificate support for AP communication
Full and Local data forwarding mode
VLAN Aware

Template Based - Profile
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CAPsMAN (Controlled AP System Manager)
Centralized wireless network management
Data Processing, (if necessary) (by default)
Manage Configuration of APs

Manage Client authentication

Works on any ROS Device from Version 6.22rc/
for CAPsMAN v2

Wireless package is required from ROS 6.38.1

[=]
[=]
[=]
[=]
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Overview

Session  Settings  Dashboard

A Quick Set

5 CAPsMAN == |

[ Interfaces
1 Wireless
5 Bridge
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== Switch
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5l IPvE
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Session:| 192.168.100.1

EEE..IMWII |

Name + | Type MTU  |Actual MTU |2 MTU |Tx -
— radio locked to country ‘united states3’
OME  <4pcapl3d Interfaces 1500 1500 1600
— radio locked to country ‘united states3’
OME  <capld Interfaces 1500 1500 1600
— radio locked to country ‘united statesd’
ODME  <capls Interfaces 1500 1500 1600
— radio lochked to country ‘'united statesd’
OMB  <Pcaplf Interfaces 1500 1500 1600
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CAP (Controlled Access Point)
m Provide wireless connectivity
m Wireless link layer encryption/decryption
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Overview

@ admin@192.168.99.252 (HN_CAP1_hAPac) - WinBox vB6.38.1 on hAP ac (mipsbke)

Session  Settings  Dashboard

T CAPsMAN Interfaces | Nstieme Dual AccessList Registaion Connect List Securty Profies  Channels

M netaces [ ope|[=| [0 ] (3] [T | Q/T || WPS Cient || Setup Repester || Scanner || Freq. Usage || Aon

1 Wireless \Name /[ Type \Actual MTU | Tx |Rx Tx Pacl
Ef Brdge — managed by CAPsMAN

— channel: 2442/20-Ce/gn(28dBm), S50 TAPzMAN forwarding

=@ PPP X |4bwdani Wireless (Atherfs ARK... 1500 0 bps 0 bps
g2 Swatch — managed by CAPsMAMN

— channel: 5745/20-Cees/ac(2 7dBm ™SI pRCAPsMAN forwarding

“15 Mesh X wdan2 \Wireless (Atherch A9 1500 0 bps 0 bps

& P

<77 MPLS
#8 Routing
i3 System
& Gueves
[ | Files
Log
B Radius
& Tools »
New Teminal
MetaROUTER
#Z Partiion
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Management connection can be established using

= MAC layer protocols (layer2)
= IP layer protocols (layer3)

Secured by DTLS (datagram transport layer
security)

CAP can pass client data connection to manager

= Data connection is not secured

m IPSec or encrypted tunnels is needed for data
security
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MAC layer connection feature (layer2)

= No IP configuration is necessary on CAP
m Both must be on the same layer2 segment
= Either Physical or virtual (layer 2 tunnels)
IP layer (UDP) connection feature (layer 3)

m Can traverse NAT if necessary.

= UDP port 5246,5247

= If they are not on the same L2 segment, CAP
must be provisioned with the CAPsMAN'’s IP

Sao Thién Vuong - http://switch-router.com 10



During Discovery process,
CAP attempt to contact
CAPsMAN using:

m Configured list of
manager IP address

m List of CAPSMAN IPs
obtained from DHCP
server

= Broadcasting on
configured interface
using both IP and MAC

layer protocols

CAP

|: Enabled

Interfaces: | wian7

LR |

L1

WIEs

Certficate: |[request

Cancel

Apply

‘ } eaas
-

+

3

Dhzcovery Interfaces: |etherl

+
L

v| Lock To CAPsMAN

CAPsMAN Addresses: |1592.168.100.1

CAP=MAMN Mames: [CAP=MAN
CAPsMAN Cerrficate Commaon Mames:
Bndge: |bndgel

Requested Cerfificate: |CAP-6C3B6B131584
Locked CAPsMAN Commen Name: |CAPsMAN-GC3BGBABREZZ
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After building the list of available Manager, CAP
select CAPsMAN based on:

m Caps-man-names option (Manager Identity)(if
specified )

CAPSMAN Names: |CAPsMAN {:

m Sultable manager with MAC layer connectivity
IS preferred to manager with IP connectivity

Sao Thién Vuong - http://switch-router.com 12



After Manager is selected, CAP attempts to establish DTLS
connection. There are the following authentication modes
possible:

= no certificates on CAP and CAPsMAN - no
authentication

m Certification configuration only on CAPsMAN
(require-peer-certificate=no on CAPsMAN)

CAPs Manager [=1 E3
=
Cerfficate: b
ncel
CA Ceriificate: | |-
pply
=::='- Require Pear Certificate

m Certificate configured on both (mutual authentication)
(require-peer-certificate=yes on CAPsMAN)

Sao Thién Vuong - http://switch-router.com
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CAP Auto locking to
CAPsMAN:.

m CAP can be configured
to automatically lock to
CAPsSMAN by: 1

(Use of certificate Is
mandatory for locking to
WOrk)

= CAP can be manually
locked to CAPsMAN by:
2

CAP (=] E3
e
Interfaces: | wizn? ¥ ¥
ncel
=R
pply
Certificate: | none *
Mhzcovery Interfaces: |etherl ¥ -
1 [T T lock To CAPSMAN ]
CAPsMAN Addresses: | 152 168.100.1 =
2 CAPsMAN Names: =
@.F’SMAN Cerficate Common Names: | = ]
Bndge: |bndgel >
Requested Cerficate:

Locked CAP=MAN Common Name:

Sao Thién Vuong - http://switch-router.com 14




m CAPsSMAN can be configured to generate
necessary certificates automatically

m CAP can be configured to request certificate
from CAPsMAN

Sao Thién Vuong - http://switch-router.com
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CAPsMAN Auto certificate configuration:

= Certificate: 1. if set to none, will operate in no-certificate
mode; 2. If set to auto, will attempt to issue certificate to
itself

= ca-certificate: 1. If set to none, will not be able to issue
certificate to itself or sign certificate requests from CAPSs;
2. If set to auto, will generate self-signed CA certificate

CAP= Manager =l E3 CAPs Manager =1 E3

i Enabled oK v|: Enabled i oK
Certificate: b Certificate: |auto ¥ | -
Cancel
CA Certificate: 7 CA Certicate: |auto * | -
Require Peer Cerficate Reqguire Peer Certificate
Generated Certificate: Generated Certificate: |CAP=MAN-6C3IBEBABEEZZ
Generated CA Certicate: Generated CA Certicate: | CAPsMAN-CA-GCIBEBAGREZZ
Package Path: Package Fath:
|Upgrade Policy: |none * Upgrade Policy: |none *
Feb/ 14520017 11:20:13  memony system, info CAP=MAN configuration changed by admin
Feb/ 142017 11:20:20  memory cerificate, info generated CA certificate: CAPsMAN-CA-BCIBEBARREZZ

Feb/ 142017 11:20:21  memory certificate, debug trust store updated

Feb/ 142017 11:20:36  memory certficate, info %eell'lgr iéblglrt' J&E&P&hﬁﬁ%ﬁﬁ%&vﬁﬁ% E%%Eu%%}Bé&?ﬁEEB?&EM::::: key-sze: 2048 usage:d vahd 24854 f-::-rD'—‘-.Efvgsl'u'lﬂN{ﬂ.-



Auto Certificates

CAP Auto certificate configuratic

m CAP must be configured wit
certificate = request




CAP will initially generate private key and certificate
request

After connection establishment, CAP will request
CAPsMAN to sign its certificate

CAPsMAN will send CA certificate and newly issued
certificate

CAP will import these certificates in its certificate store

Feb/ 1420017 11:35:40 memony zystem, info CAP configuration changed by admin

Feb/ 142017 11:3541  memony caps. debug CAP Mone-:Discover

Feb/ 142017 11:3541  memorny caps. debug CAP dizcowvery target list:

Feb/ 142017 11:3541  memory caps. debug Cffff192.168.100.1:5246

Feb/ 142017 11:3544  memory caps. debug CAP dizcovery over, results:

Feb 142017 11:3544  memory caps. debug CAPsMAN (-ffff:152.168.100.1:5246)

Feb/14/2017 11:3544 memaory caps, debug CAP Discover-=Select

Feb/14/2017 11:35:44 memorny caps, info CAP selected CAPsMAN CAP=MAN (--ffff:152.168.100.1:5248)
Feb/14/2017 11:3544 memory caps, debug CAP Select-=Connect

Feb/ 142017 11:35:45 memony caps, info CAP connected to CAP=MAN (::fff:152.168.100.1:5246), CommonMame ‘CAPsMAN-GCIBEBAGEEZZ
Feb/ 142017 11:35:45 memony caps. debug CAP Connect-=Join

Feb/ 142017 11:3545 memony caps, info mported CAP CA certficate

Feb/ 142017 11:3545 memorny caps, info mported CAP certficate

Feb/14/2017 11:35:45 memony caps, info CAF joined CAPsMAN (:ffff: 152 168.100.1:5246)

Feb/ 142017 11:3545 memory caps. debug P Join-=Joined

CA
Sao Thién Vuong - http://switch-router.com 18



m Each wireless interface on a CAP that Is under
CAPsMAN control appears as a virtual interface
on the CAPsMAN

[=]|E3
Interfaces | Provisioning Configurations  Channels  Datapathe  Security Cfg.  Access List | Rates
L o = | T Manager AAS,
MName Type MTL Actual MTU (L2 MTU [Tx i
— radio locked to country ‘united states3
MB drcapl Interfaces 1500 1500 1600
— radio locked to country ‘united states3
MB drcap? Interfaces 1500 1500 1600
— radio locked to country ‘united states3
MB drcapd Interfaces 1500 1500 1600
— radio locked to country ‘united states3
MEB drca Interfaces 1500 1500 1600
Interface List =] E3
Interface | Interface List Ethemet EclP Tunnel P Tunnel GRE Tunnel V0LAM @ VERP Bonding LTE
Mame Type Actual MTU L2 MTU | Tx Flx -
R - OfficeMat Bridge 1500 1558 0 bp= -
— radio locked to country ‘united states3
ME  <capl Interfaces 1500 1600 D bps
— radio locked to country ‘united states3
ME <frcap? Interfaces 1500 1600 D bps
— radio locked to country ‘united states3
ME rcapd Interfaces 1500 1600 0 bps
— radio locked to country 'united statesd
ME <frcapd Interfaces 1500 1600 0 bps
R 4k etherl Ethernet 1500 | 15598 4.6 kbps 4
R sretherZ eddae=Thién Vuong - httpisswitchsegauter.com 1312 bps 1
R iratherd Ethernet 1500 1558 1376 kbps ]

19



Many wireless interface settings are able to be
grouped together into named groups (‘profiles’)
that simplifies the reuse of configuration

Interfaces | Prowvisioning Configurations  Channels  Datapaths  Secunty Cfg. | Access List Rates | Remote CAP | Radic  Registration Table
= | | Manager ALA

eral Wireless | Channel Rates Datapath Secunty| Status Traffic

| Conhguration: |

Mode:

551D:
Hide 5510

Sao Thién Vuong - http://switch-router.com 20



Interface Settings and Profiles:

[=]
[=]
[=]

Channel - channel related settings
Datapath - data forwarding related settings.

Security - security related settings, such as allowed
authentication types or passphrase

Rates — rate related settings

Configuration - main wireless settings profile,
Includes settings such as SSID, and additionally
binds together other setting profiles

Any profile setting can be overridden directly in an
Interface Settings for maximum flexibility

Sao Thién Vuong - http://switch-router.com 21



There are 2 types of interfaces:

= Master Interface: Holds the configuration for an actual
wireless interface (Physical CAPS)

Master interfaces will become operational if it’s enabled

= Slave Interface: Holds the configuration for a Virtual
AP (Virtual CAPs)

Slave interfaces will become operational only if both

Master and Slave interfaces are enabled

Interfaces | Provisioning Configurations  Channels  Datapaths  Secunty Cfg. | Access List Rates  Remote CAP | Radic Registration Table
o = || % [ T | Manager AR

MName Type MTU Actual MTU L2 MTU | Tx Flx

M $rcapl Interfaces 1500 1600 0 bp=
M 4 cap? Interfaces 1500 1600 0 bp=

— radic locked to country ‘united states3
MB 4 capd Interfaces 1500 1500 1600 0 bps

— radio locled to country ‘united states3
MB 4 capd Interfaces 1500 1500 1600 0 bps
B rcaph Intesfaces 1500 1500 1600 0 bps

|I"-1 - master, B - bound |

Sao Thién Vuong - http://switch-router.com
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Interfaces on CAPsMAN can be configured:

= Statically: Stored in RouterOSconfiguration and
will persist across reboots

= Dynamically: exist only while a particular CAP
Is connected to CAPsMAN

Sao Thién Vuong - http://switch-router.com 23



Network topology

= Network topology for LAB

m

CAPsMAN
oHePRelay  192.168.100.0/28 WA router
Ftherl- .2

I =, == — = _—
[ =¥ m
s Ether3 - .1

oh r - 254 — WANZ Mikrotik RB1000U
Etherl - 250 = Wil

3

S | ¥

f=x} = P

o =

= S

— = ®

™~

(=}

; \

- R = N
?5} e
Internet
ID HaNoiStaff: 10.10.20.0/24 192.168.88.0/24

SSID HaNoiGuest: 10.10.30.0/24
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Network topology

= My “real” LAB

o *x £

i
L]
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Requirements:
= Wireless LAN with 2 SSIDs for Staff and Guest
m Centralized Guest traffic for management.

= Unified Staff SSID with VLAN for Staff in
corporate network.

Network information

m OSPF dynamic routing for Networks on R1 &
WAN router.

m Network for Guest: 10.10.30.0/24
= Network for Staff: 10.10.20.0/724: VLAN ID 20

Sao Thién Vuong - http://switch-router.com 26



WAN router:
= Create Bridge interface for Guest

= Add IP configuration to Bridge interface

m Add DHCP server for Guest and DHCP for
Staff

R1 router

m Create Bridge interface for Staff

= Add IP configuration to Bridge interface
= Add DHCP relay for Staff

m Trunk ports for APS

Sao Thién Vuong - http://switch-router.com
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Deployment

= WAN router:

5[] [ Shton | om0

A5 Quick Set
i CAPsMAN
[ Interfaces
i Wireless
34 midse
=g PPP

=2 Switch
“I5 Mesh
gl |P

gl |Pv6

<’ MPLS
# Routing

e S B ()

Mew Teminal
MetsROUTER
g F -

| J Make Supout rif

10.10:20.10-10.10.30.254
oP Staff_WLANZD  10.10.20.10-10.10.20 254

Address List

EEIIII

/| Netwark |Interface

|-

#mmauwzai 10.10.30.0 Guest
D <r192.168.88.250/24 192.168.88.0  ether2
D <r192.168.88.254/24 192.168.880  etherl

<192.168.100.1/28  132.168.100.0  etherd
DHCP Server
DHCP

»

(#|[=] [][52] [7] [ oHP Confg || DHCP Setup |

|Name /| Interface | Relay

|Lease Time Address Pool | Add ARP For Leases | ¥

Guest Guest

00:10:00 Gues=t no

Staff_wian20 etherd

10.10.20.1

00:10:00 Staff VLAMZD no




Deployment

= R1 router

Session  Settings Dashboard
&) (| 4| | Safe Mode | Session:|192.168.99.1

e Interfaces Bidge |Pots Fites NAT Hosts

a1 Brdge :

= (=] ||| & T| | Settings

=3 PPP [Name ¢ [Type [L2MTU [Tx

= Swatch R 4iBrdgeV/LAN2D Bridge 1594 0 bps
1598 2636 kbps

D'[:ME!SI'I R hndge 1 O A

5 1P W | Address List =(E3
< MPLS o (]l | R T
% Routing - | Address /| Metwork | Interface -
; 5r10.10.20.1/24 10.1020.0 BridgeV/LANZD
it System 1192.168.99.1/24 192168990  bridgel
& Queues 192.168.100.2/28  192.168.100.0  ether]
DHCP Relay =] E3

] Files

DHCP Server | Local Addres v
N 152.168.100.1 10.10.20.1




Deployment

= R1 router — trunking ports

Session  Settings  Dashboard
D (||| Safe Mode | Session:|192.168.99.1

A5 Quick Set (O[]

| |nterfaces Interface  Interfface List Ethemet EclP Tunnel |P Tunnel GRE Tunnel VLAN | WVRRP Bonding LTE

iy Bridge + =) | T

=

=H FPP Name Type MTU  [L2MTU [VLAN ID [Intedface -

== Switch RS  4fetherS-dan20 VLAM 1500 1554 20 etherd

e RS dietherll-an20 V0LAM 1500 1554 20 ether10

= Mesh

s P [ Bndge E E

<7 MPLS [ Bndge Ports | Fiters MAT Hests

€ Routing N = | T

%o System ¥ Interface Brdge Promty (h... |Path Cost |Honzon |Role -

Q Queues -tether1D bndge1 a0 10 designated por

4+-tether1Dodan20  BndgeVLAMZD 80 10 designated por

] Files +-tethers bndge1 80 10 designated por
Log | ftethar” bndge1 a0 10 dizabled port

== ) | Atethars bndge 1 g0 10 dizabled port

M Radius ttetherg bridge 1 20 10 designated porl

W& Tooks - 4tetherSodan?0  BndgeVLAMZD 80 10 designated pord
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CAPsMAN Setup
= Enable CAPsMAN service

m Enable certificate and CA certificate auto on
CAPsMAN

m Create CAPsMAN Configuration

m Create Provisioning rule

CAP Setup

= Enable CAP mode on the APs

= Enable certificate request on the APs
m Set ldentity APs

Sao Thién Vuong - http://switch-router.com
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CAPsMAN Settig

m Security Profiles

CAPSMAN [=]|E3

+=| [0 7 Frs |
Name ¢ |Authenbcation Type Encryplion Group Encrypbon | Passphrase EAP M+
HaMNaoiStaff WPAPSK'WPAZ PSK aescom aes com HaMaoiStaff

SaiGonGuest WPAPSK'WPAZ PSK aes com aes ccm SaiGonGuest

Saizonotaff WEA PSK WPAZ PSK aes com BES SO Saizonotaff

CAP= Secunty Configuration <HaMoiGuest=

Authentication Type: (v WPAPSK v/ WPAZ PSK | | WPAEAP [ | WPAZEAP &
Encryption: (| aescem [ | tlap -~
Group Encryption: |aes com
Passphrase: |HaNoiGuest
EAP Methods: |
EAP Radius Accounting: |
TLS Mode: |

TLS Certificate: |




CAPsMAN Settlf

= Datapath profiles

CAP=MAN

=]

ScuLTthén Vuong -

1ttp://switch-roH%eAP.Jclg:

| Name / | Bridge Local Forwarding | Client To Clent Forwarding \VLAN Mode VLANID | -
Guest Guest no yes
Staft yes yes use tag
CAPs Datapath Configuration <Guest> [= E3 | CAPs Datapath Configuration <Staff:
Mame: 0K Name: |Staff
MTU: | v [ cance MTU: |
L2 MTU: | - Apply L2 MTU: |
ARP: | - ARP: |
Bidgo: [Guost _[¥]a | Cowy |
s o S s
Bridge Horzon: | |~ Bridge Horizon: |
Local Forwarding: [ -~ Local Forwarding:
Clent To Chient Forwarding: - Chent To Chient Forwarding:
VLAN Mode: | - VLAN Mode: |use tag I3
VLAN ID: | 20




CAPsMAN SetLig

m Configuration profiles

CAPSMAN [=] E3

#][=] |=] [7]
Name +|ssiD \Country | Channel Band Datapath [VLAN Mode |VLANID |Securty | |-
2 4GHz Config 2ghz-onlyn
HGHz Config bghz-onlyac
Both Bands Sghz-a/n/ac
HaNofGuest-26Hz ~ HaMoiGuest-26H¢ ~ Guest  HaNoGuest
HaNofGuest-56Hz ~ HaMoiGuest-56¢ Guest  HaNoGuest

SaGonStaff SaizonStaff wiet nam Staff SaGonStaff




APs provisioning

= Provisioning is the process of connecting a
new APs to wireless network

Y admin@192.168.100.1 (CAPsMAN] - WinBox v6.38.1 on RB2011iL (mipsbe] N— — |
Session  Settings  Dashboard

&3 || | | Safe Mode Session: | 192.168.100.1

A& Quick Set CAPsMAN

1 CAPsMAN Intefaces Provisioning | Configurations  Channels Datapaths Secunty Cfg.  Access List Rates Femote CAP Radic  Registration Table
[#® Interfaces E = | T

1 Wireless # | |Radic MAC Action Master Configuration | Slave Configuration | Name Fomat Mame Prefx
ZE Bridge 0 GC:3B:6B:13:15:C0 create enabled HaMoiStaff - 5GHz HaMoiGuest - 5GHz  prefoc identity BGHz -

& 1  6C:3B:6B:13:15:0 create enabled HalaiStaff - 2GHz HaloiGuest - 2GHz  prefoc identity 2GHz -

= PPP 2 6CIB6BTEFEBY  create enabled HaMoiStaff - 2GHz ~ HaNoiGuest - 2GHz prefix identity 2GHz -

== Swtch 3 6C3B:6B.76:F6.BE create enabled HaMaoiStaff - BGHz HalMoiGuest - 5GHz  prefoc identty 5GHz -

. 4| |00:00:00:00:.00.00 create dynamic enabled  SaiGonStaff SailGonGuest Cap OfficefF
“To Mesh 5 C1 mic enabled | Both Bands Cap

58 P ¥ 6 on c enabled E:I-_IF ::_-':_:’ cap

52_ ”:'u‘ﬁ P ¢ Aegls sllgleed n..'—.:H- A o 0
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CAP setup

£ 2dmin®192.168.99.252 (HN_CAP1_hAPac) - V on hAP ac
Session  Settings Dashboard
E Safe Mode | Session:
A5 Quick Set Interface <wian2> Interface <wdan1>
I CAPSMAN General | Wieless HT WDS Nsheme N| Genewal |\wicless DataRates Advanced HT WDS Nsteme NV2 TxPower
e Name: [wian2 Name: [wlan]
L Wireless
—— Type: | Wireless (Atheros AR938S) Type: | Wireless (Atheros ARS300)
; oep MTU: [1500 MTU: 1500
= Switd Actual MTU: 1500 Actual MTU: [1500
°1 Mesh L2 MTU: [1600 L2 MTU: [1600
& 1P P
MAC Addressg| 6C:38:68:13:15:.C0 MAC Address: I_BC:SB:BB:'B:'IS:C'II
& MPLS ¥
38 Fous N ARP: |enabled ARP: |enabled
i System I ARP Timeout: | ARP Timeout: |
® Queves PCl Info: |
[ Files 5N o
= CA
R Rad MEmHEdJ
& Took N Interfaces: | wdan? [#]
New Teminal | wiznZ [#]
MetaROUTER cmrm
€5 Parttion Discovery Interfaces: |ether] | =]
|4 Make Supoutif (] Lock To CAPSMAN
& Manual
@ New WinBox CAPSMAN Addresses: [ 192.168.100.1 | 4
B &t CAP=MAN Names: | &
CAPsMAN Certificate Common Mames: >
Brdge:
Requested Certficate: | CAP-6C3B6B1315BA
Locked CAPsMAN Common Name: |




Result

CAP2

(© 2dmin@192.168.99.249 (HN_CAP2_wAPac) - WinBox v6.38.1 on wAP ac
Session  Settings Dashboard

& || 4| | SafeMode | Session:| 192.168.99.243|

I CAPsMAN Intedfaces | Nstreme Dual AccessList Registration Connectlist Securty Profies Channels
|8 Interfaces e | —| | T CAP WPS Chent || Setup Repeater || Scanner || Freq. Usage
1 Wireless Name ¢ | Type \Actual MTU | Tx [
EE Bridge — managed by CAP=MAMN
— channel: 2422/20-Ce/gn{28dBm), 5510 HaMoiStaff - 2GHz, local forearding

=E PPP RS 4bwian \Wireless (Atheros ARS... 1500 424 bps 0 bps
= Switch — managed by CAPsMAN

Mesh — 55ID: HaNoiGuest - 2GHz, CAPsMAN forwarding
ik DX | oowiand Virtual 1500 0 bps 0 bps
EER
" MPLS
42 Routing — managed by CAPsMAN

: — 55ID: HaNoiGuest - 5GHz, CAPsMAN forwarding
ﬁ S S-twdand Wirtual




m CAP1

() admin@192.168.99.252 (HN_CAP1_hAPac) - WinBox v6.38.1 an hAP ac (mipsbe)

!
1

{ A

_—

S L)t

"—__-_-__-'

Session  Settings  Dashboard
KD || Safe Mode Session: | 192.168.99.252
As Quick Set Wireless Tables
1 CAPsMAN Interfaces |Nstreme Dual Access List Remstrabon Connect List  Secunty Profdes  Channels
|8 Interfaces e | = |« || 22 T CAP WPS Chent || Setup Repeater || Scanner |
4 Wireless Name + [Type Actual MTU | Tx Rx
2= Bridge — managed by CAP=MAN
=% ppp — channel: 2427/20-Ce/gn{28dBm), 5510 HaMNoiStaff - 2GHz, local forearding
= RS 4pwilanl Wireless (Mheros ARD... 00 aldbps
Ex= Swatch — managed by CAPzMAN
— 55I0: HaMoiGuest - 2GHz, CAP=MAN forwarding
“Ia Mesh
o e DX | <bwlanl2  \Virlus 500 0 bps
ksl 1P ¥ — managed by CAP=MAN
77 MPLS [ — channel: 5745/20-Cese/aci27dBm), 5510 HaMoiStaff - 5GHz, local forearding
: RS <wlan2 Wireless (Atheros ARS... 1500 0 bps
42 Routing I — managed by CAPsMAN
oo System I — S5I0: HaMoWGuest - 5GHz, CAPsMAN forwarding
= (s 4-twianld Virtua 500 0 bp=

! Queues

Sao Thién Vuong - http://switch-router.com
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m CAPsMAN - radio

Interfaces  Provisioning Configurations  Channels Datapaths Secumty Cfg.  Access List Rates Remcte CAP Radio | Registration Table

T | | Provision
Radic MAC Remote CAP Name Remote CAP |dentty  |Interface
P 6C:3B:6B:13:15:C1 CAP-6C3BEB1315BA HMN_CAP1_hAPac 2GHz - -HM_CAP1_h&Pac-1
P 6C:3B:6B:76:F6:B9 CAP-6C3BeB76FEBT HMN_CAPZ_whFac 2aHz - -HN_ CAFZ wdFPac-T
P 6C:3B:6B:13:15:C0 CAP-6C3BEB1315BA HN_CAP1_hAPac 5GHz - -HN_CAP1_hAPac-1
P 6C:3B:6B:76:F6:B8 CAP-6C3BEB76FEET HN_CAPZ_whFac SGHz - -HN_CAFZ wAFPac-T

CAPsSsMAN - Remote CAP

Interfaces Prowvizioning Configurations  Channelz Datapaths  Secunty Cfg.

Y | | Provision || Upgrade

Address Hame

| 192.168.99.245 CAP-6C3BEB7EFEB7

Set [dentity
Board

RBwAPG-EHacT2HnD

Senal Wersion
711EDGEOSBFE  6.381

Lcoess List  Rates Remote CAP | Radic  Registration Table

Baze MAC State |Radics
6C:38:6B:76:F&:B7 Run

|dentity
HM CAPZ whPac

19216899252 CAP-6C3BGB1315BA

RB362UiG5-5HacT2HnT

67630662E90F 6321

2
HM_CAP1_hAPac  6C:3B:6B:13:15:BA Run 2
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Result

m CAPsSsMAN - Interfaces

CAPsMAN

|| = |« |22 || || | Manager || AAA

Name + [Type MTU  [AcwalMTU [L2MTU [Tx R«
— radio locked to country ‘united statesd

RMB 4 2GHz - -HN_CAP1 _h&Pac-1 Interfaces 1500 1500 1600 0 bps= 0 bp=

5B 4 2GHz - -HN_CAP1_h&Pac-1-1 Interfaces 1500 1500 1600 0 bps 0 bps
— radio locked to country ‘united statesd

MB 4 2GHz - -HN_CAP2 whPac-1 Interfaces 1500 1500 1600 0 bps 0 bps

RSB 4 2GHz - -HN_CAP2 wiPac-1-1 Interfaces 1500 1500 1600 0 bps 0 bps
— radio locked to country ‘united statesd

MB 45GHz - -HN_CAP1_h&Pac-1 Interfaces 1500 1500 1600 0 bps 0 bps

5B 45GHz - -HN_CAP1_h&Pac-1-1 Interfaces 1500 1500 1600 0 bps 0 bps
— radio locked to country ‘united statesd

RMB 45GHz - -HN_CAP2 wiPac-1 Interfaces 1500 1500 1600 0 bps 0 bps

RSB 4r5GHz - -HN_CAPZ_wiPac-1-1 Interfaces 1500 1500 1600  Obps 0 bps




m CAPsSMAN - Registration Table

CAPsMAN
Interfaces | Provisicning = Cenfigurations | Channels  Datapaths  Secunity Cfg. | Accese List  Rates  Remote CAP  Radic Registration Table

T
Interface 5510 MAC Address Tx Rate Fx Rate Tx Signal |Fx Signal |Uptme Tu/Rx Packets Tw/Rx Bytes
| 2GHz - -HN_CAP1_h&Pac-1 HaMoiStaff - 2GHz  34:23:87.4%30.C7 135Mbps-40MHz15 135Mbps-40MHzA15 0 -7 001724, 21 002418 254 20.0 MiB/27445 ...
2GHz - -HMW_CAPZ_whPac-1-1 HaMoiGuest- 2GHz  7C:61:53:10:0B:DE 11Mbps 1Mbp= 0 45 00:1757.... 10/257 1548 BA12.1 KiB
BGHz - -HM_CAPZ_whAPac-1  HaMeoiStaff - 5GHz ~ AD:04:60:20:B0:04 702Mbps-80MHz/25 266 .6Mbpe-80MHz/25/5GI 0 -38 00:15:.40.... 5678/5 965 3553.3 KIB/627.9...

DHCP Server

DHCP  Metworks Leases | Options Option Sets  Alerts

o (=1| [ | | Check Status
Address MAC Address Chent ID Senver Actrve Address | Actrve MAC Addre...| Actrve Host Name
D 101020253 34:23:.87453A:C7 1:34:23:.87-493a.c/ Staff van20 101020253 34:23:.87:4534:C7 mar-PC
D 101020254 AD:04:60:2D:B0:0A 1:a0:4:60:2d:bl:a Staff van20 101020254  AD:04:60:2D:B0:0A T430
0 10.10.30.252 40:6F2A:1F:B7.0F Guest 10.10.30.252  40:6F2A1FB7:0F BLACKBERRY-Z10
D 101030253 7C:61:53:10:DB:DE Guest 101030253  7C:61:593:10:DB:DE Androwd_3562995045134572
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m Enable Require Peer Certificate to prevent
rouge APs associate with CAPsMAN

= Enable auto or manual Lock to CAPsMAN to
prevent rouge CAPsMANS

m Firewall rules for Guest traffic only access
Internet
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