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Overview

* The Dude - First steps

* The Dude Tools

* The Dude Notifications
* CHR overview
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The Dude development

* First version released in 2006
» 4.0betad was the latest version
* Development renewed in 2016

* The Dude is infegrated back to RouterOS
package
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The Dude v6.x changes

The Dude server The Dude client

ALL(TEEZ)CR Windows
CHR / x86 Webfig
RB30 | (1AR/M] 100x4 Winbox
RB hEX CLI

(MMIPS) In development...
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The Dude web intferface
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The Dude web intferface
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Provides web access from
any browser

No installation required
Provides configurafion opfions

Accessible at
<ServerlP>/webfig/

Starting from RouterOS 6.38



Prepare a server...

Install The Dude server:

1) Download The Dude server package
(mikrotik.com/download)

2) Upload it to the RouterQOS file system
3) Reboot RouterOS
Enable The Dude server:

1) Specify directory where the
database will be stored

/dude set data-directory= disk1/new
2) Enable The Dude

/dude set enabled=yes

% B
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| Check For Update5| | Enable || Disable | l.ll'.lr.:tall|
|Name £ |‘u’er5inn |Eui|d Time |
& dude 5.39rc58 Mar/24/2017 08:47:36
& option B6.39rc58 Marf24/2017 08:47.36
£ routeros-tile 6.33rcod Mar/24/2017 08:47:36
& advanced-tools  £.39rc58 Marf24/2017 08:47:36
& dhep 6.33rc58 Mar/24/2017 08:47:36
& hotspot 6.33rc58 Mar/24/2017 03:47.36
% ipe £.39rc58 Mar/24/2017 08:47:3¢
£ mpls 6.33rc58 Mar/24/2017 03:47.36
& ppp 6.39rch8 Mar/24/2017 08:47:36
& routing B6.39rc58 Marf24/2017 08:47.36
& security 6.33rcod Mar/24/2017 023:47.36
& system B.39rchH2 Marf24/2017 08:47:36
S wireless 6.33rc58 Mar/24/2017 08:47:36

13 items

Dude Settings E

[v[Enabled : |

OK

Data Directory | diskl/new

Status

Cancel

Apply




Recommendations for
server...

File system:

It’s suggested to use ext3 type file
system, it’s more reliable as a The
Dude storage file system

Format drive using command:

/disk format-drive disk1 file-system=ext3

File storage:

If custom files are used, keep them
in "(data-path)/files/" directory
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Backups:

Make sure that regular database
backups are made

Disk drive:

Allways use industrial grade
mircoSD cards and USB flashes as
they have longer life cycle

If possible use USB instead of micro
SD card, this will give you better
read/write performance



Prepare a client...

Install The Dude client: £ M”"Hf“”
1) Download The Dude client
Part: |8291 :
2) |nS'I'O” User Mame: Iadmin— E%I
Passwaoi rd:
I¥ Remember Passwo rd
3) Access the server L
. 5 1 Fir
Use Webflg Interche: Address _UserName Commer
1) <Server IP>/webfig/
Use Winbox interface:
1) Winbox tool -> Dude
Client: oc 0 bps # tx 0 bps disconne cted

« The Dude login uses RouterQOS users
* To log in the Dude server, dude policy is required
* The Dude client uses default Winbox port - 8291
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Discover your network

Discovery features:
Automaticially scan specified network

Automaticially layout map after scan

Can use agents to scan networks that are

not directly accessible to server

9 Device Discovery

I>.<

General | Services Device Types  Advanced
l Cancel
Scan Metworks: |1?2.1 F.1.0/24 =
Agert: [EETIR
[ Add Networks To Auto Scan
Black List: | vl
Device Name Preference: |DNS, SNMP, NETBIOS, IP |

Discovery Mode: * fast (scan by ping) ¢ reliable (scan each service)

il
Recursive Hops: 0] st .). i A T T 1

o 2 4 6 8 10 16 25

[ Layout Map After Discovery Complete
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Discovered services:
ICMP (pinQ)

DNS

SSH

Telnet

HTTP

FTP

RouterOS management

Other...



EdQIt network map
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Add new networks
Add new devices
Add submaps

Add customised backgrounds
(Maps / Plannings)

Add customised info on the labels
(Text / SNMP / RouterOS data)

Edit layout

Edit appearance of devices / links
(shapes, colours)

Edit device / link speed warnings



Use custom lbackgrounds

The Dude allows tfo use custom images in background, for example
maps, that will create more understandable view of your network

172.18.1.0/24

10511516
cpu: 1% me

\ —_—
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Use agents in The Dude

Agents allow To monifor remote sifes which are
Nnot directly accessible from The Dude server
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Device

Device is network object which is monitfored by The Dude server

» Stores general info of a device

*  Shows all available SNMP data
(Interface list, traffic, route list,
ip list, arp table, etfc.)

* Shows additional RouterOS
data

e Stores all graphs of service
latencies

e Stores custom data graphs
(CPU / Disk / Memory usage)

e Stores all service outage
history

* Editable services which will be
monitored

% B
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& 10.5.115.8 - Device

General | Poling  Services Outages Snmp  RouterDS  History Tools

Addresses: [10.5.115.8 iv| %
DMNS Names: =
DNS Lookup: T none % addresstoname  name to address

DNS Lookup Interval: |ED min

MAC Addresses: |6C:3B:68:1F.7AD4 s

MAC Lookup: " none ™ iptomac { mactoip
Type: |R-:uter05 ﬂ o

Parents: =
Custom Field 1: |
Custom Field 2: |
Custom Field 3: |

Agent: |defauh

Snmp Profile: |defauh

Ok
j Cancel
=l Apply

User Name: |admin

Naotes

Password: |

¥ Secure Mode
¥ Router 0S
[ Dude Server

Services:

Status: |up

RouterDS Status: ok

Remove
~ Tools

Reprobe

z

(e

@B up-12 Unack

Rebaoot

Reconnect




Hovering your
Mouse Cursor over
a device item will
show you a quick

graph of the
service availabllity
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Device

il

10.5.114.244
cpu: 1% mem: 36% di

_{ l F ]

Device 10.5.114.241 (RouterDS)

IP: 10.5.114.241, 1D 5ET58

MALC: E4:80:8C: =. E4:30:3C. =5

Services (13):

lUp: disk, memory, cpu, ftp, router, switch, http, mikraotik, routeros management, ssh, telnet, dns, ping
System Mame: MartinsGW

Descrption: RouterD5 RB3011LIAS

/ Uptime: 22d 11:57:59.00

Free
cpu: 0% mem: 21% di

4

/

10.5.114.241
cpu: 4% mem: 4% dis

RouterDS: 6.39chE festing) (am) option. routeros-am
Motes:

A0%

30%

20%

10%
0%
00:20 00:40 00:50 01:00 0110 01:20
@ ik @ 10.5.114.241 @ memory @ 10.5.114.241 [0 cpu @ 10.5.114.241
10 ms - —=
5 ms i— i- — _i' —
1
0s | I 1 1 i 1
00:30 0040 00:50 01:00 01:10 01:20
@ itp @ 10.5.114.24 @ router @ 10.5.114.241
[0 switch @ 10.5.114.241 [ hitp @ 10.5.114.241
[ mikrotik @ 10.5.114.241 @ routercs management @ 10.5.114.241
0 =h @ 10.5114.241 [ telnet @ 10.5.114.241
@ dns @ 10.5.114.241 [ ping @ 10.5.114.241




Device free structure

Device free structure allows to create logical child - parent hierarchy in the
network, which lafter can be used for advanced nofificafion delivering.

10.5.104.246

10.5.104.240 * Notifications will be sent only about
© T 10.5.104.40 pC}reﬂT deVICGS

e

e * |If parent is down, child statuss will
10.5.104.230 stay “Unknown”

10.5.104.0/24

105104244 * Easy configurable — select multiple
\ 10.5.104.251 devices, set one parrent
o * Helps to avoid unnecessary
"IN nofification messages

& B
MiIKror s



Links

* Links represent a connection * Links speeds can be monitored using
between devices/networks SNMP or RouterOS management.
* Automatically stores graphical * Choose from predefined link types
history of a data transmit (shapes / speeds)
* |ndicates link usage by changing
i 10511516 Re: 55.2 Mbps, _  10.5.115.8
the link colour cpu: 5% Tx: 568 Mbps cpu: 27%
& Link
General History
v {Grah Bit Rale!
~* Export Zoom:
i b o, e 1Y 1 Wt T e i o | i ke Mot 4 14 ¥l i, Vi, WAy M e e [ f e VLA ety B I—I
s00 s St MI#WMLF i ?r'II L 1” (iR I]r £ [m‘

@ wianco-1 @ 17216.1.21 tx
<
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@ wanG0-1 @ 172.161.21 rx



Charts

Charts allows to create a graphical representation of data stored
by The Dude server

Charts can be made from: Sourp [ ~Epot P ——
« Automatically stored data,

for example link speeds

and device service

latencies
 Manually created data

sources (SNMP / RouterOS

data)

* Unlimited number of charts can be created in The Dude server
 Each chart can have mulfiple data sources
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Get data using SNMP:
. Check ovolloble OIDs

Charts

To create custom graphs, first you need o creafte new data
source from SNMP or function command oufpuft

[admir BB 17 | 23-15+] tem health prin id
active-fan: .1.3.6.1.4.1.14988 1.1.3.9.0
voltage: .1.3.6.1.4.1.14888.1.1.3.8.0
temperature: .1.3.6.1.4.1.14988.1.1.3.10.0
processocr-temperature: .1.3.6.1.4.1.14988.1.1.3.11.0
current: .1.3.6.1.4.1.14988.1.1.3.13.0
fan-speed: .1.3.6.1.4.1.14%88.1.1.3.17.0
fan-speed?: .1.3.6.1.4.1.14%B8.1.1.3.18.0
power-consumption: .1.3.6.1.4.1.145%858.1.1.3.12.0
psul-state: .1.3.6.1.4.1.149%E88.1.1.3.15.0
psul-state: .1.3.6.1.4.1.149E88.1.1.3.1&.0

 Use OID code to store values

0id("1.3.6.1.4.1.14988.1.1.3.10.0")

Mame: hémpmmum

it :
Device: |10.5.115.16 ~||a
oid("1l.3.€.1.4.1.145868.1.1.3.10.0™)

Code

M/Kro' 1k

Get data using functions:

* Function ros_command allows to
capture output from RouterOS
device and use it as a value for
charts

ros_command("/interface wireless
registration-table print count-only
where inferface=wlan1")

| Enabled

Mame: |Data Source

Urit: |

Device: [105.115.16 ~|a

_command ("/interface wireless
Code: registration-takle print count-ocnly
" |where interface=wlanl™)

30s

Interval: | —— - )I
s

T
1s 2s 5s 15s 1m S5m




Files

The Dude allows to use custom files: File structure:

« Images - Background maps, device ¢ The Dude default files are stored in
labels (data-path)/files/default and have

read-only permission
* MIBS - To get custom SNMP data

from devices  Custom files should be stored in

(data-path)/files/ directory
* RouterOS packages — To perform

aufo upgrade on monitored

devices
Files can be managed using: Backups:
*  Winbox / Webfig / FTP / SMB / Tool * Backups also include files
fetch
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LOQS

* Logs store records of device status history
* The Dude can be used as a syslog server

* Alllogs can be viewed from the RouterOS and The Dude server

Logs in The Dude Enable logs in RouterO$S

e
[ S csv B Rules | Actions
Time Meszage -

Apr/12 10:56:02 syslog: Service memory on 10.5.174.244 iz now up () = v | R T

Apr/12 10:56:11 syslog: Service memory on 10.5.114.244 is now up {) = Prefic Action -
Apr/12 10:56:22 syslog: Service disk on 10.5.114 244 s now up ) info memary

Apr/12 10:56:23 syslog: Service cpu on 10.5.114.244 is now up () ermor mem-:ur;

Aprs/12 10:56:42 syslog: Service cpu on 10.5.114.244 is now up () waming mem-:ur:-

Apr/12 10:58:09 syslog: Service cpu an 10.5.114 5is now down (down) = critical echo
Apr/12 10:58:18 syslog: Service disk on 10.5.114.5 = now down (down) dude memary
Apr/12 10:58:35 syslog: Service memory on 10.5.114.5is now down {down)
Apr/12 10:58:58 syslog: Service cpu an 105114 252 is now up ()

Apr/12 10:58:58 syslog: Service disk on 10.5.114.252 is now up ()

Apr/12 10:59:13 syslog: Service memory on 10.5.114.252 is now up {)
Aprd12 11:01:35 syslog: Service memory on 10.5.114.5is now up ()

Apr/12 11:01:39 syslog: Service cpu on 10.5.114.5is now up ()

Apr/12 11:01:48 syslog: Service disk on 10.5.114.5is now up )

Aprd12 11:12:058 syslog: Service memory on 10.5.114.5is now down (down)
Apr/12 11:12:09 syslog: Service cpu on 10.5.114.5 i3 now down (down)
Apr/12 11:15:05 syslog: Service memory on 10.5.114.5is now up

Apr/12 11:15:09 syslog: Service cpu an 10.5.114 5is now up ()

Apr/12 12:21:08 syslog: Service memory on 10.5.1714.5 i now down (down)
Apr/12 12:21:059 syslog: Service cpu on 10.5.114.5is now down (down)
Apr/12 12:21:19 syslog: Service disk on 10.5.114 5 is now down (down)
Apr/12 12:24:19 syslog: Service disk on 10.5.114 502 now up ()

Apr/12 12:24:35 syslog: Service memory on 10.5.114.5is now up {

Arr 17 17 34-918 cvelnn: Sanvica cra o 1R 114 Rie nowr o 0
Fl T 3
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5 items (1 selected)

Enable RouterOS logs from CLI

4 [m

=memory




The Dude Tools
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Tools
Th e Variables

(Device) (User) (Password) R e m O-l- e
Dude { } —

Tools (reearcamnree | PTOGIAM

* TJools manage utilities and programs

that can be executed from The -
Dude
ooo Settings
* Tools can use variables from Appearance
monitored devices, and pass them e Ping al '
_I_O O_I_her [OArams & Traceroute Reprobe
p g 8@ Snmpwalk Ack
m Terminal Unack
* The Dude allows to add your own 5 |
Remote Connection Upgrade b
CUSTom TOOIS ¥ Torch Force Upgrade »
=y  Bandwidth Test 1 Motes
* Custom tools are added by -+ Spectral Scan L [
specifying a command or path fo O Telnet Select Adjacent
O web '

the program
Ftp

& | Sy b
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PiNng

* Allows to quickly check response fime between devices
* Allows to change some ICMP packet settings: packet size, TIL, speed

* Ping is senf from a selected device

& Ping 10.3.1153.17 — O

W\
MK

From: [10.5.115.8

15 transmitted, 15 received, 0% packet loss, round trip mindava/max = 0/0.0/0 ms

56

Start

ot
Packet Size: |23 hal I "I| : : bytes
To: [105.115.17 v 28 B4 1024 65535
Interval: ([ - | | ma L [~ T z T
10 16 25 500 5000 01z 233
i Er
# |Host Time Rephy Size |TTL |Status P
11 10511517 <1 ms h& G
12 10511517 <1 ms h& G
13 10511517 <1 ms h& G4
14 10511517 <1 ms b6 64
15 10.5.11517 <1 ms he G4

Onis




Traceroute

Diagnostic tool for displaying a route and mesure fransit delays

* Uses ICMP to determine the path from selected device to specified host

& Traceroute 8.8.8.8 —

From: [105.115.18 EllE

m
:
To: [2288 o~

W\
MK

Onis

54 Close
Packet Size: 24 | g I) ; ; ; ; : .
28 32 &4 128 256 512 1024 1500
10000
Timeout: mjv I T T T T T T T |"I nE=
10 14 18 25 100 500 2000 5000 10000
ih B~
# |Hop |Host Mame Time
1 1 1051151 < Tms
2 2 10581 < 1ms
3 3 159148172153 gw2.mt lv < 1ms
4 4 107058 1ms
B 5 1951322485 1ms
G 6 7214217142 &ms
7 7 21623554181 11 ms
] 8 216235481 & ms
5 5 8888 google-public-dns-a .google .com 11 ms
done




SNMP walk

Use SNMP walk tool to overview the information available over SNMP

10.5.115.8
@ Snmp Walk 105.115.16 - o X Returned results can be
Fom: [acaut Al el ] . A viewed in 3 ways:
: I T T T T T
To: |1I}.5.115.1E kg 10 16 25 500 5000 Stop
Profile: |\r'|-|:uub|ic: j o Tres: l—Ll 3
Type: @ al ( subtree © specific oid . 13570812 18 50 C I_IST T ShOWS OID, Type
and value

st |Tree Table

M Mocle: [3 ElEE * Tree — Results are
Oid Type Value ~ 1
iso std iso 8802 ieeeB02dot 1 ieeeBl2d...  octet string Pauls_ccr Ordered In G Tree |OOk
izo std iso 8802 ieee802dot 1 ieeeB02d... octet string Mikero Tike Router....
iso std iso 8802 ieee802dot 1 jeeeBlZd... integer 20 STru CTU re
iz0 gtd iso 8802 iece802dot 1 jeeeBlZd... integer 20
is0 std iso 8802 ieee802dot 1 ieeeBlZd... integer 1 [ ]
iso std iso 83802 ieee802dot 1 ieeeB02d...  integer 2 TOble ShOWS
iso std iso 8802 ieee802dot 1 ieeeB02d...  integer 3 .
iso std isoB802 ieeeB02dot 1 ieeeB02d...  integer 4 CO rrespon d I n g M | B
iso std iso 8802 ieee802dot 1 jeeeBlZd... integer 2
iz0 gtd iso 8802 iece802dot 1 jeeeBlZd... integer & mOdU|e Ond O
iso std iso 8802 iece 802dot 1 jeeeBlZd... integer 7
iso std iso2802 ieee302dot 1jeeed02d... integer ] H 1
iso std isoB8802 ieeeB02dot 1 ieeell2d...  integer 5 d eSC rI pTIO n
iso std iso 8802 ieee802dot 1 ieeeB02d...  integer 10
izo std iso 8802 ieee80Pdot 1 ieeeB02d... integer 1
iz0 std iso 8802 ieee802dot 1 jeeeBlZd... integer 12
iso .stl:! iso %gxggjeee E_%E?{idclﬂ .ieee%?%ﬁ:!... integer 1 3 "
walking...

Each returned OID can be used to create a custom data source, for example

tfo create a chart

& B
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Terminal

* Gives a quick way to login in selected decive using tferminal

* Tool opens a new CLI window that can be used to execute commands and
receive responses

& 10.5.115.16 Terminal — O >
sl
MM MM EEE TITTITITITIT EFE
Mo MM MMM ITITI O EEE  EEE  ERERRRR DOOO00 TTT III EEE FEE
MMM MM MMM 0 III EEEEE BERR  RRER  ODD  O00 TTT III EEFEE
MMM MMM III EEE EEE RERRRR OO0 Q00 TTT III EEE EEE
MMM MMM IITI EEE EEE RRR RER DOOO00 TTT III EEE FFE
MikroTik Bouter05 &€.38.5 (o) 1935-2017 http://vww_mikrotik.com/
[?] Fives the list of awvailable commands
command [7] Fives help on the command and list of arguments
[Tak] Completes the command/word. If the input is ambiguous,
a gsecond [Tak] gives possikle options
! Mowve up to base lewvel
.- Mowve up one lewvel
[ command Use command at the base lewvel
[admin@Pauls ccr] > b

\E: B
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Torch

Tool torch is a real time traffic monitor which can be called
directly from The Dude

@ Torch 10511516 ~ o x Returned results can be viewed in 3
General Filter Start .
From: |10.5.115.16 vla |lasa Eth Protocol: [55 ]« l—‘StDp qus
Interface: - Vian 1D: [T ==
1z IP Protocal: |50 v|a i - i
N o S T e o = « Table - traffic flow shown in a list
I 55 15 1Im Src Address: [0.0.0.0/0 a
Dst Address: [0.0.0.0/0 - * Pie - shows ngIphICCﬂ
Port: |04 v| - . !
- =t -~ representation of current traffic
sCp: i
Cpu: hd ﬂOW
P. n 1
i - » Bar - fraffic shown in bar type
Eth Protocol | Ip Protocel  Wan ID Src Address | Src Port | Dst Address  Dst Port h' | a
rapnical images
@D 0.0.0.0-827K LR @D 0.00.0-707K g p g
@ 10511516-724K R ) 10511517- 630 K
@@ 10.5.115.17 - 669 K = ;g:;igiﬁ _3%32'1'('( @ 172161.21-541K
TR R g oz
Total Bytes Ruz Bytes Tex Bytes
i bty 9 0000190 e
@ 10511517 -121 =;g:i;:iﬁ?l24 @ 172161.21-93
— S —e
Total Packets Rx Packets Tx Packets

% B
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Bandwidth-test

The Dude allows to quickly measure available bandwidfh
between devices with a single click

& Bandwidth Test 10.5.113.16 - 10.5.115.8 — O *
Device: [10.5.115.16 *lla |lema|  Device: [105.115.8 =lla_ || oe
T Size: ﬂ T Size: ﬂ Close

unlimited unlimited

Tx Speed: (VAE: - I) : : : : Tx Speed: |TATNTEE - I) : : : :

unlimited 512k 5M S50M unlimited 512k 5M S50M

Protocol: @ udp 1 tcp [ Random Data
Direction: { receive <~  send—> % both <=
* Export Zoom: " .J il -

200 Mbit/s

150 Mbit/s

100 Mbit/s
50 Mbitis

Obitis
22:56:30 22:56:40 22:56:50 22:57:00 22:57:10

@ T (bit's) @ o (bitis)

Rate: 145 Mbps Rate: 139 Mbps

runring...

% B
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Spectral-scan

& Spectral Scan 10.5.115.8 — O

Device [l- . — SpeC’rrGI SCAN Ccdn scadn

Sample Time: - J ms

[ 5o | I
Inteface: lean1 13 5 7 IQ lld 2|0 Stop I
all Treguencies

Band: * 24ghz ( 5ghz ( cument channel t"“other 10s o
e e supported by the
I I 100
2.2Ghz 2.3 Ghz 2.4 Ghz 2.5Ghz imit- - (]
Moy s ik [ =] -t oy o selected device

Memory Usage: |S|T-".D kB

Range:

Al Watefal | Densty Graph

Time Representation: { absolute ¢ relativeto stat % relative to end
Zoom: Detail:

less mare less maore

-10dbrm [ |

-00:03:00
-50dbm
-G0dbm -00:02:00
-7T0dbm

-00:01:00
-80dbrm

00:00:00 : ~ =, =
-90dbm 2.4Ghz 242 Ghz 2.44Ghz 246 Ghz 2.48 Ghz 2.5 Ghz

-20dbm

-10dbm

-60dbm

-80dbm L Al 20dbm
10%:
100dbm -40dbm
238 Ghz 24Ghz 242 Ghz 2.44Ghz 246Ghz 248 Ghz

@@ 10 s=cond peak () current max () current average [ -G0dbrm

S, P = E i " , L
-80dbm TRER e SR
100dbm
MIM" k % 2.4Ghz 2.42 Ghz 2.4 Ghz 246 Ghz 2.48 Ghz 2.5 Ghz




External Tools

The Dude provides some predefined tools that will be executed on OS where
The Dude client is installed on.

This provides a quick way 1o access selected device with a chosen service
using one click.

 FTP — Opens FTP connection to
selected device

« Web - Opens web browser FTP command example
with device URL 0 55 Tod o X
 Telnet — Connects using telnet = ‘
protocol —— oo |
* Dude - Opens a new Dude - R s |
client if selected device is a %
Dude server Device: [ E

& B
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Custom tools

Winbox tool — requires path to executable Winbox file on your OS

Hard path o winbox.exe
C:\Users\support\Desktop\winbox.exe (Device.FirstAddress) (Device.UserName) "(Device.Password)"

Path to winbox.exe using OS variables
%HOMEPATH%\ Desktop\winbox.exe (Device.FirstAddress) (Device.UserName) "(Device.Password)"

This tool will open Winbox with already provided IP, Username and

Password
@ Winbox - Tool O X L admin@10.5.115.16 (Pauls_cer) ..  — O =
Type: Session  Settings Dashboard
Name: [T [ canca | &) || u | | Safe Mode | Session: 10.5.115.16 H&
~Inset Varable E Cuick Set
SHCOMEPATHS  Desktop'\winkbox . exe Motes i it
Command: | (Device.FirstRddress] [Device.UserName] > _é_ CAPsMAN
" [Device.Paasword] " | Copy
i Interfaces
Remove B
=
Device: |a|| j L files
a1 bridge
=g PPP
& “Ia Mesh
B 25 |P
IKIOn I :
7 MPLS




Custom tools

Remote shutdown — When clicked, The Dude executes command that

will shut down Windows device
Hard path o winbox.exe
c:\windows\system32\shutdown.exe -s -t 30 /m \ \ (Device.FirstAddress)

Connect with VNC - Command allows to connect to a remote PC via
UltraVNC client

D:\programs\uvnc\vncviewer.exe -connect (Device.FirstAddress) -password (Device.Password)

Windows PSremote - Open Powershell window and use Windows PSremote
feature from The Dude client to access Windows workstations where
PSremoting is enabled.

D:\programs\uvnc\vncviewer.exe -connect (Device.FirstAddress) -password (Device.Password)

* The Dude supports any executable process/programm that can be

started from OS CLI
& B
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The Dude Notifications
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Notifications

Noftifications in The Dude can frigger some action if
a device or some service Is not responding

Available predefined nofification actions:

* Beep — Makes a beeping sound from the PC speaker of the server PC

* Flash - Flashes The Dude faskbar menu

* Log - Saves message in The Dude log file

« Syslog - Saves information to a remote Syslog server

* Popup — Opens a small notification window

* Email — Sends email to a specified recipient

* Execute locally — Runs command on the local Windows machine (where The
Dude viewer runs)

« Execute on server - Execute RouterOS command/script on The Dude server

* Sound - Plays sound from specified sound file

* Group - Executes a group of actions

« Speak — Uses Windows speech to play digital voice message

& B
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Notifications

Noftifications can be 1. Choose device/s
created with a few clicks 2. Specify notification type

3. Specify services that will be monitored

& 10.5.115.8 - Device & 10.5.115.8 - Device & 10.5.115.8 - Device
General Poling | Services Outages  Smnmp | Re General Poling Services | Outages | Sr General  Poling  Services Outages | Snmp  RouterDS | History  Tools
o ienabled; | Tl [m] [2][5] [= Remove Resolved %
|—_Jdemlt Probl 5 Ti | Durat 5
Probe Interval: |l «| 2 e SN | |otatus TiTime uration  |Service |
: default 2 e active 132737000543 @ hWp |
resolved 13:33:20 00:03.45 ping
default
Probe Timeout: [‘EERd - F'_
default 2=
default

Probe Down Count: Imﬂﬁ - I) : :

default 1 2

v Use Notifications

MName
Email-Netification
v  Telegram notification
beep
Motifications: flash
logto events
log to syslog
popup

% B
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Telegram messenger
notification example

Using noftification type - execute on server, The Dude can send
messages using HITTP protocol, for example to Telegram
messenger.

1) Make a server or web app that can receive messages sent by The Dude, in
this case a Telegram bot (https://core.telegram.org/api)

2) Specify URL where the messages will be sent to

/tool fetch url="https://api.telegram.org/bot309683994: AAFh8645Fe AOgUbcOgUVIhtclomzpwwIXpAB/sendMessage\ ?
chat_id=312605050&text=ExampleMessage" keep-result=no

3) Add variables to a message for more useful notification

L&text= Time: (Time); Device: (Device.FirstAddress); Status: (Service.Status) *

& B
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https://api.telegram.org/bot309683994:AAFh8645FeAOgUbcOgUVIhtclbmzpwwIXpAB/sendMessage

Telegram messenger
notification example

&

®
| S csu| |

Contents
] Charts
] Devices
[ Files
] Functions
] History Actions
] Links
E7 Log
] Mib Modes
= ] Metwork Maps
] Local
] Metworks
Muotifications

Preferences Help

Settings

¥

= Fanels
] admin - ff:10.5.1...
] admin -ff:152.2....
] Probes
] Root
£ Services

] Tools

Client: e 1.34 kbps /tc 353 bps

% B
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Server: e D bp

= v % O #AE e
Mame Type Motes
beep beep
Motification-Teleg... execute on server
flash flash
log to syslog log
log to events log
popup popUp
& Motification-Telegram - Notification
General | Schedule Advanced
Mame: oticatio 2l
|v Enabled

FYY Ay )

=S

Type: |all ﬂ B
d

Ok
Cancel

Apply

Type: |exec:ute O SETVer

 Inzert Varable

ftocl fetch
url="https://api.telegram.org/bot309683994:AAFhE645Fe20glbecOgUVIhtclbmepuwwl
Hph/sendMessage’?chat_id=312605050&stext=Time: [Time]; Device:
[Device.FirstRddress]; Status: [Service.Status]l"

Command:

1a]

Remove

(]
= *®

Test




Telegram messenger
notification example

When a nofification command will be friggered by the Dude,
the Telegram messenger will receive end resend a message for

\/M\1 1
Telegram - + X

« Settings Contacts About

—— Time: 10:27:08; Device: 10.5.115.144; Status: down
n 10:26
Time: 10:27:42; Device: 10.5.115.... ime: 10:27:11; Devica: 10.5.115.144; Status: u

Time: 10:27:16; Device: 10.5.115.144; Status: down

Time: 10:27:25; Device: 10.5.115.144; Status: up
. Time: 10:27:28; Device: 10.5.115.144; Status: down

Time: 10:27:29; Device: 10.5.115.144; Status: up

Time: 10:27:36; Devica: 10.5.115.144; Status: down

Time: 10:27:37; Device: 10.5.115.744; 5tatus: up

Time: 10:27:42; Devica: 10.5.115.144; Status: down

% EEEEE B
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Facebook notification

example

Since The Dude can execute commands with arguments locally
on a operating system where The Dude client is installed, this
option can be used to creafte a custom nofification methods

/> X )

The Dude

1) executes local
shell script and
passes arguments

& B
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— <[> — K

Custom program Facebook
(e.g. Shell script) Messenger bot
2) Uses arguments 3) Delivers
fo create and notification
send HTTP POST message o a
request specified recipient

* Following example requires working Facebook messenger bot

https://developers.facebook.com/docs/messenger-platform



Facebook notification
example

P~

/@7 To call a custom program on local OS, The Dude
- need o know a path of the program, and the ftext
The Dude which will be passed as argument

Code example:
/home/pauls/Desktop/./Facebook.sh "(Time) Device (Device.Name), (Service.Status)"

Where a path to program is:

/home/pauls/Desktop/./Facebook.sh

Argument that will be passed: @ Facebook - Notification o X
"(Time) Device (Device.Name), (Service.Status)" General | Schedule  Advanced
Mame: |Fau:e|:u:u:uk|

W Enabled J'!'DI:'h"
Type: |e:~:ecute localhy ﬂ -

¥ [nsert Varable Copy
fhome/pauls/Desktop/ . Facebook.sh "[Time] Device

[Device . Name], [Service.S5tatus]”

Test

& B
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Facebook notification
example

(/ ) Since delivering messages over Facelbook requires
HTTP POST request with content type:
g 00 application/json, we need to use some custom

e.g. Shell script
= 2 program to create such request.

e.g. simple shell script
Code executed by The Dude:

/home/pauls/Desktop/./Facebook.sh "(Time) Device (Device.Name), (Service.Status)"

Argument received by Facebook.sh from The Dude:
21:37:36 Device 10.5.115.8, down

Facebook.sh example

curl -X POST -H "Content-Type: application/json™ -d ™
\"recipient\": {
WVridht: ZW"1e48570848608888"

| R W |
I|"':|':|dg|:". v '|r

Vi texth 1551:“

1
!
" "https://graph.facebook.com/v2.6/me/messages?access

\¥:' B
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Facebook notification
example

'i Shell script uses curl to create a HITP POST request
and send it to a specified recipient. Message Is sent
Facebook each time when specified device changes status

Messenger bot

- Message content is created by The Dude server Received message

BotTest & X

* Message is sent using custom program (e.g shell script)

213717 Device -
= 1R n

* Message is delivered using Facebook messenger bot

it

i

& B
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Additional resources

Forum - User discussions about The Dude, version changelogs
hitps://forum.mikrotik.com

Wiki — The Dude manuals
https://wiki.mikrotik.com/wiki/Manual:The_Dude

Support — Feature requests, suggestions, bug reports
support@mikrotik.com

& B
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CHR
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CHR - Cloud Hosted Router

* CHR is a RouterQOS version intended for
running as a virtual machine

e RuNs on VMware Workstation and ESXi,
VirtualBox, HyperV, KVM, XenServer, etc

 Cloud services - Amazon, Azure and
others

& B
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CHR - Cloud Hosted Router

License Speed limit Price
Free 1Mbit FREE
P1 1Gbit $45
P10 10Gbit $95
P-Unlimited Unlimited $250

» 60 day frial available

 Purchased license can be fransferred

& B
MiIKror s



CHR - Cloud Hosted Router

CHR can be installed in few steps:

1) Download a virtual disk image (mikrotik.com/download)

2) Create a guest virtual machine

3) Use previously downloaded image file as a virtual disk drive

4) Start the guest CHR virtual machine

5) Log in to your new CHR. Default user is ‘admin’, without password

Cloud Hosted Router Q
Images

VHDX image
VMDK image
VDI image =
Raw disk image
Extra packages
The Dude server
The Dude client
Changelog
Checksum

https://wiki.mikrotik.com/wiki/Manual:CHR

& B
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Suggestions?
Feature requests?

THANK YOU!

& B
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