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Outsourcing MikroTik
network engineering

Designing enterprise class
networks

Building high-performance,
reliable, hacker-proof networks
Security and performance audit
of existing networks

Monitoring and maintaining
critical infrastructure
Troubleshooting and consulting
Remote support 24/7/365
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Web:
E-mail:
Facebook:

Instagram:

Telegram:

tarikin.com
nikita@tarikin.com
flb.com/tarikin
@tarikin
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Introduction

Location:
Summer vacation. Somewhere very far away

from civilization. Rented private house
somewhere on the seaside.

Time: Summer 2017 mmmm mam

Connectivity:
- Broadband cable not available

m
I
- 3G/LTE signal is completely unavailable Ll i

| e e—r——
——

- 2G/EDGE signal is available

Issue: SOS! We are offline!
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Googling hard ...

A few kilometers from our house
we found a country club house
with available Wi-Fi facilities™ .

" Wi-Fi availability is mentioned on the
booking website
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Came with laptop to check emaill ...

ZONE

Reserved a private table in
restaurant:

- Do you have a Wi-Fi here?

- Yes, sure! Would you like to order B
something? The wifi password will .
be at the end of your bill.

- Mineral water please.
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Came to check ematt

© DOWNLOAD Mbps (@ UPLOAD Mbps

4,46 4,98

Ping 12ms Jitter 100ms Loss 0%

Speedtest:

Download: 4.46Mbit/sec
Upload: 4.58Mbit/sec
Ping: 12ms
Jitter: 100ms
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ZONE

4.5 Mbit/sec

4,5 Mbit/sec - already better than
our 2G, but still. We need a bit
more :)

- Lady, why is your Internet
connectivity so slow?

- Slow? Nobody's complained
about it before..

Nikita Tarikin s



RouterBoard ?

arp —a
gw: 10.0.2.1
mac: 00:19:5B:0B:17:A2

D-Link.

-

e
File Tools
Connect To: I | Keep Password
Login: [ admin I || Open In New Window
Password: | ]
l Add/Set I l Connect To RoMON Connect
Managed Meighbors l
' [Fing | [an 3
]MAC Address / |IP Address Identity ﬁfersion H vl
L] | »
0 items
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Aiming the target







Always on WiFi enabled: connecting ...

MikroTik SXT Lite2. | always
keep it in my backpack.

/
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Always on WiFi enabled: CONNECTED!

‘Wireless Tables ,,
Interfaces  Nstreme Dusl  Access List Registration | Connect List  Security Profiles  Channels

(=] [7] [oorem |

Radio Name 4 |MAC Address [Interface |Uptime |AP [ |Last Activi...]Tfox Signal ... lTx Rate |Rx Rate |
SPE4BDBC 13 E4:8D:8C:+ 13 wlanl 00:02:25 yes  no 0.170 -91/-82 S.5Mbps  1Mbps

P Client <E4:8D:8C:
General 802.1x Signal |Nstreme W2 Stati

AP Client <E4:8D:8C: 113>
General 802.1x Sianal |Nstreme W2 Statistics

Last Activity: 0,170

Last Activity: |0.170 s

Remove

[ e ]

Tx/Rx Signal Strength: |-91/-82 dBm Tx/Rx Signal Strength: |-9lj' -82 dBm

1 item (1 selected

TxfRx Signal Strength Cho: [-91!-85 dBm

SopyitoiceesshiRe Tx/Rx Signal Strength Cho: |-91.f-85 dBm

Tx{Rx Signal Strength Chi: |-86 dBm

Copy to Connect List

Tx/Rx Signal Strength Ch2: I

Tx/Rx Signal Strength Ch1: |-86 dBm

Signal To Noise: [23 dB

e MAC Ping Tx/Rx Signal Strength Ch2: |
xfRx H Yo
Telnet : 5
P Throughput: |3417 kbps Signal To Moise: |23 dB
— Signal Strengths MAC Telnet
' o,
|Rate [Strength |Last Measured HV Torch TX!RX CCQ' I?3I?8 to
2Mbps  -83 I 00:00:11,22 —
iMbps -82 I 00:00:00.04
5.5M... -8z [ 00:00:11.02
11Mbps -82 I 00:00:00.46
6Mbps  -81 [ 00:00:00,99
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Always on WiFi enabled: CONNECTED!

Interfoces  Nstreme Dual | Access List Redistration | Connect List | Security Profiles | Channels.

=] 7] (oo s | [

J_%dio Mame / IMAC Address IInterface IUptime IAP ] lLast Activi,.. |TxIRx Signal ... |Tx Rate le Rate l
4PE48DBC 13 E4:8D:8C: ©  :13  wlanl 00:03:25 yes no 0.000 -93/-82 S.5Mbps  1Mbps

Interface <wlanl >

‘Wireless Data Rates IAdvancgd-i HT WDS Hstreme NV2 TxPower ...
OK
—Rate I
¢ defaliE @ configured | Cancel
4 fem(l selods Supported Rates B: [v| 1Mbps 2Mbps 5.5Mbps (v 11Mbps | Apply
Supported Rates A/G: (v|6Mbps [ J9mMbps [ | 12Mbps [ | 18Mbps | Disable
[ J24mbps [ | 36Mbps [ | 48Mbps [ | S4Mbps |
Basic Rates B: [v/iMbps [ |2Mbps [ |5.5Mbps [ | 11Mbps COheL
Basic Rates AjG: [v|/eémMbps [ 1ombps [ | 12Mbps [ | 18Mbps | Simple Mode
| 24mbps [ 36Mbps [ ] 48Mbps [ | S4Mbps | —
I
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Always on WiFi enabled: CONNECTED!

Disable all _—
unnecessary wireless C idefault } & configured
mOdUIation |ﬂ th |S Supported Rates B: v/ 1Mbps  (v/2Mbps  (v|S5.5Mbps v/ 11Mbps
case for more Stable Supported Rates A)G: (v/éMbps | |9Mbps [ | 12Mbps | | 18Mbps

o o | |24mbps | | 36Mbps | | 48Mbps [ | S4Mbps
connectlwty on lon g Basic RatesB: (vl iMbps [ |2mMbps [ |5.5Mbps [ | 11Mbps
distance Basic Rates A/G: [vI6Mbps [ |9Mbps [ | 12Mbps [ | 18Mbps
#MTCWE | |24mbps | | 36Mbps [ | 48Mbps | | S4Mbps

Nikita Tarikin



Always on WiFi enabled: TRUE!

—— X

© DOWNLOAD Mbps (@ UPLOAD

FREE Wi-Fi is better than FREE beer! (.07
Speedtest measured 1 Mbit/sec! s | 0 i P

or i1amp_seq &
: icmp_seg=9 ttl=57 time=65.080 ms
: iamp_seq=10 ttl=57 time=130.025 ms
: icmp_seg=11 tt1=57 time=60.378 ms

8.8.8.8: iamp_seqg=12 ttl=57 time=78.101 ms
Request timeout for icmp_seq 13
Request timeout for icmp_seq 14
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Boosting the signal




Always on WiFi enabled: .. but too slow!
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Always on WiFi enabled: .. but too slow!

g-uuuu‘

SXT Lite2

O
P
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N




Always on WiFi enabled: .. too slow!

— — —
. °
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| ~
| -
] | — °
= & A
—
=
] S -
. . X
S J e °

| | | |

SXT Lite2 QRT 2
Tx-power: 27 dBm (500mW/) Tx-power: 35 dBm (3200mW)
Antenna gain: 10 dBi Antenna gain: 17 dBi
Beam: 60 degree Beam: 22 degree
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Always on WiFi enabled: 2 Mbit/s

Interfaces | Nstreme Dual | Access List Regitraton | Connect st | Securty Profes | Channels

=[] [smres :

Radio Mame / |MAC Address ]Interface |Uptime IAP | |Last Activi,.. ITxIRx Signal ... |Tx Rate [Rx Rate ]
<PE48DEC N3 E4:8D:8C: ¥ 713 wilanl 00:01:31 yes no 0.000 -81/-77 24Mbps 24

AP Client <

General 802.1x Sional |Nstreme V2 Statistcs

Last Activity: [0.000 H Remove

Tx/Rx Signal Strength: I-Bl.f-?? dBm

1 item (1 selected)

TxfRx Signal Strength ChO: [-81!-81 dBm

il

|
|
l Copy ko Access List
Tx{Rx Signal Strength Ch1: |-81 dBm |
Copy ko Connect List
TxfRx Signal Strength Ch2: | |
Signal To Moise: [32 dB |
MAC Ping
Tx{Rx CCQ: |88/86 % |
Telnet
P Throughput: |17713 kbps |
— Signal Strengths MAC Telnet
[Rate  [strength |Last Measured | [¥ Torch
iMbps  -77 001 00:00:00,03 i
2Mbps 77 00:01:20.68
11Mbps -76 00 00:01:07.25
6Mbps 76 00:01:25.02
24Mbps  -76 [0 00:00:00,59
5.5M... -75 I 00:01:08.16
12Mbps -74 [ 00:01:07.55
9Mbps  -73 00 00:01:08.39
18Mbps -73 00:01:07.34

AP Client <E4:3D:8C:

General 802.1x Signal INs'treme (W2 Statistics

Last Activity: 0,000

Tx/Rx Signal Strength: k&l,f-?? dBm

TxfRx Signal Strength Cho: I-BII-BI dBm

Tx/Rx Signal Strength Chi: I-Bl dBm

Tx/Rx Signal Strength Ch2: I

Signal To Moise: |32 dB

Tx{Rx CCQ: |88/86 %

P Throughput: |17713 kbps
— Signal Strengths

[Rate lStrength lLast Measured I Iv
iMbps  -77 00:00:00.03
2Mbps  -77 0 00:01:20.68
11Mbps -76 [0 00:01:07.25
6Mbps  -76 [ 00:01:25.02
24Mbps  -76 [ 00:00:00,59
5.5M... -75 00 00:01:08.16
12Mbps -74 0 00:01:07.55
9Mbps  -73 00:01:08.39
18Mbps  -73 00:01:07.34
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4.5 Mbit/sec

Speedtest:

Download: 4.46Mbit/sec

Upload: 4.58Mbit/sec
Ping: 12ms
Jitter: 100ms
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Scanner (Running)

Interface: leanl

Let's see
what's under
the hood ...

[ ] Background Scan

Close

Connect

l Address

SSID

[ Channel

]Signal... VlNoise... ISigna| To...|Radio Na...]Router... I I

E4:8D:8C:

M

~a_WiFi_Free

2412}20{q

-110

32 E48D3C... 6.36.4

00:0E:8F:

10:FE:ED:

E4:8D:8C:
E4:8D:8C:

E4:8D:8C:

C4:48:1D:
E4:8D:8C:

il
M

~a_WiFi_Free
~a_WiFi_Free

~a_WiFi_Free

~a_WiFi_Free

2412{20/g
2412/20/g
2412/20/gn
2412/20/q
2437/20fan
2422(20fan
2412/20{q

-80

-110
-110
-110
-110
-115
-114
-110

30 E48D3C... 6.36.4
29 E48D3C... 6.36.4
26

22 E48D8C... 6.36.4
24

22

16 E48D8C...

g items
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bridge1
(0.0.0.0) 27

/N

ther1 wlan1

10.0.2.XXX/24

Under the
hood ...




Fmd

Under the T T TR e
hood ...




e cuin view LAY ruiat waia

e o v e % E4:8D:8C:##:##:AD

o | oz ?? E4:8D:8C:##:##:3A

A | 8 |

??

00:19:5B: « A2 10.0.2.1

o s W N -

EeeDoc:Wamis [10021ts ]
E48DSBC: ~ :AD  10.0.2.131

ECADBCNNENG |donzel | \
E48D6C: © 3A  10.0.268 ' |

E4:8D:8C:##:##:26
?7?




10.0.2.XXX/24

e

QRT2

10.0.2.118

NO

E4:8D:8C:5F:EE:AD

o i ng 7 E4:8D:807:95F:D2:3A
. . discovery N "Mikrof
webfig . LY
10.0.2.118 ‘
NO . E4:8D:8C:5FE:13
winbox Mikro§, T WS
Tik \ 7
o 00 @ 1, ping 10.0.2118 (ping)

= ~ ping 10.0.2.118
PING 10.0.2.118 (10.
Request timeout for
Request timeout for
Request timeout for
Request timeout for
Request timeout for
Request timeout for
Request timeout for
Request timeout for
Request timeout for
Request timeout for
Request timeout for
Request timeout for

0.2.118): 56 data bytes
icmp_seq
icmp_seq
icmp_seq
icmp_seq
icmp_seq
icmp_seq
icmp_seq
icmp_seq
icmp_seq
icmp_seq
icmp_seq
icmp_seq

0
1
2
3
4
5
6
7
8
9

=
)
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P

i CAPsMAN
# Interfaces
\ 1 ‘Wireless

! e Brdge Mei hbors| iscovery Interface: |
\ &2 PPP 9 Discovery Interfaces

\ == Switch

\ NO 212 Mesh |Interface / |IP Address |MAC Address |Identity |Platform |'v'ersio|
10.0.2.12 00:00:00:00:00:00

. DISCOVERY 5 1P
\ ﬂ Routing

<50 System >
\ & Queues
\ || Files
! \ LJ Log
\ B Radius
“ % Tools X

[ New Terminal
10.0.2.118
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3 RouterOS MAC PING
E4:8D:8C:##.##:13

10.0.2.118



E4:8D:8C:##:##:13

10.0.2.118

Neighbors IDiscovery Interfaces

IInterface ? IIP Address IMAC Address IIdentity IPlatform |'5.-'ersic
lbridgel 10.0.2.12 00:00:00:00:00:00
General Indvanced-
Ping To: [E4:8D:8C:  :13 |
Interface: | I'
[ | ARP Ping
e Packet Count: I I >
EE Timeout: |1000 | ms
INE
R 4
RS 4
RS
|Seq # / |Host Time  |Reply Size |TTL |Status
0 E4:8D:8C: 113 3ms 64
1 E4:8D:8C: 113 2ms 64
2 E4:8D:8C: 113 4ms 64
3 E4:8D:8C: 113 2ms 64
4 E4:8D:8C: 113 344ms 64
5 E4:8D:8C: 113 2ms 64
6 E4:8D:8C: 113 4ms 64
7 E4:8D:8C: 113 3ms 64
8 E4:8D:8C: 113 Sms 64
9 E4:8D:8C: 113 Sms 64
« 1N F4:AN:AC: 13 7me Ad
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10.0.2.XXX/24

QRT2

E4:8D:8C:##:##:13

10.0.2.118

. NOping E4:8D:8C:##:##:AD
NG ~ . NO ?7? E4:8D:8C:##:##:3A
webfig -~ Silscovery ??
NO <
winbox A

??

E4:8D:8C:##:##:26
??




E4:8D:8C:##:##:13

10.0.2.118

Terminal

r:

w
(o

THEE| o

¥

2]

M MM IITI KKK KKK RRR RRR 000000 TTT
MikroTik Router0S5 6.39.2 (c) 1999-2017 http: //fwmnr.1
Gives the list of awvailable commands
command [?] Gives help on the command and list of argu
[Tab] Completes the command/word. If the input i:
a second [Tab] giwves possible options
/ Move up to base lewvel
55, Move up one level
/command Use command at the base lewvel
[adnin@MikroTik] > /tool mac-telnet E4:8D:8C: 113

Login: admin
Password:
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User: admin
Password: Admin@l123

E4:8D:8C.##:##:13

10.0.2.118
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Terminal

mm MM IITI KKK KKK RRR RRR 000000 TTT
MikroTik Router0S 6.39.2 (c) 1999-2017 http: //wnr. 1
[2?] Gives the list of avai'——o —— "
feommand (2] Gives help on the cou [[R e R
_:[Tab] Completes the command/
— a second [Tab] gives p
ke MikroTik Router0S 6.36.4 (c) 1999-2016 htt)
- Move up to base level |
1
;:;-- Move up one level Nr21 Gives the list of available comman
/command Use command at the basMcommand [2] Gives help on the command and list
[adnin@MikroTik] > /tool mac-telnet E4-
Login: admin ;[Ta.b] Completes the command/word. If the
Password: a second [Tab] gives possible opti
/ Move up to base level
e Move up one lewvel
/command Use command at the base level
[adnin@MikroTik] > fuser set admin password=123
not enough permissions (9)
[aduin@MikroTik] >
E4:8D:8C:##:##:13

10.0.2.118
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[aduin@MikroTik] > /system routerboard print
routerboard: yes

model: RouterBOARD Metal Z25HPn
serial-number:
firmware-type:
factory-firnware:
current-firmnware:
upgrade-firmware:

[adnin@MikroTik] > fuser print

Flags: X - disabled

[#]

L4 1 q 3]

[E¢all

# HAME GROUP ADDRESS LAST-LOGGED -IH
0 ;:;; system default user

adnin test
1 zabbix full

[adnin@MikroTik] > fuser active print

Flags: R - radius, M - by-romon

# YHEHN HAME ADDRESS VIa

1] admin 6C:3B:6B: 199 mac-telnet
[adnin@MikroTik] >

le] |

E4:8D:8C:5F:EQ:13

10.0.2.118
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[aduin@MikroTik] > /system routerboard print PN
o routerboard: yes I
n wodel: RouterBOARD Metal ZS5HPn
= serial-number: \ =
£ firmware-type: \

v factory-firmware: \\ B
| current-firmware: \ =
- upgrade-firmware: \ R

[adnin@MikroTik] > fuser print AR

Flags: X - disabled \

# HAME GROUP ADDRESS LAST-LOGGED-IHN

0 ;;; systen default user \\
adnin test \
1 zabbix full AN

[adnin@MikroTik] > fuser active print \

Flags: R - radius, M - by-romon \\

# YHEH HAME ADDRESS \ VIA

0 admin 6C:3B:6B: 199 N mac-telnet W)

[adnin@MikroTik] > AN —

\ —J
\
\
\
\
\
E4:8D:8C:##:##:13 \‘ RouterBoard

10.0.2.118 Metal 2SHPn
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RouterBoard

RBMetal2SHPNn
Tx-power: 32 dBm (3200mW)
E4:8D:8C.##:##:13 Antenna gain: 6 dBi
Beam: omni-directional
1002118 Chains: 1
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[aduin@MikroTik] > /system routerboard print PN
o routerboard: yes I
n wodel: RouterBOARD Metal ZS5HPn
= serial-number: =
£ firmware-type:

v factory-firmware: B
| current-firmware: =
- upgrade-firmware: i

[adnin@MikroTik] > fuser print

Flags: X - disabled

# HAME GROUP ADDRESS LAST-LOGGED-IH

0 ;:;; system default user
aduin test
1 zabbix ~ _ full ~

[aduin@MikroTik] 3 Yuyser active print ™ -

Flags: R - radius, M -‘bg—&omon \\

# YHEH HAME . ADDRESS N VIa

0 admin -~ .6C:3B:6B: \\:99 mac-telnet W

[admin@MikroTik] > S~ S o -

-~ ~ N L
- -~ ~ ) - N
o~ N
- ~ . - ~ -
~
N oSN
E4:8D:8C:##:##:13 \\\\‘ User: admin

10.0.2.118 Group: test ??
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[aduin@MikroTik] > /system routerboard print
routerboard: yes

model: RouterBOARD Metal Z25HPn
serial-number:
firmware-type:
factory-firnware:
current-firmnware:
upgrade-firmware:

[adnin@MikroTik] > fuser print

Flags: X - disabled

[#]

L4 1 q 3]

[E¢all

# HAME GROUP ADDRESS LAST-LOGGED-IH
0 ;:;; system default user
aduin test
1 zabbix _ full
[admin@HikroTi?]\>\/user active pfin;
Flags: R - radius, M‘-xlgy-romon SS
#  HMEW ~ NAME ADDRESS. VIA
0 admifi ~ _BC:3B:6B: . - :93 mac-telnet U
. . . %
[adnin@MikroTik] > ~o . S R z
o~ ~ o RS N
~ - ~ -
T~ ~ : SO
~
E4:8D:8C:##:##:13 - EQ‘ User: Zzabbix

1002118 Group: full
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Terminal

®E[admin@HikroTik] > fuser group print

0 name="read” policy=local,telnet,ssh,reboot,read,test,winbox,password,web,sniff,sensitive,
api,romon,!'ftp, 'write, 'policy, 'dude
skin=default

name="write” policy=local,telnet,ssh,reboot,read,wvrite,test,winbox,password,web,sniff,
sensitive,api,romon,'£ftp, 'policy, !dude
—1 skin=default

= name="full”™ policy=local,telnet,ssh,ftp,reboot,read,write,policy,test,winbox,password,web,
sniff,sensitive,api,romon,dude

+ skin=default

e

~ Rl

2z

3 name="test"” policy=telnet,read,test,winbox,'local,!ssh,'ftp, 'reboot, 'write, !policy,

~
RS 'password, 'web, 'sniff, 'sensitive, !api, "ranon, !dude
5 ~
RS skin=default S 1=
[adnin@MikroTik] > S o -
~
~
~
~
~
~
~
~
~
~
~
~
~
~
~
~

E4:8D:8C:##:##:13 h

10.0.2.118

A winbox
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Terminal

4'»E[adminl'sll“likro'I‘ik] > jfuser group pr
0 name="read” policy=local,telner =<h rehant read teatr winhnv nazawnrd meh aniff eenaitrive

api,romon,'ftp, 'vrite, 'pol
skin=default

1 name="write” policy=local,telr]
sensitive,api,romon,'ftp,
—1 skin=default

=
-
(1]
—.
1

=™ 2 name="full”™ policy=local,telne
sniff,sensitive,api,romon,

*

e

skin=default

3 name="test"” policy=telnet,reac
RS 'password, 'web, !sniff, !se:
RS skin=default

[adnin@MikroTik] >

1y

int

Terminal =] E3

e

[adnin@MikroTik]
[aduin@MikroTik]
[adnin@MikroTik]
[adunin@MikroTik]
[aduin@MikroTik]
[aduin@MikroTik]
[aduin@MikroTik]
[aduin@MikroTik]
[adnin@MikroTik] > /tool mac-server print

Flags: X - disabled, * - default

# IHTERFACE

0 * all

[aduwin@MikroTik] > /tool mac-server
mac-winbox ping sessions add disable edit enable
[aduin@MikroTik] > /tool mac-server mac-winbox print
Flags: X - disabled, * - default

# INTERFACE

0 *all - _ _
[adnin@MikroTik] >~ -

VWOV WY Y Y

W

-_—

~— .

L] |

[0

om

E4:8D:8C:##:##:13

10.0.2.118

—

=

"~ * mac-winbox: * all
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E4:8D:8C:##:##:13

10.0.2.118
. Nikita Tarikin mm



Always on WiFi enabled: ..

Interface <wlanl:

General Wireless lDataRates Advanced HT WDS Mstreme NV2 Tx Power

Mode!
Band

L =

Channel Width:

oy

Frequency:

Radio Name:
Scan List:
Wireless Protocol
Security Profile

WPS Mode

Frequency Mode

Country

DFS Mode:

WM Suppost: ||fissled |
Bridge Mode:/ enabled

YLAN Mode;
VLAN ID

S5ID:

Antenna Gain:

z Iap bridge H-&

: [26Hz-BjG 3

: [20mHe 3

0 2412 [#] mhe Disable
[ a_WiFi_Free S Comment

: [E4sDBC 13

{ [default ¥

: [any

5 |defau[t . \[z Seans..

: |push button e . ¥

\ "

 |manual-txpower P/W’Y'l | =] Align....

3 |no_country_set > C\‘\j N |[3| Sniff...
b~ &
e RO =

[« (o]

H ’no tag

:|1

Iml

ssion: E4:8D:8C:w © 13

[ [

Interface <wlani>

HT WDS RNstreme NV2 TxPower Current Tx Power

— Current Tx Powers

too slow!

Status  Traffic

(o]

[Rate / |Tx Power |Total TX .| |v
1Mbps 32dBm 32dBm i
2Mbps 32dBm 32dBm
S5.5Mbps 32dBm 32dBm
11Mbps 32dBm 32dBm
6Mbps 32dBm 32dBm
9IMbps 32dBm 32dBm
12Mbps 32dBm 32dBm
18Mbps 32dBm 32dBm
24Mbps 32dBm 32dBm
36Mbps 32dBm 32dBm
48Mbps 32dBm 32dBm
S4Mbps 32dBm 32dBm

Cancel
Apply
Disable

Comment

Simple Mode
Torch

WPS Accept

Freq. Usage...

Snooper...

Reset Configuration

oeereeam

LT

=SR]
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Always on WiFi enabled: .. too slow!

- e
Session: |[E4:8D:8C: ¢+ :13 | [ NN ) admin@E4:8D:8C: 113 (MikroTik) - WinBox v6.36.4 or
Interface <wlanl > | Session  Settings Dashboard
DataRates Advanced ’HT WDS  Mstreme NV2 TxPower Current Tx Power ... — Safe Mode Session: [E4:8D:8C: « 13
; = ~
m area: | v A Quick Set Interface <wlani>
E Max Station Count: |2007 | = i CAPsMAN HT WDS letreme Mv2  TxPower CurrentTxPower Status Traffic .
— Distance: [dynamic ”3] ke = f
| Disabl ick R Tniedaecs WDS Mode: |disabled
RS Noise Floor Threshold: | | v st i Wireless I
= WDS Default Bridge: 'none
Burst Time: [ I ¥ us ’&J :i Bridge
Hw, Retries: |7 | Simple Mode =2 PPP WDS Default Cost: |100
Hw. Fragmentation Threshold: [ | v Torch = Switch WDS Cost Range: |50-150
Huw. Protection Mode: |none IE3 WPS Accept “15 Mesh O
B % WDS Ignore SSID
Hw. Protection Threshold: [lJ | Scan... g P ! ?
Frame Lifetime: |0.00 | s Freq. Usage... < MPLS r
Adaptive Moise Immunity: Inone H 3] ) }
3 Preamble Mode: ¢ long ¢ short ¢ both : \X/ D S : d I Sa b le d
Lt [ Allow Shared Key Ll
Disconnect Timeout: [00:00:03 |
On Fail Retry Time: [0. 10 I s
Update Stats Interval: I | WS
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E4:8D:8C:##:##:13

10.0.2.118
. Nikita Tarikin mm



I o

dode | Session: IE4:BD:8CP-¢ 13|

Meighbor List

Neighbors ~Discovery Interfaces |

]Interface

]

_.l bridge
A& ethert

A vlan7?

& wlan1

4 items {1 selected)

Wi B b | s

E4:8D:8C:##:##:13

10.0.2.118

Meighbor List

Neighbors | Discovery Interfaces

Find
JInterface / IIP Address [MAC Address lldentity |Platform [Version |Board Na...{vaﬁlV
4 vlan7 4C:SE:0C: :AD MikroTik  MikroTik  6.36.4 (... RB7S0UPr2 no
A vlan7 E4:8D:8C: ©  :AC MikroTik MikroTik 6.36.4 (... RBMetal2... no
A& vlan7? E4:8D:8C: 25 MikroTik  MikroTik  6.36.4 (... RBMetal2...no
A& vlan7 E4:8D:8C: ©  :3A MikroTik  MikroTik  6.36.4 (... RBMetal2...no
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10.0.2.131
E4:8D:8C:##:##:AD

QRT2 10.0.2.68
E4:8D:8C ##-#4:3A

10.0.2.118
E4:8D:8C:####:13 dISCOVGI'y Metal

vlan7 OK | :vlanY/ 'I

’ " vlan7 Metal

NO
discovery

Metal

E4.8D:8C.##.##:13 'l 'l

10.0.2.118

10.0.2.94
E4:8D:8C:##:##:26 ?7?

Nikita Tarikin s
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RouterBoard
RB750UPr2

CPU: 650MHz

RAM: 64MB

PoE-out: 2-5 ports (2A max total)
PoE-in: ether1
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4AC.E5.0C:##:##:A0



Neighboxm-ﬁt;:éE:GC:n.:ﬁBh

Interface: |vlan7

Neighbor List IP Address: |
| IPv6 Address: |

Meighbors

ol

MAC Ping
MAC Address: 4C:SE:0C: ~ :AD vy
| et
Identity: MikroTik e | W \Version  |Board Na...]IF ¥
_{: MAC Telnet 4C:SE:0C: A0

& v|Login: admin
Password: |

4ite

4C.E5:0C:##:##:A0
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y A i._.-_.-_.-..--...- i | teket | -
Interface Identity: |MikroTik m |Version  |Board Na...
4 vlan? p— MAC Telnet | G 6.36.4 (... RB7S50UPI2

[/ e

4 v|# software id = - EZ
#
/interface ethernet

set [ find default-name=ether2 ] master-port=etherl
set [ find default-name=ether3 ] master-port=etherl
set [ find default-name=etherd | master-port=etherl
set [ find default-name=etherd5 ] master-port=etherl [
/ip neighbor discovery [
set etherl discover=no

set ether2 discover=no

set ether3 discover=no

set etherd discover=no

set etherS discover=no

Jinterface vlan

add interface=etherl name=vlan7 vlan-id=7

/systemn routerboard settings

set cpu-frecquency=650MHz protected-routerboot=disabled
[admin@MikroTik] > B

4C.E5.0C:##:##:A0
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MAC Telnet 4C:5E:0C:
[aduin@MikroTik]
[adnin@MikroTik]
[adnin@MikroTik]
[aduin@MikroTik]
[aduin@MikroTik]
[aduin@MikroTik]
[adnin@MikroTik]
[adnin@MikroTik]
[adnin@MikroTik]
[adnin@MikroTik]
[adnin@MikroTik]
[aduin@MikroTik]
[adnin@MikroTik]
[aduin@MikroTik]
[adnin@MikroTik] /ip neighbor print

# INTERFACE ADDRESS MAC-ADDRESS IDENTITY  VERSIOH
0 wlan? E4:8D:8C: — ==:12 MikroTik 6.36.4 ... —
1 wlan? E4:8D:8C: © :AC MikroTik 6.36.4 ...
2 wlan? E4:8D:8C: ¢ :25 MikroTik 6.36.4 ...
3 wlan? E4:8D:8C: :34 MikroTik 6.36.4 ...

[admin@MikroTik] > i

S U=E

VWOV Y VY VY Y Y Y VY VY Y Y Y Y

4C.E5.0C:##:##:A0
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4C.E5.0C:##:##:A0

TIQUI I 1T W I

MAC Telnet 4C:SE:0C:

[aduin@MikroTik] >
[adnin@MikroTik] >
[adnin@MikroTik] >
[adnin@MikroTik] >

[admin@MikroTik] > /file print

pub
MikroTik-2017...
MikroTik-2017...
MikroTik-2017...
MikroTik-2017...
l.rsc
zabbix.rsc
flash/skins

W N s W N

[

TYPE

disk
directory
backup
backup
backup
backup
script
script
directory

dmin@MikroTik] > B

SIZE CREATIOH-TIME

)
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Interface Identity: [MikroTik | —
s MAC Telnet

m

e ik
Platform: [Mtkrole

| MAC Telnet 4C:5E:0CH» AL %]

1 adnin@MikroTik] > e

[adwin@MikroTik] > B

[adnin@MikroTik] > /interface print

Flags: D - dynamic, X - disabled, R - running,

S - slave

| # HAME TYPE i
4| 0 R etherl ether o
4if 1 RS ether2 ether

2 RS ether3 ether —

3 RS etherd ether

4 RS ether5 ether

5 R wlan? vlan

[adwin@MikroTik] > /ip address print

Flags: X - disabled, I - invalid, D - dynamic

#  ADDRESS HETWORK IHTERFACE
[adnin@MikroTik] >

e |

4C.E5:0C:##:##:A0
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4C.E5:0C:##:##:A0

vlan7

: MAC Telnet 4C:5E:0C3 (A0
[adnin@MikroTik]
[adunin@MikroTik]
[aduin@MikroTik]
[aduin@MikroTik]
[adnin@MikroTik]

k|

4itg

I M- 1TnIcy I

Platform: lMikroTik e

VOV W W

[aduin@MikroTik] > /ip dhcp-client print
Flags: X - disabled, I - inwvalid

> /fip dhcp-client add interface=etherl

#  INTERFACE USE ADD-DEFAULT-ROUTE STATUS
u] etherl yes yes bound
[aduin@MikroTik] > ping 8.8.8.8
SEQ HOST SIZE TTL
0 8.58.8.8 56 55
1l 8.8.8.8 56 55
2 8.8.8.8 56 55
3 8.8.8.8 56 55
4 8.8.8.8 56 55
5 8.8.8.8 56 55

disabled=no

ADDRESS

10.0.2.54/24

TIME
23ms
23ns
23ns
23ms
23ns
23ms

STATUS

6.36.4 (... RB7SOUPY2 no

Me

=
.

.|
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/user
add name=zabbix password=4W1WBQS4mJob group=full disabled=no
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| ———

[E4:8D:8C 13

i

w wom oo oo ol

E4:8D:8C:##:##:13



Intertace: |vlan? | | OK | —
IP Address: l I ——

rve @ © @
File Tools
MAC
Connect To: |E4:8D:8C: 13
Login:

Password: I*********** —

i
m

8.8 X | Session  Settings Dashboard
8.8 Session: I <ownz ‘ Safe Mode Session:
8.8 Mote: | W 55 Quickset
i I i Users ‘Groups SSHKeys SSH Private Keys  Active Users
8.8 GVOUD: | Interfaces -
8.8 1 Wireless EE [“:l @ [ et
5 _ ) llowed Add

8.8 | RoMON Agent: I 2 Bridge |'\:t:'n; . de!fiﬁtuﬂser |Allowed Address Last1
8.8 Cels ?admin test
5.8 5 Switch zabbix  Ffull
o Addjset e
8.8 P )
8.8 | . MPLS }
5.8 . Routing I>
8.8 | Managed Neighbors ‘
.9 rg
-
roTi IMAC Address # [IP Address ]Identity Version

6C:36:66: 199 0.0.0.0 MikraTik 6.39.2

E4:8D:8C:##:##:13
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Q RTZ Scanner (Running)

Interface: leanl

wireless
scanner
(Running)

[ ] Background Scan

Close

Connect

l Address

SSID

[ Channel

]Signal... VlNoise... ISigna| To...|Radio Na...]Router... I I

E4:8D:8C:

M

~a_WiFi_Free

2412}20{q

-110

32 E48D3C... 6.36.4

00:0E:8F:

10:FE:ED:

E4:8D:8C:
E4:8D:8C:

E4:8D:8C:

C4:48:1D:
E4:8D:8C:

il
M

~a_WiFi_Free
~a_WiFi_Free

~a_WiFi_Free

~a_WiFi_Free

2412{20/g
2412/20/g
2412/20/gn
2412/20/q
2437/20fan
2422(20fan
2412/20{q

-80

-110
-110
-110
-110
-115
-114
-110

30 E48D3C... 6.36.4
29 E48D3C... 6.36.4
26

22 E48D8C... 6.36.4
24

22

16 E48D8C...

g items
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10.0.2.131
1002131 10.0.2.68
E4:BD:BCHEHEAD  £y.gp:8C ###4:3A
~

10.0.2.118
E4:8D:8C:##:##:13

-94 dBm

|
'H E4:8D:8C:##:##:45

10.0.2.94
E4:8D:8C:##:##:26
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SY 4. 4#4#:08:48: V3

LO
O
C
3
O
ad

Looking for the missing
RouterBoard access point
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10.0.2.131
E4:8D:8C:##:##:AD

QRT2
E4:8D:8C:##:##:45
4km 10.0.2.68
E4:8D:8C:##:##:3A
¢ 100-200 m?
' \]u E4:8D:8C ##:##:E7

10.0.2.118 ‘

E4:8D:8C.##:##:13
10.0.2.94

E4:8D:8C:##:##:26
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Scanner (Running)

Interface: I wianl

Close

Connect

IAddress

|Channe|

7 |Signa| Stren...lNois... ISign... lRadio MName

lRouter. o [

E4:8D:8C:

a_WiFi_Free

2412j20{q

-106

72 E48D8C

“AD

6.36.4

E4:8D:8C:
E4:8D:8C:

E4:8D:8C:
E4:8D:8C:
E4:8D:8C:
E4:8D:8C:
00:0E:8F:
10:FE:ED:

00:D2:4D:
C4:458:1D:

a_WiFi_Free
a_WiFi_Free
a_WiFi_Free
a_WiFi_Free
a_WiFi_Free
a_WiFi_Free

2412j20fq
2412}20fq
2412j20fa
2412j20fq
2412}20a
2412}20q
2412}20{an
2437/20{an
2422}20fan
2422}20fan

-41

-106
-106
-106
-106
-106
-106
-106
-111
-108
-108

65 E48D8C
58 E48D8C
49 E48D8C
42 E48D8C
38 E48D8C
36 E48D8C
22
21
17
16

26
3B
45
31
E7
F4

6.36.4
6.36.4
6.36.4
6.36.4
6.36.4
6.36.4

11 items
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10.0.2.131
E4:8D:8C:##:##:AD

QRT2
4km 10.0.2.68
E4:8D:8C:##:##:3A

10.0.2.118 \

E4:8D:8C:##:##:13
10.0.2.94

E4:8D:8C:##:##:26

E4:8D:8C ##:##:31

E4:8D:8C ##:##:45

100-200 m?

E4:8D:8C:##:##:E7

E4:8D:8C:##:##:F4
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Interface <wlani>

Mode
Band:
Channel Width

Frequency

Radio Name
Scan List
Wireless Protocol
Security Profile:

WPS Mode:

Frequency Mode

Country

WHMM Suppork

Bridge Mode

YLAN Mode

YLAN ID

SSID:

Antenna Gain:

DFS Mode:

Default AP Tx Rate:

Default Client Tx Rate:

Blllstation bridge

General Wireless |Data Rates Advanced HT WDS Nstreme Nv2 TxPower ...

Cancel
! |2GHz-B/G = =
: |20mHz I3
S
) 2412 [#] MHz L&]
] |v Comment
: [E4sDBC 43 | Simple Mode
: ‘default Hsl s Torch
: {anv ”ﬂ WPS Accept
g !default ” ;J Scan...
;i ;push button ” 3'
: | manual-txpower |+ align...
5 Ino_country_set ”3] Sniff...
2 e
fi s
= =
2 Idisabled ”;I
: Ienabled ”;
i Ino tag ”;|
i ll |
l | ¥ bps
[ | ¥ bps

[ Default Authenticate ===

[Vl pefanlt Farward

- TTTITITTT e ey ST AL e et

Mode: |Ee=llsglsgla(s=

Y e T e

Band: |2GHz-B/G

Channel Width: |20MHz

Frequency: 12412

SSID: |

e )

|| Default Authenticate
[Vl nefanilk Farward
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‘Wireless Tables
Interfaces MstremeDual Accesslist Registration |Conneotust| Security Profiles  Channels

(=[] [ooren |

IRadio MName 4 IMRC Address llnterface lUptime IAP l lLast Activi,.. ITx!Rx Signal .
4PE48DEC 45 E4:8D:8C: 45 wlani 00:01:43 yes no 5.010 -52/-43

Station Connect Rule

-5

MAC Address: [E4:BD:8C::- ] |A | Cancel |

vl Connect

SSID: IIVP - .a_\WiFi_Free |A | Disable |

Area Prefix: | | v | Comment |

Signal Strength Range: [-120..120 ]
Wireless Pratocol: |any |# m_l

=]

Security Profile: Idefault

enabled

E4:8D:8C:##:##:45
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10.0.2.131
E4:8D:8C:##:##:AD

: .

QRT2
10.0.2.68
E4:8D:8C:##:##:3A
{I
L =
Ny,
>
10.0.2.118 ‘
E4:8D:8C:##:##:13 "

10.0.2.94
E4:8D:8C:##:##:26

E4:8D:8C:##:##:45

ap-bridge
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|=]/|F| | oo Reset

IRadio Name 1 IMAC Address IInterFace IUptime IAP I lLast
4PE48DEC 45 E4:8D:8Cy « « 45  wlani 00:11:15 ves no
10.0.1.0/24
[zabbix@MikroTik] >
[zabbix@MikroTik] >
[zabbix@MikroTik] >
[zabbix@MikroTik] >
[zabbix@MikroTik] >
[zabbix@MikroTik] >
[zabb?“‘@“?k“’nk] z [2] Gives the list of available commands
[zabbix@MikroTik] > command [?] Gives help on the command and list
[zabbix@MikroTik] > i
[za}?blx@H:ka':ole] > e [Tab] Completes the command/word. Lg#the inpu
RagAnE +2AbDx a second [Tab] giwves possipfe options
litem |Password: & B R
RELg 2 8RB 4 / Move up to base lewve
e O DAC ;"t:',ommand ﬁgzeczingcel ;iVEle base lewvel
[zabbix@MikroTik]
[zabbix@MikroTik] > /ip dress print

Flags: X - disabled, - invalid, D - dynamic

# ADDRESS HETWORK INTERFACE
0D 10.0.1.50/24 10.0.1.0 bridge
[zabbix@MikroTik] > |

E4:8D:8C:##:##:45
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10.0.2.131

Q—RT2 E4:8D:8C:##:##:AD

|
|~

10.0.2.118 10.0.2.0/24

E4:8D:8C:##:##:13

10.0.2.94
E4:8D:8C:##:##:26

10.0.2.68
E4:8D:8C:##:##:3A

1

station-bridge

E4:8D:8C:##:##:30
10.0.1.78

E4:8D:8C:##:##.EC
10.0.1.59

E4:8D:8C:##:##:44
10.0.1.54

.

ap-bridge 10.0.1.0/24

- -

E4:8D:8C:##:##:E6
10.0.1.55
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r 10.0.2.131

QRT2 E4:8D:8C:##:##:AD

I
-/

10.0.2.68
E4:8D:8C:##:##.3A

¥ | *
* tation-bridge
10.0.2.118 \ station-bridg
E4:8D:8C:##:##:13 \
\
.
v vian7
l 10.0.2.0/24 \

10.0.2.94
E4:8D:8C:##:##:26

E4:8D:8C:##:##:30
10.0.1.78

10.0.1.59

: i E4:8D:8C:##:##:E6

E4:8D:8C:##:##:44

)I

10.0.1.0/24

|

00:19:58:0B:17:A1 it
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Nikita
Tarikin

Certified network engineer
MikroTik PRO, Russia mm
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Web:
E-mail:
Facebook:

Instagram:

Telegram:

tarikin.com
nikita@tarikin.com
flb.com/tarikin
@tarikin

t.me/tarikin
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