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Outsourcing MikroTik 
network engineering 

1. Designing enterprise class 
networks

2. Building high-performance, 
reliable, hacker-proof networks

3. Security and performance audit 
of existing networks

4. Monitoring and maintaining 
critical infrastructure

5. Troubleshooting and consulting
6. Remote support 24/7/365
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Contact me
Web: tarikin.com

E-mail: nikita@tarikin.com

Facebook: fb.com/tarikin

Instagram: @tarikin

Telegram: t.me/tarikin
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Introduction

Location: 
Summer vacation. Somewhere very far away 
from civilization. Rented private house 
somewhere on the seaside.

Time:  Summer 2017

Connectivity: 
- Broadband cable not available
- 3G/LTE signal is completely unavailable
- 2G/EDGE signal is available

Issue: SOS! We are offline!
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Mama, we are offline!!!!1
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Mama,
we are F%CKN offline!!!!
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Googling hard ...

A few kilometers from our house 
we found a country club house  
with available Wi-Fi facilities* .

* Wi-Fi availability is mentioned on the 
booking website
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[ Round 1 ]

Explore
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Came with laptop to check email ...

Reserved a private table in 
restaurant:

- Do you have a Wi-Fi here?
- Yes, sure! Would you like to order 

something? The wifi password will 
be at the end of your bill.

- Mineral water please.
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Came to check email Wi-Fi speed �

Speedtest:

Download: 4.46Mbit/sec
Upload: 4.58Mbit/sec
Ping: 12ms
Jitter: 100ms

��
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4.5 Mbit/sec
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Yeaaahooo!
Mama, we are back online!
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4.5 Mbit/sec

4,5 Mbit/sec - already better than 
our 2G, but still.. We need a bit 
more :)

- Lady, why is your Internet 
connectivity so slow?

- Slow? Nobody’s complained 
about it before..
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RouterBoard ?

arp -a
gw: 10.0.2.1
mac: 00:19:5B:0B:17:A2

D-Link.
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[ Round 2 ]

Aiming the target
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Always on WiFi enabled: false
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Always on WiFi enabled: connecting ...

MikroTik SXT Lite2. I always 
keep it in my backpack.



Nikita Tarikin

Always on WiFi enabled: CONNECTED!
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Always on WiFi enabled: CONNECTED!
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Always on WiFi enabled: CONNECTED!

Disable all 
unnecessary wireless 
modulation in this 
case for more stable 
connectivity on long 
distance
#MTCWE
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Always on WiFi enabled: TRUE!

FREE Wi-Fi is better than FREE beer!
Speedtest measured 1 Mbit/sec!
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Always on WiFi enabled: TRUE
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MikroTik Certified
 Wireless Engineer

 86 level
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[ Round 3 ]

Boosting the signal
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Always on WiFi enabled: … but too slow!

VS
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Always on WiFi enabled: … but too slow!

VS

SXT Lite2 QRT 2
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Always on WiFi enabled: … but too slow!

VS
SXT Lite2 QRT 2

Tx-power: 27 dBm (500mW)
Antenna gain: 10 dBi
Beam: 60 degree

Tx-power: 35 dBm  (3200mW)
Antenna gain: 17 dBi
Beam: 22 degree
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Always on WiFi enabled: 2 Mbit/s
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4.5 Mbit/sec

Speedtest:

Download: 4.46Mbit/sec
Upload: 4.58Mbit/sec
Ping: 12ms
Jitter: 100ms

.
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[ Round 4 ]

Audit 
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Let’s see 
what’s under 
the hood ...
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Under the 
hood ...
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Under the 
hood ...
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10.0.2.118
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10.0.2.118

QRT
2

NO 
DISCOVERY
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10.0.2.118

E4:8D:8C:##:##:13

💡 RouterOS MAC PING
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10.0.2.118
E4:8D:8C:##:##:13
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10.0.2.118
E4:8D:8C:##:##:13
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10.0.2.118
E4:8D:8C:##:##:13



Nikita Tarikin

10.0.2.118
E4:8D:8C:##:##:13

User: admin
Password: Admin@123
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10.0.2.118
E4:8D:8C:##:##:13
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10.0.2.118
E4:8D:8C:5F:E9:13
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10.0.2.118
RouterBoard
Metal 2SHPn 

E4:8D:8C:##:##:13
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10.0.2.118

RouterBoard
RBMetal2SHPn

Tx-power: 32 dBm  (3200mW)
Antenna gain: 6 dBi
Beam: omni-directional
Chains: 1

E4:8D:8C:##:##:13
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10.0.2.118
User: admin
Group: test ?? 

E4:8D:8C:##:##:13
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10.0.2.118
User: zabbix
Group: full 

E4:8D:8C:##:##:13
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10.0.2.118
winbox E4:8D:8C:##:##:13
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10.0.2.118 mac-winbox: * all 

E4:8D:8C:##:##:13
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Continue to Winbox
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10.0.2.118
E4:8D:8C:##:##:13
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Always on WiFi enabled: … but too slow!

SAMPLE SCREENSHOT
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Always on WiFi enabled: … but too slow!

WDS: disabled



Nikita Tarikin

10.0.2.118
E4:8D:8C:##:##:13
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10.0.2.118
E4:8D:8C:##:##:13
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10.0.2.118
E4:8D:8C:##:##:13
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RouterBoard
RB750UPr2

CPU: 650MHz
RAM: 64MB
PoE-out: 2-5 ports (2A max total)
PoE-in: ether1
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Trying to hack hug the hEX PoE lite

4C:E5:0C:##:##:A0
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4C:E5:0C:##:##:A0
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4C:E5:0C:##:##:A0



Nikita Tarikin

4C:E5:0C:##:##:A0
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4C:E5:0C:##:##:A0



Nikita Tarikin

4C:E5:0C:##:##:A0
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4C:E5:0C:##:##:A0
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You have new mail...
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E4:8D:8C:##:##:13
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E4:8D:8C:##:##:13
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QRT2 
wireless 
scanner 
(Running)
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-94 dBm
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[ Round 5 ]
Looking for the missing 

RouterBoard access point
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4km

100-200 m?
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4km

100-200 m?
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E4:8D:8C:##:##:45



Nikita Tarikin

E4:8D:8C:##:##:45
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E4:8D:8C:##:##:45

10.0.1.0/24



Nikita Tarikin



Nikita Tarikin



Nikita TarikinNikita Tarikin

Nikita
Tarikin

Certified network engineer 
MikroTik PRO, Russia 



Nikita TarikinNikita Tarikin

Contact me
Web: tarikin.com

E-mail: nikita@tarikin.com

Facebook: fb.com/tarikin

Instagram: @tarikin

Telegram: t.me/tarikin


