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Radius Management Hotspot User With Case Study
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© Quan ly user theo theo chinh sach
© Thong ké so lwvong bang thong st dung

© Monitor traffic trén interface

Quang ba qua tuy bién trang portal

© Phan bo tai nguyén internet theo user, client
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SMART CONNECTIONS

Mo hinh truy nhap

- Hotspot server cho phép thiét |ap
profile, portal page, quan ly user active
trén hé thong. Thiét 1ap theo interface

'\qutlve portal

Uséename:
PBSS%.Z
TN
N~

5 .,
.

Phan nhém
nguoidung, ap
dung chinh sach

9, RanAlus Server quan \Y t\a.| khoan phan Hotspot|Server =
nhom riéng cho nhdm nguoi dung, tao e i

e
y e =" — -

. —

chinh sach riéng cho nhom, két hop QoS el
bang thong trén Router Gateway cho phép i E .
sir dung mang theo khung thoi gian

Radius Server

—~Trang Captive portal trén gateway
cho phép dang nhap tai khoan, tuy bién

thém cac tinh nang dung thi, xac thuc
login qua cac giao thirc
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SMART CONNECTIONS

C6 kha nang phan b, khdng ché bang théng
linh hoat theo tirng nguoi dung, trng nhom.

. -

Nhém ngudi dung 1

.......... Y —————mar
ANN/NN/NN/NNS/NN NN NN NN /NSNS “2‘;‘2@ g l
s — <a
A
Router Gateway Nhém nguoi dung 2

——
——

Nhém ngudi dung 3

Quan ly tai khoan,
Ap chinh sach

Radius
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Xac thuc truy cap

Kich ban xac thuwec:
- Nguoi dung truy cap wifi-hotspot gia nhap
vao hé théng mang

Radius Server I

- Hotspot server diéu hudng két noi tdi

trang dang nhap tai khoan qua cac giao thirc va

trang portal
- Nguoi dung thuc hién dang nhap
account/pass tai trang captive portal da duoc

Captive portal
Username: I—
Password: l—

[Enter

~N N ya . -_
cau hinh t&i server radius "-—-‘

= Co ché AAA sé xac thuec tai khoan clia Hotspot Server

nguoi dung roéi di ra internet theo chinh sach




Cac buédc cau hinh

1.  Cau hinh hotspot server
2.  Thay doi profile hotspot

3. Kho'i tao dich vu trén radius, quy dinh
dich vu theo chinh sach

4.  Add user va phan quyén theo chinh sach
5 Két ndi radius vao NAS
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Servers |Ser1fer Profles Users User Profiles Active Hosts » Creat Hotspot setup, config interface, ip pool & dns name

IE‘ IE' E E . Reset HTI"-"ILl Hotspot Setup /ip hotspot . . .
add address-pool=hs-pool-hotapot disabled=nc interface=bridge-hotspot name=\
A ___ M1 r]__’f"l -

MName R il hotspotl profile=hsprofl
Hotspot Setup =] E3 =

HotSpot Interface: TR EET S ¥ |

2 Hotspot Setup

= W1 Set HotSpot address for interface
Back Mext

Local Address of Metwaork:
3 Masqus

Hotspot Setup
Set pool for HotSpot addresses

Address Pool of Metwaork: | S50 e Lo et

| Back || Nes

4 Hotspot
; Servers |Sa'verPrt:ﬂes Users LUser Profiles  Active Hosts  IP Bindings  Service Ports
b + =] [ Reset HTML || Hotspot Setup |
|Name s |Irrterface |Mdress Pool |Pmﬁ|e |Mdresses
& hotspot 1 bridge-hotspat hs-poolhotspot  hsprof2 2
Hotspot Setup
| — || — | | e | ‘ Setup has completed successfully
6 ;
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Pat tén cho profile, set dns
name dé truy cap qua dudng
dan, chon soure code cla
trang portal External

Servers  Server Profiles |Users User Profiles  Active  Hosts  IP Bindings  Service P

|HTML Directory  |Rate Limit fxtx) |

flash/haotepot

/ |DNS Name

Login RADIUS

Name:

>

Hotspot Address: [172.16.1.1

DNS r?'ne Iwrﬁ ictech.vn IA

HTML Directory: [ash/hotspet ] == o RADIUS b
HTML Directory Oveide: | |- Login By: | |
Rate Limit (oc/tx): | |
HTTP Proxy: | | - MAC Auth. Mode: Hotspat Server Profile <hsprof1

General | Login RADIUS
HTTP Proxy Port: [0 | | mAC Auth. Password: |

Wi [2i35/;

» Creat Hotspot setup, config interface, ip pool & dns name

/ip hotapot profile

set [ find default=yes | html-directory=£flash/hotspot

add dns-name=wifi.ictech.vn hotspot-address=172.16.1.1 html-directory=\
flash/hotspot login-byv=cookie, http-chap, trial name=haprofl use-radius=ves

| CEm

SMTP Server: | |-

HTTP Cookie Lifetime;

Defautt Domain:

Location [D: |

Location Name: |

MAC Fomat: | XX:XK: XK XK KX XX

Reset: | 1d 00:00:00

Accounting

ser Profile: |defa|.||t

Interim Update: |

MAS Port Type: |19{wirele55-&|]2.11)

 A—

Lwa chon login qua cac
phuwong thirc, hotspot sé

Tich chon Radius dé cho
phép user radius server
xac thuc trén hé théng

xac thuc dwa vao

phuwong thirc dang nhap

IKI’QI .
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Hé théng Radius server duoc
% build trén nén tang linux va xay

1 i I dwng tir freeradius, ho tro
L nhiéu thiét bi NAS vdi cac OS

khac nhau

Administration Control Panel

Secure login

Manager name: |E||:|mir1 |

Pamrd: | | -'-- o TRUDMNG TIEL HOC = THCS - THPT . "
: o - HETHONG Q
Language: |EngI|5h vl " NGUYEN SIEU ; :
Login Héthéng MNgwdiding Dichvu MNgwéiquinly NAS AP CMTS DiidiachilP Taichinh HEéthéngthé IAS Baocio Céngcu
Trang chu

Giao dién quan ly trén web GUI
sau khi cai dat OS va build thém
SQL, Apache, phpMyAdmin...
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Kha&i tao cac goi

dich vu theo chinh sach

System Users Service plans s HAS AP CMTS IPpools Financials Card
Home List service plans
1
Scheduled changes New service plan
Service plan history
Basic pi it
* Plan name: § Goi cuoc SME_ (Unlimited) 2
Description: KthE giol han thoi gian trux c2p
Enable:
Awailable in uce: []

Plan type:

Manager: admin | Date: 2018-11-29 | Balan

Limit upload:

Limit total traffic:

Limit expiration:

Limit online time:

Data rate (DL / UL):
Cisco policy map (DL):
Cisco policy map (UL):
Download quota per day:
Upload quota per day:
Total quota per day:
Time quota per day:
Enable burst mode:
Burst limit (DL / UL):
Burst threshold (DL f UL):
Burst time (DL / UL):

Priority:

IKI’QI .
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Limit download:

® Frepaid regular

@] Prepaid card or IAS
O Postpaid

O Email

O RADIUS access list

oogood

3

5120 |/[5120 [kbes (0 - no limit)

| (Cisco only)

| (Cisco only)

l:l MB (0 - no download quots)
l:l MB (0 - no upload quots)
I:| MB (0 - no total quota)

(HH:MM:S5) (00:00:00 - no time quota)
4

f10240 [/]10240 | kbps
[0 [7]o | kbps
|0 |;’|0 |seounds

Creat user, lra chon chinh sach dich vu

System Users Service plans

Managers

S

H List users
ome System Users Serviceplans Managers NAS AP CMTS IPpools Financials Cardsystem IAS Reports Tools
Find users T ——
1 _ * User name or MAC address:fl userl §(4-32 characters) Lang
Enable: [4] 2 User
List user grou
® Regular
O mac
New user grou PRI i Custom RADIUS attri
O mikrotik ACL
) star0s ACL
* Password: 1123456 4-32 characters)
* Confirm password: 123456 4-32 characters) 4] Show password
MAC address CM: ] | Generate password ‘
DOCSIS CM
1P address mode CM: 1P pool
Static IP

Ngoai nhirng thong tin co’
ban vé user, password, ta
con cb thé gi¢i han thiét bj
truy cap, lwa chon chinh sac
dich vu va th&i gian str dung

MACaddress CPE: [ | [ Allow this MAC only

® NAS pool or DHCP

1P address mode CPE: () |p pool DOCSIS CM
O static IP
Simultaneous. H
- \
Last (p€mily) name: ‘ ‘
Company name: | |
Address: | \
City: | | zie: | |
Country: \ v‘
State:
L]
I
: \
|
Default service M | 5
Dowr : o | Bytes
Uloadpi: 0 |Bytes
Towllimio O [sytes
Account expiry: 5] (vyyy-MM-DD)




Managers MS|AP CMTS IPpools Financials

List HAS
System Users Service plans Managers HNAS AP CMTS

1

New NAS

* NAS name:j| Hotspot Server

* IP address:§(172.16.1.1
‘ * Type:}| Mikrotikk -~

* secret:|[123456

2

(Mikrotik, Chiflispot, Cisco)

Copyri * Password: (Star0s only)
® Disabled
i Dynamic data rate: ) Mikrotik API (< MT v6)
t O coa (MT 6+)
ENL API user name: | | (Mikrotik)
API password: | | (Mikrotik)
" None
Cisco bandwidth support:  Rate limit
@) Policy map
Description:I|NAS Hotspot] I
3 * Fields are mandatory!

in | Date: 2018-11-28 | Bal; 0.00 VND | RADIUS server: OK | DHCP server: nfa

K&t ndi Radius server vao router Mikrotik:
—>Trén radius server thiét [ap két ndi toi
server hotspot qua dia chi IP, va m3 secret.
Chiéu nguoc lai trén router Mikrotik khi
add radius server ta cling dién IP m3
secrect cla server radius, lva chon loai
service va port cta dich vu AAA
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SMART CONNECTIONS

Cancel

[ wirel
s Apply
|,, Disable
Re

_SFE

ave

Authentication Port: 1812 -
[
Accourting Port: |1813
Timeout: |3[H] | ms

[] Accounting Backup

| I

| |~

£

Reset Status




Hotspot login

Wi [2i35/;

SMART CONNECTIONS

LRl = Hotspot

6 Username
v E
Password
| Backup || Restare | | Upload... |
|File Name /| Type |size ~__—TCreation Time - .
[ auto-before reset backup backup 382KB__Jan/01/2002 08:26:56] = Sign In
=2l IPvE [5 autosupout f 1if file 12233 KB Aug/27/2018 12:23:34
&7 MPLS [ || Elconfigrsc 11.3 KB  Aug/03/2018 10:54:14
@ Openfi [Dhotspat_default directony Jan/16/2019 14:11:22
Sl [l hotspot_default /alogin html it file 1253 B Jan/16/2015 14:11:22
= Hotspot Management. ..
% Routing I [l hotspot_default/emor htmi html file 8988  Jan 1642019 14:11:22
P [El hotspot_default/emors tt it file 3158 Jan 1642019 14:11:22
%' System [Dhotspet_default/img directony Jan/16/2019 14:11:22
Q CQueues [Zl hotspot_default/imgAogobott... png file 35258 Jan/16/2019 14:11:22
1 [ hotspot_default Aogin html it file 33628 JanA16/201914:11:22
=8 [El hotspot_default Aogout html html file 18138 Jan/16/201914:11:22| |
E] Log [Dhotspot_default v directony Jan/16/2019 14:11:22
B Radus [E/ hotspot_default/Iv/alogin html  html file 13038 Jan/16/2019 14:11:22 H
_ Elhotspot_defaul Av/emorstxt et file 38108 Jan/16/2019 14:11:22 o
S Tools P = hotspot_defaultAvAogin btml bl file 24028 Jan/16/2019 14:11:22 ?
} [El hotspot_defaultAvAogout html  html file 18438  Jan/16/201914:11:22
New Ti I =
=i femina [E hotspot_default v radvert html html file 14758 Jan/16/2019 14:11:22
TROES [El hotspot_defautt/v/status html  html file 27608 Jan/16/2019 14:11:22
otspot_default/md5js s file | lan 11
|§|LCD Eh default/md5. fil TOKBE Jan/16/201914:11:22
@ - [l hotspot_default /radvert html html file 14818 Jan/16/2019 14:11:22 o
Cude YRR Y S 'O AR I N | Lad £1 LET N1 1 4r A 4 4490
02 potii 37 items 51.5 MiB of 128.0 MiE used BY% free
Faw Cartimon
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: QUYEN TRINH

- Khach hang: I . * BAI !

Trwdng Hoc Nguyén Siéu

- Hang muc:

Nang cap hé théng mang Lan-Wlan

quy mo6 2000 két néi dong thoi

- Yéu Cau:

Phu song wifi cho toan bd 1&p hoc va .
khéi van phong, quan ly ngudi dung

theo account, chinh sach truy cap theo °
bang thong, thoi gian... S

- Thiét bi: .
=  Mikrotik CCR1036-8G-2S+EM e
= Free Radius °

= Wifi: AP Wave2

= Controller: Centralized & Cloud °

" etc..

- Trién khai . TRUCNG NGUYEN SIEU

Cai d&t va trién khai thang 08/2018

NA'O41LDOHVOH
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SMART CONNECTIONS

Case Study

Phan nhom
ngudi dung, ap
dung chinh sach

Yéu cau:

Server Radius

QoS, chan theo
khung gio

/

ba P n g | R

Route GIXN a / a
(((.,:‘)) Agcs&dung

Access Point Nhém bi chin

] & J— Py
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Case Study

Phan nhém
nguoi dung, ap
dung chinh sach

INTERNET
Quéc té

Server QLTK

I

Pap ng

Bing thong cao Router GW
hon, mirc vu tién

SMART CONNECTIONS

QoS va dinh
tuyén nhdm

cao hon
Nhém khbng
Nhom wu tién wu tién

quéc té




Topology rfxcin

=
'\\.'--E'——'
ROUTER GATEWAY 1

Stacking
RADIUS Server

1
1
1
1
1
1
1
1
1
| 10GE
1
1
1
1
1
1
1
1
1

ACCESS !
POE SWITCH :

______________________________________________________________________________________________

i ? ? ACCESS POINT :

\ I\\\KLQL‘_




Configuration

SMART CONNECTIONS

OSPF
Area0
Rl_NSS Bondirg
Bonding
1G
106Gt
LACPE)GE 10GE
1GELACP
\\
RS_NSS
1GE LACP SW NSS
» Config Bonding-LACP cho cac interface két ndi dw phong » Cau hinh OSPF link 2 router
Yinterface bonding frouting cspf instance
add comment="Rl to SW-CORE" mode=802.3ad name=bondingl slawves=h set [ find default=yes | distribute-default=always-as-type-2 \
afp-afpplusl, sfp-3£fpplusl transmit-hash-policy=layer-2-and-3 redistribute-connected=as-type-1 redistribute-static=as-type-1 router-id=\
gdd comment="Rl to R2" mode=802.3ad name=bonding2 slaves=etherf,ether7 \ 100.0.0.1
transmit-hash-policy=layer—2-and-3 Jrouting ocapf network
add area=backbone disabled=ves network=10.10.0.0/1%
add area=backbone network=10.1.1.0/30

1 & J—— N
MisroTik



Configuration (VRRP)

SMART CONNECTIONS

WAN1
Priority

Cau hinh bo sung giao thirc VRRP dy
phong gateway cho hé thong, két hgp voi
load balancing cho nhiéu Wan

> R1 L —e— L T

* VRRP Active/ ~'—._ . _ g
[finterface vrrp coandh / — -Standby
gdd interface=bridge-5VIS name=vrrpd pricrity=110 vrid=35 andby

pdd interface=bridge-SVI1l0 name=vrrpl0 pricrity=110 wrid=10
pdd interface=bridge-5VI1ll name=vrrpll pricrity=110 wrid=11

2dd interface-bridge-SVI20 name—vrrp20 priority=110 vrid=20 LoadBalancing 4 WAN

kdd interface=bridge-5VI30 name=vrrp30 pricrity=110 wvrid=30 \.
pdd interface=bridge-SVI100 name=vrrpl00 priority=110 wrid=100 \,
pdd interface=bridge-SVI2Z00 name=vrrp200 priority=110 wrid=200 \.
edd interface=bridge-5SVIg9%% name=vrrpi99% pricrity=110 wvrid=9% \.
\
> R2 N Hotspot/ LAN user
. Uu tién cao nhat N
finterface vrrp . X A i N
add interface=bridge-SVIS name=vrrp5S pricrity=90 vrid=5 Cung luc chichay 1 hudng :
add interface=bridge-SVIl0 name=vrrplQ vrid=L10 khong loadbalancing :
add interface=bridge-5VI1l name=vrrpll wrid=11 U'u tién WAN thir ty 1,2,3,4 E
add interface=bridge-5VI20 name=vrrp20 wvrid=20

add interface=bridge-5VI30 name=vrrp30 vrid=30
add interface=bridge-5VI100 nams=vrerpl00 vrid=100 Video Conference
add interface=bridge-SVI2Z00 name=vrrp200 priority=120 vrid=200
add interface=bridge-SVIS4Ss na.uxﬁ:vrrpgﬂ 9 wvrid=9%

1 & J— P
Misrotik =




Configuration (Hotspot)

> Cau hinh hotsopt server véi interface twong irng

fip hotspot
add disabled=no interface=vrrpl0 name=hs-wifi profile=hsprof-wifi
add disabled=no interface=vrrp20 name=hs-cafe profile=hasprof-cafe

» Thiét lap profile hotspot

/ip hotapot profile

add dns-name=wifi.nguyensieu.edu.vn hotspot-address=10.10.10.9 html-directory=\
hotspot-N535-20181005 login-by=http-chap, trial, mac-cookie name=hsprof-wifi %
radins-interim—update=3m trial-user-profile=wifi-defanlt use-radius=yes

add dns-name=cafe.nguyensieu.edu.vn hotspot-address=10.20.20.9 html-directory=\
hotspot-N35-20181005 login-by=http-chap, trial, mac-cookie name=hsprof-cafe %
radiuns-interim-update=1lm trial-user-profile=cafe-defanlt use-radius=yes

» Add user profile

E— Q: J— s
MikroTik

fip
s=t

add
add
add

add

hotspot user profile

[ £ind default=yes | insert-gqueus-befcrs=gueue_non sharsd-users=10 \
transparent-proxy=yes

insert-queus-before=queus_non name=wifi-expired shared-users=2 \
transparent-proxXy=vyes

address-pool=pool-wifi-disabled insert-gqueus-before=queus_non names=Y
wifi-disabled shared-users=2 transparent-proxy=ves
address-pool=pool-vlanlll-default inssrt-gueuse-before=queue non name=\
wifi-default rate-limit=1M/3M shared-users=2 transparent-proXy=yes
addreas-pool=pool-vlanl20 inssrt-gqueus-before=gqueus_non name=cafe-default \
shared-users=2 transparent-proxy=yes

Walled garden

Jip
add
add

hotspot walled-garden
dst-host=www.nguyensieu.edu.vn dst-port=_80
dst-host=wucp.nguyensieu.edu.vn




® wifi.nguyensieu.edu.vn M

TRUONG TIEU HOC - THCS - THPT

NGUYEN SIEU

~

Welcame to'Nguyen
SleUWik

Login
Proceed to Login

MORE INFORMATION

Please enter your username and

pauz;word tologin

Username and password can be obtained by

contacting Administrator

Clear Form

Wi [2i35/;

IE‘ | Backup H Restore | | Upload... |

IKI’QI ik
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|F|Ie Name £ |Type |Size |Creatior1 Time
[£13.10.18_mik 1036 backup backup 5859 KB  Oct/03-2018 14:18:55
[EICORE#1_N55-20181003-1347 bac... backup 5849 KB  Oct/03/2018 13:47-06
[EICORE#1_NS5-20181122-0933 bac... backup 965.3 KB Nov/22/2018 09:33:39
[E NS5#1_corfig_20181122 rsc script 80.0 KB MNov/22/2018 09:32:14
[E autosupout old.if 1if file 13893 KB Oct/07/2018 13:17:55
[E corfig_2018-10-03 rsc script SMEKBE  Oct/03/2018 13:47:25
=) config_04082018 rsc script 141 KB Aug/04/2018 11:40:02
\El config. 21092018 rsc script 464 KB  Sep/21/2018 08:42:30
Ihetspet-N55 20181004 directony Oct/D4/2018 00:21:11
=1 hotspot-N55-20181004/alogin h... htm file 12938 Oct/04/2018 00:21:02
| hotspot-NSS-20181004/css directory Oct /04,2018 00:21:05
|51 hotspat-NSS-20181004/c8s/ .. css file 1475 KB Oct/04/2018 00:21:02
1= hotspot-MS5-20181004/cas/ ... cas file 4156 B Od~04/2018 00-21:02
[El hotepot-NSS-20181004/css/ .. css file 99.2KB O 42018 00:21:02
[l hotspat-NSS-20181004/c8s/ .. js file 6654 KB Oct/04,2018 00:21:03
[Dhotspot-NS5S5-20181004/css/ . directory Oct /04,2018 00:21:04
[El hotspat-NS5-20181004/c... off file 615 KB  Oct 042018 00:21:04
Bl hotspat-NS5-20181004/c... ot file 373KB  Oct/04/2018 00:21:03
[El hotspat-NS5-20181004/c... svg file 1577 KB  Oct/04/2018 00:21:03
[El hotspat-NS5-20181004/c... tf file 789 KB  Oct/04/2018 00:21:03
[ hotspot-NS5-20181004/c... woff file 434 KB  Oct/04/2018 00:21:04




Wi [2i35/;

ONG TIEUHOC - THCS - THPT
UYEN SIEU ABOUTUS ~ WIFISUPPORT ~ CONTACT US ~ ™ TIENG VIET

Status

User Control Panel

Guideline

FAQ.

-
[}

\/Ve\come user!

Ifyo ff; clie

Hudng dan s dung, thdng tin ngudi
dung, thay déi password

IPaddress:  10.10.20.42

bytes up/down:753.7 KiB / 3.6 MiB ABOUTUS -~ WIFISUPPORT ~ CONTACTUS ~ 5 TIENG VIET

connected: 22s

status refresh: m - GUIDELINES FOR USERS -

I. LOGIN WIFI - BASIC
o Wifi login and internet access
o Checking WiFi login status — basic

o Logoff Wifi

Il. USER CONTROL PANEL - ADVANCED
o How to sign into Wifi User Control Panel - Advanced:
o Internet traffic report:

o Wifi password change

/K/’Q' Tik

AVAN\\ T4 ¢
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TRUONG TIEU HOC - THCS - THPT

NGUYEN SIEU

D3 hét thdi gian cho phép truy cdp mang. Vui Iong quay lai sau!

Your account has been out of expiration time. Please come back later!

/K/’Q' Tik
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Kiém tra két ndi (Hotspot Server)

Servers | Server Profles | Users | User Proles | Active. Hosts | IP Bindings | Service Ports | Waled Garden | Walked Gard

User sau khi dang nhap vao
hé thdng c6 thé check theo
name, ip, mac, dong theoi

MAC Address + | Address

1=

@04

FER PR RERERRERRERERRRRERERRRRRRIRRRDRRR

E— \ . —
MikroTik =
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[To Address |Server [idie Time [Rx Rate [TxRate |
:27:15:4B:C8:16 10.10.31.237 10.10.17.185 hs-wifi 00:
@00:61:71.CF:34:86  10.10.28.76 10.10.17.35 hs-wifi Obps
@00:83:62:23:85E7 10.10.3060 10.10.15.245 hs-wifi 00:00:04 0bps Obps
@ 00:B3:62:50:7A:54  10.10.30.242 10.10.19.748 hs-wifi 00:03:43 Obps Obps
@00:83:62:62:34:30 101029214 10.10.12.51 hs-wifi 00:00:02 10.2kb... 165.6k...
@ 00:83:62:02:37EF 10.109.16 10.10.16.34 hs-wifi 00:00:08 Obps ~ Obps
& 00:83:62F0:31:20  10.10.31224 10.10.17.203 hs-wifi 00:00:00 506 bps 948 bps
@ 00:08:70:B0:03:... 10.10.28.242 10.10.25.151 hs-wifi 00:00:01 2.1kbps 4.4 kbps
@ 00:EB:2D:73:72:AB 10.10.3162 1010175 hs-wifi 00:01:45 Obps Obps
& 04:4B:ED:67:89:0F 10.10.31.30 10.10.15.48 hs-wifi 00:00:04 Obps  Obp:
:F8:4C:0C:2C 10.10.23.83 10101537 hs-wifi 00:03:16 Obps ps
@ 04:01:34.09:88:... 10.10.29.250 10.10.17.128 hs-wifi 5 Obps
& 04:06:AA:20:E5:93 10.10.30.126 10.10.15.123 hs-wifi 3.9kbps
& 04:0B:56:27-CC:96 10.10.28 61 10101241 hs-wifi 342 bps
@ 04:F7-E4D1:3F60 10.10.29.145 10.10.12.12 hs-wifi 00:00:00 375bps 684 bps
@ 08:C5:E1:A2:DE:B1 10.10.30.208 101015212 hs-wifi 00:00:15 Obps Obps
@03.C5E1BFT73.76 10.10.28.221 10.10.1553 hs-wifi 00:00:03 Obps Obps
@ 0C:3E:9F:8F:EF:E0 10.10.28.203 10.10.19.74 hs-wifi 00:22:26 Obps Obps
@ 0C:51:01:78:DF4C 10.10.28.243 10.10.15.241 hs-wifi 00:00:04 Obps ~_ Obps
@ 0C:EE:ERBEAE:... 101031212 10.10.12.1% hs-wifi 00:00:01 120 bph 852 bps
&10:41:7F:59:BB:71 10.10.2952 10.10.19.70 hs-wifi 00:00:26 Obps 0bps
& 10:3E:E0:B8:80:A8 10.10.2853 10.10.15.204 hs-wifi 00:00:44 Obps ~ Obps
& 14:20:5E:66:47.DC 10.10.29.44 10.10.15.30 hs-wifi 00:15:13 Obps Obps
& 13:A6:F7:1C:24:02 10.10.29.239 10.10.15.74 hs-wifi 00:00:01 12.0kb... 437.8k...
@ 18:F6:43:A9:9C:23  10.10.31.150 10107178 hs-wifi 00:03:08 Obps Obps
@ 13:F6:43.DFF375 10.10.31.149 10.10.17.98 hs-wifi 00:15:02 Obps ~ Obps
& 1C:4B:D6:AD:6A:1E 10.10.30177 10.10.15.240 hs-wifi 00:00:00 22kbps  2.0kbps
& 1C:91:43:DC:A4:BE 10.10.30.203 10.10.12.15 hs-wifi 00:00:57 Dbps Obps
& 1C:9E:46:57-94:92 10102832 10.10.15.231 hs-wifi 00:02:21 Obps ~ Obps
@ 1C.DD:EAESBA:... 10.10.29.161 10.10.25.161 hs-wifi 00:00:34 Obps Obps
& 1C:E6:2B:4E:A5:76 10.10.31125 10.10.17.200 hs-wifi 00:09:12 Obps ~ Obps
& 1C:E6:2B:57:6D:28 10.10.29.47 10.10.29.47 hs-wifi 00:02:33 Obps Obps
& 20:20:071D:64:86 10.10.30.24 10.10.14.30 hs-wifi 00:00:41 Obps ~ Obps
@ 20:3C:AE4D:CF-B8 10.10.31.190 10.10.17.135 hs-wifi 00:04:05 Obps ~ Obps
& 20:47-DA:0A:D3:55 10.10.31.124 10.10.18.66 hs-wifi 00:00:34 Obos ~ Obos

monitor duwoc data rate

Wi [243%;

SMART CONNECTIONS

Throughput user
dang st dung

Server + | User [Dom... [Address [Uptime [Idle Time |Session ... |Rx Rate [T« Rate |
R @hsifi 011402861 1010180 074757 0 Obps__Obps
R @ hswif nhannguyen.81@nguyen... 10.10.121 00:24:53 Obps bps
R @hswifi 011242052 10.10.18.1 081717 Obps  Obps
R @ hswif linhkieu@nguyensieu.ed... 10.10.12.2 02:03:38 Obps Obps
R @ hswifi linhkieu@nguyensieu.ed... 10.10.12.3 00:20:33 Obps Obps
R @hswif 011401752 10.10.18.3 03:09:18 97kbps 44.5kb...
R @hswif 011402524 10.10.19.3 03:01:30 Obps  Obps
R @hswif 011402499 10.10.18.4 03:14:31 Obps  Obps
R @hswifi hoadinh@nguyensieu.ed... 10.10.12.5 01:14:53 1530bps 1170 bps
R @hswif 012813508 10.10.17.5 03:36:41 Obps  Obps

hs-wifi 011402683 10.10.18.5 08:45:15 Obps Obps
R i 011402538 10.10.19.5 04:01:28 Obps Obps
R @ hswifi nguyen.09@&nguyensi... 10.10.12.7 01:56:51 Obps Obps
R @ hswifi .73@nguyen 10.10.12.5 00:00:01 Obps Obps
R @hsaif 012813361 1010199 0359:46 Obps  Obps
R @hswifi 012674582 10.10.19.11 02:08:19 Obps  Obps
R @ hswif thanghoang @nguyensie... 10.10.12.12 00:29:12 Obps Obps
R @hswifi 011345832 10.10.17.12 09:00:32 Obps  Obps
R @ hswifi lytran @nguyensieu edu.vn 10.10.12.13 01:45:16 Obps Obps
R @hswif 011345824 10.10.18.14 08:39:36 Obps  Obps
R @hswif 013224001 10.10.19.14 02:53:54 Obps  Obps
R @hswifi duongdo @nguyensieue... 10.10.12.15 01:00:12 Obps Obps
R @hswif 011035567 10.10.19.15 03:21:32 Obps  Obps
R @hswifi tungtran84@nguyensieu.... 10.10.12.16 01:46:05 -00: Obps Obps
R @hswifi thaonguyen. 73@nguyen... 10.10.12.17 01:45:37 :00: 12.2kb... 103.6k...
R @hswifi 013224041 10.10.18.17 08:06:25 :02: Obps O bps
R @ hswifi WuKimThoa 10.10.12.18 01:22:37 :00: Obps Obps
R @ hswifi 011402657 10.10.19.18 03:40:32 :05: Obps 0bps
R @ hswifi hatran@nguyensieu edu 10.10.12.1% 01:43:04 :00: 38kbps 41kbps
R @ hswifi binhnguyen @nguyensieu... 10.10.12.20 01:12:04 00:00:24 * *
R @hswii 011345716 10.10.17.20 000227 00:00:01
R @hswifi 011401716 10.10.18.20 05:09:42 -00: BRE oma D
R @hswifi 011402710 10.10.19.20 03:40:18 T Obps  Obps
R @ hswifi hienbui@nguyensieu.edu... 10.10.12.41 Lt 00:07-08 Obps Obps
R @hswif 013703714 10.10.1 00:00:01 1217 bps 1005 bps
SR TS BL1402469 00:03:06 Obos O bos
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JMAE ONNECTIONS

Kiém tra két ndi (Radius Server)

Online users nas:[ o] ae:[ o] Group:

1. [ dangdinhlen 2018-12-02 16:46:37 TE.SI :01 617.2MB 22.4 MB 10.10.12,182 3C:DC:BC:53:56:10 nfa Nguyen Sieu MNhén vién £&ng Binh Lén
2. [ huongbac@nguyensieu.edu.vn 2018-11-28 14:54:47 4d 07:42:25 18.6 MB 3.9 MB 10.10.13.135 B8:E7:C2:E3:66:95 nfa Mguyen Sieu Nhan vién Bac Thi Hugng
3. [ luuvanmey 2018-12-02 18:30:12 04:08:58 750.4 MB 18.9 MB 10.10.12.196 BC:E6:3F:07:D5:E8 n/a Nguyen Sieu Default group Luu Van WV
System Users Service plans Managers HNAS AP CMTS |IPpools Fi ial! Card sy IAS Reporis L\?Tlmls
4 D nguyenduchy 2018-12-02 14:15:17 08:23:59 1.1 GBE 31.4 MB 10.10.14.181
Traffic report
5 D nguyenwvanphu 2018-12-02 19:15:23 03:23:58 220.0 MB 159.3 MB 10.10.12.197
6. O phamkhaminh 2018-12:0217:20:20  05:17:58  61.iMB 3.9 MB 10.10.12.91 [ Datel I [ Gsermaml o e Doanioad [ ad 1|
Action: *Free traffic / time included *Disabled Zlii=lisi Nguyenvanphu ey ¢LEAE L IR
2018-11-02 Nguyenvanphu 22:06:53 762.5 MB 45.0 MB
2018-11-04 Nguyenvanphu 12:36:12 226.3 MB 13.8 MB
2018-11-05 Nguyenvanphu 04:43:02 212.1 MB 8.5 MB
2018-11-06 Nguyenvanphu 2d 08:08:55 676.2 MB 60.1 MB
2018-11-08 Nguyenvanphu 04:28:18 734.6 MB 130.2 MB
N . 7
Tre nra d IUS server co re po rt tran g 2018-11-09 Nguyenvanphu 06:59:22 435.3 MB 16.6 MB
7. N\ . . N\ . . A . - 2018-11-10 Nguyenvanphu 1d 14:35:38 1.2 GB 174.6 MB
thal’ thdl glan thdl dle I I Onllne’ 2018-11-11 Nguyenvanphu 09:24:32 338.4 MB 9.2 MB

2018-11-12 Nguyenvanphu 1d 07:50:47 1.3 GB 89.7 MB

tong lwu lwong... cha user theo ST I
kh oan g t h b:l gi an 2018-11-14 Nguyenvanphu 1d 12:29:48 1.3GB 47.3 MB

2018-11-15 Nguyenvanphu 02:43:39 46.8 MB 2.8 MB
2018-11-16 Nguyenvanphu 1d 03:00:39 1.3 GB 152.2 MB
2018-11-18 Nguyenvanphu 23:11:02 465.83 MB 13.9 MB
2018-11-19 Nguyenvanphu 15:56:54 449 .4 MB 174.6 MB
2018-11-20 Nguyenvanphu 05:16:46 157.8 MB 4.3 MB
2018-11-21 Nguyenvanphu 1d 03:54:03 790.5 MB 24.5 MB
2018-11-22 Nguyenvanphu 1d 01:50:09 1.7 GB 60.1 MB
2018-11-23 Nguyenvanphu 20:24:00 2.2 GB 58.2 MB
2018-11-26 Nguyenvanphu 3d 12:44:20 2.2 GB 338.5 MB
2018-11-27 Nguyenvanphu 01:31:37 821.8 MB 16.9 MB
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Kiém tra két ndi (VRRP)

Trang thai Active/Standby
duwoc thé hién qua ip gateway,
khi gateway chinh chét,
gateway du phong sé duoc
day [én lam gateway chinh

> R1

Wi [2i35/;

SMART CONNECTIONS

[adminBCORE41 NSS] > interface wrrp print detail

Flags: X - disabled, I - invalid, R - running, M - mt@ter, B - backup

0 BM name="vrrpll"™ mtu=1500 mac-address=00:00:5E:00:01:0h arp=enabled
arp-timecut=auto interface=bridge-5VI10 vrid=10 priority=110 interval=ls
preemption-mode=yes authenticaticn=none password="" on-backup=""
on-master="" wversion=3 v3i-protococl=ipvd

1l BM name="vrrpl00"™ mtu=1500 mac-address=00:00:5E:00:01:64 arp=enabled
arp-timecut=auto interface=bridge-5VI100 vrid=100 pricrity=110
interval=13 preemption-mode=yes authentication=none password=""
on-backap="" on-master="" wversion=3 v3i-protococl=ipwvd

2 B name="vrrp200" mtu=1500 mac-address=00:00:5E:00:01:C% arp=enabled
arp-timecut=auto interface=bridge-5SVIZ00 vrid=200 pricritvy=110
interval=1s3 preemption-mode=yes authentication=none password=""
cn-backup="" ocn-master="" wversion=3 v3-protoccocl=ipwvd

3 BM name="vrrp9%99" mtu=1500 mac-address=00:00:5E:00:01:63 arp=enabled
arp-timecut=auto interface=bridge-5VI99% vrid=9% priority=110
interval=ls preempticn-mode=yes authentication=none password=""
on-backup="" on-master="" version=3 v3-protocol=ipvd

| Address + | Network [Inteface [
21 NouyenSieu WiFi

7 10.10.10.1430 10.10.10.0 bridge-5VI10
i1 NguyenSieu WiFi - ACTIVE/STANDBY

7 10.10.10.919 10.10.0.0 vp 10
s Quanly

o 192.168.99.1/24 192.168.99.0 bridge-5V1959
v Quanly - ACTIVE/STANDBY

o 192.168.99.9 192.168.99.9 vrp 999
;i LAN

= 152.162.100.1/30 152.168.100.0  bridge-SVI100
oo LAN - ACTIVE/STANDBY

152.168.100.59/23 152.168.100.0  vmp100

=0 Conference

o 192, oo 208-1/24 192.168.200.0  bridge-5VI1200
.1 Video Corference - ACTIVE/STANDBY
o 192.168.2009 192.168.2009 w200

> R2

[adminBCORE42_NS5] » interface wrrp print detail

Flags: X - disabkled, I - invalid, R - running, M - master, B - backup

u] B name="vrrpll”™ mtu=1500 mac-address=00:00:5E:00:01:08 arp=enabled
arp-timecut=autce interface=bridge-5VI10 vrid=10 pricrity=100 interval=ls
preemption-mode=yes authentication=none password="" on-backup=""
on-master="" wversion=3 v3-protoccol=ipvd

1 B name="wrrpl00" mtu=1300 mac-address=00:00:3E:00:01:684 arp=enabled
arp-timecut=auto interface=bridge-5VI100 vrid=100 priority=100
interval=1s preemption-mode=yes authentication=none password=""
cn-backup="" on-master="" wersiocn=3 v3i-protoccol=ipva

2 BM name="wrrp200™ mtu=1500 mac-address=00:00:5E:00:01:C8 arp=enabled
arp-timecut=autce interface=bridge-5SVI2Z00 wrid=200 pricrity=120
interval=1ls preempticn-mode=yes authentication=none passaword=""
on-backup="" on-master="" wersion=3 v3-protocol=ipvd

3 B name="wrrp899" mtu=1500 mac-address=00:00:5E:00:01:63 arp=enabled
arp-timecut=auto interface=bridge-5VI99% vrid=9% priority=100
interval=1s preemption-mode=yes authentication=none password=""

ocn-backup="" on-master="" wersion=3 v3i-protocol=ipwv4d
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Wi [2i35/;

= Load Balancing multi-Wan = s
= VRRP

=  Routing Dynamic (OSPF)
m Bonding-LACP

m CapsMan
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