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About MikroTik SA

. Independent Network Specialist company
. Not owned by / affiliated to MikroTik Latvia
. Official training and support partner for MikroTik

. Specialist in all forms of wireless and wired
networking technologies

. Offers high speed PTP links, carrier independent
backbone services, high availability SLA's,
Network Management and Configuration services




About the Presenter

David Savage
— Is a MikroTik Certified Trainer and consultant

— Installs and manages and wireless networks
- Has over 25 years experience in the IT field

— Teaches general networking and MikroTik

RouterOS




In this Presentation

. MikroTik RouterOS is under constant
development

. Difficult to keep up to date with new features
and improvements to current features

. | hope to change that and bring you up to date
with just some of the new features




System Backup and Restore

. PROBLEM: RouterOS backup was vulnerable to
cracking with a possibility to reveal users and
passwords

. SOLUTION: Since RouterOS v6.13 it is possible to
encrypt the backup files with RC4

. Encryption - the backup file is encrypted by default, if
the current RouterOS user has a password
configured, or if the "password" parameter is used

— If your RouterOS user doesn't have a password set then the backup
file is not encrypted

— To enable encryption in this case, use the "password" parameter. 5




Backup Parameters

. Encryption - the backup file is encrypted by default, if
the current RouterOS user has a password
configured, or if the "password" parameter is used

— If your RouterOS user doesn't have a password set then
the backup file is not encrypted

- To enable encryption in this case, use the "password"
parameter.

Name: |~ | Backup
Password: |A Very Strong Password s Cancel
| Dant Encrypt




Web Administration

. PROBLEM: You want to provide access to the router, but with
limited menu options

. SOLUTION: Use Webfig with a custom designed skin to limit
access to certain menus and options




Configuring Skins

1. Login to web interface with admin account
2. Select the Webfig” option (top right)

avic] — O >
[ 254_Trsining Router - In
= C | @ 10.2.34.253/webfig/#Quick_Set w3 O
| 4
Router0S v6.405 (stable) | quickset | webrig || vemina || @ || B |
 §
| WISP AP v | Quick Set
active
Wireless Configuration
Wireless Protocol B0Z.11 nstreme ® nv2 Mode Router ® Bridge
Metwork Name |E|;:|_thEI Internet
Freguency !522‘3 Y [MHz MAC Address |f]ﬁ{!'_':i-_42-§.ﬁx_25-5‘1
Band  [SGHzAN 7|

Bridge




Configuring Skins

1. Choose “Design Skin” and select / deselect / rename
options as required

& CAPSMAN — -
T Router0S v6.40.5 (stable) | v [Quick Set | [ webFig | v [Terminal | | « | « |
¥ Wireless B
¥ : Skin: | default v ] i
¥ Interfaces | |—|' Mame: idefal.lfl || Save || Revert | | Reset |
« ppp [ . > ? - :
e | ¥ Interface || ¥ Interface List “ +! Ethemnet || ~| EolP Tunnel || v IP Tunnel | Interface List
v Bridge - e
! Switch | ' GRE Tunnel || ¥ VLAN
¥ Mesh ¥ VRRP || ¥ Bonding || ¥ LTE |
#Ip >
¥ MPLS > | | Add New 1|
¥ Routing >
¥ System s 13 items
¥ Queues
i 4 Name Type Actual MTU L2 MTU Tx Rx Tx Packet (pfs) Rx Packet (p/fs) FP Tx FP Rx
¥ Log
+ Radius =lz] R 4 6tod-tunnell | 6tod Tunnel 1430 65535 16.3 kbps 6.2 kbps 14 11 0 bps 0 bps
v Tools =] R 4+t bridgel Bridge 1500 65535 0 bps 0 bps ] 0 0 bps 0 bps
' IPvE o] RS 1 etherl Ethernst 1500 1526 221.6 kbps 15.9 kbps 28 13 0 bps 0 bps
~ Files o] 4% ether2 Ethernet 1500 0 bps 0 bps 0 0 0 bps 0 bps
«! MetaROUTER o] R 41 ether3 Ethernst 1500 33.9 kbps 167.6 kbps 30 a9 0 bps 0 bps
' Partition ~lB] R 4t etherd Bridge 1500 0 bps 0 bps 0 0 0 bps 0 bps
+ Make Supout.r -|lB] R 4t ethers Bridge 1500 0 bps 0 bps 0 0 0 bps 0 bps
o Undo =g R +t ethers Bridge 1500 0 bps 0 bps 0 0 0 bps 0 bps
¥ Redo =Bl R 4t ether? Bridge 1500 0 bps 0 bps ] 0 0 bps 0 bps
= =Bl |rR £+ etherbridge | Bridge 1500 221.2 kbhps 13.9 kbps 27 18 0 bps 0 bps
¥ Hide Password
e ;Iél 4 o &l & b hp
= 9 = = Ji = & ipir bo 0 bps 0
|4 Design Skin | B
e ~lEl X 0o o
- =Bl R 48 |12tp-outl L2TP Client 1450 10.0 kbps 7.9 kbps 14 11 0 bps
¥ Graph
* oIapns BB |r £4 loopback Bridge 1500 65535 | 0 bps 0 bps 0 0 0 bps
~ End-U Li ;
T ENE_ BT e ol R 4 wlan Wireless (Atheros ARS 1500 1600  88.9 kbps 22.4 kbps 26 25 22.4 ki




2. Choose “Design Skin” and select / deselect / rename
options as required

» CAPSMAN

& [ s [ ] o [« T«
:?ln_l'er_gljgag_r =K !Efmill Mame: |Limited-web| U Save |_| Revert |_| Reset |
_.l o Interface | _iinterface tist | v Ethernet | _ eotezunnel | PTumnet | Interface List
_ Seteh | ieRETunnel [
_ Mesh Ivane | | Bonding | 2o |
~1p - =
_HPES > Add Mew ¥ |
_ | Regting »
' System ' 18 items
s i FP Tx Pq
e 4 Name Type Actual MTU L2 MTU Tx Rx Tx Packet (p/s) Rx Packet (p/s) FP Tx FP Rx tof=)
| Radis — |z 4 6tod-tunnell | Gtod Tunnel 1430 65535 0 bps 0 bps 0 ] 0 bps O bps ]
~ Tools Jﬂ 4t bndgel EBridge 1500 65535 0 bps 0 bps 0 0 0 bps 0 bps 0
| IPE B RS 4l etherl Ethernet 1500 1526 106.5 kbps 7.1 kbps 15 7 0 bps 0 bps )
_Files o 4l ether2 Ethernet 1500 1522 0 bps 0 bps 0 0 0 bps 0 bps 0
| MetaRoUTFER o] R 41 ether3 Ethernet 1500 1522 2.8 kbps 89.1 kbps 5 117 0 bps 0 bps 0
| Parktien Jﬂ R t1 etherd Bridge 1500 f5535 0 bps 0 bps 0 o 0 bps 0 bps o
| Make Supeuts el |R 4+ ethers Bridge 1500 65535 0 bps 0 bps ] ] 0 bps O bps 0
s e 4+ ethers Eridge 1500 65535 0O bps 0 bps 0 o 0 bps 0 bps o
_'R-Ed-e ~lB] R 4t ether? Bridge 1500 65535 0 bps 0 bps ] ] 0 bps 0 bps ]
- = ElB] r 4+t etherbridge Bridge 1500 1526 106.1 kbps 6.3 kbps 14 7 0 bps 0 bps 0
— — =lE] & gres ell | GRES Tunne 156 65535 bp bps g 0 bp bps
_._,j Design Skin SE | 4 ipip-tunnel S i - = E 2 =8
-|E] 4 ipipvS-tunne [Py Tunne 5 55535 o= bps= hp bps
m Jﬂ 23 48 |2tp-outl L2ZTP Client 1450 0 bps 0 bps 0 0 0 bps 0 bps u}
SEESLE : Ele] r £+ loopback Bridge 1500 65535 O bps 0 bps o o 0 bps O bps o
= S taor et = R 4 wlanl Wireless (Atheros ARS 1500 1600 0 bps 0 bps 0 0 0 bps 0 bps 0
o R & wlan2 Wireless (Atheros ARS 1500 1600 0 bps 0 bps ] ] 0 bps 0 bps ]
ElB] r £+ wlanbridge Bridge 1500 65535 0 bps 0 bps 0 0 0 bps 0 bps 0




3. Save the modified skin under a new filename

;E;;MAN Router0S v6.40.5 (stable) | | | Quick Set [ | WebFig | [ Terminal H o H ‘ |
:?m_tegﬁ;@w__r A !EfaLEL Mame: !Limited-'.'.’eb| I| Save || Revert | | Reset m
< PR
S ‘ o Interface | interfacetist | ¥ Ethernet | EotpFunnel | PTumnet Interface List
_ Seteh | ieRETunnel [
_ Mesh Ivane | | Bonding | 2o |
¥ 1p >
_HPES > Add Mew ¥ |
] =
' System ' 18 items
s i FP Tx Pq
e 4 Name Type Actual MTU L2 MTU Tx Rx Tx Packet (p/s) Rx Packet (p/s) FP Tx FP Rx tof=)
| Radis — |z 4 6tod-tunnell | Gtod Tunnel 1430 65535 0 bps 0 bps 0 ] 0 bps O bps ]
~ Tools Jﬂ 4t bndgel EBridge 1500 65535 0 bps 0 bps 0 0 0 bps 0 bps 0
| IPE B RS 4l etherl Ethernet 1500 1526 106.5 kbps 7.1 kbps 15 7 0 bps 0 bps )
_Files o 4l ether2 Ethernet 1500 1522 0 bps 0 bps 0 0 0 bps 0 bps 0
| MetaRoUTFER o] R 41 ether3 Ethernet 1500 1522 2.8 kbps 89.1 kbps 5 117 0 bps 0 bps 0
| Parktien Jﬂ R t1 etherd Bridge 1500 f5535 0 bps 0 bps 0 o 0 bps 0 bps o
| Make Supeuts el |R 4+ ethers Bridge 1500 65535 0 bps 0 bps ] ] 0 bps O bps 0
s e 4+ ethers Eridge 1500 65535 0O bps 0 bps 0 o 0 bps 0 bps o
_'R-Ed-e ~lB] R 4t ether? Bridge 1500 65535 0 bps 0 bps ] ] 0 bps 0 bps ]
- = ElB] r 4+t etherbridge Bridge 1500 106.1 kbps 6.3 kbps 14 7 0 bps 0 bps 0
= - &] / @ o mell |G ne 156 bp bps ¢ 0 bp bps
_lq,ﬁ Design Skin EliE | x 4 o ell 181 fals D bps
. -|E] & ipipve-tunne ne & D= bps bp bps
=i Jﬂ 23 48 |2tp-outl L2ZTP Client 1450 0 bps 0 bps 0 0 0 bps 0 bps u}
SEESLE : Ele] r £+ loopback Bridge 1500 65535 O bps 0 bps o o 0 bps O bps o
= S taor et = R 4 wlanl Wireless (Atheros ARS 1500 1600 0 bps 0 bps 0 0 0 bps 0 bps 0
o R & wlan2 Wireless (Atheros ARS 1500 1600 0 bps 0 bps ] ] 0 bps 0 bps ]
ElB] r £+ wlanbridge Bridge 1500 65535 0 bps 0 bps 0 0 0 bps 0 bps 0




4. Under System = User = Group add a new group with
limited web only permissions

5. Add a new user with membership of the limited group

Users Groups | 55H Keys | 55H Private Keys | Active Users

Name:

'l' p—— P Policies: [ local || telnet
| [Name / |Policies A =L
....... ifull local telnet ssh ftp reboat read write policy test || | rebot |v| read
Hiread local telnet ssh fip read test winbox password || [ | write | policy
£ webdimited read web | test [ winbo
& write lvcal telnet ssh reboot read write test winbox pa)| | password [+ web
| smiff || sensitive
| api [ roman
| dude | | tikapp
Skin: | Limited-web I*]
[* »
|4 items

User <web>
MName: . oK
Group: |webdimited ¥ |
Allowed Address: |192.168.10.0/24 - Apply
Last Logged In: :

.enabled

Disable

Comment
Copy
Remove

Password .




5. Login with the limited user

You now have a strictly limited view as per your defined
skin policy

G‘ o e \ RouterOS v6.40.5 (stable) WebFig ” a H B ‘
1 Wik

Iﬂmtﬁlﬁm. ‘ Interface ” Ethernet | Interface List
5 1P

o | | Addnew ¥|

g items
Lt 4 Name Type Actual MTU L2 MTU Tx Rx Tx Packet {p/s) Rx Packet (p/s) FP Tx FP Rx
4 Graphs ) Bl r 4 Gtod-tunnell | Gtod Tunnel 1430 55535 360 bps 320 bps 1 1 0 bps 0 bps
o RS 4}y etherl Ethernet 1500 1526 116.6 kbps 24.0 kbps 20 14 0 bps 0 bps
o 4} ether2 Ethernet 1500 1522 0 bps 0 bps 0 0 0 bps 0 bps
o] R #s ether3 Ethernet 1500 1522 16.3 kbps 106.3 kbps & 131 0 bps 0 bps
~|El X 4 gres-tunnell | GRES Tunne 1456 5 bps 0 bps o 0 bps
=|E] |x & ipipvs-tunnell | IFIPvS Tunnel 1460 bps 0 bps ] 0 bps 0 bps
o R 4 wlanl Wireless (Atheros ARS 1500 1600 44 bps 5.1 kbps 2 4 0 bps 5.1 kb
o @ wlan2 Wireless (Atheros ARG 1500 1600 0 bps 0 bps 0 0 0 bps 0 bps




RoMON

. PROBLEM: RouterOS Winbox can only access directly
connected routers by MAC addres

. SOLUTION: RoMON - Router Management Overlay
Network

. RoMON works by establishing an independent MAC
ayer peer discovery and data forwarding network

. ROMON network operates independently from L2 or
|3 forwarding configuration




Configure RoMON

Tool = RoMON allows the service to
be enabled/disabled

ID can optionally be specified
otherwise default is etherl MAC

Secrets will encrypt RoOMON comms
with MD5 — secret must be the same
for adjacent ports

RoMON Ports allows setting up ports
individually with costs

v| :Enabled oK
[D: [00:00:00:00:00:01 |~

[ ok |
ecrets: T ,.

Cument I1D:; |D4.CA:6D:.EG:25:FD Parts

Jitems




Connecting to ROMON

. Winbox V3 must be
used

. Select a RoOMON
enabled router and

choose “Connect to
RoMON”

. RoMON enabled
routers will now be
displayed

& WinBoxv3.11 (Addresses)

File Tools

Connect To:
Login:
Pazswaord:
Sesgion:
Mote:

Group: |

FRoMQON Agent:

1.76.133 33

admin

~own=

West1 RB2011

4176.133.33

Add/Set |

Managed RoMON Neighbors

¥ [ Btedty

[Address
000000 00:00:00

00:-0C-42-6F:25:FC
00:0C-42:B7:5A:19
00:0C-42:C5:94:A8
00:0C:42:C5:54:C6
00-0C:42:02:3E:DE
00:0C-42:EB:B5:40
0.0 42 F2.57E7
00:0C:42:F0:16:95
02:4F-AF-54:F5:43
4C:5E:0C13.CB:69
4C:5E:0C27:14:78
4C:5E:0C:27-43:26
4C:5E:0C:3E:3B:70
4C:5E:0C:3F:BZ:FD
4C:5E:0C 45:26:A3
4C:5E:0C 452877

4C:5E:0C:50:13:A3

-

'El.items

500
800
800
1000
1000
400
400
1200
400
500
400
200
50D
300
300
300
300
300

¢ |Cost |Hops |Path L
E4:80:8C17:5...
E4:8D:8C17:59...
E4:80:8C17:59...
E4:80:8C17:59...
E4:8D-8C175
E4:8D-8C 179
E4:80:8C 1759
E4:80-8C: 175
E4.80-8C17:59.
E4.80-8C:17-5.
E4:80:8C:17:9...
E4:80:8C:17:9...
3 E4:8D:8C:179...
4 E4:8D:8C:179...
4 E4:80:8C:17:9...
4 E4:BD:8C179...
4 E4:80:8C17:9...
4 E4:8D:8C:17:9...

b P L3 P ORI AN BN e b B3

% || Browse...

|

[oTU fidentty
1500 1. - roof+b 1100
15001 ~ elldtb

1500 - H750bridge
1500 2™ RB2011
1500 C "™ MTZA

1500 RB1200
1500 F ™  Place Core
15000 5oL SXT

1500 cordibre«connects
1500 RB3011A Ground Floor
1500 BGPCCR-Edgel-1072

1800~ - ---RB2011

1500 T MW 1Core2

1500:£_ _ _  RB2011

1500 ©  °, RBAD11

1500 "o o MTZA roof

1500 n " foof+b2011-Rack Mount
18001 ™ it

[Version
6341

6.36.3
6.36

6.40.4
6.363
6.36.3
6.38.7
6.40.4
6352
6404
6.38.7
6.38.5
6.375
6385
6335
6.40.4
6.34.1
6.38.5

Disconnect From RoMON I Connect

v Keep Password

| Secure Mode

¥ Autosave Session

v Open In New Window

Board [~]
RB1100AH«2 .

RB312UAG-5HPD
RBT750GL
RBZ011IL
RB2011iL

RB1200
RB11004H

RB SXT 5HPAD
CCR1016-125-15+
RB3011UIAS
CCR1072-1G-85+
RB2011iL
RB30T1LIAS
RB2011iL
RB2011LIAS
RB2011iL
RB2011iL
RB2011UiAS |




Wireless System

Wifi Protected Setup (WPS)
NV2 Sync




WPS

WiFi Protected Setup (WPS) is a feature for convenient
access to the WiFi without entering the passphrase

RouterOS supports both WPS accept (for AP) and WPS
client (for station) modes

To easily allow guest access to your access point WPS
accept button can be used

When pushed, it will grant an access to connect to the AP
for 2min or until a device (station) connects

The WPS accept button has to be pushed each time a
new device needs to connect




Using WPS

A RouterOS devices with a WiFi
interface has a virtual WPS push button

Certain routers have a front panel
button, check for wps button on the
router

Virtual WPS button is available in
QuickSet and in wireless interface
menu

It can be disabled if needed

WPS client is supported by most
operating systems

Advanced Mode

Tarch

# WPS Accept

Scan...

Freq. Usage. ..

Align. ..

Sniff, ..

Snooper, ..

Reset Configuration

54—




Nstreme Version 2

. Nv2 protocol is a proprietary wireless protocol
developed by MikroTik for use with Atheros 802.11

wireless chips

. Nv2 is based on TDMA (Time Division Multiple Access)
media access technology instead of CSMA (Carrier
Sense Multiple Access) media access technology used
in regular 802.11 devices.

. TDMA media access technology solves hidden node
problem and improves media usage, thus improving
throughput and latency, especially in PtMP networks.




Nv2 AP Synchronization

. This (experimental) feature will let multiple MikroTik
Nv2 APs on the same location to coexist in a better
fashion by reducing the interference between each
other.

. This feature will synchronize the transmit/receive time
windows of APs in the same frequency, so that all
synced MikroTik Nv2 APs transmits/receives at the
same time.

. That allows to reuse the same wireless frequency on
the location for multiple APs giving more flexibility in
frequency planning.




Nv2 AP Synchronization

. For Nv2 Synchronization a Master Nv2 AP should be
chosen and "nv2-mode=sync-master" should be
specified together with "nv2-sync-secret".

. For Nv2 Slave APs the same wireless frequency as
Master AP should be used and "nv2-mode=sync-slave"
should be specified with the same "nv2-sync-secret" as
the in Master AP configuration.

. After Master AP is found the Slave AP will start
operating as AP and it adapts the period size and
downlink ratio from the synced Master AP.




inteface <wlan1:

Wircless  HT HTMCS WDS Nstreme NV2 | Status Traffic

TOMA Period Size: (£ <] = |

Cell Radius: |30 km
o ] Apply |
Preshared Key: | | Disable |
Mode: [sync master | Comment |
Downlink Ratio: |50 | Advanced Mode |
Sync Secret: [nv2-syncmeup | Torch |
Queue Count: |2 ] | WPShccet |
Q0S: |defaut | | wesClent |
| Setup Repeater |
| Scan... |
| Freq.Usage.. |
| Blign.. |
| Sriff... |
| Snooper.. |
| Reset Corfiguration |

[emabled. running ap

Test Ta:

Protocal;

Local UDP Tx Size:
Remaote UDP Tx Size:
Dlirection; | -

TCP Connection Court

Local Tx Speed: |
Remote Tx Speed: | -

User: |

Password:

Lost Packets:

TR Current:
Tu/Bx 10s Average:
Tu/Bix Total Average:

Nv2 AP Synchronization

([ —

11.255.255.1
f* udp " tcp
0
[1500
both X
B
[ ¥ bps
[ ¥ bps
[ | Random Data

-
. -
(1036
|66.5 Mbps/56.5 Mbps
_7"[?2 Mbps!E-EI-EI' Ml:ups

;._E-Z.Jili';-"lbpsfﬁ 4 .I'Hi.bps

BT 565 Mbps
Bl R« 55.5 Mbps

| :siuppeﬂ




Interface <wlan1:

Wireless  HT HT MCS | WDS5  Nsteme NV2 |5taius Traffic

Bandwidth Test

Test Ta:

Protocal:

Local UDP Tx Size: |
Remote LUDP Tx Size:

Direction: |

TCP Connection Court

Nv2 AP Synchronization

Local Tx Speed: |

Femote Tx Speed: |

Iser: |

Password:

Lost Packets:

TR Current:
Tw/Rx 10s Average:
Tw/Rx Total Average:

EE
[1 255 255 1 1| sta
fwudp " tcp
I1_5=I]'D | Cloze |
(1500 |
ath =]
|20 |
: | ¥ bes
f | > bps
[| Random Data
I i —
i |
496 |
1128.6 Mbps/13.3 Mbps |
74.2 Mbps/13.8 Mbps |
|68.2 Mbps/13.2 Mbps |

T 1286 Mbpe
B Rx 13.3 Mbps

....nﬂm

éstnpped

THTHE WSt W See e - o

TOMA Period Size: | L *]
Cell Radius: [30 - | Lo |
'j Securty | Apply |
Preshared Key: | ||| Disable |
Mode: :sync master |i£n | ik |
Downlink Ratio: |EE [ | Advanced Mode |
Sync Secret: |nv2-syncmeup _IJ | Tarch |
Queue Count: :2 | | WES cce |
QoS: [defaut |+ | WPSGient |
- | Setup Repeater |
| Sean... |
| Freq. Usage... |
| Align.. |
| Sniff |
| Snooper... |
| Reset Configuration |

Ienabled in.lnn'rng \running ap




VPN

Virtual Private Networks

EolP, VLAN

PPTP,L2TP
PPPOE




PPTP and L2TP Tunnels

. PROBLEM: VPN’s build with PPTP/L2TP use legacy
encryption methods

— OpenVPN and SSTP (Secure Socket Tunneling Protocol) are
far more secure, however client and server certificates are
required

. SOLUTION: Use L2TP with easy IPSEC setup to securely
establish “road warrior” connections for mobile
devices




IPSEC

Internet Protocol Security (IPsec) - a set of protocols to
support secure communication at the IP layer

Originally developed alongside IPv6, later backported
to IPv4

Provides encryption to the IP protocol for both IPv4
and IPv6

Is an extensible protocol under constant development,
update and improvement




. Easy way to provide IPSEC encryption using existing L2TP

services

L2TP with IPSEC

. Set “Use Ipsec” to yes or required as per your policy

. On mobile device choose L2TP/IPsec PSK or similar option

LZTP Server

Max MTL:
Max MRELI:
MRBRL:

Keepalive Timeout:

v} Enabled
1450
1450
-
k1] -

i

Cancel

Ppply

Default Profile: |default-encryption ¥

Max Sessions: o

Authertication: (| mschap? mschap
chap pap

lUze |P=ec: |required *

IPeec Secret: |My Very Strong Password

Caller ID Type: |ip address *

Allow Fast Path

L4

Add VPN

Name
Road Warrior

[

Type
L2TP/IPSec PSK ¥

Server address
myserver.domain.com

L2TP secret

ooooooooooo

IPSec identifier

IPsec pre-shared key

| New Interface

Connect Ta

Lser:
Password:
Profile:

Keepalive Timeout:

General Dial Out | Status | Traffic

| E———

|Userl
|password123
defautt encryption
50

[

]

Cancel
Ap

s

Dizable

-

Comm

C

|Psec Secret:

[w| Lzs |Psac

My Very Strong Password

el el

Remove
Tarch

[] Allow Fast Path

["] Dial On Demand
[ ] Add Default Route




Simple Tunnel with IPSEC

. IPIP, GRE and EolP tunnels
now also support IPSEC
encryption under RouterOS

. Simply specify IPSEC secret
when setting up tunnel to
enable

General | Loop Protect Status  Traffic

[Mame:

Type:

MTLE:

Actual MTLE
L2 MTLE
MAC Address:
ARF;

ARP Timeout:

Local Address:
Remote Address:

Tunnel D

eoiptunnel-with-IPSEC
EolP Tunnel

02.A5CEFF-EZDF

enabled

10.0.0.1
172.16.0.1
123

|Pzec Secret:

SuperSecret Tunnel

Keepalive:

DSCP:

Dont Fragment:

enabled

00:00:10 |5

inhert
nao

v| Clamp TCP M55
Allow Fast Path

r

LR




IP Cloud Service

If you run a client providing a dynamic IP address you
cannot assign a static DNS

Past solutions include running a DynDNS client or
scripting a solution

IP = Cloud is a free service from MikroTik that will
translate your public outgoing IP to a dynamic DNS server
hosted on the MikroTik cloud

Since the name is taken from the routers serial number
you can predict what the name will be




[admin@Trainer Dave]

ddns-enabled:
update-time:
public-address:
dns—-name:
status:

warning:
your local IP was

/ip cloud> print
yes

yes

41.21.229.146

558104cf9d4c.sn.mynetname.net

updated

DDNS server receilved request from IP 41.21.229.146 but

192.168.5.254;

v DDMNS Enabled
v| Update Time

Public Address: |41.21.223.146

-

[=|E3

Cancel

DDNS service might not work.

Routerboard = E3

[v| FRouterboand

|updated

DNS Mame:| [558104cfSddc. n;rr'_metname.net

Force Update

[E———]
S

DOMNS server reu:ei'ueu:i request from IP 4.

%]
Model: | 951Li-2HnD
| Upgrade |
Seral Number:l hh3104CFD4C I
| Settings |
Cumrent Fimware: |3.22
T PoE Setti
Upgrade Fimware: |(3.22 | : s |
| IUSE Power Reset |




Firewall Improvements

Address list by DNS name

Improved rules for adding addresses




Firewall Address List

PROBLEM: You need to apply firewall rules by DNS
name instead of static address

SOLUTION: Firewall address list can now track DNS
names for dynamic address generation

Lists will be refreshed according to upstream TTL
record

Domains with multiple servers will generate multiple
records




B

Fiter Fules = MAT  Mangle Faw Service Pots  Connections  Address Lists iLa)ler?Fmtoco]s
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Firewall Address List <OMNS Demoz |

| Name ' | Address [ Timeout |Creation Time | [=
BONS Dema ¥ @ DNS Demo  www youtube com MNov/23/2017 22:...
i ' IJ \i‘ oW youtube com
Address: |netflic.com D @ DNS D... 21658223 14 Mow/23/2017 22:...
r o www youtube .com
Timeout: | A D  @DNSD.. 2165822346 Nov/23/2017 22. .
Creation Time: |Nov/23/2017 22.0758 | - \ e U ' n Now/ 23/ 20l 22
-Dmable i1 netfli.com
@ DNSD... 52211 208.146 MNow /23,2017 22:..
omment i netflix.com
Copy D @ ONS D... 52 210,765 MNow/ 23,2017 22
;1> netflix.com
Remove D @ DNS D 52 208.128.101 MNow/ 232017 22:..
.+ netfliv.com
!enabled D @ OMS D... 52209.75.186 Mo/ 23,2017 22
i1 netflic.com
D @ DNS D... 52 21066 202 Wow /232017 22:..
s netflix.com
D @ DNS D... 5221067117 MNowv/ 2372017 22
;1> netflix . com
D @ DNSD... 521956133 Mow/23/2017 22
;1 netflix.com

D oDNSD.. 52208245169 Nov/23/2017 22/




Firewall Address List

. Firewall action “Add src/dst to address list” has
improved options

. Choose between a set timeout value, none static or
none dynamic

Firewall Rule <=

General Advanced Extra Action | Statistics | oK |
Action: |add src to address list [#] | caneel |
[ Log | Aoply |
Log Prefix: | Y [ Eabe |
Address List: |DemoList [%]| | Comment |
:; : | Copy |

|

| Reset Al Courters |




Question Time




